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   foreword
 
  
 
   
   Over the past couple of decades, APIs have evolved from bits of code to business products, and I’ve been fortunate enough to spend my career working for API vendors that have helped to make this happen. We’ve established what have become the standard API best practices and operating models and built the tooling that’s empowered companies to become API-led. In technical, customer-facing roles, I’ve helped hundreds of global organizations deliver APIs as part of their integration strategy, and I’ve celebrated the resulting impact from a people, process, and technology perspective. Seeing the API industry mature so much has been phenomenal.
 
  
 
   
   But now we have a problem.
 
  
 
   
   Great APIs accelerate project delivery, increase operational efficiency, and broaden market reach. APIs can be so transformative that they’re now a business currency. They underpin every digital transformation. This is only possible when you treat your APIs as products, with a full life cycle: designing, building, and deploying them consistently and securely while thinking of your consumers as customers.
 
  
 
   
   And wow, what a change we’ve seen since we’ve considered APIs in this way. Companies pivoted, and those that embraced the power of APIs flourished. New target architectures were defined based on modern APIs. APIs themselves became monetizable products. The more businesses started to really feel the value of this new way of approaching API development, the more they invested in it, the more they wanted it, and the faster they tried to achieve it.
 
  
 
   
   The enthusiasm I saw from so many organizations to follow the API life cycle and treat APIs as products was palpable. The way in which millions of people worldwide have embraced the API economy has driven both technology and business forward. We’re now in a digital world powered by APIs; we use them everywhere—millions of them.
 
  
 
   
   But with this scale of API adoption, I’ve witnessed one common problem affecting companies of every size, industry, and maturity: it has become impossible for them to rapidly deliver APIs that are always high quality, secure, performant, and consistently representing their brand, and then to sustain and measure their impact long after they’ve been deployed.
 
  
 
   
   How can we achieve all of this at the scale we’re at today? How can we do it even faster tomorrow? How can we do it better and more securely? Most organizations don’t yet know how to answer this. I’ve surveyed hundreds of companies on this topic, and 80% of them say they’re currently forced to make a tradeoff between the delivery speed and quality of their APIs. Either you invest the time in properly following the API life cycle to ensure quality, adherence to standards, and security, which slows down delivery, or you ship quickly by shortcutting governance processes and consequently introduce risk. 
 
  
 
   
   We’ve not yet maximized the true value APIs can bring us because the processes we first put in place to manage the API life cycle haven’t evolved at the same pace as API adoption. They’re now holding us back.
 
  
 
   
   The good news is we have a solution. We apply and tune the proven automation principles of DevOps and GitOps to the API life cycle in the form of APIOps. By combining the power of linting, declarative configuration, version control, and a CI/CD pipeline with your own API standards, you can ensure that every API is done your way, automatically, every time.
 
  
 
   
   My evangelism in this area has inspired companies to adopt APIOps, and they now continually deliver high-quality, secure, measurable APIs at speed as a direct result. These benefits shouldn’t be exclusive to them, however, and with this book, Ikenna brings the power and possibility of APIOps to every organization.
 
  
 
   
   He masterfully navigates you through the journey of learning both the concept and reality of APIOps, until you find you’ve just built the end-to-end pipeline yourself and understood exactly why you’re doing what you’re doing. Through a powerful combination of stories, diagrams, and accessible language, Ikenna will walk you through the best practice, but he doesn’t stop there. Step by step, he shows how to adopt it in real life, with examples, hands-on exercises, and frequent discussions on the nuances of applying the theory to your own company setup.
 
  
 
   
   The hardest part of getting APIOps right isn’t understanding the theory but executing the technical and cultural change, and the genius of this book is how clearly it lays out the path to achieve that. Whether it’s a walk-through of the technical steps, examples of open source tooling to use, or tips for running an effective API design review meeting, Ikenna offers practical guidance, as well as advice from his lived experience on how to overcome the typical challenges that will present themselves along the way.
 
  
 
   
   With the publication of this book, there’s now nothing stopping any organization from harnessing APIOps to unleash the full power of APIs, and I can’t wait to see this happen!
 
  
 
   
   —Melissa van der Hecht, API startup advisor, previously Office of the CTO at MuleSoft and Field CTO at Kong
 
  

 
   
   preface
 
  
 
   
   In October 2021, I joined 10x Banking as a product owner for the API platform team. At that time, the company was rapidly expanding the REST API for its core banking platform, which involved not only the development but also the governance and deployment of the API. Balancing the urgency of deploying APIs quickly with the need to adhere to our organization’s API style guide amid collaboration with numerous feature teams presented a challenging yet exciting dilemma.
 
  
 
   
   Despite our efforts to streamline processes, including improving our management of Jira tickets, I found myself constantly searching for more effective solutions. This search led me to Melissa van der Hecht’s insightful presentation on “APIOps: Automating API Operations for Speed and Quality at Scale” at apidays London. Her emphasis on automating the entire API life cycle resonated with me, prompting weeks of research into how we could adopt these principles at 10x. By January 2022, I had devised an API Enablement plan, which was well received by our managers. I also shared it with colleagues in our internal API community of practice (which we called our API guild), and together we embarked on this journey of change.
 
  
 
   
   Our initiative began with mapping out our API workflow to pinpoint manual intervention points and then exploring how we could make them more efficient or introduce automation to streamline them. This journey involved replacing outdated API tools and integrating our OpenAPI files into our Git repository, culminating in a significant enhancement of our continuous integration/continuous delivery (CI/CD) pipeline. This allowed for automated checks of OpenAPI files and deployment to our API gateway, transforming API reviews from a two-and-a-half-week ordeal to a single-day process. The resulting efficiency not only fostered consistency but also positively influenced our culture, encouraging a more thoughtful approach to API design and construction.
 
  
 
   
   As organizations scale their API development efforts, automated controls and good API developer tools become paramount for ensuring reliable API governance, a stellar developer experience for API creators, and an optimal product experience for API consumers. Through this book, I aim to share techniques that can elevate your API workflow efficiency. Furthermore, I invite you to sign up for my ApiDelivery newsletter (https://ikenna.co.uk/newsletter) where I continue discussion on these topics. You can also join me on LinkedIn for ongoing discussions and insights into API workflow automation: www.linkedin.com/in/ikenna.
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   about this book
 
  
 
   
   Automating API Delivery is a walkthrough of how to automate your end-to-end API workflow. It explores the concepts and implementation approaches you need to ensure faster lead times in your API development with less toil and a better experience for your API consumers. The examples in this book are based on REST APIs defined in OpenAPI. This book is less about API design and more about how to ensure your API designs are consistent, how to generate API artifacts reliably, and how to ensure you deploy APIs reliably.
 
  
 
   
   Who should read this book
 
  
 
   
   This book targets developers involved in API platform teams, API architects, API product owners, and API product managers. It addresses the challenges of scaling an organization’s API offerings and delivering these APIs swiftly while adhering to governance standards. Because some chapters may apply more to some roles than others, I mention the particular roles it may apply most to in the introductory section of each chapter. In general, readers should have experience with the following:
 
  
 
   
   	 Designing RESTful APIs 
 
   	 Participating in the software development life cycle, including design, implementation, testing, and deployment phases 
 
   	 Writing basic service code and tests, preferably in Java (deep Java expertise isn’t required) 
 
   	 Using the Unix/Linux command line and managing version control with Git and GitHub 
 
  
 
   
   Although not mandatory, familiarity with microservices architecture, Docker, and Kubernetes will be beneficial. (The book does provide an introductory overview for those new to Docker and Kubernetes to ensure all readers can follow along comfortably.)
 
  
 
   
   How this book is organized: A road map
 
  
 
   
   This book is composed of 11 chapters, each dedicated to a specific aspect of APIOps. Here’s what you can expect:
 
  
 
   
   	 Chapter 1 introduces APIOps, detailing the problems it addresses, its guiding principles, how it relates to DevOps, and its impact on the software development life cycle. 
 
   	 Chapter 2 shifts focus from technology to strategy, discussing how to implement APIOps transformations using lean principles. It introduces process maps for API development workflows through value stream mapping and problem-solving with A3 diagrams, particularly in the context of organizational change. 
 
   	 Chapter 3 lays the foundation for automating API delivery by exploring API linting. Readers will discover automated methods for ensuring API definitions adhere to organizational style guides. 
 
   	 Chapter 4 covers managing API evolution and the use of automated tools to identify breaking changes and generate API change logs. It also offers insights into REST API versioning schemes and establishing an API-breaking change policy. 
 
   	 Chapter 5 explains the necessity of API design reviews beyond what can be automated, including conducting reviews and measuring their effectiveness. 
 
   	 Chapter 6 explores the concept of API conformances and teaches you how to generate API service code from the API definition. It also describes how to generate OpenAPI definitions from code and discusses creating API consumer SDKs. 
 
   	 Chapter 7 advances API conformance by introducing API schema tests to validate that an API’s behavior matches its published definition by using code-based tests and a validating proxy. 
 
   	 Chapter 8 combines the discussed practices into a deployment pipeline framework using the GitHub Actions platform, focusing on managing OpenAPI definition source files as multifile definitions. 
 
   	 Chapter 9 delves deeper into CI/CD pipelines for API artifacts, including transforming OpenAPI definitions, artifact storage, and API mocking, which culminates in deploying API gateway configurations via GitOps. 
 
   	 Chapter 10 revisits API linting, teaching you how to write custom linting functions, how to use linting to detect OWASP API security vulnerabilities, and more. 
 
   	 Chapter 11 addresses API monitoring and analytics, presenting metrics to measure the success of your API product and monitor its technical performance. 
 
  
 
   
   Designed to guide API architects and platform engineers through APIOps practices across the software development life cycle, this book is structured for sequential reading. API product owners and managers may find chapters 1, 2, 4, 5, 10, and 11 particularly relevant, offering insights into strategic planning, security, and performance monitoring.
 
  
 
   
   About the code
 
  
 
   
   This book contains many examples of source code both in numbered listings and in line with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. Sometimes, code also appears in bold to highlight code that has changed from previous steps in the chapter, such as when a new feature is added to an existing line of code.
 
  
 
   
   In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page space in the book. In rare cases when even this wasn’t enough, listings include line-continuation markers (↪). Additionally, comments in the source code have often been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.
 
  
 
   
   You can get executable snippets of code from the liveBook (online) version of this book at https://livebook.manning.com/book/automating-api-delivery. The complete code for the examples in the book is available for download from the Manning website at www.manning.com/books/automating-api-delivery. In addition, the source code for this book is available at https://github.com/apiopsbook/apiops. You can directly clone this repository to your GitHub account. The code repository includes OpenAPI files in YAML format, API configurations also in YAML, and some sample API services written in Java. Additionally, it contains Docker configuration files and Kubernetes manifest files. The CI/CD tool used for the pipeline examples is GitHub Actions, which is introduced in chapter 9. Comprehensive details about other necessary software tools and how to install them are provided in appendix B, appendix D, and appendix E.
 
  
 
   
   liveBook discussion forum
 
  
 
   
   Purchase of Automating API Delivery includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/automating-api-delivery/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.
 
  
 
   
   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
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   In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.
 
  

 
   
   
1 What is APIOps?

 
  
 
   
   This chapter covers
 
    
    	The challenge of scaling API design and delivery
 
    	APIOps as the combination of DevOps and GitOps for APIs
 
    	APIOps principles
 
    	The benefits and challenges of APIOps with OpenAPI
 
   
 
  
 
   
   Many organizations aim to build high-quality, well-documented, easy-to-use APIs, but they struggle with being able to implement this in practice. They may have API governance standards and functions and even adopt a design-first approach to API development. However, even with all of this, they still see a big gap between their governance standards and what they implement. This execution gap often leads to shipping out APIs that fail to meet their usability and security standards, lack proper documentation, and are neither discoverable nor accessible. Additionally, these APIs may suffer from problems related to performance, reliability, and scalability. The organization may also suffer from an expensive and inefficient API development process with a long lead time to getting their API products to market.
 
  
 
   
   This gap is what APIOps aims to solve. You can think of APIOps as designing, building, testing, and deploying your API products more efficiently by automating your API delivery workflow. APIOps introduces automation into managing API definition and API configuration files in your continuous integration/continuous delivery (CI/CD) pipeline. APIOps is the end-to-end automation of the API life cycle using DevOps and GitOps principles to help API providers deliver more value to API consumers (I explain what DevOps and GitOps mean later). APIOps helps you automate API design governance by replacing manual API governance practices with automated checks such as API linting and breaking change checks. It also improves the reliability of your API releases through Git-controlled API configuration deployments. This improves auditability, compliance, and collaboration between developer and operations teams in your API deployments. In this way, APIOps helps organizations increase the speed of their API delivery and deployment, as well as increase the consistency of their APIs through automated standard governance and policy checks. Let me illustrate this with an example.
 
  
 
   
   
1.1 Scaling API delivery: Problems arising
 
  
 
   
   Imagine a hypothetical e-commerce company—BookInc—that runs an online bookstore. Their flagship BookStore API product is a cloud-native platform that enables affiliates to market books on behalf of BookInc. 
 
  
 
   
   At the beginning of its API program, engineers at BookInc had free reign to design and deploy changes to the BookStore REST API. Without any API quality gates, they could make changes very quickly. However, as BookInc scaled its operations and the number of development teams making changes to the API grew, the BookStore API became inconsistent. Their API consumers complained that the same resource was given a different name in some sections of the API and that not all endpoints followed the same error message format. There were also complaints about missing API reference documentation, unsecured endpoints, and some endpoints that always failed. 
 
  
 
   
   In response, BookInc created a centralized API platform team to govern changes to the BookStore API. The team was responsible for creating API standards and ensuring API changes complied with them. In addition to this governance function, the team was also responsible for operating the API gateway and deploying APIs to it. They were responsible for writing functional tests to ensure the external API worked as documented in the published API reference. 
 
  
 
   
   As part of their API design-governance function, the API platform team manually reviewed any design changes to the BookStore API submitted by dev teams to ensure they were compliant. The platform team evangelized the best practice in their API standards document to the dev teams and made it clear that teams needed to read and closely follow it. To ensure the finished output delivered a great user experience, the API platform team also advocated a design-first approach to API development, requiring teams to complete their API designs in the OpenAPI Specification (OAS) first and get them reviewed and validated before starting any backend implementation on them. 
 
  
 
   
   This all sounded good. The quality gates the API platform team introduced were all well-intentioned. However, as BookInc scaled its operations and added more feature teams, a few problems came up:
 
  
 
   
   	 Feature teams had to raise a work ticket or schedule a meeting for the API platform team to review their API changes. A big backlog of API changes resulted, as multiple teams had to wait until their changes were scheduled, reviewed, and approved by the platform team. The net result is that it took longer (i.e., increased lead time) to get an API change deployed. 
 
   	 The API platform team’s manual compliance checks introduced increased consistency and standards compliance. But because they were manual checks, they were error-prone. They sometimes missed important problems that were only discovered later after the API change was deployed to production and in use by consumers. 
 
   	 Faced with an increased number of API deployments and the large amount of time it took to create and maintain its automated tests, the centralized API platform came under pressure and had to limit its API review sessions to once a week to enable them to cope with other work they needed to do. 
 
   	 Given the long time it took to get feedback on API designs under pressure to deliver features, some development teams abandoned the API-design-first approach advocated by the platform team and resorted to starting work on the backend microservices while they waited for the design review. This sometimes resulted in lots of rework (and the accompanying frustration) if the final approved design was very different. 
 
   	 Feature teams now had the responsibility of internalizing and remembering all the standards and also keeping abreast of any changes. This increased their cognitive load. 
 
  
 
   
   In summary, BookInc transitioned from decentralized API management with a focus on speed to a centralized API management model with a focus on quality. In doing this, BookInc had to trade speed for API quality and reliability. In addition, BookInc now has a rather developer-unfriendly method of deploying API changes that involves handoffs (involving work tickets, emails, and meeting scheduling), long queue times, and long feedback cycles. The frustration and friction this causes affect the culture at BookInc.
 
  
 
   
   
1.2 Tackling the scaling problem
 
  
 
   
   The problem here is that as BookInc scales, it’s faced with having to make a tradeoff between API delivery speed and API quality. However, there is a well-established software delivery paradigm that addresses this challenge—DevOps. Anyone familiar with DevOps will see that this friction between the API development teams and the API platform or operations team is the kind of problem DevOps aims to solve. DevOps is about applying lean principles across the entire technology value stream, including development and operations, to deliver value to the customer quickly and reliably. One of the benefits of DevOps is decreased lead times (getting valuable work done quicker) coupled with a lower change failure rate (increasing quality). You can see how this would apply in the BookInc API development workflow. 
 
  
 
   
   As described by G. Kim in The DevOps Handbook (2nd ed., IT Revolution Press, 2021), DevOps is based on three principles: 
 
  
 
   
   	 Enabling the fast flow of valuable work from left to right in the value stream 
 
   	 Enabling the opposite flow of feedback to detect and fix problems quickly 
 
   	 Enabling a culture of continuous learning, sharing, and experimentation to build a high-trust work environment 
 
  
 
   
   DevOps practices are based on those principles. The DevOps practices include the following:
 
  
 
   
   	 Version control —Version control (also called source control) is the practice of tracking revisions and the change history of code and configuration files to make it easy to review and recover code or fix a mistake. Version control systems allow multiple developers to collaborate on authoring code and keep track of every code modification. An example of a popular version control system is Git. 
 
   	 Continuous integration and continuous delivery (CI/CD) —In continuous integration, development teams integrate tested code into a shared branch multiple times a day. Continuous integration systems (also called build servers) build and package this code as deployable artifacts to drive frequent deployments. Continuous delivery is the next phase, where artifacts are deployed to one or more test and production environments in an automated way. CI/CD enables development teams to always have deployment-ready software artifacts that have gone through a standard test process.  
 
   	 Infrastructure as code (IaC) —This practice is about defining and managing system resources and topologies (e.g., networks, virtual machines, and load balancers) using a descriptive model. This enables development teams to manage these resource definitions and store them in version control as they would code. Teams can avoid manual provisioning and environment drift by using IaC tools such as Terraform, Ansible, and AWS CloudFormation to automate the infrastructure provisioning. IaC helps teams re-create the same environment every time it’s applied, making deployments reliable and repeatable. 
 
   	 Configuration as code (CaC) —This practice is about managing application configuration using a descriptive model stored in version control. CaC is similar to IaC but is about deployed applications rather than infrastructure. Teams can templatize, roll out, and track application configuration changes to avoid drift. 
 
   	 Continuous monitoring and measurement —This practice is about collecting, analyzing, and sharing metrics from the production system with the development team to foster a cycle of improvements. It involves implementing monitoring and observability. Monitoring involves setting up predefined metrics, dashboards, and alerting to enable teams to understand the internal state of their systems. Teams can set up alerts for predefined conditions in the system that require the team’s attention. Observability is about querying and analyzing the behavior of instrumented systems and environments to determine the root cause of problems you can’t anticipate beforehand. Monitoring and observability tools allow teams to get real-time visibility of their system’s overall performance and health using telemetry—event data and logs collected from the running systems that can be analyzed and queried. 
 
   	 Learning from failure —With complex software systems, failure is inevitable. But teams can learn from failure incidents by running blameless postmortems and experimenting with systems by injecting failure into them to understand how they perform under turbulent production conditions—a practice known as chaos engineering. They can run game days where they simulate system failure to test how their team and processes respond in an incident scenario. They can also run red team exercises to test the security of the organization’s systems with a “red team” that plays the role of an adversary attempting to hack the system. 
 
  
 
   
   DevOps also includes other product, process, and cultural practices, such as gathering and implementing customer feedback, working in small batches, having a lightweight approval process, performing continuous testing, and supporting team experimentation and collaboration. Teams applying DevOps practices tend to measure their software delivery performance on four key metrics—deployment frequency, lead time for changes, change failure rate, and mean time to restore service. For an in-depth discussion of DevOps practices and metrics, see Accelerate (IT Revolution, 2018) by Nicole Forsgren, Jez Humble, and Gene Kim. 
 
  
 
   
   Coming back to the developer-unfriendly API design change approval practices at BookInc, we can refer to another well-known software delivery paradigm that addresses similar problems. GitOps is a developer-friendly way to manage application and infrastructure changes to cloud-native applications. In the GitOps model, engineers manage system configuration by using Git to store and update the desired state of the system. Delivery pipelines run automatically to apply the state specifications in Git to the required environments. Manual changes to configuration via a UI aren’t permitted, and engineers can make changes only via Git pull requests (PRs).
 
  
 
   
   One of the benefits of GitOps for application developers is that it promotes a self-service way of working. Traditionally, a dedicated operations team receives infrastructure-change work tickets from development teams. As development teams increase, this usually results in bottlenecks with the centralized operations team. With the GitOps model, developers can make the configuration changes themselves by raising a PR. The operation team can then review and approve the PR, which then triggers an automatic process that applies it to the required environment. This is a much more efficient and developer-centric way of working that uses Git, which is a tool most developers are familiar with. It provides the right balance between the developer speed and the control of infrastructure and configuration changes. Rolling back configuration changes can become as simple as running a git revert command.
 
  
 
   
   Another benefit of the GitOps approach is that compliance and auditability are built into it. Because the configuration files are under version control, anyone can see who made a change, what change they made, and when. You can run automated checks on the files to verify and report on their compliance with the organization’s standards. 
 
  
 
   
   As described by the GitOps Working Group (https://opengitops.dev), GitOps is based on four principles. The state of the system (i.e., all the configuration data required to re-create the system) must be the following:
 
  
 
   
   	 Declarative —The desired state of the whole software system (application configuration and infrastructure) is described with a declarative specification for each environment. A declarative description specifies the desired state of the system without specifying how the state will be achieved. The state is specified not as a set of implementation commands or instructions but rather as a configuration. 
 
   	 Versioned and immutable —The state of the system is stored in a version control system, such as Git, that enforces immutability and retains a complete version history. 
 
   	 Pulled automatically —Software agents can automatically pull the desired state of the system from the source. This enables them to compare it to the deployed configuration and alert on divergence. Software agents provide a feedback and control loop that ensures the system is self-healing. 
 
   	 Continuously reconciled —Software agents automatically apply the desired state to the actual system state if any divergence occurs. Divergence can occur if the actual system state is changed directly or because the desired system state is intentionally changed. Regardless of how the divergence occurs, software agents detect the drift and change the actual state to match the desired state. 
 
  
 
   
   For a thorough treatment of GitOps for cloud-native environments, see GitOps and Kubernetes (Manning, 2021; https://mng.bz/Bdq0) by Billy Yuen, Alexander Matyushentsev, Todd Ekenstam, and Jesse Suen.
 
  
 
   
   The combination of DevOps and GitOps principles outlined previously and applied to API design and delivery leads to the definition of APIOps as the end-to-end automation of the API life cycle. This is why I mentioned earlier that APIOps is about designing and delivering APIs more efficiently by automating your workflow. In this book, I discuss APIOps in the context of building RESTful API products for microservice architectures using OpenAPI as the language for defining APIs.
 
  
 
   
    
    What about APIOps for other API specification formats?
 
   
 
    
    The OpenAPI Specification (OAS; www.openapis.org), formerly known as the Swagger Specification, is an interface definition language (IDL) for describing and documenting HTTP APIs. However, OpenAPI isn’t the only API specification format used to build APIs. Some others are listed here:
 
   
 
    
    	 RAML (RESTful API Modeling Language; https://raml.org) is also an IDL for HTTP APIs. RAML API definitions are defined in YAML. 
 
    	 API Blueprint (https://apiblueprint.org) is an API description language based on the Markdown syntax.  
 
    	 AsyncAPI specification (www.asyncapi.com) is inspired by OpenAPI. It’s a protocol-agnostic interface definition format that describes and documents message-driven APIs. It can document messaging APIs for Advanced Message Queuing Protocol (AMQP), Message Queuing Telemetry Transport (MQTT), WebSockets, Kafka, Simple Text Oriented Messaging Protocol (STOMP), and other messaging protocols. 
 
    	 gRPC (https://grpc.io/) is a high-performance remote procedure call framework for communicating between applications and services. gRPC is typically used along with Protocol Buffers (Protobuf)—a language-neutral data format used to serialize structured data.  
 
   
 
    
    Some APIOps principles I discuss in this book are certainly applicable to some of these API formats. For example, the API linting tool I discuss in chapter 2 can also be used to run automated style guide checks on AsyncAPI definition files. But even though some of the principles are applicable, a detailed discussion of how to apply them to other API formats is out of the scope of this book. 
 
   
 
  
 
   
   I look at how to apply APIOps principles across your entire API life cycle by automating the management of your API definition files, API conformance tests, and API gateway configuration to help you deliver APIs to the customer quicker (i.e., shorter lead times) while meeting governance and quality standards (see figure 1.1). 
 
  
 
    
   [image: figure] 
   
Figure 1.1 APIOps is about the end-to-end management of the API life cycle to achieve a fast flow of value while maintaining governance and quality standards. 

  
 
   
   APIOps is about automating the API life cycle, but before we go any further, I want to explain what an API product is and how it differs from an API, which is just an integration service.
 
  
 
   
   
1.3 APIs and API products
 
  
 
   
   An application programming interface, or API, defines the set of functions and protocols software systems use to communicate with each other. It’s the shared boundary for information exchange between software systems. There are different kinds of API solutions, for example, REST APIs, SOAP APIs, RPC APIs, GraphQL APIs, and WebSocket APIs. On the other hand, an API product is a packaged API solution that exposes capabilities that solve a problem for the API consumer. It’s secure and packaged with good documentation and support channels. A designated API team is responsible for overseeing its life cycle (from ideation to sunset) and for understanding the needs of the API consumer, improving the user experience, and ensuring the API achieves key business metrics. If offered as a billed service, an API product specifies a pricing plan explaining how the API provider meters and charges for service consumption. The API product should have a service-level agreement that specifies its quality-of-service characteristics (e.g., uptime and rate limits). The nine components of an API product are illustrated in figure 1.2. 
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Figure 1.2 An API product is a packaged API solution that provides a core problem-solving benefit to an API consumer. It has nine components, including good documentation and support channels, and an API team that oversees its life cycle. 

  
 
   
   API products can be external-facing APIs that expose business capabilities or internal APIs that expose technical capabilities (e.g., an internal Permissions API). What makes it an API product is that it’s managed as a product. That means the API team starts with identifying and understanding the problems API consumers face and the value the API should bring them. Then, the team designs the API to meet this need, validates the design, and implements, documents, and publishes the packaged API solution. They also continuously monitor and improve the API over its lifetime based on user and operational feedback of the API. 
 
  
 
   
   This product-led API differs from an API solution that is purely an enterprise integration interface lacking the same level of investment in documentation, support, or user experience. The principles and practices of APIOps discussed in this book are aimed at API products. 
 
  
 
   
   In product management, the model used to understand and manage products is the product life cycle. It’s the succession of stages products go through during their existence, from development to growth, maturity, and decline. Understanding a product’s life cycle stages helps product managers think about and communicate on product development, planning, and forecasting. Similarly, we can think of API products as having a life cycle from ideation to sunset. Having a shared vocabulary around an API product’s life cycle helps API teams plan, build, and govern their API. But organizations define their API life cycle in different ways. For this book, I use the following simple life cycle:
 
  
 
   
   	 Plan and design —New ideas for the API are generated and captured. Functional and nonfunctional requirements are identified and analyzed. A conceptual domain model is created. Requirements are translated into API definitions. API definitions are reviewed and validated with prospective users. 
 
   	 Build —The API is implemented in the backend microservices. This involves coding, unit testing, and packaging. The API design is also mocked out to enable parallel development of any upstream API consumers. 
 
   	 Deploy and test —The microservices are configured in an API gateway, and the API is deployed to a nonproduction environment for acceptance testing. 
 
   	 Publish —API documentation and release notes are published to a developer portal. 
 
   	 Operate —The API is deployed and run in production. The health of the API is monitored for functional, performance, and security problems. 
 
  
 
   
   Every conceptual model simplifies surrounding complexity to emphasize particular points, and this model is no different. I use this model to explain the APIOps practices and the governance controls API teams can apply at high-level stages in an API product’s life. It’s not meant to be exhaustive or to explain low-level process details of how APIs are actually designed and delivered (which usually occurs in a more iterative and agile workflow). For a more detailed discussion on the API life cycle, see Enterprise API Management by Luis Weir (Packt Publishing, 2019).
 
  
 
   
   
1.4 Why should you care about APIOps?
 
  
 
   
   With APIOps, you automate how you govern and deploy API products. But before doing this, you need to start by understanding your current API product value stream—the key activities and stages involved in going from a customer request to a deployed API in production. Having a clear picture of your workflow shows you the priority areas that may benefit from automation. I talk more about mapping your API design and delivery value stream in chapter 2. 
 
  
 
   
   In this book, I discuss APIOps in the context of building RESTful API products for microservice architectures. Building and managing API products on a microservices project is a highly collaborative and iterative activity, requiring the input of multiple roles in an organization—developers, architects, product managers, security engineers, technical writers, operations teams, and more. Getting multiple teams and roles to collaborate on API design, development, and operation in an efficient way while introducing automation to reduce manual tasks, delays, and handoffs is the goal of APIOps.
 
  
 
   
   To illustrate this, it’s worth looking at the different components involved in a microservice architecture. A microservice architecture is composed of small, loosely coupled services, where each service implements a single business capability within a bounded context. Each microservice is managed by a small team, has its own codebase, is responsible for persisting its own data, and can be deployed independently. Microservices have well-defined APIs, which can be packaged into API products and exposed to the outside world via an API gateway. 
 
  
 
   
   NOTE A bounded context is a concept from domain-driven design (DDD) and refers to a domain model that is a subdomain of a larger application. It’s the boundary within which particular terms and rules in that domain apply consistently. 
 
  
 
   
   An API gateway is a reverse proxy that serves as an entry point to API products. Along with routing requests from the API products to the backend microservice APIs, API gateways can also offer security, traffic management, analytics, message transformation, and orchestration capabilities. The API gateway exposes the API product interface to API consumers. API consumers are the developers creating software applications that integrate with the API. A developer portal is used to publish documentation about the API—usually an API reference, API user guides, and API product tutorials (see figure 1.3).
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Figure 1.3 In a microservices architecture, API gateways define API products and route requests to backend microservices that implement the business capabilities. 

  
 
   
   Each API product has an API definition that describes the operations and resources that the API product provides to API consumers. The API gateway also has an API configuration that describes how external requests are routed to internal microservices, along with other constraints on the interface, such as rate limiting and applied security mechanisms.
 
  
 
   
    
    API specifications, API definitions, and Swagger
 
   
 
    
    In this book, when I use the term API Specification, I’m referring to the OpenAPI Specification (OAS), which is an industry-standard way of describing REST APIs in a way humans and machines can understand. You can find the latest version of the specification at https://spec.openapis.org/oas/latest.html. At the time of writing, this is version 3.1.0. The standard is maintained by a consortium of industry experts called the OpenAPI Initiative (OAI), which sits under the Linux Foundation. 

 When I use the term API definition or OpenAPI definition, I’m referring to a file that contains the description of a particular API using the OAS format. API definition files are usually YAML or JSON files. In other words, when you use the OAS to describe your API, you create an API definition file. An API definition file is a contract that details the operations your API supports, the security mechanisms it employs, and the details of the expected request and possible responses for each operation. 
 
   
 
    
    Due to the wide adoption of the OpenAPI standard, many tools can read OpenAPI definition files. This includes GUI and text editors, SDK generators, mock servers, and documentation tools. You can find a good list of these at http://OpenAPI.tools. 
 
   
 
    
    As I previously mentioned, OAS used to be known as the Swagger Specification. In November 2015, SmartBear Software donated the Swagger Specification to the OAI and renamed it to the OpenAPI Specification. OpenAPI 3.0 was the first release of a new version of the specification after the name change. Now the name Swagger officially refers to SmartBear’s suite of open source, free and commercial tools for working with the specification. These include Swagger Editor, Swagger UI, Swagger Codegen, and SwaggerHub. 
 
   
 
  
 
   
   These two files—the API definition file and the API gateway configuration file—are at the heart of the APIOps discussions in this book. Different roles are involved in creating, updating, reviewing, deploying, and publishing these files throughout the life cycle of the API product, and APIOps helps make this efficient while complying with quality and compliance standards. 
 
  
 
   
   
1.5 Key principles of APIOps with OpenAPI
 
  
 
   
   The focus of this book is on implementing the APIOps goal of end-to-end automation of API product development using OpenAPI as the API definition language. Based on that, the following are six principles of APIOps with OpenAPI:
 
  
 
   
   	 Use a design-first approach to API development. 
 
   	 Store API definitions in version control. 
 
   	 Automate API standards compliance. 
 
   	 Run API conformance checks to validate that the implementation matches the design. 
 
   	 Store declarative API configurations in version control. 
 
   	 Continuously reconcile the desired state of your API gateway configuration with the actual state. 
 
  
 
   
   
1.5.1 Use a design-first approach to API development
 
  
 
   
   The product-led approach to building APIs described in section 1.3 is about designing APIs and getting feedback from prospective API consumers and colleagues to validate the design before writing any code to implement the API. This is akin to the product management technique of building a prototype and validating that it meets the customer’s needs before building the real product. With this analogy, you can consider your OpenAPI definition file to be a high-fidelity prototype that you can render as documentation. You can also mock it to simulate a real API. Creating the API definition file first helps you get it in front of prospective API consumers to validate that it provides the core problem-solving benefit for them. This is the design-first approach to API development. 
 
  
 
   
   Note that at this stage of defining your API product, the API team needs to think not just about the functional aspects of API design but the nonfunctional aspects and business metrics as well. They need to ensure that the security mechanisms to protect the API are defined, that the breaking change and API deprecation policies are stated, and that the relevant API rate limit and API usage plans are defined. 
 
  
 
   
   Creating and agreeing on your API definition first means that you can parallelize your work. The backend team can start implementing the API backend service, the test teams can start creating functional tests for the API, and the client systems can start building integrations against a mock of the agreed-on API definition. This parallel flow helps reduce development lead time.
 
  
 
   
    
    The design-first approach and API-first
 
   
 
    
    The design-first (also called specification-first or contract-first) approach to API development is the practice of iteratively creating an API definition before writing the code to implement it. The design-first approach is an important part of managing an API as a product. It means thinking about who the consumer of the API is, the core problem-solving benefit the API provides for that consumer, and prototyping and validating the design that addresses these before building the API product.
 
   
 
    
    There are several advantages to the design-first API approach:
 
   
 
    
    	 Strong value and usability proposition—This approach enables you to focus on designing an API that fits the job the user is trying to fulfill. This means you begin with understanding the user’s goal and then work backward with stakeholders such as product managers and business analysts to define an API that fulfills this goal. This helps you build APIs that satisfy the consumer and have a great user experience, as opposed to building an API driven by technology and implementation concerns.  
 
    	 Get early feedback—Managing your API as a product means you can apply the product management practice of prototyping. Using the API definition, you can create documentation and mock the API early to get early feedback from API consumers. This feedback enables you to discover design problems with the API early, thus reducing the time and cost involved in having to fix these problems later on. 
 
    	 Parallel development—Given that the API definition specifies the expected interface, your downstream teams can start building, integrating with, and writing tests for the APIs based on the validated API definition. This reduces the lead time of the API. 
 
   
 
    
    	 Reuse—It’s easier for you to discover and reuse API components and API design patterns within your organization when you start with the design first. You can reuse components such as schemas and resource models. This saves time and implementation costs.  
 
    	 DDD—Many tools exist to generate server and client stubs, test code, security policies, and API configuration from API definition files. All the tools can work from the same definition file, and the design-first approach helps you save time by automating these tasks.  
 
   
 
    
    The design-first approach is in contrast to the code-first approach. The code-first approach is about going from the business requirements to implementing the API in code and then generating an API definition file from the code afterward. It has the advantage of being a quick process to follow, especially for simple API changes. It’s more familiar to developers who are used to going straight from requirements to code and are unfamiliar with API design tools and designing APIs in API definition files. However, the disadvantage of this approach is that while it may deliver the functional aspects of the API, it doesn’t prioritize the usability and consistency of the API from the user’s perspective. 
 
   
 
    
    The design-first approach is sometimes confused with API-first, but they are different. API-first is the business strategy of investing in and managing your APIs using product principles, thus making them first-class citizens of your system and critical business assets. It’s about the organization treating APIs as the most important UI of their application or platform.
 
   
 
  
 
   
   You don’t need to handwrite your OpenAPI definitions in YAML or JSON. OpenAPI editors such as Stoplight (https://stoplight.io), Apicurio Studio (www.apicur.io/studio), Postman (www.postman.com), and others can provide you with an easy-to-use GUI to help you create your API definition files. 
 
  
 
   
   
1.5.2 Store API definitions in version control
 
  
 
   
   Your OpenAPI definition files should be stored in a version control system such as Git to enforce immutability and retain a complete version history of your file. This gives you auditability and enables you to use Git-based processes to drive automation via your CI/CD pipeline. Team members can also collaborate on changing API definition files through the normal Git workflows of raising PRs.
 
  
 
   
   I recommend you have a dedicated Git repository for storing your API definitions. This enables team members to discover the API definitions, follow common patterns, and reuse shared API components. Git gives you an excellent audit history, but it also enables a vast amount of integration options, allowing you to integrate your OpenAPI definition files into your CI/CD pipeline. 
 
  
 
   
   TIP Some vendor API design collaboration tools allow you to store your API definition files within their platforms. My recommendation is that you make your API definition Git repository the primary storage for your API definitions and allow vendor tools to retrieve or update them there. Along with all the CI/CD automation options you get with using a Git repository, this approach allows you to avoid vendor lock-in and gives you the option to use other tools to edit your API definition files if you want. 
 
  
 
   
   Storing your API definitions in Git and using PRs to make changes means you can get colleagues to review them (just as they do a PR for any other code change), and you can also run automated checks on your PRs for compliance. This leads to the next principle. 
 
  
 
   
   Note that an alternative way to store API definition files is to use an API registry. An API registry is a server that allows users to store browse, search, view, update, or remove API definition files. But I recommend using a version control system such as Git instead because the PR workflow is developer-friendly, and version control hosting platforms such as GitHub and Bitbucket open up many integration options. Some of them have plugins to allow users to view rendered OpenAPI definitions directly in the repository. I talk more about this in chapter 9.
 
  
 
   
   
1.5.3 Automate API standards compliance
 
  
 
   
   You can convert your API style guide into a set of executable rules that can be run on your API definition files to check that your API definitions comply with them. In addition, you can implement checks for some of the rules in your style guide with an API linter—a tool that interprets your rulesets and reports areas where your static API definitions don’t follow the rules. For others, you may require special scripts. For example, if your API guideline stipulates that you should not introduce breaking changes, you may need a script or tool that compares the before and after versions of your API definition file to check for breaking API design changes.
 
  
 
   
   This guidance on creating executable rules for your API style guide assumes that your organization has an API style guide. If you don’t already have one, creating an API style guide from scratch for your organization is a major task, but there are open source examples you can use as a foundation.
 
  
 
   
   The route to getting your APIs to follow your standards is to have automated ways of checking for compliance; for example, encode your API standards so an API linter or script can validate your API definitions against those rules to check that your API design is compliant with them. Building this automated check into your CI/CD pipeline for fast developer feedback is one of the important practices of DevOps, which is a foundational pillar of APIOps.
 
  
 
   
   When your API definitions successfully pass your automated API standards and you’ve validated the design with your stakeholders, you’re ready to build. This doesn’t mean the API definitions can’t change afterward (remember that API designs are iterative), but if the definitions do change, you have a quick automated process of rechecking them for compliance. 
 
  
 
   
   
1.5.4 Run API conformance checks
 
  
 
   
   After you’ve implemented your API, you need to validate that the implemented API matches the agreed-upon design in the OpenAPI definition. You can run API conformance tests—tests automatically generated from the OpenAPI definition file—to validate the API. These tests check that your API definition is correct by exercising the operations defined on it and checking that the responses received match what is specified in the definition. This includes checking response object schemas for correctness and checking for unimplemented operations. API conformance tests can also include fuzzy testing—sending random, unexpected data to your API to see if it responds in a way that isn’t documented in the API definition file. If your API conformance tests pass, you should be confident that the API definition file you tested is an accurate description of your API implementation.
 
  
 
   
   
1.5.5 Store declarative API gateway configurations in version control
 
  
 
   
   With your backend API services implemented, you need to deploy them as API products to your API gateway to make them available to API consumers. To do this, create or update your API gateway deployment configuration. This configuration should be in a declarative format and stored in an environment Git repository. All updates to your API configuration should be done via Git and not by clicking an API gateway UI. Your API gateway configuration holds information such as the backend services to route each API product to, how to identify and authenticate API clients, what usage plans should be applied to each API client, what rate limits to apply for each client, how to log and monitor API requests, and more. Your API configurations should be defined in a declarative way and should specify the desired state for each environment. 
 
  
 
   
   Note A declarative approach to configuration describes the expected state of a system, such as settings and properties, in a file. When writing a declarative configuration file, you only need to write the property’s value. A software tool or agent is responsible for reading the declarative file and running commands that set up the system to match your desired state. When the agent runs, you may not know exactly what commands it runs or in what order it runs them, but you can be sure the final result is what you specified. This declarative approach differs from an imperative approach, which specifies the nature and order of commands to be run to achieve the desired state in a script. When the script is run, the commands you specified are executed to set the desired state. 
 
  
 
   
   With your API configuration stored in a version control system (e.g., Git) as immutable, versioned files, your team can collaborate on them using Git workflows. This approach of managing configuration in version control is an application of the configuration as code and the GitOps approach mentioned in section 1.2.
 
  
 
   
   Different API gateways have different options for specifying API deployment configurations. Some gateways (e.g., Amazon API Gateway and Kusk API Gateway) allow you to specify the declarative configuration in your API definitions as OpenAPI vendor extensions. Some gateways have separate declarative configuration files (e.g., Apigee Edge). Other gateways that can be deployed as Kubernetes ingress controllers have their configurations as Kubernetes Custom Resource Definitions (CRDs) in Kubernetes manifest files (e.g., Kong gateway’s Kubernetes Ingress Controller and Tyk gateway’s Tyk Operator Ingress Controller). Regardless of how the declarative configuration is specified, it should still be stored in version control to enable an APIOps workflow.
 
  
 
   
   
1.5.6 Continuously reconcile the desired and actual state
 
  
 
   
   You should have software agents that continuously compare the desired state of your API gateway configuration as stored in your environment repository with the actual state of the configuration in each environment. Drift can occur if the actual system state is changed directly (e.g., through the API gateway admin UI) or because the desired system state in the environment repository is intentionally changed. Regardless of how the drift occurs, software agents detect the drift and change the actual state to match the desired state. This continuous reconciliation of the desired and actual state is an important principle of GitOps.
 
  
 
   
   Software agents (e.g., Kubernetes controllers) automate the creation, configuration, and management of the deployed applications. Software agents are responsible for detecting any drift between the system’s desired configuration state in the environment repository and the deployed state in a runtime environment. They can raise an alert when a divergence occurs and automatically deploy the desired state so the actual state matches. In this way, software agents provide a feedback and control loop that ensures the system is self-healing.
 
  
 
   
   Manual changes to API gateway configuration via a UI aren’t permitted, and engineers must make all changes via Git PRs. Because the configuration files are under version control in the Git repository environment, auditability is built in. Anyone can see who made a change, what change they made, and when. Combined with the automatic deployment provided by the software agents, rolling back a configuration change can be done with a git revert command. Figure 1.4 illustrates this GitOps approach.
 
  
 
    
   [image: figure] 
   
Figure 1.4 APIOps is based on the GitOps approach of having the desired configuration state of the API gateway, and services are defined declaratively in an environment repository in Git. Dev teams make all changes to the desired system state via Git, and operations teams can review and approve. Software agents automatically detect any difference between the deployed state and the desired state (as defined in the environment repository). If the agent detects a drift, it automatically deploys the desired state to the specified environment so the actual state matches. 

  
 
   
   In regard to adopting the six APIOps principles discussed earlier, the first step is the first principle—organizations need to adopt the product mindset in creating and updating the API definition files for their API products. From there, the next step is the next principle of ensuring that the API definition files are versioned in Git to support CI/CD automation. The principles layer on one another up to the last—reconciliation-based software agent deployment of API configuration. Building the organizational capabilities that each of these principles entails can be represented as an APIOps maturity pyramid, as shown in figure 1.5.
 
  
 
    
   [image: figure] 
   
Figure 1.5 The APIOps maturity pyramid illustrates the six APIOps principles. Organizations can use this to assess their APIOps adoption. 

  
 
   
   These principles affect the different roles that work on API products. Later, in section 1.7, I discuss how these principles affect three of those roles—developers, operations managers, and API product managers.
 
  
 
   
   
1.6 APIOps practices you’ll learn in this book
 
  
 
   
   In this book, I walk you through several practices on applying the six principles of APIOps at the various API life cycle stages shown earlier in figure 1.1. These practices are as follows: 
 
  
 
   
   	 Run API linting checks. 
 
   	 Run automated breaking change checks. 
 
   	 Create and execute API conformance tests. 
 
   	 Generate server and client code from API definition files. 
 
   	 Mock your API definition files to enable parallel development. 
 
   	 Create and deploy declarative API gateway configuration. 
 
   	 Automatically publish the API reference to the developer portal. 
 
   	 Generate API release metadata from API configuration and definition files. 
 
   	 Set up monitoring and analytics for your API. 
 
  
 
   
   At the design stage of the API product, you’ll learn how to create and execute linting rules to enforce governance standards on your API designs in your API definition files. With this automation, you’ll learn where to focus on applying a human review of the API product design with your colleagues. You’ll understand how to automatically detect breaking changes between different versions of your API definition files. You’ll also learn how to create API conformance tests for verifying that the implementation matches the design. Finally, you’ll see how to run your API linting and breaking change checks in your CI/CD pipeline.
 
  
 
   
   At the build stage of the API product, I’ll show you how to generate server stubs and client code from the API definition files. In addition, you’ll learn how to easily mock your OpenAPI definition file to enable parallel development of acceptance tests and integration code. 
 
  
 
   
   At the deploy and test stage, I’ll show you how to create and deploy your API gateway configuration using the Git-based configuration reconciliation approach of GitOps. You’ll also learn how to execute the API conformance tests you created in the design stage. 
 
  
 
   
   At the publish stage, I’ll show you how to publish your API definition files as API reference documentation to your developer portal. You’ll also learn how to generate release note data from the metadata specified in your API definition and API configuration files. 
 
  
 
   
   Finally, at the production stage, I’ll introduce you to setting up runtime monitoring and analytics. Additionally, you’ll learn how to use product analytics to enhance the experience and value of your API.
 
  
 
   
   Figure 1.6 illustrates these practices in the API life cycle model discussed earlier. The API team gets feedback from the APIOps activities they carry out at each stage. Remember that this simplified model only shows the high-level stages and feedback loops. It’s not a process flow diagram and isn’t a recommendation for the process to follow in building APIs. In practice, teams get fast feedback as they carry out activities in the stages of the delivery workflow. But it should give you a picture of how APIOps practices can fit into your organization’s distinctive API life cycle. 
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