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INTRODUCTION


[image: ] Books upon books have been written about the financial services industry. Particularly after the financial crisis, big banks and derivatives became the topic of much written discourse and conversation. This newfound, acute, and intense attention had real impact. For US lawmakers, it resulted in legislation that fundamentally altered the industry. For regulators, it resulted in broad, expansive, and difficult-to-implement legislative mandates. For the industry itself, it resulted in public scrutiny unlike anything seen before. For academia, it resulted in almost a decade’s worth of literature and commentary.


This book does not participate in the typical conversation about post-financial crisis concerns. Instead it seeks to fill a gap in the conversation: a close examination of risk. Risk is traditionally defined in terms of potential payout or potential default based on credit or market conditions. For example, commentary often describes that banks take too much risk on particular categories of derivatives or that banks don’t know the full risk profile of a particular product. In both instances, the primary driver of risk is the market; risk only manifests during an unfavorable market move. In a colloquial sense, this is legitimate business risk that sits at the core of the investment decision-making process. Sometimes it turns out great. Sometimes it turns out as bankruptcy.


The following chapters will focus on operational risk, the type of risk that is innate to conducting business as a big bank. In particular, this book emphasizes post-trade processing in US over-the-counter (OTC) swaps and derivatives markets. As the name suggests, post-trade processing describes that which happens after an investment decision is made. It ensures that transactions are processed accurately, timely, and efficiently, and serves as the trade-level books and records of a bank trading derivatives. It is one of the most technical and granular lenses through which to view swaps and derivatives.


The post-trade function has copious terminology. The financial world calls it the middle or back office. The legal world calls it market microstructure. The regulatory world calls it financial operations. And the rest of the world might call it the plumbing of the financial industry… or just plain boring. All terms describe the same functionality—processing financial transactions. In theory, this function represents defining the parameters of transaction so that both sides of a trade understand their obligations. In practice, this function represents consummation of the transaction.


Just like any other function, post-trade processing poses risks. Who bears the responsibility of fixing mismatching trade details between counterparties? How does a counterparty ensure that its version of the trade is the same as the version that the other counterparty has? What happens when discrepancies in trade details and attributes are not resolved? What happens when an errant payment at a systemically important financial institution triggers a liquidity crunch or default?


My hope is to provide in-depth analysis of post-trade processing itself and to frame some potential policy-based and incentive-driven solutions to make it less risky. A processing error may very well trigger the next global financial crisis, but no one seems to be acknowledging that. There has been very little attention on operational risk. Post-trade in particular has received near-zero attention until very recently. The general explanation for this trend is that both operational risk and post-trade risk are hard, complex, and multifaceted. This book aims to convince regulators and practitioners that post-trade processing risk can be and should be better controlled.


Analysis of operational risk, and especially post-trade risk, requires a simultaneously broad and granular approach. Broad because it involves an interdisciplinary perspective, touching on law, regulation, finance, and business. Granular because it involves a technical understanding of the trade processing function. And a truly holistic understanding requires delving into the history of operational risk in the financial services industry.


By offering both the big picture and the detailed view of post-trade risk, this book aims to help four categories of readers.




	
Regulators may benefit by learning that regulation has a significant role to play spearheading efforts to improve post-trade and by doing so could achieve better control of systemic risk.


	
Industry professionals may benefit by learning how the current problems developed so that the same mistakes are not repeated.


	
Entrepreneurs may benefit by learning the real issues in the industry that are prime opportunities for innovation.


	
Students entering into middle and back office roles may benefit by learning how those jobs fit within the broader system.





Naturally, this book does not have all the answers. It is not an instructional manual for risk managers, policymakers, or operations professionals. Nor is it an authoritative academic text. But it does illustrate that the current legal, regulatory, and technological solutions might not even be focusing on the right problems. And it concludes that a better system is very much achievable, but only with the correct focus and the necessary interdisciplinary collaboration.




Operational Risk1


Operational risk is the risk of losses occurring as a result of inadequate systems and control, human error, or management failure. Such risks also exist in securities and credit businesses. The complexity of derivatives, however, requires special emphasis on maintaining adequate human and systems controls to validate and monitor the transactions and positions of dealers. The main types of internal controls, depending upon the level of derivatives and the sophistication of the institution, may include the following:




	Oversight of informed and involved senior management.


	Documentation of policies and procedures, listing approved activities and establishing limits and exceptions, credit controls, and management reports.


	Independent risk management function (analogous to credit review and asset/liability committees) that provides senior management validation of results and utilizations of limits.


	Independent internal audits which verify adherence to the firm’s policies and procedures.


	A back office with the technology and systems for handling confirmations, documentation, payments, and accounting.


	A system of independent checks and balances throughout the transaction process, from front-office initiation of a trade to final payment settlement.
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“Developing a systems, operations, and control capability that meets the requirements of a derivatives activity calls for attention at three levels: the people involved in the business, the systems they use, and the operations, control, and audit framework that underpins the activity.”1





[image: ]







Part 1 THE PROBLEM











Chapter 1 FINANCIAL OPERATIONS: A PRIMER



[image: ] The machinery that enables financial markets is complex and often shrouded in mystery. This chapter illustrates the type of day-to-day work in transactions processing and the potential consequences when it goes terribly wrong. I refer to this example throughout this book.


1.1. Citibank, 2020


On August 11, 2020, Citibank made “one of the biggest blunders in banking history.”1 While acting as an administrative agent on a loan, Citibank mistakenly paid out $893,944,008.52 of its own funds to 352 different third-party creditors.2 Citibank had intended to pay out only $7.8 million of the borrower’s funds, and none of Citibank’s own funds was intended to be used in this transaction.


In response, the Office of the Comptroller of the Currency (OCC) immediately fined Citibank $400 million for “unsafe or unsound” internal controls and faulty risk management practices.3 The OCC and Citibank also agreed to a deep and holistic review of nearly all aspects of the bank’s approach to risk management.4 While this consent decree captures almost a decade of Citibank’s subpar and deficient risk-related practices, there is no doubt that the errant payment accelerated the OCC’s enforcement action. And to add salt to the wound, many of the recipients of the errant funds refused to return the payments, an amount that totaled more than $500 million. A court subsequently ruled that Citibank is not entitled to claw back the unreturned funds.5


It may seem rather harsh that per the court’s ruling, Citibank cannot get back the money that it sent in error. The flip side might be even more unfair. Why should the recipients of the errant funds be allowed to keep what they received in error? This is a genuine debate about the policy justifications of New York’s discharge-for-value rule, a dusty and almost forgotten legal rule that was recently thrust into the national spotlight. Although interesting and important, the policy rationales behind the outcome of the incident are not the focus of this book.6 Instead, we will examine why and how the error happened in the first place and explore how to prevent such errors from happening in the future.


At least initially, Citibank’s error might seem hard to conceptualize. In today’s world of complex finance and automated transactions, how does a leading multinational bank send out almost a billion dollars by mistake? The answers are far worse than a single bank’s unexpected loss. The reason is that they expose deep-rooted, costly, and widespread issues within the financial system that have gone unnoticed and unchecked for decades.7


1.1.1. Leading to the Error


In order to understand how Citibank made the mistake, it is important to have a rough understanding of the offending loan roll-up transaction.8 The story begins with Citibank as the administrative agent on a 2016 loan between debtor Revlon and various institutional creditors. An administrative agent is essentially an entity that facilitates the particulars of a loan. Responsibilities generally include tasks such as collecting and distributing payments, recording documentation, and taking custody of security interests.


In 2020, Revlon and some of its creditors negotiated new terms to the loan. The renegotiation focused on a maneuver in which certain creditors effectively exchange their current loans for new loans. Known as a roll-up transaction, this generally has two phases. First, the debtor issues more debt, therefore increasing the principal balance of the outstanding loan. The debtor does not make any principal payments as part of the roll-up. Mechanically, this part of the roll-up is akin to exchanging old principal for new principal. Second, the debtor pays interim accrued interest to the creditors. This amount represents the interest earned but not yet paid on time between the roll-up transaction and the last interest payments.


In Citibank’s case, a handful of existing creditors objected to the newly negotiated terms. They continued to object despite being overridden by the rest of the creditors. They even prepared a lawsuit seeking relief from these new terms. These creditors, of course, chose not to participate in the roll-up transaction. Ironically, it was this handful of objecting lenders that refused to return Citibank’s errant funds.9


In refusing to return the funds, the objecting creditors effectively argued that Citibank’s payments looked like legitimate payments on the loan, which was in the process of being litigated. On face value this is accurate. The payments matched the exact amounts that were owed on the loan. The receipts provided by Citibank even separated the funds by the correct principal and interest amounts. Further, the creditors argued that since the payment was not made on a scheduled interest payment date, it looked as though Revlon prepaid the loan as it was allowed to do in the credit agreement. They also noted that Citibank did not notify them of a loan roll-up. For these reasons and the discharge-for-value precedent, the court found that it was lawful for the creditors to keep the funds.10


But what exactly led to Citibank’s mistake?


1.1.2. Legacy Systems


First, “technical limitations” in Citibank’s loan processing system forced the middle office team to use a makeshift approach to accurately capture the transaction.11 This is not unique to Citibank: using one-off or provisional processes to circumvent systems limitations is common in the industry. It would simply be impossible for a processing system, no matter how dynamic, to capture all current and future variants of every possible financial transaction.


The specific limitation was that Citibank’s system could not amend the principal amount of an outstanding loan. This was likely an internal control or means by which to reduce the possibility of someone cooking the books. For example, it would be quite suspect to have a system in which a middle office employee could, at any time, key in an altered principal amount on a loan. However, this limitation proved problematic in a loan-roll up transaction where the entire point was to increase the outstanding principal amount.


In order to circumvent this system control, Citibank had to take down the entire transaction: zero out the loan and then reconstruct it to reflect the new principal amount. Doing so touches the economic heart of the transaction. Citibank’s processing system would recognize the significance of this transaction and as a result would automatically generate cash amounts to be paid to the appropriate parties. This cash effectively represents proceeds from the transaction. Again, this automatic generation of cash is a control to ensure accurate reflection of the transaction in internal books and records.


So far, none of this is inherently broken or bad. Control is desirable and necessary, especially in a processing system. The main issue stems from the inability to separate out changes to the principal and interest components of an existing loan transaction. In Citibank’s system, taking down the entire transaction would impact both legs of the loan and therefore generate cash both for principal and interest. This is also an understandable fail-safe: it would be inaccurate and suspect to have a series of interest payments on the books without a corresponding principal amount. However, some processing systems allow for amending such parameters with the proper approvals since processing systems need to reflect today’s fast-moving, ever-changing world of debt-financing contracts.


So Citibank’s first technical limitation was systematic: its processing system could only represent static transactions, even though debt contract negotiations are dynamic, fluid, and subject to future contracting. Ironically, Citibank was in the middle of transitioning to a newer, more robust processing system when this error happened.12


The second technical limitation was broader and more unclear. For reasons not fully explained, Citibank determined that it would be easier to complete this entire roll-up transaction for every party to the loan, not just those that were participating in the new deal. This was likely because Citibank’s system could not automatically take down a loan and subsequently reconstruct it. Doing so, then, would have required significant manual intervention for the participants in the roll-up, which in this case was only a handful of creditors. It also might have been that Citibank’s system could not consume as a single transaction what looked like two different loans. This would likely have created two classes of creditors within Citibank’s system, which may have been rightfully judged as an inaccurate reflection of the transaction. If so, the only alternative would have been to take down the entire transaction and recreate it with the new principal amounts for each individual creditor.


It’s worth noting that Citibank had successfully completed this roll-up process just two months before the incident.13 That transaction involved a smaller group of creditors on the Revlon loan, but the process was the same.



1.1.3. Human Error


On top of the technical issues, the third-party contractor responsible for initially inputting the transaction into Citibank’s system did not know how the system actually worked. The objective of taking down the loan transaction was twofold. First, interest would have to be paid out to creditors. This represented legitimate payment that would be sent to the appropriate parties. Second, the principal would have to be taken down. This did not represent a legitimate repayment of principal to the creditors. But as noted, both transactions would generate cash in Citibank’s processing system.


In order to achieve these objectives, Citibank determined to route the cash generated from the interest component to the creditors, then route the cash generated from the principal component to an internal “wash” account.14 Doing so would effectively trick Citibank’s system into thinking that there was a legitimate payout of all the principal. This would enable the principal account to be zeroed out. The funds headed toward the internal wash account were never meant to leave Citibank.


Unfortunately, sending the principal to the wash account did not go as planned. The process started by initiating the first part of the loan roll-up, or taking down the loan. Mechanically, this meant entering directions into the processing system. This usually happens on a trade ticket, or a combination of drop-down menus, checkable boxes, or free-form data entry fields that must be filled out with the pertinent instructions.


In this case, all three boxes of a drop-down menu on the trade ticket needed to be selected. This correct process was clearly identified and explained in the Funds Sighting Manual, the operating manual for this particular system.15 However, the individual responsible for initiating the transaction mistakenly believed that he only needed to select one of the boxes. Checking only one box instead of all three boxes on a trade ticket led to an $894 million error.


1.1.4. Regulatory Box-Checking


Three people were supposed to approve this transaction. The person initiating the trade was, of course, supposed to check to make sure that it was accurate.16 Next, a checker was supposed to review and verify the transaction. Finally, an approver was supposed to review the transaction as a final check for any mistakes. Believe it or not, the transaction actually did go through all three stages of the review process. The first two were conducted by an outsourced third-party service provider based in India. The third was conducted by a Citibank senior manager based in Delaware.


The problem was that all three people made the same mistake.17 All thought that only one box on the drop-down menu needed to be selected. This rendered the supervisory review procedure illusory. It doesn’t matter how many people approve a transaction if none of them knows the correct underlying process. To make matters worse, none of the three individuals realized the mistake until the following day once they were unable to reconcile the cash generated from the previous day’s activity. At that point, they saw discrepancies on an entirely different processing system. Even then, the three individuals spent most of the day believing that the error was caused by a technical glitch instead of human error.18


1.2. Lessons from Operational Errors


The most obvious lesson from this debacle is that overlooking details is dangerous. This point is clear in the context of post-trade, where each brush of the keyboard has the potential to impact millions of dollars’ worth of real money. Middle office professionals, in general, know the importance of precision, accuracy, and care. After all, that is what they get paid to do—ensure seamless processing. When mistakes like this do happen, the middle office generally recognizes and appreciates the gravity of the error.


A broader lesson is that the post-trade function is often overlooked by a wider, more influential grouping of stakeholders, including regulators, policymakers, and leaders of financial institutions. All of these groups were likely surprised at Citibank’s error. How could this happen? How could failure to check boxes cost so many millions? Why didn’t the supervisory review process reveal the error?


The reality is that Citibank’s error was remarkably predictable, even anticlimactic. If viewed through the lens of the middle office, the series of events that led to the error—manual intervention, bespoke processes, legacy infrastructure, lack of reliable review—are norms within the industry. De Fontenay (2021, 3) notes that at the core, Citibank’s error was “an uncomfortable reminder of something that financial institutions prefer not to publicize, namely that behind our unimaginably fast and complex financial transactions lies potentially faulty plumbing.” De Fontenay (3) adds that since “[n]o single regulator or market actor truly knows how it all works,” none of them have the ability to see all the ways it could go “spectacularly wrong.”


It is important to note that Citibank is not the only financial giant to have made this type of high-profile mistake in recent years. In 2014, Bloomberg reported that Deutsche Bank accidentally sent out $30 billion due to an employee’s mistake when inputting information into a collateral processing system. And in 2018, Bloomberg again reported that Deutsche Bank mistakenly sent out $35 billion because an employee input the wrong currency on a payment. In both instances, Deutsche Bank was able to immediately identify the mistake and recover all funds within the same day.19


The dollar amounts paid in error discussed are staggering. Perhaps that alone justifies media attention. In Citibank’s case, the interesting wrinkle of unreturned funds makes the story even better headline material. But as I show in later chapters, incorrect payments happen all of the time in financial operations.


Even if not newsworthy, processing errors are extremely problematic. For an individual bank, processing errors represent multimillions in unrecoverable costs since they require remedial action. Middle office personnel spend time and resources trying to investigate errors or claw back errant funds, which add time to the settlement cycle and decreases certainty of financial transactions. In turn, processing errors inflate the risk of processing financial transactions, thereby increasing the cost of doing business as a financial institution. Not only that, a processing error might escalate to the level of management or require hiring expensive outside auditors, consultants, or lawyers, which further drives up transaction costs for the financial institution. The law of large numbers suggests that as a financial institution processes more and more complex financial transactions, the number of such errors will increase, and so will the cost.


Losses at individual banks and industry inefficiencies are certainly legitimate concerns. But the more pertinent issue is that the current state of financial processing has the ingredients necessary to create disruptive systemic contagion. This risk has received shockingly little substantive attention.


Both the Citibank and Deutsche Bank incidents are examples of what the Basel Committee (Basel) recognizes as operational risk. Basel defines operational risk as:




[T]he risk of loss resulting from inadequate or failed internal processes, people and systems or from external events. This definition includes legal risk, but excludes strategic and reputational risk.20





Basel’s definition is malleable and porous. It is intended to capture risks that were previously unrecognized by the global governance framework.21


Conceptually, operational risk can be broken down into two categories: misconduct-related risk and nonmisconduct-related risk. As the name suggests, misconduct-related risk stems from intentional and malicious decisions or actions by employees. Misconduct is generally controlled by deterrence enforced through ex post facto civil litigation or criminal prosecution. Nonmisconduct-related risk flows from legitimate human mistake, system malfunction, or catastrophic business disruption. Nonmisconduct-related risk is generally controlled by ex ante preventative regulation.


Basel further breaks down operational risk into seven event-type categories. These represent potential sources of operational risk. Both the Citibank and Deutsche Bank cases are classified as execution, delivery, and process management (EDPM) errors.22 EDPM is effectively nonmisconduct-related human error. It can also be colloquially described as an honest mistake or a processing error.


But regardless of specific terminology, the underlying concept is the same: processing financial transactions has risk, and this risk comes from the part of the bank responsible for the books and records at a product-specific level.


Table 1.1 – Basel Operational Risk Event-Type Categories






	
Event-Type Category

(Level 1)



	Definition


	
Categories

(Level 2)



	
Activity Examples

(Level 3)








	Internal Fraud


	Losses due to acts of a type intended to defraud, misappropriate property or circumvent regulations, the law or company policy, excluding diversity/discrimination events, which involves at least one internal party.


	Unauthorised Activity


	Transactions not reported (intentional); Transaction type unauthorised (w/monetary loss); Mismarking of position (intentional)







	Theft and Fraud


	Fraud/credit fraud/worthless deposits; Theft/extortion/ embezzlement/robbery; Misappropriation of assets; Malicious destruction of assets; Forgery; Check kiting; Smuggling; Account take-over/impersonation/etc.; Tax non-compliance / evasion (wilful); Bribes/kickbacks; Insider trading (not on firm’s account)







	External Fraud


	Losses due to acts of a type intended to defraud, misappropriate property or circumvent the law, by a third party.


	Theft and Fraud


	Theft/Robbery; Forgery; Check kiting







	Systems Security


	Hacking damage; Theft of information (w/monetary loss)







	Employment Practices and Workplace Safety


	Losses arising from acts inconsistent with employment, health or safety laws or agreements, from payment of personal injury claims, or from diversity/discrimination events.


	Employee Relations


	Compensation, benefit, termination issues; Organised labour activity







	Safe Environment


	General liability (slip and fall, etc.); Employee health and safety rules events; Workers compensation







	Diversity and Discrimination


	All discrimination types







	Clients, Products and Business Practices


	Losses arising from an unintentional or negligent failure to meet a professional obligation to specific clients (including fiduciary and suitability requirements), or from the nature or design of a product.


	Suitability, Disclosure and Fiduciary


	Fiduciary breaches/guideline violations; Suitability/disclosure issues (KYC, etc.); Retail customer disclosure violations; Breach of privacy; Aggressive sales; Account churning; Misuse of confidential information; Lender liability







	Improper Business or Market Practices


	Antitrust; Improper trade/market practices; Market manipulation; Insider trading (on firm’s account); Unlicensed activity; Money laundering







	Product Flaws


	Product defects (unauthorised, etc.); Model errors







	Selection, Sponsorship and Exposure


	Failure to investigate client per guidelines; Exceeding client exposure limits







	Advisory Activities


	Disputes over performance of advisory activities







	Damage to Physical Assets


	Losses arising from loss or damage to physical assets from natural disaster or other events.


	Disasters and other events


	Natural disaster losses; Human losses from external sources (terrorism, vandalism)







	Business Disruption and System Failures


	Losses arising from disruption of business or system failures.


	Systems


	Hardware; Software; Telecommunications; Utility outage/disruptions







	Execution, Delivery and Process Management


	Losses from failed transaction processing or process management, from relations with trade counterparties and vendors


	Transaction Capture, Execution and Maintenance


	Miscommunication; Data entry, maintenance or loading error; Missed deadline or responsibility; Model/system misoperation; Accounting error/entity attribution error; Other task misperformance; Delivery failure; Collateral management failure; Reference Data Maintenance







	Monitoring and Reporting


	Failed mandatory reporting obligation; Inaccurate external report (loss incurred)







	Customer Intake and Documentation


	Client permissions/disclaimers missing; Legal documents missing/incomplete







	Customer/Client Account Management


	Unapproved access given to accounts; Incorrect client records (loss incurred); Negligent loss or damage of client assets







	Trade Counterparties


	Non-client counterparty misperformance; Misc. non-client counterparty disputes







	Vendors and Suppliers


	Outsourcing; Vendor disputes








Source: Basel II Comprehensive Framework at 305.


Even though operational errors in all seven event-type categories make for explosive headlines, they have traditionally garnered little substantive regulatory scrutiny. Thinking about these risks, much less finding solutions to them, has been a fairly recent phenomenon.23 Perhaps this is because the salience of operational risk ebbs and flows. Jobst (2010, 61) most accurately captures this reality in stating that “[a]ttention to operational risk is often very short-lived and fades quickly.”


The attention that does exist focuses almost exclusively on misconduct-related operational risk. Fraud, rogue trading, money laundering, and market abuse rightfully capture attention both of the public and policymakers, but this leaves a significant part of the industry unregulated and unchecked.24 As later chapters explain, nonmisconduct-related risk contributes to more than a quarter of total operational risk, nearly all of which comes from post-trade processing.


Practitioners likely think that leaving nonmisconduct-related risk as an afterthought is a mistake too. In describing the role of the post-trade processing function, Weiss (2006, ix) has stated that “much of what we must do every day is established by regulation.” This observation drives at the heart of the matter: regulation shapes post-trade processing. And if it shapes the underlying function, it definitely has a role in shaping the risks that arise as a consequence of that function.


It is therefore necessary to understand post-trade processing risk in order to truly evaluate the larger category of operational risk. Doing this provides a more accurate assessment of whether the global governance regime is in fact realizing its goal of a stable financial system.


1.3. Why Operational Risk Is Important: The Key Three Stakeholders


Financial operations are the mechanics of the financial services industry. There are two broad categories of jobs within any financial institution. First, there are front office jobs: the celebrated, Hollywoodized picture of the industry. On the sell-side, the key feature of the front office is that it is client-facing. The front office is essentially a sales function that bottles up financial products to sell to whomever wants to buy. On the buy-side, the key feature of the front office is that it makes investment decisions (or depending on your perspective, investment guesses). On both the buy-side and the sell-side, the primary function of the front office is explicitly clear: make money.


Then there are middle and back office jobs. These jobs are not glorified nor celebrated because they are not particularly attractive. Seasoned professionals working within the financial industry, or even at specific firms, might not know much about them. Regardless, these jobs provide critical functions: without them, financial institutions would not be able to conduct business.


The middle and back offices have historically been clumped together, but the recent trend is to separate the two since they perform separate functions. The middle office is where transactions are captured, settled, and reconciled on an individual trade level. The middle office interacts with trading counterparties to confirm trade details, settle payments, and process life cycle events. This group of workers does not execute the trading strategy (front office), nor does fund-level accounting or investor-related services (back office). The back office also deals with setting up new funds, regulatory compliance, and screening new investors, making the back office most akin to a corporate function in a traditional business.


The Citibank example provides an example of middle office financial operations. As the example shows, the middle office works at the transaction-specific level. In certain markets, such functionality is known as post-trade, trade processing, or post-trade processing.


Again, the middle office receives little recognition, and not just from Hollywood. Senior leadership at banks often place little emphasis on middle office functionality. Regulators have historically discounted the middle office, instead focusing on attempting to control the front office function. Lawyers and prosecutors in the biggest financial scandals almost completely ignore the role of post-trade in enabling misconduct. Perhaps this is because middle office work is technical and granular.


But overlooking the middle office is a huge mistake for groups tasked with understanding and controlling the financial industry. It is a nonsensical omission with potentially disastrous implications. As Childs and Doherty (2021, n.p.) describe, errors in operations are inevitable: “the… guy at Citibank is one of millions of people pushing millions of buttons every day. Sometimes they’re bound to push the wrong one.” It is irresponsible for stakeholders in and around financial institutions to simply ignore this reality.


The following chapters will explore why banks, regulators, and legislators should all consider deeper and more careful oversight of middle office processes.


1.4. Conclusion


Trade processing is difficult. Sometimes even the smallest detail can have disastrous consequences. In order to understand why, it is necessary to dive into the often-overlooked details of the middle office. The next chapter overviews the regulatory approach to the risks of post-trade.
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Chapter 2 THE REGULATORY APPROACH



[image: ] Global and domestic regulation purports to control operational risk. This chapter overviews that framework and highlights the most significant regulatory tools. Understanding the general contours of the relevant regulation is necessary in order to see the holes in the approach to operational risk.


2.1. Global Governance


The global governance approach to banking errors has been driven by the Basel Accords, a set of international supervisory recommendations developed and maintained by the Basel Committee on Banking Supervision. Now on the third iteration, the Basel Accords have set international banking standards for nearly half a century.


In its initial 1988 recommendations, Basel identified credit risk as the primary risk in the global financial services industry.1 At that point, it was presumed that other “lesser” risk categories ultimately rolled up into credit risk. However, in 1996, Basel elevated market risk to the same level of scrutiny as credit risk.2 As Basel rightfully recognized, unfavorable “movements in market prices” of assets not only increased credit risk but were substantial risks themselves.3 In establishing a framework to control market risk, Basel implicitly recognized that the most effective regulation required focus on both causes and consequences of risk.


Operational risk was treated as an implicit offshoot of credit risk for almost a decade.4 The idea was that unresolved and outstanding operational issues could lead to inadvertent overextension of credit, an issue compounded by unfavorable market movements. Largely seen as a natural and unavoidable cost of doing business, operational risk was intentionally left out of the regulatory landscape. The assumption was that individual banks would adequately control and manage such risks in order to remain competitive in the marketplace.


But this turned out to be a mistake. For starters, the only way to completely eliminate operational risk is to stop operating. As Cech (2009, 61) states, operational risk “exists as an intrinsic component of nearly every activity in which a firm engages.” Conversely, Wang and Hsu (2013, 2050) find that as a firm grows by increasing volume—taking on new products and services, or creating new business lines—the opportunity to incur operational risk increases. Thus, operational risk seems to be a symptom of growth, and expecting individual firms to sufficiently control their operational risk is optimistic at best.


On top of that, financial institutions do not take on operational risk for the prospect of payout. McConnell (2015, 405) observes that “there is rarely, if ever, any advantage to be gained for an individual firm from actively pursuing operational risks.” Abdymomunov and Mihov (2019, 75) note that operational risk is not “willingly incurred” but instead a function of the strength of a firm’s risk management. Or to use Basel’s language, operational risk “is typically not directly taken in return for an expected reward, but exists in the natural course of corporate activity.”5


So operational risk is a function of the cost-benefit of varying degrees of risk management (McConnell 2015, 405). Chernobai, Ozdalgi, et al. (2021, 438) put it more bluntly: “any attempt at strategic risk taking [from operational risk] will be offset by an overarching risk-management failure.”


With this context, it is clear that operational risk is very different than market and credit risk. Operational risk is implicit in the very act of conducting business. And unlike market and credit risk, operational risk is not actively pursued for the prospect of financial gain. It therefore cannot be controlled in the same way as market and credit risk. Instead, it has to be controlled within the individual firm, and be controlled before it potentially develops into market or credit risk.


This mismatch became apparent in the late 1990s and early 2000s when repeated financial crises exposed large holes in the regulatory focus. Big-name scandals at Barings Bank (rogue trading), Enron (accounting), and WorldCom (accounting) could not fully be described as either market or credit risk events. Over time, public scrutiny grew to such a point that it made formalizing an approach to operational risk politically salient. It might have even been necessary to maintain the legitimacy of the global governance framework.


Shortly after these scandals, Basel started to recognize the difficulties of a hands-off approach to operational risk.6 At the time, specific solutions were far from clear.7 However, Basel started where it could: defining a traditionally elusive set of risks through a common set of definitions (Power 2005, 586). Basel first proposed such a common taxonomy and formalized approach in January 2001, offering a definition that included legal risk but excluded strategic and reputational risk. Basel II defines operational risk as:




The risk of loss resulting from inadequate or failed internal processes, people, and systems or from external events. This definition includes legal risk but excludes strategic and reputational risk.8





De Fontnouvelle, Dejesus-Rueff, et. al (2006, 1823) note that Basel intentionally limits the definition of operational risk to that which is quantifiable. That is why legal risk, defined as “exposure to fines, penalties, or punitive damages,” is included.9 But strategic risk, generally understood as the risk of making a business decision that turns out unfavorable, is not included. Nor is reputational risk, which is generally understood to mean negative-stock price reaction or loss of business as a result of an operational loss announcement.


Basel gave the definition more bite by providing a standalone Pillar 1 capital charge for operational risk. Additionally, the framework included Pillar 2 qualitative, principles-based supervision and Pillar 3 disclosure requirements. The proposals were formally adopted as part of Basel II in June 2004. Operational risk became the third major risk category within the Basel framework.




Figure 2.1 – The Basel Framework
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Pillar 1 mandates that banks maintain capital buffers for each category of risk to ensure that a bank has sufficient funds to cover losses if a particular risk comes to fruition. These capital requirements are effectively akin to self-insurance. But instead of paying premiums to a third party, the firm has to “pay” premiums to itself in exchange for coverage for a particular category of adverse event. Outside of enforcement action, the capital charge is the bite behind the regulatory scheme.


However, it is important to note that Basel II maintains three methods that a bank can use to measure its operational risk capital charge:




The Basic Indicator Approach: capital charge assessed as a fixed percentage of positive annual gross income.


The Standardized Approach: capital charge assessed by multiplying a beta risk factor to the annual gross income of each business line and then aggregating the results.


The Advanced Measurement Approach: capital charge assessed per each individual bank’s proprietary qualitative and quantitative methodologies.10





This three-part approach reflects the reality that quantifying operational risk was at its nascent stage when these reforms were adopted. However, more sophisticated banks are expected to use the Standardized Approach or the Advanced Measurement Approach (AMA). This AMA option is only available to a bank that satisfies comprehensive qualitative and quantitative standards as determined by its country-specific supervising regulator. For all three approaches, a bank is required to calculate operational risk to a 99.9 percent confidence interval.11


In addition, banks are required to track internal loss data in accordance with a collection standard. If a bank has no historical internal data, it must supplement from external sources. Basel II creates a common taxonomy of seven event-type categories of operational risk. Finally, banks are mandated to perform scenario analysis and qualitative evaluation internal controls and risk management strategies.


2.2.2. Pillar 2 Supervisory Review Process


Pillar 2 establishes core principles for creating an effective supervisory review process within a bank. These principles are segmented into five main categories: board and senior management oversight; sound capital assessment; comprehensive assessment of risks; monitoring and reporting; and internal control review. These principles apply equally to all categories of risk.


As further guidance, Basel II identifies twelve sound practices for the specific management of operational risk. These principles represent fairly standard and undisputed industry-wide best practices surrounding risk management. Further, Pillar 2 uses permissive language, leaving more specific rules up to country-specific regulators.


However, it is worth questioning how much impact they actually have on operational risk. Much of the remainder of this book illustrates that the nature of operational risk itself makes it hard to regulate with such soft and qualitative principles. For example, it is unclear how a bank’s policy will prevent fraud, which is already criminal misconduct. It is also unclear if these broad principles even attempt to target post-trade processing risk. At any rate, it is likely that the principles12 simply regurgitate what many banks already have been doing in order to stay in business.


2.2.3. Pillar 3 Market Discipline


Pillar 3 mandates semiannual quantitative and qualitative disclosure. The purpose is to support Pillar 1 and Pillar 2 by encouraging “market discipline” that allows market participants “to assess key pieces of information.”13 The central assumption is that disclosure protects investors by providing the information necessary for a proper risk-reward calculus. The disclosure mandate generally leaves it to a bank’s board of directors to determine what to disclose. Materiality is the core determinant in this evaluation.


Basel II recognizes that even with a materiality limitation, disclosure for operational risk is theoretically unlimited. Basel II therefore narrows the potential range of disclosures to qualitative assessments of risks. As such, a bank’s main required disclosure is its selected calculation method for the capital charge. If it chooses the AMA, a bank must include the particulars of such methodology and how any insurance proceeds are used in its calculation.14


When it originally applied the disclosure framework to operational risk, Basel recognized that “more work” would need to be done to “assess fully the appropriate disclosures in this area.”15 At that time, Basel determined that disclosure, at a minimum, should include a bank’s risk management processes and techniques used to calculate its capital charge. Since then, there has been increasing commentary about the efficacy of disclosure in something as complex and multifaceted as operational risk. (The structural limitations of disclosure are the focus of subsequent chapters of this book.)


While Basel II thrust operational risk onto the regulatory main stage, the concept of operational risk—and the need to control it—was far from new. Hemrit and Arab (2012, 73) note that the need to control “business-threatening” events has always been a fundamental concern for a bank. They explain that “the prism of operational risk is just an additional viewpoint through which a common underlying reality can be perceived” (83).


While the awareness and common taxonomy created by Basel II are critically important, the underlying issues remain untouched to date. As Power (2005, 84) has argued, creating a “residual category” for uncovered risks have simply rediagnosed large losses. Rediagnosing large losses, in turn, has done little to meaningfully solve the underlying problems that led to those losses. The industry is still struggling to accurately quantify operational risk and collect the necessary data for empirical decision-making, both of which are essential elements of Basel’s approach. The regulatory framework has failed to provide real, substantive guidance to banks, leaving the industry approach fragmented and jagged. And by shifting focus to new, post-financial crisis reforms without adequately addressing operational risk, the global regime has simply masked ongoing and lingering operational issues that have the potential to create systemic disruption and contagion.


2.3. Basel III


Recognizing that progress in developing operational risk had not been as successful as anticipated led to Basel III, which took place during the years immediately after the 2008 financial crisis and was adopted by its members in November 2010. By that time, Basel had made two important observations. First, it recognized that “capital requirements for operational risk proved insufficient to cover operational risk losses incurred by some banks.”16 Second, it recognized that the “nature” of operational losses made internal modeling incredibly difficult and not sufficiently effective.17


While Basel III leaves the operational risk framework mostly the same, two important changes were made in light of these observed challenges. First, Basel III replaces the three approaches to measuring operational risk with a single risk-sensitive “standardised approach” for all banks.18 This new approach makes two critical assumptions: operational risk increases as a bank grows and operational losses are not independent.19 It is important to note that the new amendment fully replaces the AMA (e.g., internal bank calculation), which is the only method adopted by the US and the current industry standard.20


Basel III’s other major change is elimination of the requirement that banks estimate operational risk to the 99.9 percentile. In fact, the new standardized approach eliminates the need for banks to estimate using forward-looking models, and instead uses observable historic data and current financials to assess a bank’s operational risk capital charge.


These significant changes represent broad consensus that the initial approaches to modeling operational risk have turned out to be unworkable, undesirable, and unreliable. While recognizing this reality is certainly positive, this large step forward first requires multiple steps backwards. The entire operational risk framework of Basel II is based on the ability of banks to accurately model their operational risk through forward-looking estimates. Although Basel III is likely going to be a cleaner and more accurate representation of operational risk, that is unknowable until implementation. Therefore, what this new standard really says is that the most critical part of the global governance framework—measuring operational risk—should simply start from scratch.


Despite such a grim assessment, Basel III continues to improve upon the qualitative standards for operational risk management. Basel recognized that banks had made “insufficient progress” in implementing the original qualitative principles for operational risk management in the decade after their adoption.21 Additionally, Basel III marks an important transition to a more expansive approach to operational risk. Under the new amendments, Basel expects that mandated risk capital will decrease.22 This policy choice implicitly recognizes that capital adequacy might not be the best approach to controlling operational risk. Jobst (2007, 341) has stated that the focus on capital adequacy “distracts” from the real issues of proactively managing the underlying causes of operational risk. He has further contended that “the concept of capital adequacy for operational risk appears incidental to the importance of corporate governance paired with early warning capabilities” (343). It seems that Basel has finally agreed.


Unfortunately, implementation of Basel III has been repeatedly delayed and is not expected to take place in many jurisdictions, including the US, before 2022.23 So only time will tell if the new approaches will yield a better solution. In the interim, the global governance approach to operational risk remains suboptimal.


2.4. The US Approach and the Post-Financial Crisis Reforms


The story of the adoption and implementation of the global governance framework in the US is a story of remarkable social, political, and regulatory coalescence. And it is still, deservingly, one of the favorite topics of scholarship across multiple disciplines. This book does not attempt to tell that full story. Instead it simply outlines its basic contours in order to provide the context necessary to understand the current regulatory treatment of operational risk.




Figure 2.2 – US Regulatory Timeline
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2.4.1. Sarbanes–Oxley


The foundation for the modern US approach to operational risk began with the passage of the Sarbanes–Oxley Act in 2002. Back-to-back high-profile accounting scandals that led to the collapse of global giants Enron and WorldCom drew intense public scrutiny on internal corporate controls. While there is no doubt that Congress was responding to these scandals, the need to find new methods to account for the rise of enormous, globalized corporations was equally salient.24


The main thrust of Sarbanes–Oxley is Section 404. Section 404 requires that public companies include an “internal control report” within their annual financial filings.25 The report must include a statement of management’s strategy to implement and maintain “adequate internal control structure and procedures for financial reporting.”26 Additionally, Section 404 requires that management evaluate the effectiveness of these control structures and procedures through a narrative. Section 404 is credited with successfully propelling the internal and external audit functions into the core management structure of public companies (Jones 2013, 85).


Sarbanes–Oxley targets the risks captured by two of Basel’s event-type categories: internal fraud, and clients, products, and business practices. Congress implicitly adopted Basel II’s Pillar 3 Market Discipline approach by choosing public disclosure as the appropriate legislative mechanism to control financial reporting. Although it focuses exclusively on financial reporting, in a broader sense, Sarbanes–Oxley laid the foundation for adopting Basel II. This act showed that risks traditionally left to individual firms could appropriately fit within a national legislative framework.


2.4.2. Basel II Adoption


The Federal Reserve Board officially adopted Basel II on December 7, 2007,27 accepting the framework almost verbatim. Then Chairman Ben Bernanke’s statement succinctly captured the purpose and goals of adoption:




Basel II is a modern, risk-sensitive capital standard that will protect the safety and soundness of our large, complex, internationally active banking organizations. The new framework is designed to evolve over time and adapt to innovations in banking and financial markets, a significant improvement from the current system.28





The rules became mandatory for “core” banks—i.e., large or international banks.29 Banks could also voluntarily opt in to the framework. Additionally, the Federal Reserve Board streamlined Basel II’s approach by emphasizing the four required components of a bank’s operational risk analysis: internal operational loss event data, external operational loss data, results of scenario analysis, and assessments of the bank’s business environment and internal controls.30 There was one significant difference, however: the Federal Reserve Board decided to only adopt the AMA approach to calculating the capital charge.31


2.4.3. The G20


The 2008 financial crisis rocked the world just as Basel II was being implemented, shifting the world’s attention to risks that had previously flown under the radar. According to proponents of reform, these newly exposed risks required sweeping structural and behavioral changes.32 And most importantly, solutions needed to focus on ex ante prevention. Ironically, as the underlying contributors to the financial crisis percolated during early and mid-2000s, Basel II was in the process of creating a regulatory framework to capture at least some of these exact risks.


The first G20 Summit in 2008 effectively began the global response to the financial crisis. Policymakers from the largest world economies discussed proposals to create a safer global financial system. Further, policymakers agreed that global cooperation was critical.33 As the financial crisis revealed, increasing interconnectedness and globalization enabled problems with one small category of financial products in a single country to fundamentally impact markets throughout the world.


Moreover, the financial crisis showed that many of the offending financial products themselves were cross-border. This feature significantly diluted the efficacy of any single jurisdiction’s policy solutions. For example, any single jurisdiction’s policy solution would only work as anticipated if all stakeholders abided by the same, or similar, rules or standards.


More specific policy proposals were on the table by the second G20 Summit in early 2009. It was there that the G20 determined that the regulatory treatment of OTC derivatives deserved a fundamental change. Conveniently, the G20 placed these changes under the umbrella category of “operational infrastructure for OTC derivatives.”34 Most significantly, the G20 concluded that standardized OTC derivatives should be centrally cleared.35 The G20 was convinced that central clearing, along with liquidity requirements and proper risk management, would create a significantly safer market.


At that time, the G20 also created the Financial Stability Board (FSB) to “strengthen financial systems and increase the stability of international financial markets.”36 The G20 and the FSB worked through the existing Basel framework to propose consistent and coordinated global solutions.


2.4.4. Dodd–Frank


The Dodd–Frank Act marked a paradigmatic shift in the US approach to regulating almost all aspects of the financial services industry. The legislation is popularly considered “the most comprehensive financial reform since the Glass–Steagall Act” of 1929 (History.com 2018, n.p.). McLaughlin, Sherouse, et al. (2020, 38) concluded that Dodd–Frank “is a likely candidate for the biggest law ever.”37 Walker (2018, 115) has described it as a “tsunami of regulation.”


Its main goal was to further the global trend in making previously bilateral OTC products trade more like exchange-traded derivatives (Walker 2018, 25). The act became law on July 21, 2010.38


Title VII of Dodd–Frank, named the Wall Street Transparency and Accountability Act of 2010, applies the operational infrastructure reforms proposed by the G20 to the US financial system. By doing so, Title VII shapes the fundamental structure of OTC derivatives markets that had previously had little formal structure.


At the core, Title VII does the following:




	Defines the swaps and derivatives that are now to be regulated.


	Splits jurisdiction between the Securities Exchange Commission (SEC) and the Commodities Futures Trading Commission (CFTC).


	Mandates central clearing and margin for certain categories of swaps per a made-available-to trade (MAT) determination.


	Authorizes creation of Swap Data Repositories (SDRs) to aggregate transactional data.


	Orders registration of swap dealers and certain market participants.


	Directs registration of Derivatives Clearing Organizations (DCOs).


	Requires certain swaps to be traded on established Swap Execution Facilities (SEFs).







Figure 2.3 – Title VII Swap Market Infrastructure


[image: Image]



A major objective of Title VII is to give regulators the ability to aggregate trade data across the industry. In theory, this would allow regulators to see pockets of interconnected risk and subsequently address major risk issues with systemic potential. Much of this book will show that failure in the regulatory implementation stage has rendered this system nearly useless in achieving the goal of trade aggregation.


Two other related provisions impact our analysis of operational risk. First, Title VIII—named the Payment, Clearing, and Settlement Supervision Act—creates the framework for designating systemically important financial market utilities and institutions. Second, Title I—named Restoring Financial Stability Act of 2010—extends the Federal Reserve Board’s examination authority to operational risks of nonbank financial institutions “that may pose a threat to the safety and soundness of such company… or to the financial stability of the United States.”39 Such expanded authority ultimately led to the Federal Reserve Board’s inclusion of operational risk within its Comprehensive Capital and Analysis Review (CCAR) stress testing. This title also mandates that the Federal Reserve require publicly traded banks with over $10 billion in assets establish independent risk committees responsible for overseeing company-wide risk management strategies.40 In 2014, the Federal Reserve issued a final rule mandating that this risk committee be largely independent of the board.41 Further, the rule mandates appointment of a chief risk officer to oversee company-wide risk management strategy and implementation.42


2.5. The Resulting Regulatory Gap


This series of events from July 2002 to July 2010 constitutes a remarkable success story, if success is judged by reaching the stated goals and targets. Within a handful of years, the regulatory approach to derivatives regulation dramatically shifted. Duff and Zaring (2013, 706) have noted that it transformed “from a laissez-faire paradigm to a bank regulatory paradigm focused on safety and soundness” with real, structural solutions. Chernobai, Ozdalgi, et al. (2021, 422) have found that financial institutions save 9–22 percent of overall regulatory capital to cover operational loss events.


It is no surprise that in late 2020, the FSB determined that the US has successfully implemented the vast majority of international standards for OTC market reform.43 As an added bonus, ISDA (2021, 25) has observed that OTC derivatives markets even continued to function throughout covid disruptions, which represented the “first major test of the regulatory reforms enacted in the aftermath of the 2008 global financial crisis.” Ruhl (2014, 7) has described the reforms as “fail safe strategies” designed to “patch up problems” that went unnoticed in the pre-financial crisis era.


Yet under the surface, it is simply unclear whether these reforms have been substantively successful in eliminating, or even controlling, the underlying risks.44 Baxter (2016, 864) has observed that in response to the financial crisis, global and domestic policymakers “hurled” both complex regulation and overbroad principles at the financial services industry. And Schwarcz (2020, 548) has stated that the “blunderbuss” approach captures products that do not feasibly fit the solution.


Further, the primary regulatory solution of central clearing may not be as desirable as initially anticipated. The central clearing mandate likely concentrates risk into the central counterparties (CCP) themselves, which undercuts one of the main policy goals: decreasing concentration of risk. The issue is compounded by the reality that CCP networks are incredibly complex, interconnected, and interdependent. As of 2017, 88 percent of the total financial resources provided to all central counterparties were concentrated in the largest central counterparties.45 This is remarkably similar to the pre-financial crisis situation, when seven US banks held more than 95 percent of the domestic derivative notional value (Edwards 2005, 3). As Peirce and Soliman (2016, 180) have remarked, the hallmark Title VII reforms might have “unnecessarily destabilized the financial markets through mandatory reliance on central counterparties.”


On top of that, central clearing might simply transform risk. By utilizing central clearing, a trading counterparty is not exposed to another trading counterparty’s credit because all payments flow through the CCP. Theory suggests that a counterparty only has to worry about the CCP’s creditworthiness. And by design, these CCPs are among the most creditworthy institutions and supported by a network of even more of such creditworthy institutions.


But in order to control their own risks, CCPs require initial and continuous margin in the form of cash.46 Cont (2017, 1) has argued that this simply transforms counterparty credit risk into liquidity risk from margin calls caused by market fluctuations. Cont has illustrated that in a CCP system, counterparties essentially have to realize their losses throughout the lifetime of the trade (3).


If Cont is correct, CCPs might actually drive alternative funding mechanisms; counterparties might choose to avoid the liquidity risk of margin calls by finding alternative means to finance in nonregulated products. Similarly, Beylin (2016, 1213) has stated that central clearing might simply push counterparty risk to the shadow banking system of “hedge funds, proprietary trading shops and other parties falling outside the purview of banking regulators.”


Even worse, this entire discussion over the last decade of high-level regulatory reforms leaves the underlying sources of operational risk largely untouched. Title VII’s hallmark structural reforms simply mitigated the potential symptoms of operational risk instead of controlling the underlying causes. And capital adequacy requirements are a Band-Aid, not a solution. Walker (2018, 129) has observed the following:




Compliance with regulations became the primary focus even though it meant neglecting underlying problems in systems and processes that are sure to cause future issues with regulators.… The unfortunate result was infrastructure that often became more complex or simply worse.





At the core, operational risk is realized through human conduct. The two main structural reforms of the new regulatory paradigm—central clearing and margin—do not touch human conduct. Further, most operational mistakes take place before any external interaction with a central counterparty or a swap execution facility. Therefore, the structural reforms are by nature ex post facto.


These limitations are even more true for processing errors, which are not fixed by central clearing or posting collateral. Processing errors, by definition, come from within a particular financial institution. So neither central clearing nor cash collateralization address what amount to internal, firm-specific mistakes.


All of this means that after a decade of deep and fundamental reform, there seems to have been little meaningful progress in the approach to operational risk. Instead, what has developed amounts to a heavily regulated, complex, interconnected, and concentrated system dictated by empty and artificial regulatory rules.


Such a system is best described by the robust-yet-fragile (RYF) framework (McConnell 2015, 37). As the name suggests, the RYF label is generally not desirable. Such a system enables risk to lurk beneath the surface of a topically sound approach. The system may be robust in that the volume and breadth of regulation leaves little current and future developments uncovered, but it’s fragile because the tight interconnectedness between financial institutions enables one individual failure to reverberate throughout the system. Bookstaber (2007, 144) has observed that in RYF models, there is “little room for error or time for recalibration or adjustment.” Unfortunately, as regulation increases, so does complexity and interconnectedness, which in turn decreases the margin for error and feeds fragility (Ruhl 2014, 603).


Worse yet, these rules purport to control operational risk but in fact leave a large portion of it uncontrolled and substantively unrecognized. According to Schwarcz (2020, 574; internal quotations omitted), a “false appearance of a regulatory solution can be dangerous” by masking the perpetual existence of underlying problems. Regrettably, this seems to be the current situation in the regulation of operational risk.


2.6. Conclusion


On paper, there is a lot of international and domestic regulation of OTC swaps and derivatives. The next chapter shows that despite this attention, major problems in post-trade continue to persist. This helps lead to the ultimate conclusion that the current regulatory approach is deficient.
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Chapter 3 THE OPERATIONAL LOSS DATA



[image: ] Banks forfeit billions of dollars each year in operational losses. This chapter overviews the unfortunately sparse data to show that trade processing drives a lot of these loss events. Further, this chapter reveals that loss data likely remained constant despite the tremendous legislative and regulatory initiatives to improve swaps and derivatives markets.


3.1. Challenges Measuring Operational Loss


As established in the previous chapter, Basel’s Pillar I requires banks to record historic operational loss events to calculate the operational risk capital charge. In order to make this data useable for industry-wide supervisory analysis, Basel breaks operational risk into seven event-type categories. (See chapter 1, Table 1.1.) Each bank is mandated to have the infrastructure to “map” its internal loss data to these categories.1 Basel also establishes standardized categories of business lines to identify the most problematic operational areas. In theory, the combination of event-type and business line mapping provides the basic consistency and standardization necessary to study loss events across the industry.


Unfortunately, data collection has proven to be a huge challenge.2 For one thing, a bank’s historical operational loss data set is vast. Inputting, organizing, and categorizing this data takes immense resources. And even with a common taxonomy, critical judgments on inclusion and categorization of loss events undercut data consistency.3 A bank might not have a sufficient incentive to collect such data because historical losses likely do not have reliable predictive value. More specifically, models based on historic losses do not account for procyclicality, which likely impacts the prospects of operational loss-events. Allen and Bali (2007, 1231) observe that:




… operational value at risk declines during the periods of a relatively tight monetary policy consistent with an overheated economy. Similarly, during periods of an easy monetary policy (when interest rates are low and money supply figures are high), generally coincident with economic downturns, the operational value at risk… increases.





Abdymomunov, Curti, et al. (2020, 117) support this conclusion. They find that “higher operational losses occur at [bank holding companies] in an adverse macroeconomic environment” (117). Specifically, they show that one standard deviation decrease in their measure of macroeconomic conditions associates with a 16.5 percent increase in average quarterly operational losses (117). Further, they find that the following Basel event-type categories are sensitive to macroeconomic conditions: internal fraud; external fraud; employment practices and workplace safety; clients, products, and business practices; business disruptions and system failures; and execution, delivery, and process management (131).


These findings, if accurate, call into question the predictive reliability of models based on historic loss data. If a bank knows that the models as mandated by Basel do not provide useful forward-looking guidance, it is likely to view data loss collection as a meaningless regulatory requirement instead of an intrinsic tool for better risk management.


BIS Definitions4




Procyclicality: The changes in risk-management requirements or practices that are positively correlated with business or credit cycle fluctuations and that may cause or exacerbate financial instability.





Despite these challenges, there have been significant—and successful—efforts to quantify historical loss data across the industry. There are four broad sources of data. Private vendors like SAS and IBM provide subscription-based access to detailed and current industry loss data. Governmental entities provide data from mandated self-reporting through the Dodd–Frank Act Stress Tests (DFAST) and the Federal Reserve’s Comprehensive Capital Analysis and Review (CCAR) frameworks. Industry consortiums like the Operational Risk Exchange (ORX) provide operational loss data and analysis. And credit agencies collect operational loss data to determine ratings—e.g., Fitch Ratings OpVar database.


The discussion below provides a cursory description of the frequency and severity of operational losses over time. The section particularly focuses on execution, delivery and process management (EDPM) errors, since they are the subject of the following chapters.


3.2. Basel 2002 Loss Data Collection Exercise


When Basel first meaningfully quantified operational risk in 20025 it launched a study that sampled data from eighty-nine participating banks, capturing 47,269 loss events that totaled nearly €8 billion in losses. External fraud represented the most frequent loss-event type with 42.4 percent of the total number of loss events but represented only 15.5 percent total loss value.


EDPM represented 35.1 percent of the total number and a whopping 29.4 percent of the total value of operational loss events. The vast majority of EDPM errors came from the transaction capture, execution, and maintenance subcategory. Banks were able to recover in only 8.3 percent of the incidents since almost all of the recoveries were noninsured.6


Table 3.1 – Operational Loss Events by Category, 2002






	Event-Type Category (Level 1)


	Percent of Total Number of Loss Events


	Percent of Total Value of Loss Events


	Event Type (Level 2)


	Percent of Total Number of Loss Events


	Percent of Total Value of Loss Events







	Internal Fraud


	3.3%


	7.2%


	Unauthorised Activity


	0.34%


	1.54%







	Theft and Fraud


	2.86%


	3.77%







	No Information


	0.11%


	1.92%







	External Fraud


	42.4%


	15.5%


	Theft and Fraud


	41.90%


	14.49%







	Systems Security


	0.14%


	0.28%







	No Information


	0.36%


	0.77%







	Employment Practices and Workplace Safety


	8.5%


	6.8%


	Employee Relations


	5.26%


	5.49%







	Safe Environment


	2.10%


	0.76%







	Diversity and Discrimination


	1.09%


	0.39%







	No Information


	0.08%


	0.11%







	Clients, Products, and Business Practices


	7.2%


	13.1%


	Suitability, Disclosure, and Fiduciary


	2.80%


	4.63%







	Improper Business or Market Practices


	2.85%


	5.32%







	Product Flaws


	0.11%


	0.16%







	Selection, Sponsorship, and Exposure


	0.43%


	0.70%







	Advisory Activity


	0.49%


	0.27%







	No Information


	0.49%


	2.05%







	Damage to Physical Assets


	1.4%


	24.3%


	Disasters and Other Events


	1.34%


	24.21%







	No Information


	0.06%


	0.07%







	Business Disruption and System Failures


	1.1%


	2.7%


	Systems


	1.06%


	2.70%







	No Information


	0.08%


	0.03%







	Execution, Delivery, and Process Management


	35.1%


	29.4%


	Transaction Capture, Execution, and Maintenance


	23.78%


	22.08%







	Monitoring and Reporting


	1.04%


	1.80%







	Customer Intake and Documentation


	0.45%


	0.32%







	Customer/Client Account Management


	1.69%


	0.58%







	Trade Counterparties


	0.33%


	0.29%







	Vendors and Suppliers


	0.22%


	0.29%







	No Information


	7.57%


	4.05%







	No Information


	1.0%


	0.9%


	No Information


	0.99%


	0.91%
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