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INTRODUCTION

If you are in social media marketing and have posted content online or set up a website without consulting an attorney, help is on the way!

Facebook, Twitter, Instagram, YouTube—we all use them. We all scroll through them. But do we really know whether what we post is legal? Do we really think through each word we type or photo we post prior to hitting enter? Can you really be sued for defamation for posting something on Facebook? Jacqueline Hammond had to pay $500,000 to a woman she was in a dispute with over the ownership of a radio station for falsely claiming on Facebook that the woman had gotten drunk and killed her own child.1 Tweets have also resulted in legal troubles for those making them. The NBA fined Dallas Mavericks owner Mark Cuban $500,000 for tweeting about the officiating after a Mavericks game on February 22, 2020.2 This isn’t the first “Tweet Fine” imposed by the NBA. Although the fines usually run from $7,500 to $35,000 for criticizing the officiating during a game, the NBA is not shy about imposing them in a number of situations, as Miami Heat owner Micky Arison learned during the 2011 NBA lockout.3

In the past few years, we have seen a dramatic increase in lawsuits being filed and fines assessed against people posting comments and videos online. This increase in lawsuits and fines corresponds with the explosion in the use of social media. In 2020, Facebook reported over 2.7 billion active users, up from 150 million users in 2009.

Social media marketing is the use of interactive websites to promote services and products. Unlike traditional one-way advertisements, social media sites permit consumers the ability to converse directly with the advertisers as well as endorse or denounce products and services on their own. Expenditures on social media marketing hit $40.34 billion in 2020, up from $1.7 billion in 2010.4

Social media marketing includes a wide variety of activities; however, it has a singular purpose: to generate business through Internet traffic. According to Mashable, “social media marketing programs usually center on efforts to create content that attracts attention and encourages readers to share it with their social networks. A corporate message spreads from user to user and presumably resonates because it appears to come from a trusted, third-party source, as opposed to the brand or company itself. Hence, this form of marketing is driven by word-of-mouth, meaning it results in earned media rather than paid media.”5 This includes setting up websites; setting up social media pages; creating content; monitoring social media; linking to other websites; blogging; posting comments; posting photos and videos; interacting with social media sites; and much more.

Social media marketing has also resulted into a subcategory known as influencer marketing. Influencers are those with a strong social media presence, usually on Instagram or YouTube, who have the ability to affect the purchasing decisions of their followers.6 Influencers make money through a number of vehicles, including affiliate marketing, display advertising, sponsored posts, or the sale of their own materials.7 The expansion of influencers has resulted not only from the ease with which one may use social media, but also because consumers tend to trust recommendations over direct advertising by businesses. Influencers may be referred to as social media marketers throughout this book.

The legal issues in social media use are varied and the implications enormous, both for the companies trying to “control” conversations about their products and services and for the influencer or consumer who generates their own content about a product or service. Social media marketing differs from traditional marketing in that the marketing efforts are no longer outbound. They include inbound messaging and viral messaging. The message can take on a life of its own, sometimes leading to a “telephone game” result. Companies and advertisers attempting to influence consumers online have to deal with a host of unpredictable results. This can present legal issues, because if there is one thing the law likes, it is predictability. The advantage of social media marketing is the ability to interact with consumers in a way that most large businesses traditionally could not. The disadvantage is that laws regarding traditional forms of advertising are being applied to new technologies in ways that cannot be anticipated, creating legal uncertainty in the social media marketing world.

Despite the easy entry into this field, many users of social media are not aware of the enormous legal risks involved in their online activities. These risks include violating state and federal advertising laws, intellectual property laws, privacy laws, and tort laws such as defamation. Many people engaged in social media marketing are regularly posting on websites belonging to others without understanding how such a website’s Terms of Use could affect them. In addition to liability for their own posts, there is also the potential to become liable for third-party content posted to their own sites. The jurisdictional issues alone are mind-boggling. A Louisiana resident posting comments on a website about a Florida resident could inadvertently expose herself to a lawsuit in Florida based on that state’s defamation laws.

How can social media marketers and influencers avoid being sued or fined for posts they did not even know were violations of the law? The easy answer is by becoming informed. Unfortunately, there are not many places to look for this type of information. There is a great deal of false information online regarding the legalities of social media marketing efforts posted by non-attorneys. The legal websites and blogs out there often just describe recent lawsuits, which may be frightening but not particularly helpful. The government websites only talk about the laws in their jurisdiction. Few give practical advice on avoiding violations, and many contain inaccurate or outdated information. The most common types of risks, however, can be avoided by taking simple steps before, during, and after engaging in online activities.

Because legal books can be so overwhelming for the average person, I have crafted the Legal Guide to Social Media Marketing in a simple question-and-answer format. I receive as many questions from clients about posting content online and making sure their websites are “legal” as I do about how to form a corporation or LLC. This was not the case a decade ago.

Many of my clients who started with a website or blog now actively participate in social media sites. Some of my clients have businesses that operate 100 percent online, others use social media to promote their business, and still others promote the businesses or products of others. When I look at their activities, I am often surprised by what I find there. I found some of my clients copying Terms of Use and Privacy Policies from other websites, explaining that because they found it on a big company’s website, a team of lawyers probably prepared it. Besides the obvious copyright infringement issues, I have pointed out that this simple act could result in millions of dollars in damages. If you copy someone’s privacy policy or draft one on your own that indicates that you do not share information when you actually do, you could be held liable under a number of legal theories as described in Chapter 6. The law is changing rapidly to take into account online activities. This second edition is designed to address some of the changes since the first edition of this book came out in 2013. It is difficult enough for in-house attorneys to keep up; it is even more difficult for the non-lawyer. I am fortunate to not only advise clients on these issues, but also to teach tech law—which keeps me very up to date.

Designed for the non-lawyer, this guide addresses the legal issues involved in social media marketing both for businesses and influencers, but will also be helpful to anyone with an online presence. There are ten chapters, each covering a different legal risk area, including defamation, infringement, endorsements, advertising, privacy, employment, intellectual property rights, websites and blogs, and some legal considerations for e-business start-ups. Each chapter begins with a worrisome case that should serve as a warning of the types of issues that could be encountered.





1 DEFAMATION AND OTHER TORT RISKS IN POSTING CONTENT

In the Florida online defamation case Scheff v. Bock, the court awarded $11.4 million to Scheff as a result of her defamation claim regarding a negative post in a parent forum. Scheff’s company ran a business providing referral services to parents looking for boarding schools that address behavioral issues. In this case, Bock, a parent unhappy with the services provided by Scheff, began making negative posts, including calling Scheff a “crook,” on a number of websites and forums, which the court found to be defamatory. Although the verdict was eventually set aside, the reason it was entered in the first place was that Bock, a Louisiana resident, could not afford to defend the case, which was brought in Florida. As this case indicates, you can be sued in any jurisdiction where your online posting reaches and harms someone or violations the law. Even if you have a valid defense, the cost of defending in a jurisdiction in a location far from where you live can be very significant. If you fail to respond to such a lawsuit, a default judgment can be filed against you granting the relief requested by the plaintiff.

While it is true that you have a right of free speech, that right is limited. Although “truth” is a complete defense to defamation, the problem occurs when you cannot prove the truth or have to defend yourself against a lawsuit outside of your own jurisdiction. This chapter will discuss the types of activities most likely to result in a tort lawsuit. Torts are “civil wrongs,” which creates a cause of action permitting someone who is injured to seek relief in civil court for the harm caused to them by another. Torts can be either intentional or negligent. Defamation would be an example of an intentional tort because it results from an intentional action by another. Negligence, which is considered an unintentional tort, provides a remedy for those injured by someone who fails to exercise due care. This chapter will discuss some of the misconceptions that people have about liability for their online activities (for example, contrary to popular belief, there is no right to anonymity on the Internet). It explains how even though an online comment or social media post may seem like a casual conversation among friends, it is actually a permanent publication that can never be completely retracted from the internet. It explains what types of posts constitute defamation, breach of privacy, or breach of right of publicity, as well as the steps you can take to protect yourself from these types of claims.

1.1 WHAT IS DEFAMATION?

Defamation is a civil cause of action known as a tort. To prove defamation, the following must be shown:


	A statement is made

	The statement is to a third party

	The statement is about an identifiable person

	The statement is false, and

	The statement is likely to harm the person’s reputation.



The laws of the states vary in this definition and what is required in terms of proof, but these are the most common elements:


	The statement must be of an alleged fact, which are statements that can be proven to be either true or false. If the statement is about a public figure, the plaintiff must show the additional element of malice, which generally requires a showing that the statement was made knowingly or with a recklessness disregard for the truth. The statement can be either written or verbal. A spoken statement would be slander, while a written statement, including anything posted online, would be considered libel. The reason for the distinction is that originally damages were assumed in libel, but not in slander cases. Today, in either case, the plaintiff must generally be able to prove that they were somehow injured by the statement.

	The statement must be made to a third party, which is known as publication. In other words, if you tell someone to his face that he is a “crook,” there is no defamation because there is no publication. Although widespread communication is not required, even if “no one” reads your post, if it is made online, there is publication. If you post a statement calling someone a “crook,” that would be considered publication. In addition, merely reposting something that you read online that is defamatory could subject you to a defamation claim.1

	The statement must be about a particular person or entity. If you identify a person by his or her first and last name, it is easy to prove that you named a particular person. You can still be held liable if you post an untrue statement labelling the person as “my boss” or “my last boyfriend,” because they would be identifiable. The person must also be alive to be defamed.2 Disparagement is a false statement about a business or its products that would tend to injure the business’s reputation. The reasoning behind these types of actions is that there is value in the reputations of both people and businesses.

	The statement must be false. Although truth is a defense to defamation, it is difficult to prove without written documentation. Of course, even if you have the proof, it can cost quite a bit of money to defend yourself in court. For example, if you state on your blog that “John Smith stole office supplies from his place of employment,” and you saw him do this, you may feel confident that this statement is completely and undeniably true. However, when John gets on the stand and says he did not steal anything, you have a proof problem. It is his word against your word. If the judge or jury believes him and not you, you will be held liable. However, even if you did have a videotape and written confession of the theft, if he sues you, you still have to defend yourself in court, which can be a costly proposition.

	The statement must be likely to harm someone’s reputation. Stating someone is a crook will most likely cause damage to that person, especially if stated in connection with that person’s employment. It is very easy to imagine that it will hurt his employment prospects at the very least. In the states that recognize it, libel per se permits private individuals and public figures to bring a claim without having to prove damages. Libel per se is a statement that is defamatory on its face, such as calling someone a murderer or thief.



I cannot stress enough how the laws in different states can lead to dramatically different outcomes in court. Look at the different results in California and Oregon to get a feeling for why this matters. In O’Grady v. Superior Court,3 the California Court of Appeals held that online reporters could keep their sources confidential under the journalist protection required by the First Amendment. Apple had sued several unnamed reporters who posted information about some new Apple products prior to their being available to the public. In Oregon, a federal judge determined that an online reporter was not a journalist, and the failure to recognize her blog as a news report (which would have required the plaintiff to meet a higher standard of proof) resulted in a $2.5 million defamation judgment against her.4

If the defamatory statement does not fall within the category of libel per se, the person defamed will usually have to provide some proof of damages.5 With libel per quod, the statement on its own may not appear defamatory, but when taken in context with other information, it is damaging. For example, stating that John Smith is dating Betty Baker is not libelous on its face, but when combined with the knowledge that John is forty-six and Betty is fifteen, it becomes libelous if false. The types of damages awarded can include compensation for the harm to the plaintiff’s reputation, and punitive damages if the statement is outrageous. In some defamation suits the plaintiff merely wants the offending statement removed. Because state law varies on what is recoverable and what proof is required, it is not possible to provide a general rule. However, because of the risks, it is important to avoid having to defend a defamation claim in court. You will always have to pay an attorney to defend you whether you win or lose.

1.2 HOW DO I AVOID A LAWSUIT FOR DEFAMATION?

As discussed, defamation occurs when false information is published about a person that is likely to injure the person’s reputation. Defamation can result from a verbal statement (slander) or a written statement (libel). Libel includes any statement put into fixed form, including electronic publication.

There is the additional element of malice when someone is writing about a public figure.6 The definition of a public figure has been expanded over time. It includes not only public officials and celebrities but also those who become inserted into the public eye. It is believed that those who actively seek public attention should expect to have news reports made about their activities to a greater extent than a private individual. Thus, public figures have a higher burden of proof in that they must show that the maker of the statement had knowledge of falsity or a reckless disregard for the truth (malice).

There are a number of defenses to defamation. These include truth, opinion, fair report, consent, and privilege. I will discuss each of these individually.



Truth: It is often said that truth is a complete defense to defamation. This is true, but you have to look at it from a proof perspective. If you feel strongly that your statement is true, you need to ask yourself what proof you have. Remember, just because you believe something to be true, if you cannot produce proof, the jury may not side with you if the person suing you makes a convincing story that what you said was false.

Opinion: One of the elements of defamation is that the statement has to be of a verifiable fact. Indicating that someone is an asshole in a blog post is not defamation. You cannot “verify” that someone is an asshole. It is your opinion. If you call someone a crook, however, the connotation is that this person is dishonest and steals things. This is verifiable and thus defamation. The standard that the courts use is whether a reasonable person would believe you are describing actual facts or not (not whether you label the statement an opinion).7

Fair report: The fair reports defense protects fair and true reports of judicial, legislative, or other official proceedings. In California this defense has been applied to online postings made on an online message board.8 A “fair and true” report must reflect the gist of the proceedings. It does not have to be a verbatim account. It must also indicate the source and not be misleading.9

Consent: As with any intentional tort, “the consent of another to the publication of defamatory matter concerning him is a complete defense to his action for defamation.”10 What this means is that if you were given permission by the parties whom you are writing about to make the statement, they cannot later claim defamation. It is always important to document in writing any consent given to publish questionable content.

Privilege: Statements made during a court proceeding or legislative hearing are absolutely privileged, even if the statement is untrue. Qualified privilege extends to statements made by critics of cultural works (such as books or films), employers giving a reference about a former employee, and those testifying in legislative or judicial proceedings. In order to qualify for this defense, the description of the proceeding or statement about the subject must not be misleading. Additionally, publishing a description of an arrest found in a police report would be privileged, while an informal conversation with a police officer about whom they suspect would not.



Although not technically a defense, some states have retraction statutes, which can reduce your liability for defamation to actual provable damages. Although many times, the harmed party merely wants the offending material removed and, if you comply, will not sue you, you should make sure that you are on firm footing if you wish to ignore a request to retract your statement.

It should be noted that there is no First Amendment “right of free speech” defense to defamation. A former student at the University of Michigan obtained a $4.5 million judgment against a former assistant attorney general who defamed the student online through a blog he created for that purpose.11 The only defense presented by the defendant was that he had a First Amendment right to air his opinions about the plaintiff. The court indicated that this right did not extend to making false statements about the plaintiff and that nothing posted by the defendant was an actual opinion.

There are a number of preventative strategies that you can utilize in order to avoid a lawsuit for defamation. These have traditionally been used by reporters but are also great advice for anyone who posts online. 1. Verify the information prior to posting. If you investigate the information, this will help with your defense. Obviously, if you can find no confirmation of what you wish to post, your best bet is to not post it. 2. Do not retweet indiscriminately. This is a huge issue today because of the ease with which you can forward defamatory information. Although under traditional state defamation law, one who repeats defamatory information is just as liable as the original publisher, the Communications Decency Act (discussed in 1.4) may provide some protection. In any case, unless you either verify the information contained in the original tweet or are very sure about the reliability of the source, it is a good policy to avoid retweeting potentially defamatory material. 3. If you have verified the information or received consent, maintain the written records (or at the very least note in your datebook what you found out in your investigation and where). 4. Identify your source. If you are posting information that may be harmful to someone, make sure you indicate where you found this information. While this may not be a complete defense, it can mitigate your liability. 5. Watch your descriptions of identifiable people. Again, indicating that someone is a crook could lead to liability, whereas calling someone an asshole will not. Remember, opinions and non-verifiable statements are generally not defamatory. 6. Review the list of libel per se topics and stay away from them!12

Another option is to obtain a media liability insurance policy to cover online libel claims. However, because of the potential for large judgments, the cost of defending a defamation suit, and the expense of maintaining insurance to cover these types of claims, your best course of action is to avoid making actionable posts in the first place. The same holds true for posts about a business or product—you want to avoid making false or disparaging statements (see discussion regarding Yelp lawsuits at 2.5).

1.3 DON’T I HAVE THE RIGHT TO ANONYMITY ON THE INTERNET?

The Supreme Court has said that citizens do have the right to anonymous free speech in the United States. In McIntyre v. Ohio Elections Commission,13 the Ohio law requiring the names of the authors of political pamphlets to be disclosed was declared unconstitutional, and the courts have been fairly consistent in striking down any statutes disallowing anonymous free speech. The First Amendment does not, however, provide a right of anonymity with respect to tortious or criminal speech. What this means with respect to anonymous online posts is that the identity of the poster can be discovered under certain circumstances. Courts have permitted what are known as “Jane or John Doe subpoenas” to be issued, which requires the ISP to identify the subscriber to a particular IP address involved in allegedly tortious or criminal conduct. This is contrary to the widely distributed and repeated belief that you have an absolute right to remain anonymous online. While some courts grant the subpoenas without much investigation, recently a court in New Jersey refused to allow the plaintiff, Strike 3, to subpoena an ISP to discover the IP address of someone who was engaging in illegal activity.14

While a general rule cannot be stated due to varying results in different jurisdictions, it does seem that courts will attempt a balancing test to determine whether to require the identity of an online poster to be revealed. The right of privacy and free speech of the one making the offending post is weighed against the right of the one injured to obtain the identity of the poster in order to hold them accountable.

In the case of Stone v. Paddock Publications,15 an Illinois court issued a subpoena to obtain the identity of an anonymous poster but then indicated that the poster would be kept anonymous until the plaintiff was able to show that he had been harmed. The plaintiff had asked the court to issue a subpoena to identify the defendant who had made allegedly defamatory posts regarding the plaintiff under an assumed name. During arguments, the anonymous poster (hipcheck16) argued through his attorney that his identity should be protected as being engaged in anonymous political speech under either the Illinois anti-SLAPP statute or the First Amendment.

The Illinois court, in citing the case of two Yale law students who were defamed on a website and were able to obtain the identity of the posters—Doe I v. Individuals, 561 F. Supp. 249 (D Conn. 2008)—ruled that the First Amendment does not protect posters’ identities from being discovered when they have engaged in speech that is not protected. The judge in Stone adopted the six-part test in Doe:


	The defendant must be given notice of the subpoena and an opportunity to object.

	The plaintiff must identify the offending post.

	The plaintiff must have no other way to discover the identity of the defendant.

	The subpoenaed information must be necessary to the case.

	The poster must not have a right to anonymity.

	The plaintiff must make an adequate showing that the case has merit.



The Illinois court found that although the first five elements had been met, it could not go so far as to say that the plaintiff had made an adequate showing that the case had merit, because the case against the posted had not yet been filed. The court took the unusual route of obtaining hipcheck16’s identity but ordering that it not be revealed except to the plaintiff, her attorney, and the process server until such time as the trial court could rule on the sixth element.

There have been an increasing number of lawsuits being brought against anonymous posters of online comments. Although the courts throughout the states have varied widely in their reasoning for issuing or denying subpoenas, most judges try to balance the rights of the poster with the right of the plaintiff to bring an action. While some critics of these types of rulings have indicated that the plaintiff should not have to prove their case prior to discovering the identity of the defendant, others have argued that it is necessary to protect the right of free speech. Today most courts require some showing of evidence that the claim has merit prior to issuing a subpoena to unmask the poster.16 Regardless, the First Amendment does not give anyone the right to defame another.17 If there is any potential for a tort or criminal claim to be alleged against you, do not assume that using a handle or false name will permit you to remain anonymous. Your identity can be discovered.

Because it is very easy to forget that you are not just venting to a friend at your home, unchecked posting can lead to trouble. I often caution my clients to cool off before responding to an issue that upsets them. While a blog is a wonderful vehicle for getting your opinions out there, you must always remember that it is a permanent record of your statement. Even if you delete it, it still exists in the internet.

1.4 DOESN’T THE COMMUNICATIONS DECENCY ACT PROTECT ME?

The Communications Decency Act (CDA) has received a lot of attention in recent years as people in government and other groups have wanted to force social media companies to keep objectionable material off of their sites but at the same time decry any labeling or removal of posts from these sites as censorship, bias, or violation of the First Amendment. While some agreement can be found as to what constitutes objectionable material, such as child pornography, there is little agreement in other areas, especially when it comes to political beliefs and statements. This puts social media companies in a precarious position. The Communications Decency Act, however, does provide some protection for the owners of websites and platforms that permit others to post on them (such as Facebook, Twitter, and Instagram).

Section 230(c)(1) of the CDA states that “No provider or user of an interactive computer service shall be treated as the publisher or speaker of any information provided by another information content provider.”18 What this means is that the website or platform itself is not considered the publisher of a post made on it. To be clear, however, the CDA does not provide immunity for bloggers or influencers for their own posts as some have reported. It only provides protection to you, under certain circumstances, for material and information posted by someone else on your blog or page. Essentially, the CDA provides that offending statements made by others on your blog or account will not subject you to liability because you are not considered the publisher of the post. Again, this protection does not extend to your own posts (or those made under your direction, such as by your independent contractors or by employees).

Further, Section 230(c)(2) states that “No provider or user of an interactive computer service shall be held liable on account of:


(A) any action voluntarily taken in good faith to restrict access to or availability of material that the provider or user considers to be obscene, lewd, lascivious, filthy, excessively violent, harassing, or otherwise objectionable, whether or not such material is constitutionally protected; or

(B) any action taken to enable or make available to information content providers or others the technical means to restrict access to material described in paragraph (1).”



What this has been interpreted to mean is that a provider may not be held liable for removing content. It should be noted that the CDA was written in 1996, prior to the widespread use of the Internet and the creation of social media sites. It was originally meant to protect companies like AT&T and Comcast who provided access to the Internet from being sued for what others did when they gained access. However, its protection was eventually extended to websites and social media companies who created sites for people and companies to interact directly with one another. The law is meant to protect companies that moderate comments. Many companies include the right to remove offending content and prohibit various types of posts such as hate speech or infringing materials.

This immunity is not absolute. There are certain circumstances under which you could be subject to what is called secondary liability for items posted by others on your website (if you are considered an information content provider, which is not immune under the CDA). If, for example, you edit a defamatory comment, but leave the defamatory portion in the comment, you could be considered a publisher of the defamation. In Fair Housing v. Roommates.com,19 the court held that the website roommates.com was not immune from liability under Section 230 of the CDA, because it was not merely permitting users to post on the site but was also partly responsible for contributing the offending material in the way the website was structured. There have been several other cases that have made the distinction between an ISP and an Internet content provider.20

Rather than completely relying on the Communications Decency Act to protect you from liability, you should make sure your Terms of Use indicate that offending material (including defamatory statements) may not be posted and that you have the right to edit and delete all posts at any time (see discussion at 9.7). This way, you can remove posts or edit out questionable portions of posts. In general, as long as you do not edit a comment in a way that causes it to violate the law, and the comment is not made by your employee or independent contractor, you should be able to seek protection under the CDA. The courts have varied on their position as to what would change you from a mere host to an Internet content provider when you actively monitor, edit, and remove posts. However, in Dimio v. Max, the court reasoned that just because someone edits comments, they are not automatically a content provider.21

The CDA does not apply to intellectual property issues; thus, if a third party posts something that infringes on someone else’s trademark or copyright on your website, you could be liable for that third party post unless you comply with the requirements of the Digital Millennium Copyright Act (DMCA) discussed in Chapter 4 and Chapter 8. While in an ideal world you could stay completely uninvolved in the creation and content of the posts on your page, this can create a host of other problems. Your best practical option is to monitor postings and remove potentially damaging ones. This is one of the reasons to include a Terms of Use on your blog or website.22 Chapter 9 explains what should be in your Terms of Use as well as the legal requirements for receiving protection under both the CDA and the DMCA.

1.5 DON’T ANTI-SLAPP LAWS PROTECT ME?

Sometimes when a post offends someone, they will bring a lawsuit for defamation or some other tort as a threat to intimidate you into removing the post. If you do get sued for defamation, there are some defenses you can assert, including truth. If you believe that the lawsuit is not made in good faith and that your post is protected—either not defamatory or otherwise protected by the First Amendment—your attorney can check if your state has an anti-SLAPP law.23 A SLAPP (strategic lawsuit against public participation) is a lawsuit that is intended to silence critics by burdening them with the cost of defending a legal action against them. Instead of presenting a valid legal argument, the plaintiff merely hopes that his or her threat will result in the removal of the offending post. An anti-SLAPP law provides protection against these types of frivolous lawsuits. California’s anti-SLAPP law specifically applies to any writing made in connection with an issue under consideration by the legislative, executive, or judicial branch. You would, however, be entitled to recover your attorney’s fees if you won. Each state’s law is different.

The idea behind the anti-SLAPP laws is to make it more difficult for those bringing lawsuits regarding protected speech based solely on a dislike of what is being said without true legal basis. In the case of Barrett v. Rosenthal,24 Rosenthal was sued for an allegedly defamatory letter that was posted on her website about the plaintiffs. The California Supreme Court ruled that all but one count of the lawsuit had to be dismissed under Section 230 of the Communications Decency Act, which protected Rosenthal from civil liability for the republication of the words of others. The court also granted Rosenthal’s motion under California’s anti-SLAPP statute,25 which resulted in an award of $434,000 in attorney’s fees (which was later reduced).

1.6 WHAT IS A BREACH OF A RIGHT TO PRIVACY OR RIGHT OF PUBLICITY?

Privacy concerns vary widely among individuals. Some people are naturally shy, whereas others hog the spotlight any chance they get. In other words, although privacy can be subjective, you should be conservative in posting information about others. Privacy rights vary from state to state. In general, the underlying concept is that people have the “right to be left alone.”26 However, with the advent of social media, people are not only sharing information about themselves widely, they are also posting about and sharing photos of others. This has created a situation where it is almost impossible to monitor your online presence. Not every post or photo is actionable. There are, however, a number of different ways in which a person’s right to privacy can be breached.

Public exposure of private facts occurs when private facts that a typical person would want kept private are exposed. While state laws vary widely on what types of actions violate this type of right to privacy, in general, courts will consider whether a reasonable person would have wanted that information made public. This is especially true with old news. After years have passed, many would argue that previous bad actions are no longer of public interest. However, anything that appears in the public record is fair game.

Invasion of privacy occurs when someone enters into a space that you would expect to be private. This can occur with hidden cameras, eavesdropping devices, or pointing a camera into someone’s bedroom window using a telephoto lens. States vary as to whether you can tape a conversation without the other person’s consent. Some only require one party’s consent; the rest require both.27

False light can occur when an individual is falsely portrayed in an offensive manner, such as putting someone’s name next to a list of registered sex offenders or photo of a sex offender. Although similar to defamation, it involves a false implication rather than a clear statement of fact. This tort is not recognized in all states.

Right of publicity is the ability to profit from your own name or likeness. It prevents others from using your name or likeness (i.e., a representation of you that can be identified as you) for their commercial benefit. Although it is usually associated with celebrities, every person, regardless of how famous, has a right to prevent unauthorized use of their name or likeness to sell products or services. It has less to do with invasion of privacy and more to do with the economic value of your identity or popularity. This type of lawsuit (breach of right of publicity, also known as commercial appropriation or misappropriation) is most often filed by celebrities because of the recognized value of their identity. Celebrities can receive millions of dollars for their product endorsements. Sofia Vergara, for example, has received over $157.5 million in product endorsements over the last decade.28 In 2015, athletes in the NFL successfully sued Electronic Arts Inc. for using their likenesses in the Madden NFL video game series without consent, breaching their right of publicity.29 As a result, players are now compensated by Electronic Arts.30 The court ruled that Electronic Arts did not have a First Amendment right in this case. This right does not cover the use of names or photos for news reports or other publications of public interest.

The important point is that private individuals have the right to control what information is revealed about them to the public. Different rules apply when what an individual does is newsworthy or is a public figure because they are deemed to have a lower expectation of privacy. Although this chapter was about torts, potential liability for violating data privacy and security laws are discussed in Chapter 6.

1.7 HOW DO I AVOID LAWSUITS FOR BREACH OF RIGHT OF PRIVACY OR RIGHT OF PUBLICITY?

As discussed in question 1.6, breach of privacy rights is a general term used to describe a number of different causes of action relating to one’s privacy. Because the laws in different jurisdictions vary and the descriptions and elements of these claims differ from state to state, the following explanations are more encompassing than they may be in a particular state.

In avoiding claims of public disclosure of private facts, you should be mindful of what you post about others. Private information includes personal information such as bank account balances or medical records in addition to sensitive information. When you post private information about someone else online, you are making it public, which could be a violation of that person’s right to privacy. For example, if your neighbor found a new job, an ordinary person would probably not consider that to be private information. On the other hand, a story about your married neighbor’s new girlfriend would probably be deemed private. Whether the public would not have a legitimate interest in such a story is another issue. We have seen many a politician exposed, no pun intended, through the media. One defense to public disclosure of private facts is consent. In other words, if you are told of the private information by the person who it is about in a way that would indicate that they approve of its publication, such as in a group of people in a public place, this could be considered consent. In addition, if you post information that is available in public records, regardless of how embarrassing, this would also be a defense. Another possible defense is newsworthiness—in other words, the public has a legitimate interest in knowing such information. Whether there is a legitimate reason depends on several factors, including whether the person you are writing about is a public figure and the nature of the information. Celebrities or public figures have a lower expectation of privacy because courts have found that they have put themselves in the public eye. Thus, many times you can post private information about a celebrity that you could not about a private individual. When information that is true but private is posted, the courts will judge the legality of the post by balancing such factors as the public’s right to know, the social value of the disclosure, and the status of the individual (celebrity or non-celebrity). This is not the best defense, because of the flexible nature of the court’s determination.

In order to avoid an action for invasion of privacy (or intrusion on privacy), you need to consider the circumstance in which you gathered the information. Generally, in situations in which a person has a reasonable expectation of privacy, such as in one’s home, it would be considered an invasion to take a photograph of such a person through a window. It would not be a breach to photograph someone in a public place under most circumstances, as long as the photo does not defame or otherwise show the person in a false light. You should not intrude into a person’s private domain if that would be considered offensive to the average person. Even in a public place, if someone photographed you with a hidden camera while you were bending over or with a camera positioned to look up your skirt, this would be an invasion of privacy. The gist of this claim is that the way in which the information was gathered is inappropriate. Many times a claim for criminal or civil trespass can also be alleged. The best way to avoid this type of claim is to obtain written consent to the recording of conversations or taking of photographs or video. In some states this failure to obtain written consent can result in criminal charges.31

To avoid a claim of false light, always review your content to make sure there are no unanticipated implications. This type of claim occurs when the following elements are present: The information is published widely (i.e., not to just a single person, as in defamation); it identifies the plaintiff specifically; it places the plaintiff in a “false light” that would be highly offensive to a reasonable person; and the defendant was responsible for publishing the information.32 This can happen when photographs or names are placed next to text that appears to be associated with the photo or name. In your design, you want to be sure that placement does not imply association with negative content. Like defamation, it requires that the person be portrayed negatively and falsely. There can be no false light if the representation is true. If the representation is untrue and a reasonable person would find the reference offensive, there would be a cause of action. For example, if you were to post someone’s photograph next to an article about sexually transmitted diseases, you could be held liable under false light theory in some states. This right is only recognized in thirty states because it is so similar to defamation. It should be noted that knowledge of falsity or a reckless disregard for the truth are elements of this claim. In other words, exaggerating in a newsworthy post could result in a cause of action when the publisher of the post knows the exaggerations to be untrue. For example, writing about someone living in abject poverty when you have been to his or her middle-class home could result in a claim for false light.

As mentioned previously, the best defense to an intentional tort is consent. The easiest way to avoid a lawsuit for breach of right of privacy or right of publicity is to obtain written releases from anyone whose photo or name you wish to use on your website or blog. If this is not possible, you need to make sure you are not putting this person in a false light, that the photo is truthful and newsworthy or otherwise of public interest. If you are using a photo or name for commercial purposes, regardless of whether one is a private individual or celebrity, you will need this person’s written permission and will most likely need to compensate them. In some states, the right of publicity can be exercised by the person’s estate when the person whose photo or name you wish to use is deceased. In California, for example, the Celebrity Rights Act allows the heirs of a deceased celebrity the right to profit from the celebrity’s likeness for seventy years from the date of death.

1.8 CAN I GO TO JAIL FOR WHAT I POST ONLINE?

Because of the influence of social media, law enforcement is very concerned with the impact, intentional or otherwise, of posts made online, especially threats. There is a patchwork of laws differing from jurisdiction to jurisdiction, but in general, if your post violates a criminal code, you could be arrested. These types of posts include terroristic threats, obscenity, and child pornography, but can also include statements made while blowing off steam. In Florida, for example, threatening violence against another person online or through email is considered a felony.33 Cyberbullying involves the posting online of abusive, insulting, or harassing statements about another person. Although most reports focus on elementary school age and high school students, statements made about or to adults can also be considered cyberbullying.34 Cyberstalking occurs when one person continues to attempt to contact, follow, or threaten another person and often involves an ex. Although there is no federal law on cyberbullying, it could violate anti-stalking or discrimination laws.35 The determination of whether a statement made online is a “true threat” is very subjective. In Elonis v. United States, Elonis had posted threats to kill people on Facebook including his coworkers, his soon-to-be-ex-wife, the police, a kindergarten class, and an FBI agent. Although he was sentenced to prison for his posts, the Supreme Court held that he did not have a subjective intent to kill anyone and that even though the people against whom he made the threats may have felt in danger, this was insufficient as a “true threat.” Elonis had argued that his posts were merely rap lyrics and not threats.36 Despite this decision, you will want to be very careful to avoid posting statements online that sound like you intend to physically harm someone.

Doxing involves posting personal information about someone online, such as their social security number, address, or telephone number with the intent to cause others to harass them. Although federal law restricts the ability to release personal information about jurors or witnesses in federal cases, as well as those of state or federal employees,37 there is no overarching doxing law. There are also multiple cases where online posts have been used as evidence in criminal cases.38 There are also potential criminal penalties for cybersquatting (discussed at 3.5), criminal copyright infringement (discussed at 4.7), and sending out spam (discussed at 4.7).

1.9 CAN WHAT I POST ONLINE BE USED AS EVIDENCE AGAINST ME IN COURT?

What you publicly post online about yourself would be considered an admission. You may wish to avoid embellishing the truth as it could be taken literally. The content of your emails and texts is also subject to discovery in a lawsuit. It is a little murkier if it can be used in a criminal case against you, but you should assume that they can. In 2015, the FBI obtained a subpoena to force Apple to unlock a suspect’s phone so the FBI could read its texts. Apple refused to comply for both security and privacy reasons, stating that its customers would lose faith in Apple if it provided access to law enforcement. However, it is well known that Twitter and Facebook regularly comply with government requests for your information, such as metadata and basic account information including your name and email address, regardless of your privacy settings.

1.10 WHAT SHOULD I DO IF A NATIONAL BRAND ASKS ME TO SIGN A CONTRACT?

As an influencer or social media marketer, you may at some time be asked to sign a contract. Most of these contracts will ask you to agree to comply with the law. As such you should become familiar with the FTC’s Guides on the Use of Endorsements and Testimonials in Advertising (discussed at 2.2). Whether or not you have a contract, you should always disclose your relationship with the brand, even if your only relationship is that you received free product from them. You may also be asked to indemnify the brand for your content. What this means is that if the brand is sued for something that you post, you agree to pay their attorneys’ fees and defend them in court. While this may seem like a lot to take on, if you follow the rules, there is only a small risk of this ever coming into play. What you should do is make sure you have obtained social media insurance and discuss the indemnification provision with your insurance company. You should also ask for a return indemnification. This means that if you get sued because of something the brand does, they have to pay your attorneys’ fees and defend you in court. This would be especially important for products that could potentially injure someone (discussed at 2.4). In most cases, I would recommend finding a local attorney with experience in these types of contracts prior to signing one (terms that a company may want in an agreement with an influencer can be found at 9.9).
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