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   foreword
 
  
 
   
   In August 2023, I got this in my inbox: “Hello, Cay! I’m Tagir Valeev. You may remember me from some discussions in mailing lists. Also, we met in person during a conference….”
 
  
 
   
   I thought that was odd. Of course I knew Tagir—and not just from those mailing list discussions. I am the author of the classic Core Java book that, since Java 1.0, aims to explain modern Java to professional programmers. As I update the book (for its 13th edition), I need to poke around many obscure and tricky aspects of the Java language and library. Every so often, I am thoroughly stumped about some subtle point, fire up my favorite search engine, and find a thoughtful discussion by none other than Tagir. This man really knows his way around Java. He ought to write a book. …
 
  
 
   
   That’s what his email was about. “I’m writing my very first book,” he wrote and asked me to write a foreword. He pitched his book as follows: “In the book, I concentrate on common and recurring mistakes that developers make in Java programs and try to advise on how to avoid them.”
 
  
 
   
   This is not a new idea. Many years ago, I had to learn to program in C. I was horrified that anyone would use such an obviously dangerous language, but what choice did I have? It was the only language with bindings to the libraries I needed to use. I made all the usual mistakes, and only afterward, found Andrew Koenig’s delightful C Traps and Pitfalls. My life would have been so much more tranquil had I been able to learn from that book instead of the school of hard knocks.
 
  
 
   
   Of course, Java is not C. It is a very thoughtfully designed language, and so is its standard library. Nevertheless, while Java 1.0 was simple, the current version of Java layers on over a quarter century of added complexity. And we have learned a few things, too, during that period. Not everything that seemed a good idea 25 years ago has withstood the test of time.
 
  
 
   
   Therefore, there is ample opportunity to present a hundred pitfalls in the Java language and API, which Tagir has set out to do in this book. Each item is motivated by actual code Tagir has seen in the wild. And he has seen a lot of code, thanks to his position at JetBrains, the makers of IntelliJ IDEA, which is by far the most popular Java IDE.
 
  
 
   
   I assure you that you will learn a lot by reading through those pitfalls, understanding why they are dangerous, and learning how to avoid them. Having programmed in Java since version 1.0, I found myself nodding in agreement many times. At other times I said, “Whoa, I’ve used Java since version 1.0, and I never knew this!” The problematic items Tagir selected are important. They occur in real code, and Java programmers need to be aware of these issues and how to address them.
 
  
 
   
   There is no better path to success than to learn from failure and no cheaper way than to learn from the failure of others. Follow Tagir’s path through those mistakes, and profit from the lessons learned so that you become a better and more confident Java programmer! You could not hope for a more competent guide.
 
  
 
   
   —Cay Horstmann
 
  
 
   
   Professor Emeritus, San José State University
 
  

 
   
   preface
 
  
 
   
   I’ve been developing commercial software for about 20 years, mostly in Java, though I have experience with other languages as well. I have written hundreds of thousands of lines of code, and I’ve read even more code written by other programmers. If I’ve discovered one truism in my career, it is that humans are not perfect. Every programmer makes mistakes. Even the smartest software developers can introduce seemingly obvious bugs.
 
  
 
   
   Mistakes always cause struggles. The program does not behave as expected; it fails with exceptions; users complain; and you spend hours reproducing, analyzing, and fixing the problem. Even a very small mistake, like a typo, may require a lot of effort to find.
 
  
 
   
   Around 10 years ago, I discovered a Java static analyzer called FindBugs. It was a revelation to me. We had never used such a tool in our company before, and in a matter of a few minutes, it found dozens of real mistakes in the project I was working on at the time. It pointed exactly to the incorrect piece of code; I didn’t need to wait until the mistake actually affected users, and I didn’t need to investigate the problem. I could just fix it.
 
  
 
   
   I became a big fan of static analysis. However, I soon discovered that FindBugs has its limitations. It often reports false positives and problems that are not really important, but it takes time to get through them in the report. On the other hand, it doesn’t relay many actual bugs that could be reported. For a while, I started to contribute to FindBugs, trying to improve it. A few years later, I joined the incredible team at IntelliJ IDEA, which has its own great static analyzer inside. Since then, helping developers reduce the number of bugs they make became my primary job.
 
  
 
   
   Around that time, I changed my attitude toward the mistakes I was fixing. I was no longer just fixing them—I was always asking myself questions: Why did this happen? Was it possible to avoid this mistake in the first place? Can a similar problem occur in the future? What can my team do to prevent us from running into this again?
 
  
 
   
   I’ve found there’s no panacea against mistakes. Sometimes, static analysis can help you; sometimes it’s better to rely on testing or assertions; sometimes, you should improve your code style, generate code automatically, or use library methods instead of coding something manually. Still, many mistakes have a repetitive nature; they can be categorized, and there are common approaches to avoid them. If you know about possible pitfalls in advance, you’ll be prepared to avoid them. So I decided to write a book to summarize my experience and list the most common mistakes that can appear in Java programs, in the hopes that, after reading it, other developers will be prepared without needing to encounter these problems themselves.
 
  

 
   
   acknowledgments
 
  
 
   
   This is my first book. I was really surprised by how many people are involved in the creation of a single book and how all of them are working hard toward making the book better. It’s really a huge amount of work.
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   Before the final publication, the book was released in MEAP, the Manning Early Access Program. Readers could buy the book in advance and read the parts of the book which were available so far. This would not be possible without the work of the MEAP team, including coordinator Matko Hrvatin as well as Dragana Butigan-Berberovic and Ivan Martinovi?, who prepared nine preliminary versions of the book. Sometimes, they had to do the same work twice, as I applied my edits to the draft concurrently, screwing up the formatting they did. I’m sorry for this! Version control while you’re writing a book is a complex thing.
 
  
 
   
   The book was bought more than 500 times in MEAP. Thanks to all of you. I could monitor the sales in real time, and every new sale motivated me to continue working on the book. Some early readers went further and sent me feedback. I’d like to especially thank Piotr ?ygie?o, who reported the detailed errata.
 
  
 
   
   I’m very grateful to Cay Horstmann, who not only agreed to write a foreword for my book but provided his own review comments. Having input from such a prominent author made me really happy. I am also grateful for the review of a partial draft and the useful feedback provided by the excellent software developer Brian Goetz.
 
  
 
   
   Closer to publication, the book was checked by technical proofreader Cosimo Damiano Prete, who took every single code snippet from the book and checked whether they made sense, whether they worked as described, and whether static analysis tools actually produced the warnings I was speaking about. It was hard to find more mistakes after the technical editor, external reviewers, and MEAP readers, but Cosimo discovered a few very embarrassing issues. I’m very glad you won’t see them.
 
  
 
   
   After the draft is complete, the book goes to production, which is done by a separate team of professionals. Christian Berk was my copy editor. He fixed a lot of remaining grammar mistakes and rephrased many sentences to make them sound better. Marija Tudor did the meticulous job typesetting and laying out the book. Mike Beady did the final proofreading. You may think that at this stage there’s not many things to fix, but during proofreading we had more than 1,000 individual edits! And I’d also like to thank Kathy Rossland, who coordinated the whole production process.
 
  
 
   
   Writing a book is only a half of the process. The other half is to reach the readers and tell them about the book, which is also the hard work performed by the incredible marketing department of Manning. We are only at the beginning of this journey, but so far, many people have already participated in promoting the book in various ways. I’d like to mention Aira Du?i?, Ana Romac, Radmila Ercegovac, Stjepan Jurekovi?, Nikola Dimitrijevic, Christopher Kaufmann, Erik Pillar, Charlotte Harborne, and Paul Spratley.
 
  
 
   
   Additionally, I appreciate the work of Manning management, including Rebecca Rinehart and Melissa Ice, who provided very detailed and comprehensive information about the publication process. I’m pretty sure many more people have worked on my book, whom I don’t even know. Thank you to the whole Manning team.
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   Finally, I’d like to thank my wife, Ekaterina, and my sons, Artem and Maksim. They were very patient and supportive when I spent my free time writing the book—well, not every time. Right now, as I’m writing this, Maksim is trying to sit on my neck and tell me something right into my ear. But this is OK.
 
  

 
   
   about this book
 
  
 
   
   100 Java Mistakes and How to Avoid Them is a catalogue of mistakes that may occur in Java programs. Each mistake typically contains a code sample, a description of the mistake, its possible consequences, and the ways to avoid it. Many mistakes are accompanied by sidebars, in which I mention static analysis tools that can detect such a mistake. The appendixes describe ways to enhance existing static analysis tools to detect mistakes specific to your project.
 
  
 
   
   Who should read this book
 
  
 
   
   I believe this book is most useful for middle-level software developers who already know the Java language but may not have enough practical programming experience. Some bug patterns described in the book may be unfamiliar to senior software developers as well. Less-experienced developers or even advanced students might also find this book interesting.
 
  
 
   
   How this book is organized: A road map
 
  
 
   
   The book is organized into 10 chapters and 2 appendices. Chapter 1 explains common approaches used in software engineering to manage code quality and avoid bugs. The subsequent chapters cover various individual mistakes, grouped by category. The mistake sections are mostly independent of each other, so feel free to skip something if you already know the given pattern or feel it’s not applicable to your daily work. 
 
  
 
   
   	 Chapter 2 discusses mistakes inside individual expressions, such as problems with precedence, mixing one operator with another, or pitfalls with variable arity method calls. 
 
   	 Chapter 3 concentrates on mistakes related to the structural elements of a Java program. This includes problems with statements like for loops as well as higher-level structural issues, like circular initialization of superclasses and subclasses. 
 
   	 Chapter 4 covers problems working with numbers in Java, including the infamous problem with numeric overflow. 
 
   	 Chapter 5 concentrates on several of the most common exceptions in Java, like NullPointerException and ClassCastException. 
 
   	 Chapter 6 focuses on what can go wrong with string processing. 
 
   	 Chapter 7 is devoted to comparing objects and is mostly concerned with using and implementing methods like equals(), hashCode(), and compareTo(). 
 
   	 Chapter 8 concentrates on mistakes that come about when you use collections and maps. 
 
   	 Chapter 9 covers some easy-to-misuse library methods not covered in previous chapters. 
 
   	 Finally, chapter 10 describes mistakes that may happen when writing unit tests. 
 
  
 
   
   The appendixes briefly describe how to enhance some static analysis tools to catch problems specific to your project. These are optional to read, but if you are ready to introduce custom static analysis rules to your project, they can serve as a starter guide.
 
  
 
   
   About the code 
 
  
 
   
   As the book is devoted to mistakes, aside from appendix B, it does not contain the complete programs intended to be compiled and executed. Instead, it contains short snippets of Java code that demonstrate the mistakes being discussed. The source code is formatted in a fixed-width font, like this, to separate it from ordinary text. I try to keep code samples as short as possible. In most cases, I omit the class declaration or even the method declaration, leaving only the method body. I also tend to use more compact code formatting than is usually seen in real-world Java programming. For example, I may omit the @Override annotation on the overriding method, despite the fact that it’s recommended. 
 
  
 
   
   Appendix B describes sample plugins for static analysis tools, which are complete projects. The source code of these plugins can be found on GitHub at https://github.com/amaembo/100_java_mistakes_appendix. Alternatively, you can download the complete code for the examples in the book from the Manning website at https://www.manning.com/books/100-java-mistakes-and-how-to-avoid-them.
 
  
 
   
   liveBook discussion forum
 
  
 
   
   Purchase of 100 Java Mistakes and How to Avoid Them includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/100-java-mistakes-and-how-to-avoid-them/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.
 
  
 
   
   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
 
  
 
 
   
   about the author
 
  
 
    
   Tagir Valeev is a technical lead at JetBrains GmbH. He belongs to the Java team, which is responsible for Java language support in IntelliJ IDEA. His primary interest is static analysis and code refactoring. Tagir designed and developed many code inspections for IntelliJ IDEA’s built-in static analyzer. Previously, Tagir contributed to FindBugs, which is a Java bytecode static analysis tool. Tagir has 15 years of experience writing commercial software in Java and 10 years of experience in the field of static analysis. He holds a PhD in computer science (2006) and the title Java Champion (2020).
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   about the cover illustration
 
  
 
   
   The figure on the cover of 100 Java Mistakes and How to Avoid Them is Habitant des Isles Philipines, or Inhabitant of the Philippine Islands, taken from a collection by Jacques Grasset de Saint-Sauveur, published in 1788. Each illustration is finely drawn and colored by hand. 
 
  
 
   
   In those days, it was easy to identify where people lived and what their trade or station in life was just by their dress. Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional culture centuries ago, brought back to life by pictures from collections such as this one.
 
  

 
   
   
1  Managing code quality

 
  
 
   
   This chapter covers
 
    
    	Various techniques to improve the quality of your code 
 
    	Advantages and disadvantages of static analysis
 
    	Approaches to make static analysis more useful
 
    	Testing and assertions
 
   
 
  
 
   
   Every software developer introduces bugs to the code—there’s no way to avoid them completely. Some bugs cause very subtle changes to a program’s behavior no user would reasonably care about. However, other bugs are much more severe and, depending on the project, could lead to millions of dollars in loss, a destroyed spacecraft, or even the loss of human lives. Most bugs fall somewhere in the middle: they don’t have disastrous effects, but they annoy users and require hours of debugging and fixing.
 
  
 
   
   Some bugs are caused by a misunderstanding of the specification requirements, a miscommunication between the software development team and the customer, or a similar human error. Other bugs are created by a miscommunication between the developer and the machine. That is, the developer correctly understands the problem but writes the wrong code, so the machine solves the problem incorrectly. This book is devoted to this second category.
 
  
 
   
   Some bugs are complex and unique. For example, one module may fail to handle a rare corner case, and another may rely on that corner case—and everything might have been fine until these modules started talking to each other. In rare cases, three or more independent components are involved, and the problem appears only when all of them are connected to each other. Investigation of such problems can be as exciting as a good detective story.
 
  
 
   
   However, programmers also produce repetitive bugs in many different programs. Experienced developers have seen many such bugs in their practice, so they know in advance what kind of code is dangerous and requires special care. They can spot these erroneous code patterns, simply because they’ve seen a similar type of bug in the past. Less-experienced developers overlook repetitive bugs more often, so the bug has a greater chance of slipping into production and causing serious consequences.
 
  
 
   
   The purpose of this book is to summarize this experience. I list the common mistakes that appear in Java programs. For every mistake discussed in the book, I show a code example, explain why this problem usually happens, and advise on how to avoid the problem. I have seen most of the mistakes listed in this book in real production code bases. More often, though, I provide synthetic code samples based on real code, as this allows us to concentrate on each bug without going deep into the details of a particular project.
 
  
 
   
   Each type of mistake discussed in the book is accompanied by a Ways to Avoid This Mistake section, which summarizes useful ideas to help you avoid this problem in your code. Just before this section, you will find a Static Analysis sidebar for each mistake known to be reported by static analysis tools. If you feel you already know about a particular mistake, feel free to fast-forward beyond the detailed description, straight to the Ways to Avoid This Mistake section. Most of the mistake descriptions are independent, so you can skip those that don’t seem relevant to you now. For example, if you don’t often work with numbers or bitwise arithmetic, you may want to postpone reading the corresponding sections until you actually need to maintain such code.
 
  
 
   
   This book doesn’t cover mistakes that cause a compilation error. Such mistakes also often occur, of course, but there’s not much to say about them other than to read the Java compiler output and correct them. Luckily, the Java compiler is quite strict, and many things that are acceptable in other programming languages cause compilation errors in Java. This includes many instances of unreachable code, use of an uninitialized local variable, impossible type casts, and so on. Thanks to the compiler, I can omit these cases from the book and concentrate on the problems that will survive compilation and can slip into your production code.
 
  
 
   
   The Java programming language is constantly evolving, and new versions may offer language constructs and library methods that help you avoid particular bugs. Unfortunately, they will not help if you don’t know about them, so if you migrate to the new version of Java, take the time to learn about new capabilities. Throughout the book, I mention new features of Java (up to JDK 21) relevant to the discussed mistakes.
 
  
 
   
   Over its decades-long history, several approaches to managing code quality have emerged in the software development industry. These approaches include code review; pair programming; static analysis; and various kinds of testing, including unit testing, property testing, integration testing, smoke testing, and several others. In this chapter, I provide an overview of some of the most notable of these approaches before we start discussing individual bugs later in the book.
 
  
 
   
   
1.1 Code review and pair programming
 
  
 
   
   The code review technique involves an organized peer review of the changes committed by developers. Quite frequently, a second look at the code by someone with different experience and a unique background can be the difference between a bug being overlooked by the author and being caught before release. Code reviews are useful for more than simply catching bugs. They can also help improve the code architecture, readability, performance, and so on. Additionally, code review improves knowledge sharing and mentoring inside the organization. There are several notable books, conference talks, and blog posts on how to make code reviews efficient. For example, I recommend reading What to Look for in a Code Review by Trisha Gee (Leanpub, 2016).
 
  
 
   
   Pair programming is a technique that emerged from the extreme programming methodology. It’s an extreme version of code review, in which two programmers work together, either at one workstation or using a real-time collaborative code editing tool (aka remote pair programming). In this case, the code is reviewed while it’s being written. Compared to code review, pair programming is more efficient, but it requires more discipline. Again, there are many excellent resources on how to use pair programming practically—for example, I recommend Practical Remote Pair Programming: Best Practices, Tips, and Techniques for Collaborating Productively with Distributed Development Teams by Adrian Bolboacă (Packt Publishing, 2021). Extreme Programming Explained by Kent Beck (Addison-Wesley, 2000), a classic programming text, also promotes the idea of pair programming.
 
  
 
   
   
1.2 Code style
 
  
 
   
   In Java, a program can be written in many different ways and still achieve the same end goal. You can use conditional expressions instead of if statements, replace while loops with for loops, wrap statement bodies into braces or omit them, consistently mark local variables as final or avoid using this modifier, use different indentation styles, and so on. While many such decisions are a matter of taste, some invariably reduce the number of bugs in your code.
 
  
 
   
   For example, to specify that a number has the long type, it’s possible to use either a lowercase l or uppercase L suffix, as in 10l or 10L. However, it’s generally agreed that uppercase L is better because it’s possible to accidentally mix up a lowercase l with the digit 1.
 
  
 
   
   Another example is using braces around an if statement body that contains only one statement. The Java language allows you to omit them:
 
  
 
   
    
    if (a < b)
  System.out.println("a is smaller!");  #1
 
    
     #1 No braces—correct 
     
but error prone
     

    
 
   
 
  
 
   
   However, this may cause an unpleasant mistake when a developer wants to add another line of code under the condition:
 
  
 
   
    
    if (a < b)
  System.out.println("a is smaller!");
  System.out.println("and b is bigger");  #1
 
    
     #1 Incorrect—this line 
     
is always executed.
     

    
 
   
 
  
 
   
   In this case, the last line will be erroneously executed unconditionally. To avoid such a problem, many projects and development teams require programmers to wrap the if body in braces:
 
  
 
   
    
    if (a < b) {  #1
  System.out.println("a is smaller!");
}
 
    
     #1 Good—braces make 
     
the code more robust.
     

    
 
   
 
  
 
   
   In your projects, you can create your own code style or follow an existing one. I recommend reading through the Google Java Style Guide (https://google.github.io/styleguide/javaguide.html). It does not cover every aspect of Java programming and usually lags in describing new features, but it’s a good start for deriving your own style. You may also find Code Conventions for the Java Programming Language on Oracle’s website, but unfortunately, it’s not actively maintained and applies to a very old Java version. Many code style aspects can be configured in an integrated development environment (IDE) so that it will format code automatically for you. For example, in Eclipse IDE, you can find code style settings in the Preferences window, under Java > Code Style. You will find most of the interesting options under Clean Up. Press the Edit button, which displays the detailed configuration window (figure 1.1). There, you will find options for both of the previously listed examples (Use Uppercase for Long Literal Suffix as well as Use Blocks in if/while/for/do Statements) and many other interesting options. Now is a good time to experiment with the settings a bit. For example, try changing each option to see what changes in the Preview pane. Which settings do you think will help avoid bugs?
 
  
 
   
   IntelliJ IDEA takes a somewhat different approach. Some aspects of the code style, such as spacing, line breaks, and braces, can be configured in Settings > Editor > Code Style > Java and stored in the project code style settings or EditorConfig files. However, many other options, such as long literal suffix, are configured as code inspections under Settings > Editor > Inspections and stored inside a separate file, called inspection profile. Consult the IDE documentation for instructions on sharing these settings within your team.
 
  
 
    
   [image: figure] 
   
Figure 1.1 Eclipse Clean Up configuration window


  
 
   
   While a consistent code style is helpful to make code more readable and less error prone, it protects you only against a small set of errors. Most of the mistakes covered in this book cannot be solved via code style alone, so you must use other approaches as well to make your code robust.
 
  
 
   
   
1.3 Static analysis
 
  
 
   
   Static analysis is another very helpful technique that may help detect bugs. To some extent, it could be called an automated code review: it points to suspicious, confusing, or likely erroneous code, just like a human reviewer would. Still, it cannot replace code review. While static analysis is very good at detecting specific kinds of bugs, there are also many bugs that could be easily spotted by humans but will never be detected by a static analyzer. Often, static analyzers look at specific code patterns, and any deviation from these patterns may confuse the analyzer.
 
  
 
   
   You may also encounter the terms lint or linter in programming-related articles or conference talks. Initially developed in 1978, Lint was the first well-known static analysis tool for the C language. Since then, the word lint has been commonly used to refer to static analyzers, with some even using lint in their name—notably, JSLint, which is a static analyzer for JavaScript.
 
  
 
   
   
1.3.1 Static analysis tools for Java
 
  
 
   
   There are many static analyzers suitable for checking Java programs. Here’s an incomplete list:
 
  
 
   
   	 IntelliJ IDEA (https://www.jetbrains.com/idea/)—A Java IDE with a powerful built-in static analyzer. It supports many languages, including Java. While it’s a commercial IDE, a free and open source Community Edition is available, which includes most of the static analysis capabilities. In this book, we refer only to the functionality available in the free version of IntelliJ IDEA. 
 
   	 SonarLint (https://www.sonarsource.com/products/sonarlint/)—A free static analyzer by Sonar, which is available as an IDE plugin. It supports many languages, including Java. This static analyzer is also integrated into the Sonar continuous code quality inspection platform, SonarQube. 
 
   	 Error Prone (https://errorprone.info/)—An open source static analyzer developed by Google that works as a Java compiler plugin. 
 
   	 PVS-Studio (https://pvs-studio.com/)—A proprietary static analyzer for C, C++, C#, and Java. 
 
   	 PMD (https://pmd.github.io/)—An open source, rule-based, extensible, cross-language static code analyzer. In addition to Java, it detects problems in several other languages, including XML, JavaScript, Kotlin, and others. 
 
   	 SpotBugs (https://spotbugs.github.io/)—A static analyzer that checks Java bytecode rather than source files. 
 
   	 Coverity (https://mng.bz/0lol)—A proprietary static code analysis tool from Synopsys. It covers many languages and supports more than 200 frameworks for Java, JavaScript, C#, and more. 
 
   	 Klocwork (https://www.perforce.com/products/klocwork)—A static code analysis tool owned by Perforce. It focuses on security and safety and covers a range of programming languages, including C, C++, C#, Java, JavaScript, and Python. 
 
   	 CodeQL (https://codeql.github.com/)—A static analyzer integrated with GitHub. If your project is hosted on GitHub, you can set up a workflow to scan the project automatically. It supports many languages and is capable of providing deep, interprocedural analysis. It also includes a query language, which allows you to extend the analyzer. 
 
  
 
   
   There are many other analyzers in addition to those listed here, each with its own strengths and weaknesses. We won’t compare them in this book—it’s up to you to decide which to use. Just note that using any static analyzer is much better than using none. Some projects even use several analyzers at once to catch more bugs.
 
  
 
   
   
1.3.2 Using static analyzers
 
  
 
   
   Some static analysis tools can be installed as IDE plugins or extensions. For example, you can easily install SonarLint as a plugin for popular Java IDEs. In the Eclipse IDE, open Help > Eclipse Marketplace, and then search for SonarLint. After installation, it will automatically report problems in the editor. For example, let’s consider a simple mistake: shifting an int value by 32 bits. This operation has no effect in Java, and such code is likely a mistake, so it’s reported by virtually any Java static analyzer. Figure 1.2 shows how this would look in the Eclipse IDE with the SonarLint plugin installed. 
 
  
 
    
   [image: figure] 
   
Figure 1.2 The Eclipse IDE with the SonarLint plugin installed shows a warning about an int value being shifted by 32 bits.

  
 
   
   The mistake is underlined in the editor and listed in the Problems view. If you hover over the mistake, you have options to read the description or deactivate the rule. SonarLint also allows you to run the analysis on a whole project or some part of it (e.g., a particular package).
 
  
 
   
   SonarLint is also available as an extension for Visual Studio Code. Select the Install Extensions action, and then search for and install SonarLint. It will immediately start analyzing your source code, and it looks very similar to Eclipse, as shown in figure 1.3. Again, you have a problem listed in the Problems view and the ability to deactivate the rule or read its description.
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Figure 1.3 Visual Studio Code with the SonarLint plugin installed shows a warning about an int value being shifted by 32 bits.

  
 
   
   Plugins and extensions for other static analysis tools, like SpotBugs or PVS-Studio, can be installed in a similar way. Note that PVS-Studio generally requires a paid license.
 
  
 
   
   Static analyzers, like Error Prone, are better integrated into the build process. You can add the corresponding plugin to your Maven or Gradle build script, depending on the build system used. See the installation documentation (https://errorprone.info/docs/installation) for further information.
 
  
 
   
   If you use an IDE, like IntelliJ IDEA, you get a powerful static analyzer automatically. Android Studio, an IDE from Google for Android developers, is based on IntelliJ IDEA and contains its static analyzer as well. In this case, you don’t need to install or configure anything additional to start using static analysis. If you make a mistake, it will be automatically highlighted right in the editor as an inspection message, as shown in figure 1.4. Still, if you want to use SonarLint in IntelliJ IDEA, you can install it as a plugin from the plugin marketplace. You can also reuse the IntelliJ IDEA static analysis engine on a continuous integration server via JetBrains Qodana (https://www.jetbrains.com/qodana/).
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Figure 1.4 IntelliJ IDEA built-in static analyzer warning about incorrect shift amount

  
 
   
   An inspection may suggest a quick-fix action to eliminate the mistake—don’t be too eager to apply it though. Sometimes, quick-fix actions just simplify the code, preserving current semantics. But if it’s really a bug, then the semantics should be changed. Here, for example, the quick fix is suggested to change the operation to x << 0. This preserves the code semantics, but it’s unlikely to fix the problem. The author likely wanted to specify a different constant or use the long type instead of int, in which case shifting by 32 bits makes sense. We don’t know for sure, but the suggested quick fix won’t help us. Always investigate the root cause of the warning, instead of applying a quick fix blindly.
 
  
 
   
   If you press Alt-Enter, you may see more fixes and context actions. Pressing the right arrow, you’ll find options to edit the inspection settings, suppress the warning, or disable the inspection completely (figure 1.5).
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Figure 1.5 A static analysis additional warning menu that allows you to suppress the warning, edit inspection options, or disable the inspection


  
 
   
   Static analyzers may know the behavior of standard library methods and warn if you use them incorrectly. However, they typically are not aware of the behavior of your own methods or methods used by third-party libraries. One way to teach static analyzers about the behavior of your own methods is using specific annotations analyzers recognize. I mention some of these annotations throughout the book, and they are covered in more detail in appendix A. 
 
  
 
   
   Many static analyzers are extensible. Usually, they provide a kind of plugin API that allows users to write a custom detector for new problems. Other analyzers offer a kind of flexible configuration or scripting, like the structural search and replace actions in IntelliJ IDEA. We discuss extending static analyzers in greater detail in appendix B.
 
  
 
   
    
    Static analysis
 
   
 
    
    Throughout the book, you’ll see sidebars like this one, discussing the specifics of static analysis results for a given class of mistakes. In these sidebars, I mention the name of the corresponding inspection or rule in popular tools, like IntelliJ IDEA or SonarLint, and discuss the limitations of static analysis or additional configuration necessary to report a particular problem. 
 
   
 
  
 
   
   
1.3.3 Limitations of static analysis
 
  
 
   
   With Static Analysis sidebars included in most sections of this book, you might begin to wonder why you need to learn about a mistake if the analyzer will warn you anyway. While it may be tempting to overly rely on static analysis, unfortunately, it is not a silver bullet. Static analysis certainly helps prevent mistakes, but it has its limitations.
 
  
 
   
   Static analysis tools can work either online or offline. Online, or in-editor, static analyzers are integrated with the code editor and update the result of analysis as soon as you type new code or save it to disk. Usually, an online static analysis tool only displays the bugs it has found in the currently opened editor. Offline analysis should be launched explicitly or performed on a continuous integration server and may take significantly more time to produce the report for the whole project. While online static analysis is convenient and powerful, it has limitations, due to its limited CPU resources and the necessity to process constantly changing code. Specifically, the online analyzer usually does very limited interprocedural analysis.
 
  
 
   
   Another problem with online analysis is that changes in one class may introduce problems to a completely different class using the current one. In these cases, even if online analysis can detect the error, you may not notice it unless you explicitly check all the call sites of each of the methods you’ve changed. Offline analysis that checks the whole project would be more helpful in this scenario.
 
  
 
   
   In modern IDEs, online code analysis does not require any configuration; however, sooner or later, you’re likely to start finding it annoying. One reason is that, oftentimes, many of the problems the IDE reports are irrelevant to your project. For example, static analysis might suggest you avoid using System.out.println() and instead opt for logging frameworks. This is good advice for enterprise software, but if you have a small research project, it’s probably OK to rely on simple console output rather than deal with logging configuration.
 
  
 
   
   Other warnings may be technically correct but not a source of real problems in your project; in some cases, it would take too much effort to fix the warnings, resulting in less-readable code. For example, calculating average value as (a + b) / 2 has an overflow risk if a and b are large enough (we discuss this in greater detail in mistake 27 in chapter 4). However, in your program, a and b may always be small enough that the problem never occurs, meaning dealing with this warning would be just a waste of time.
 
  
 
   
   Static analyzers usually search for specific code patterns to report. So even if a static analyzer recognizes a particular kind of mistake, it may overlook it in your code if you use a different code shape. For example, most static analyzers check for odd and negative numbers (see mistake 30 in chapter 4) and will report an expression like value % 2 == 1, which doesn’t work for negative values. However, if you decide to extract the value % 2 part to a separate variable, some analyzers will not report it, even though it’s technically the same code and mistake.
 
  
 
   
   You may also notice that not every mistake is reported by every static analyzer. Even the best analyzers may not report mistakes known by their competitors. Some programmers use several analyzers at once, but this can be difficult, as you’ll need to configure all of them and deal with many more false-positive and noise warnings.
 
  
 
   
   Finally, sometimes, static analysis warnings are plain wrong, as even the most advanced static analyzer is not perfect and cannot analyze a program completely. Don’t forget that static analyzers are programs as well, which means they also contain bugs. It’s possible that the static analyzer authors never considered a code pattern used in your project and have mistakenly reported it as suspicious.
 
  
 
   
   
1.3.4 Suppressing unwanted warnings
 
  
 
   
   When you start using a static analyzer, you might find yourself concerned about the large number of unwanted warnings it produces. Fortunately, analyzers provide several ways to remove them. Most static analyzers consist of individual tools called diagnostics, rules, detectors, or inspections. It’s possible to turn them off selectively, either for the whole project or a specific part of it. Additionally, analyzers may provide configuration options for inspections. These options allow you to turn off the warning in specific situations or help the analyzer recognize your own classes, like custom logging frameworks.
 
  
 
   
   Often, it’s preferable to suppress a particular warning, rather than disable a whole inspection. Usually, this is done via code comments or annotations. IntelliJ IDEA supports both of these methods. Suppression comments start with the noinspection prefix. It’s also a good idea to explain every suppression. For example, assume we create a local variable named debugData, whose type is List. We fill it but never read its content. IntelliJ IDEA does not like it and reports that the collection is written but never read. However, we are using it to be able to get useful information during debugging or memory dumps analysis when something goes wrong. We can suppress the warning like this:
 
  
 
   
    
    //Collection is never read: intended (used for debug)
//noinspection MismatchedQueryAndUpdateOfCollection
List<String> debugData = new ArrayList<>();
  
   
 
  
 
   
   Alternatively, it’s possible to use an @SuppressWarnings annotation:
 
  
 
   
    
    //Collection is never read: intended (used for debug)
@SuppressWarnings("MismatchedQueryAndUpdateOfCollection")
List<String> debugData = new ArrayList<>();
  
   
 
  
 
   
   Annotations are less flexible, as they can only be applied to variable declarations, methods, or classes. If you put a suppression annotation on the method, no warning of a specified kind will be displayed inside that method. This would mean there’s a risk that, later, another more useful warning of the same kind will appear in the same method, but it will be suppressed as well, causing you to miss it. I recommend applying suppressions to the narrowest scope possible.
 
  
 
   
   Even if different analyzers report the same problem, the suppression ID and even the suppression annotation could be different. For example, table 1.1 shows how to suppress a warning on an x << 32 expression in various analyzers. 
 
  
 
   
   
Table 1.1 Suppression of bad shift amount in different static analyzers
 
    
     
      
      	 
       
         Static analyzer 
       

 
      	 
       
         Suppression annotation 
       

 
     
 
     
     
      
      	  IntelliJ IDEA 

 
      	  @SuppressWarnings("ShiftOutOfRange") 

 
     
 
      
      	  Error Prone 

 
      	  @SuppressWarnings("BadShiftAmount") 

 
     
 
      
      	  SonarLint 

 
      	  @SuppressWarnings("squid:S2183") 

 
     
 
      
      	  SpotBugs 

 
      	  @SuppressFBWarnings("ICAST_BAD_SHIFT_AMOUNT") 

 
     
 
     
   
 
  
 
   
   This complicates things if you use several different static analysis tools (e.g., one tool in the IDE and another on the CI server). If your code triggers a warning by several tools, you will need to suppress it for each tool separately.
 
  
 
   
   Sometimes, if you see an unwanted static analysis warning, it’s better to modify the source code in a way that makes the analyzer happy, rather than add a suppression. One may argue we should aim to produce correct, performant, readable, and maintainable code, not code that pleases the analyzer; however, fixing the code for the analyzer often also makes it better for human readers. It’s not always easy to understand how to avoid a warning, but there are some common techniques that might be helpful:
 
  
 
   
   	 If you are using an unusual code pattern in many parts of your program and your static analyzer does not like it, consider extracting the pattern to a utility method and calling that method everywhere instead. Now, you only need to suppress one warning inside that method. You can also write documentation for the method and explain the rationale behind the unusual code pattern. This might be helpful for future code readers as well. 
 
   	 If you calculate the same nontrivial value twice, consider extracting it to a local variable. Aside from removing the duplication, this will inform the analyzer that recalculation yields the same value. Consider the following example: 
 
  
 
   
    
    @Nullable String calculateData(int value) {…}     #1

void printData() {
  if (calculateData(1000) != null) {
    System.out.println(calculateData(1000).trim());    #2
  }
}
 
    
     #1 This method may return 
     
null for some input values.
     
#2 Warning: Method invocation trim() may produce NullPointerException
     

    
 
   
 
  
 
   
   Here, we are using the method calculateData() twice with the same parameter value. We assume the method result depends only on the input parameter and does not change between invocations. However, the static analyzer may not know this. As the method is annotated as @Nullable (we will cover this annotation in greater detail in mistake 41 in chapter 5), the analyzer assumes the resulting value should always be checked against null; hence, it produces an unwanted warning when trim() is called on the result of calculateData(). Instead of silencing the analyzer with a suppression, we can help it by extracting the repeating computation into a new local variable:
 
  
 
   
    
    String data = calculateData(1000);
if (data != null) {
  System.out.println(data.trim());     #1
}
 
    
     #1 No warning 
     
anymore
     

    
 
   
 
  
 
   
   Now, the analyzer knows that the value stored in the data variable was checked against null—thus, a warning is no longer issued.
 
  
 
   
   
1.4 Automated testing
 
  
 
   
   Automated testing is another technique used to discover bugs. There are many kinds of automated tests, including unit testing, property-based testing, functional testing, integration testing, and several others. Some complete methodologies for testing even exist, like test-driven development (TDD), in which tests are written before the actual code. There are several excellent books on TDD if you’d like to learn more, including Test Driven: Practical TDD and Acceptance TDD for Java Developers by Lasse Koskela (Manning, 2007, https://www.manning.com/books/test-driven). To learn more about the JUnit testing framework, I recommend reading JUnit in Action by Cătălin Tudose (Manning, 2020, https://mng.bz/K9vZ).
 
  
 
   
   I especially like the property-based testing approach, as it allows you to find bugs in new code without even writing any new unit tests. The idea is to perform random operations with your program and check that the program has some expected properties or its behavior is within the expected bounds. For example, you might check whether no unexpected exceptions happen, read-only operations don’t actually modify anything, and so on. If the property you are checking is violated, the testing framework provides you with a way to replay the sequence of operations and reproduce the problem. It also tries to remove some operations from the replay sequence if the problem is still reproducible without them. If you want to create property tests for Java software, you can try the jqwik (https://jqwik.net/) framework.
 
  
 
   
   Unfortunately, it’s rarely possible to discover each and every bug with automated testing alone. Usually, the quality of tests is measured by a code coverage tool, like JaCoCo (https://www.jacoco.org/jacoco/). This tool instruments the Java bytecode and reports which fraction of the existing code is executed during automated tests. It can report covered percentage in terms of lines of code, bytecode instructions, or branches. 
 
  
 
   
   My experience has taught me that when coverage exceeds 80%, increasing it further requires much more effort, which continues to grow exponentially as coverage approaches 100%. So, if you set a very high bar for test coverage in your project, you may end up spending all your time writing tests instead of actual functionality. Some lines of code are simply impossible to cover. For example, assume you implement the Cloneable interface to be able to clone objects. As Cloneable is implemented, you don’t want clients to deal with checked CloneNotSupportedException, as this would never happen, so you handle it by yourself:
 
  
 
   
    
    class MyObject implements Cloneable {
  public MyObject clone() {
    try {
      return (MyObject) super.clone();
    } catch (CloneNotSupportedException e) {
      // never happens as we implement Cloneable
      throw new AssertionError(e);
    }
  }
}
  
   
 
  
 
   
   Java requires something to be inside the catch section, either a return or throw statement, even if it’s never reachable. However, it’s impossible to write a unit test that covers this statement, and it’s likely that your code coverage tool will always report the corresponding line as not covered.
 
  
 
   
   On the other hand, even 100% test coverage doesn’t mean your code has no bugs. Consider a simple Java method that averages two int values:
 
  
 
   
    
    static double average(int x, int y) {
  return (x + y) / 2;
}
  
   
 
  
 
   
   Assume we call it once in unit tests with a single pair of values, like
 
  
 
   
    
    assertEquals(5, average(0, 10));
  
   
 
  
 
   
   This test passes, and the coverage tool will show 100% coverage. Does this mean the method is free of bugs? No. In fact, it contains two problems:
 
  
 
   
   	 It uses integer division in a floating-point context. As a result, average(0, 1) returns 0.0 instead of 0.5. 
 
   	 If an input number is too large, the result may overflow. For example, if you call average(2000000000, 2000000000) it will return –1.47483648E8 instead of 2.0E9. 
 
  
 
   
   It appears that both problems can be reported by static analysis tools. We discuss these in greater detail in chapter 4.
 
  
 
   
   Another problem with coverage analysis is that it cannot check whether your tests actually assert the expected behavior. There are many ways to write a test incorrectly—so that it executes your code but doesn’t test its correctness. The most trivial mistake is to forget the assertion call. If your test simply calls average(0, 10), you’ll still have the method covered, even if you don’t check whether the result is correct.
 
  
 
   
   Again, don’t forget that tests are also code, so they may contain bugs that prevent them from functioning properly. For example, an incorrectly written test may not fail if the code being tested functions improperly. We discuss some bug patterns related to testing in chapter 10.
 
  
 
   
   
1.5 Mutation coverage
 
  
 
   
   There’s a better approach to evaluate the quality of automatic tests: mutation coverage. When the tests are launched with a mutation coverage engine, it instruments the code, adding trivial edits. For example, it may change a >= comparison to > or <=, replace a numeric variable x with x + 1, negate boolean variables, remove some calls, and so on. Then, for each edit (usually called mutations), it checks whether any of the tests now fail. If any do fail, the mutation is killed; if none fail, it survives. The final report contains the percentage of killed mutations, with higher numbers indicating better test suite quality. The report also contains detailed information about the mutations that survived, so you can quickly understand which code requires more tests. The most popular mutation testing system for Java is Pitest (https://pitest.org/).
 
  
 
   
   Mutation coverage analysis helps to detect some problems not detected by normal coverage. For example, if you ignore the result of a method in an automated test, most mutations introduced in that method will survive (some of the mutations may lead to exceptions or infinite loops and, thus, may be killed even if the method result is ignored). However, there are also downsides of this approach. First, complete mutation analysis is many times slower than the run time of normal tests. Mutation coverage is acceptable if you have a small project, in which running all the tests normally takes just a few minutes. However, for bigger projects, it might be too slow. There are ways to perform mutation testing incrementally, but it complicates the continuous integration process.
 
  
 
   
   Another problem is that some mutations cannot be killed at all. For example, consider the following method:
 
  
 
   
    
    public static int length(int from, int to) {
  if (from > to) return 0;
  return to - from;
}
  
   
 
  
 
   
   It returns the length of the interval, assuming the length is zero if from is greater than to. The method is very simple, and leaving these tests to cover it should be sufficient (let’s ignore the possible overflow problem):
 
  
 
   
    
    assertEquals(0, length(1, 1));
assertEquals(100, length(0, 100));
assertEquals(0, length(100, 0));
  
   
 
  
 
   
   However, if we run Pitest 1.7.6 with default options for this code, it says that only 75% of mutations (3 of 4) are killed. That’s because one of the mutations (created by the conditionals boundary mutator) replaces the ‘from > to’ condition with ‘from >= to’. As you can see from the code, this change doesn’t affect the method result for any input, so it cannot be caught by any test. While changing the comparison operator can break the code in some cases, whether to use the > or >= operator is a matter of preference here. Of course, Pitest cannot know whether a particular mutation actually changes the code behavior, so even if you write every possible test, you cannot kill all the mutations.
 
  
 
   
   Finally, you should really check all the survived mutations to find possible omissions in your automated test suite. If your coverage is not close to 100%, too many mutations may have survived. Therefore, it’s a good idea to increase line coverage to at least 90% before using mutation coverage.
 
  
 
   
   
1.6 Dynamic analysis
 
  
 
   
   In addition to static analysis, there are also tools that perform dynamic analysis to find bugs when executing your code. These tools are tailored to detect very specific bugs, mostly related to concurrency. One example of such a tool is Java Pathfinder (https://github.com/javapathfinder), which can detect data races, unhandled exceptions, potentially failed assertions, and more. It requires quite a complex set up process and a lot of system resources to analyze even a small application.
 
  
 
   
   Another tool worth mentioning is Dl-Check (https://github.com/devexperts/dlcheck) by Devexperts. It’s a Java agent that aims to find potential deadlocks in multithreaded programs. Dl-Check is quite simple to run and very useful.
 
  
 
   
   These tools don’t replace static analysis but can augment it. Usually, dynamic analysis finds problems that are difficult to identify via static analysis, and vice versa. Static analysis tools usually detect many more bug patterns than dynamic analysis tools. Also, dynamic analysis only detects problems in executed code, so if you use dynamic analysis with a test suite, problems will only be found in code covered by tests. In contrast, static analysis can detect bugs in any part of the code, even if it’s not covered by tests.
 
  
 
   
   
1.7 Code assertions
 
  
 
   
   A technique similar to unit testing is adding code assertions directly into the production code. This way, you can assert the expected state of your program, and if it falls into an unexpected state, it will immediately fail. This doesn’t prevent all bugs, but it helps you find them earlier and increases the chance bugs will be found during testing and before release. Also, if the code is well covered with assertions, the assertion failure happens close to the actual bug, so it becomes much easier to debug the problem. Without assertions, the system might remain, unnoticed, in the incorrect state for a much longer period of time.
 
  
 
   
   Java provides a standard mechanism for assertions: the assert statement. It contains a boolean expression that must be true in a correctly written program and, optionally, an additional expression that may add some explanation or context when the assertion is violated:
 
  
 
   
    
    assert condition;
assert condition : explanation;
  
   
 
  
 
   
   When Java programs are executed, assertions can be enabled via the JVM command-line option -ea (enable assertions). They are disabled by default, and it’s expected that they are disabled in production. If you use assertions, make sure they are enabled during testing. It’s also possible to enable or disable assertions for particular classes or packages, using additional parameters for the -ea and -da (disable assertions) command-line options, though this functionality is rarely used. 
 
  
 
   
   Starting in chapter 2, I will describe individual bug patterns so that you can recognize them early and understand how to avoid them.
 
  
 
   
   Summary
 
  
 
   
   	 There are several techniques to help you reduce the number of bugs in your code and find them more quickly, but there’s no silver bullet. 
 
   	 Different approaches are effective against different types of bugs, so it’s reasonable to use several (e.g., static analysis, code reviews, and automated testing) to some extent instead of concentrating all your efforts on one approach. 
 
   	 Static analysis may help you to avoid many common mistakes; however, it may create unwanted warnings. You can reduce the number of unwanted warnings you receive by configuring the static analyzer, using suppression annotations, or rearranging your code to make it easier to understand for the analyzer. 
 
   	 Dynamic analysis tools may discover specific problems, notably concurrency-related bugs. Such problems are unlikely to be detected by other tools. 
 
   	 Unit tests are very important to use, as they allow you to ensure the code works as expected and get notified if there are regressions. Test coverage and mutation coverage metrics can be used to control how much of your code is actually covered; however, these metrics are not perfect. Full test coverage is usually impossible to achieve, and even if it is achieved, this isn’t an indication the program is necessarily bug free. 
 
  

 
   
   
2  Expressions

 
  
 
   
   This chapter covers
 
    
    	Precedence-related errors
 
    	Common mistakes stemming from one operator being used instead of another
 
    	Pitfalls when using a conditional expression
 
    	Common problems when using method calls and method references
 
   
 
  
 
   
   This chapter discusses common bugs localized inside the single Java expression, such as using an incorrect operator or assuming the wrong operator precedence. Such bugs may result in an unexpected value being produced by the expression. I will also briefly discuss the bugs caused by the expression value being calculated correctly but ignored.
 
  
 
   
   This chapter does not cover bugs related to specific data types, like numbers, strings, or collections. These are covered in subsequent chapters.
 
  
 
   
   
2.1 Mistake 1: Incorrect assumptions about numeric operator precedence
 
  
 
   
   Many programming languages, including Java, provide a number of operators with different priorities, each affecting the order of expression evaluation in different ways. The precedence can be changed using parentheses. Table 2.1 shows the operator precedence in Java.
 
  
 
   
   
Table 2.1 Operator precedence in Java
 
    
     
      
      	 
       
         Precedence 
       

 
      	 
       
         Category 
       

 
      	 
       
         Operators 
       

 
     
 
     
     
      
      	  1 

 
      	  Postfix 

 
      	  ++, -- 

 
     
 
      
      	  2 

 
      	  Prefix 

 
      	  ++, --, +, -, ~, ! 

 
     
 
      
      	  3 

 
      	  Multiplicative 

 
      	  *, /, % 

 
     
 
      
      	  4 

 
      	  Additive 

 
      	  +, - 

 
     
 
      
      	  5 

 
      	  Shift 

 
      	  <<, >>, >>> 

 
     
 
      
      	  6 

 
      	  Relational 

 
      	  <, >, <=, >=, instanceof 

 
     
 
      
      	  7 

 
      	  Equality 

 
      	  ==, != 

 
     
 
      
      	  8 

 
      	  Bitwise and 

 
      	  & 

 
     
 
      
      	  9 

 
      	  Bitwise xor 

 
      	  ^ 

 
     
 
      
      	  10 

 
      	  Bitwise or 

 
      	  | 

 
     
 
      
      	  11 

 
      	  Logical and 

 
      	  && 

 
     
 
      
      	  12 

 
      	  Logical or 

 
      	  || 

 
     
 
      
      	  13 

 
      	  Conditional 

 
      	  ?: 

 
     
 
      
      	  14 

 
      	  Assignment 

 
      	  =, +=, -=, *=, /=, %=, &=, ^=, |=, <<=, >>=, >>>= 

 
     
 
     
   
 
  
 
   
   Some priorities are pretty natural and rarely cause mistakes. For example, we all know from school that the multiplication and division operations have higher precedence in terms of order of operations than addition and subtraction. Java follows the same convention, so no surprises there. 
 
  
 
   
   
2.1.1 Binary shift
 
  
 
   
   Problems start to appear if you use more exotic operators, such as binary shift. Binary shift is semantically similar to multiplication and division, so it’s natural to expect that their precedence is higher than addition; however, this is not the case. Consider the following method:
 
  
 
   
    
    int pack (short lo, short hi) { 
  return lo << 16 + hi; 
}
  
   
 
  
 
   
   Here, the code author expected that the binary shift would be evaluated before the addition, like in (lo << 16) + hi. However, as addition’s precedence is higher, this will be evaluated as lo << (16 + hi), resulting in an incorrect value. This kind of mistake cannot be caught by the compiler because there’s no type mismatch. Normally, this could be caught by unit tests, but sometimes, such bugs appear in production code. I have seen such mistakes in manual hashCode() method implementations:
 
  
 
   
    
    public int hashCode() { 
  return xmin + ymin << 8 + xmax << 16 + ymax << 24; 
}
  
   
 
  
 
   
   Here, shift operators are executed after summation, so the result will be completely unexpected (figure 2.1). While this doesn’t result in a behavioral error, the hash code distribution becomes extremely poor. In particular, during the last step, the intermediate result is shifted left by 24 bits, nullifying the least significant 24 bits of the final hash code. This may produce unexpected performance problems if the object is used as a HashMap key.
 
  
 
    
   [image: figure] 
   
Figure 2.1 Numeric addition has higher precedence than bitwise shift.

  
 
   
   A similar problem may occur if you want to add 25% or 50% to some amount (usually, a size of some buffer). I saw the following code in the Apache Avro project:
 
  
 
   
    
    class OutputBuffer extends ByteArrayOutputStream { 
    static final int BLOCK_SIZE = 64 * 1024; 
    … 
    public OutputBuffer() {  
        super(BLOCK_SIZE + BLOCK_SIZE >> 2);  
    } 
}
  
   
 
  
 
   
   Here, the author wanted to specify the initial capacity of ByteArrayOutputStream to be 25% larger than the BLOCK_SIZE constant. Unfortunately, it was overlooked that bitwise shift has a lower precedence than addition. As a result, the size is computed as (BLOCK_SIZE + BLOCK_SIZE) >> 2, which is equal to BLOCK_SIZE / 2.
 
  
 
   
    
    Static analysis
 
   
 
    
    It’s interesting to note that the authors of the Apache Avro project actually used a static analyzer, and it reported this problem, saying that it’s better to add parentheses to an expression that contains both addition and bitwise shift. The authors followed the recommendation blindly and added the parentheses to preserve the current semantics as part of their bigger cleanup. After that, the code looked like this:
 
   
 
    
     
     public OutputBuffer() { 
    super((BLOCK_SIZE + BLOCK_SIZE) >> 2); 
}
  
    
 
   
 
    
    The static analyzer was happy with this, and it didn’t report anything else. It took several years before the code was revisited and finally fixed. This is quite a didactic case. If your static analyzer highlights suspicious code, don’t blindly accept the suggested quick fixes. They may simply hide the problem instead of solving it.
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