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INTRODUCTION:

Fear from Real Experience


IT’S HARD TO BELIEVE THAT it was fewer than twenty-five years ago when America Online (AOL) and its “You’ve Got Mail!” slogan ruled the World Wide Web. It’s also hard to believe that the Internet, which was once considered nothing more than a novelty, would bring so many great things into our lives.

But while we’ve been greatly enriched by the wealth of information, entertainment, goods, and services provided by the Internet, nobody ever really considered how much crime would come with it. Who would have ever imagined that plugging an Ethernet cable into the back of our computer or connecting our laptop, cell phone, or tablet to a wireless network in an airport would become an open door for criminals to ruin our lives and destroy the economy?

I was one of the first special agents from the Federal Bureau of Investigation assigned to investigating cybercrime back in the late 1990s. At the time, we were chasing amateur hackers, thrill seekers, and teenagers who were mostly more mischievous and adventurous than criminal.

When I joined the FBI, I never could have imagined cybercrime would become my specialty. I was twenty years old when I was hired as a file clerk in the FBI’s New York field office in 1988. After my mother completed the application and submitted it on my behalf, she handed me $100 to buy two pairs of polyester slacks, four dress shirts, and two ties. I knew very little about computers and even less about the Internet.

I eventually went back to college at night and was promoted to start doing more accounting and financial work within the FBI. Then I started working on an MBA in finance and information technology at Fordham University. The best part about attending Fordham was being surrounded by so many mentors—professors and the students who openly challenged them about the concepts they taught and whether things were being done the right way. I really enjoyed the challenge and had a renewed sense to learn. I just didn’t know if a career in law enforcement and the FBI was the correct path for me.

I’d always been told that becoming an FBI agent was extremely difficult, and there was a hiring freeze in place, anyway. So, once I completed my MBA at Fordham, I was pretty sure I wanted to find a job on Wall Street. I wanted to introduce people who needed something to people who had something—and take my cut of the financial pie for making the deal happen. Even though I’d been working with the FBI for six years, I was still living in the same bedroom in my mother’s house that I’d been sleeping in since I was five years old. I knew I needed to start getting on with my life.

But, before I could leave the FBI for a job on Wall Street, an unexpected opportunity opened up for me. The FBI’s hiring freeze came to an end in the spring of 1994 and it started hiring new agents. People who already worked for the Bureau were given top priority, and my supervisor (who was like a father figure to me) encouraged me to apply. Much to his surprise, I told him I wasn’t interested in becoming an agent. He looked disappointed and then angry. He sternly told me I was going to apply to become an agent.

About six months later, I left for new-agent training in Quantico, Virginia. I lost twenty pounds, passed the written test, interview, medical examination, background check, and polygraph test. When I graduated from new-agent training, I thought I’d be sent back to work in New York City or maybe even my first choice, Boston. Instead, I was assigned to a field office in Syracuse, New York. That might as well have been Iowa or Nebraska as far as I was concerned.

If you would have asked me what my job description was in June 1995, it would have been very easy to describe: there were bad people doing bad things to good people, and my job was to work with state and local law enforcement to put the bad guys in jail. The end goal was to make upstate New York a much safer place for everyone. I worked a lot of white-collar crime, bank robberies, stolen property, and fugitive cases in the Northern Judicial District of New York. Really, I worked anything that came through the door as a new agent and the lowest man on the totem pole. I didn’t care. I had a gun, badge, and car with lights and sirens, and I was allowed to go out and play “Cops and Robbers” with my colleagues. It was a rewarding experience, and we managed to put a lot of bad people in jail.

The turning point for me occurred in 1996, when I received a call from a representative of a small Internet service provider in upstate New York who wanted to talk about stolen property being sold over these things called bulletin boards. I met with the man and everything he described seemed so foreign to me. I’d taken a few programming courses in high school, and I probably knew more about computers than most FBI agents. The release of Windows 95 made things much easier for computer novices. It was almost plug-and-play for users like me, and that’s how I became interested in computers. It suddenly occurred to me, though, that I needed to learn a lot more about computers, the Internet, and the growing threat of cybercrime.

I was so motivated that I went home and purchased a $2,500 Gateway computer system, which had a blazing fast 133 MHz processor and 40 MB hard drive. That probably made me the only FBI agent in my field office who owned a personal computer. I enrolled in an Internet course at the State University of New York at Oswego, but I had to cover the costs myself. My supervisor couldn’t understand why the FBI needed to be concerned about what was happening on the Internet! He couldn’t have known that I would retell that story thousands of times over the next several years.

Almost by default, I became “the Internet guy” in the Syracuse field office, which really wasn’t the cool, fun, sexy job to have. While other agents were working bank robberies, drug cases, and chasing down fugitives, I was tracking down eighteen-year-old kids trying to hack into mainframes. To be honest, I’m not sure anyone else in my field office understood what I was doing. Back then, there were very few people who actually owned home computers, and cybercrime was in its infancy. There were only a handful of FBI agents around the country who were involved in these types of cases. They were mostly working investigations that involved young thrill seekers who were trying to gain access to the Pentagon’s computer network so they could brag about it to their buddies in online chat rooms.

But cybercrime took a sinister turn in the late 1990s, when American consumers started using credit cards online to pay for goods and services—the beginning of e-commerce. When the notorious criminal Willie Sutton was asked why he robbed banks in New York during the 1930s, he simply replied, “Because that’s where the money is.” Near the end of the twentieth century, a lot of money moved to the Internet, so that’s where the bad guys went to commit their crimes. It was up to me to figure out how to stop them. Initially, the phone in our Syracuse field office wasn’t ringing off the hook to report cybercrime, so I took a more proactive approach. I identified the largest potential targets in town that bad guys might want to harm. Then I began meeting with different companies and building relationships with the right people in the most vulnerable industries.

In 1998, the FBI made its first attempt to establish a national cyber strategy, which included dedicating one agent in each of the Bureau’s fifty-six field offices to computer crime investigations. I was that agent in Syracuse, and I had to devote at least half my working day to investigating computer crimes. There was little guidance from FBI headquarters in Washington, D.C., and working these types of investigations was mostly done by trial and error. On the bright side, though, I was given a laptop, PowerPoint projector, and cellular telephone, which were cutting-edge tools for an FBI agent back then.

The more sophisticated and affordable computers and technology became over the years, the more dangerous things got for American consumers. My workload increased steadily year over year—until 2013, when cybercrime went off the rails. Target, one of America’s top retailers, had a mammoth security breach. Hackers obtained the names, credit card numbers, and other sensitive information for about forty million shoppers. My phone didn’t stop ringing from that point until I retired from the FBI in January 2018.

If you asked me to define my job today, I would say I teach people and organizations how not to be the victim of a cybercrime incident. I’ve been able to collaborate with some of the best and brightest people in the private sector to share intelligence, work together on solutions, and keep people safe. I dealt with a lot of large security breaches during my FBI career, and few things were more painful for me than to have to deal with small companies, retirees, and nonprofit organizations that became victims. I now know that providing education to people like them not only serves the community but also keeps us all safe.

It was a sad day for me when I retired as a special agent with the FBI. I’d spent more than twenty years working cybercrime cases, and, for seven of those years, I managed one of the best cybercrime units in the U.S. I loved that job. The people I worked with were like family. As an agent, I could have remained employed until I was fifty-seven years old, but I decided to retire when I became eligible at age fifty. Why did I leave something I loved so much? Because, in my heart of hearts, I knew I could do more for the American public from outside the FBI.

Years earlier, I read a book called Why People Fail, and the first chapter was about the importance of clarity. Here is what became clear to me at the FBI: I needed to do everything I could to become one of the world’s leading experts on cybercrime and risk management. I took a number of classes on information security from the world’s leading information security company, and I eventually earned seven information security certifications. It wasn’t easy. I read every article I could find about cybercrime, and I talked to as many people in the industry as I could. If you want to become an expert in a certain field, you must invest as much time as possible mastering the subject.

Eventually, I started incorporating what I’d learned into presentations, and I shared what I knew with anyone who would listen. Throughout my FBI career, I delivered thousands of presentations to private-sector companies about how to avoid becoming a victim of cybercrime. As I neared retirement eligibility, I started asking myself, What do I enjoy doing the most that doesn’t feel like work? The answer was public speaking, educating the public, and meeting new people. These were areas that came naturally to me. It was effortless and fun. That’s when I got serious about leaving the Bureau and entering the private sector.

I decided I wanted to change the world by educating small businesses, nonprofits, schools, and public citizens—especially young people and Baby Boomers—about how to avoid becoming victims of computer crimes. With so much money being spent on cybercrime education and prevention, there are very few resources available for the most vulnerable segments of society. I committed myself to taking what I learned during my twenty-nine years in the FBI and sharing it with the public.

In the early days of my FBI career, I measured success by putting bad guys in jail. Today, my success stories happen when somebody calls me after one of my presentations and informs me that they’ve implemented two-factor authentication on their platforms. If someone had told me when I became an FBI agent that I’d get more job satisfaction from speaking about cybersecurity than arresting bad guys, I would’ve said, “You’re crazy, that’s not what I want to do.”

Now, it’s the most important thing I do.

In the pages that follow, I’m going to share a number of steps that, if followed, will reduce your chances of becoming a victim. These action items are not difficult for non-technical folks to understand, and you don’t have to spend much money to implement them. Of course, there are only two ways to guarantee you won’t have to deal with computer crime: move to the Arctic or throw away your computer. You’re probably not willing to do either one of those things, and neither am I. However, if you follow these steps, you will become a much safer, more protected member of the digital world.

Over the next several chapters, I’m going to share with you several stories that will support each of these steps. And I’m going to be honest with you—I tend to scare people when I talk or write about cybercrime. In the world of information security, there is a term thrown around called FUD, which stands for fear, uncertainty, and doubt. This term is thrown around by big organizations when someone who tries to explain the scope of the cybercrime problem isn’t taken seriously. I’ve heard people say my lectures are full of FUD. Well, I’m here to introduce a new term called FFRE, which stands for fear from real experience. Every one of the stories included in this book comes from real-life experience. The victims are real, and the incidents happened. I don’t mind taking you out of your comfort zone if it will prevent you from becoming a victim.
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CHAPTER 1:

Cybercrime


CYBERCRIME HAS BECOME A FACT of life in the digital world. The threat is incredibly serious—and growing. Cyber-intrusions are becoming more prevalent, more expensive, and far more sophisticated. Our nation’s adversaries target our country’s critical infrastructure, including utilities, defense systems, and air- and traffic-control mechanisms. U.S. companies are targeted for trade secrets and other sensitive corporate data and universities, for their cutting-edge research and development. Identity thieves are attacking our average citizens, and online predators are stalking our children.

Every day, there is another media report of a large-scale data breach. The American public is becoming numb after hearing the same depressing news over and over. According to analysis conducted by Cybersecurity Ventures, the cost of cybercrime might reach $6 trillion by 2021, doubling in the six years since 2015. A recent study by Dr. Michael McGuire, senior lecturer at the University of Surrey in England, found that cybercrime revenue around the world has grown to $1.5 trillion in illicit profits per year, which is roughly equal to the GDP of Russia! In the U.S., the FBI’s Internet Crime Complaint Center received more than three hundred thousand complaints in 2017 with reported losses of more than $1.4 billion.

We have become vulnerable to cybercriminals in nearly every aspect of our lives. If you’ve ever shopped for home-repair products at The Home Depot (where fifty-six million credit card numbers were compromised from April 2014 to September 2014), purchased clothing or home goods at Target (where hackers infected payment-card readers and made off with approximately forty-one million credit- and debit-card numbers used by after-Thanksgiving shoppers in 2013), or attempted to broaden your professional network by registering at LinkedIn (which had more than six million encrypted passwords stolen by a Russian hacker known as Peace, who posted them to a Russian crime forum in May 2016), you might have unknowingly been a victim of cybercrime.

While these massive data breaches involved some of the world’s largest companies and made headlines around the world, there was very little media coverage of what I dealt with on a daily basis while fighting cybercrime at the FBI. Every day, I worked with victims at small- and medium-sized businesses, nonprofit organizations, academic institutions, and, even worse, with retirees who lost their life savings. I witnessed too many horror stories during my career—including several businesses that were forced to close their doors after being victims of cybercrimes. Here are a few of the crimes I investigated during my FBI career:


DIANE, A MOTHER OF TWO from Franklin, Tennessee, came home from a long day at the office. She made dinner for her family, took a shower, and then logged on to her laptop. She still preferred to check her email on her computer and rarely accessed it on her iPhone; she preferred the much larger screen. Her fourteen-year-old daughter liked to tease her about using the aging computer, saying it made her old in the rapidly changing digital world.

As Diane went through her Gmail account, she quickly deleted spam and advertisements and then noticed an email from her sister, Abigail. Diane’s sister regularly sent her articles about health and fitness, and this email seemed to be no different. The email included a hyperlink to an article about the benefits of drinking coconut water and its ability to reduce wrinkles. Diane always read the articles her sister sent, so she clicked the link about coconut water and waited for the article to appear. Nothing happened. She clicked again. No response. She figured her Internet service must be running slow again, which was the cause of most of her computer problems. She grew tired of waiting, read the rest of her emails, browsed a few of her favorite online retailers, and then it was time to watch the latest episode of The Walking Dead.

Diane fought to keep her eyes open as Rick Grimes and his ragtag group tried to survive a zombie apocalypse on TV. Meanwhile, a zombie computer halfway around the world in Eastern Europe was talking to her computer. When Diane clicked the hyperlink to the article about coconut water, she was redirected to a computer controlled by a cybercriminal. Once connected, the computer loaded a malicious program called a keylogger onto Diane’s machine. A keylogger, sometimes called a keystroke logger or system monitor, has one job: to monitor and record each keystroke typed on a specific computer’s keyboard. When Diane entered a username and password for a website, such as Gmail, her work email account, or online banking account, the malicious keylogger program stole her credentials and sent them to the cybercriminal, who now had access to Diane’s websites. Once the bad guy obtained access to Diane’s bank account, he was ready to wipe out her savings.




JONATHAN WAS A RETIRED HIGH school teacher with a love for writing and poetry. His pension covered his living expenses, and he supplemented his retirement income with his salary from a side business as a wedding photographer. Whenever Jonathan wasn’t taking photographs, he spent his time writing. He finally hatched an idea for a novel, which he believed was the idea of a lifetime. It took him eighteen months to write seventy-five thousand words, but he finally finished. He considered the crime novel to be his life’s work and was about to become a published author through Amazon self-publishing.

One weekend, Jonathan was working as a photographer at a ritzy wedding. It was a black-tie affair, and he couldn’t believe how much money he was going to make in one night. It was hard work, but he’d earn as much in one night as he made in one week as a teacher. Once Jonathan returned home from the wedding, he downloaded the photos to his computer and started editing them with his photo-editing software. When he was finished, he saved the photos to his hard drive. Before going to bed, Jonathan checked his Facebook account and clicked on a link from an individual who wanted to become his online friend. It was from an attractive young woman who commented on Jonathan’s exceptional photography skills.

Halfway around the world, there was a cybercriminal sitting in front of a laptop in Eastern Europe. Let’s call him Ivan. Ivan smiled as soon as Jonathan clicked on the link. He knew an unsuspecting American was about to have his world turned upside down. One of Ivan’s zombie computers had sent thousands of spear-phishing emails disguised as spam messages on Facebook. He targeted male Facebook users and offered to friend the unsuspecting victims. Ivan claimed to be an attractive woman who was impressed with an interest that was listed on the men’s Facebook pages. It was like taking candy from a baby. When Jonathan clicked on the link, Ivan’s computer encrypted all the information on his hard drive. Jonathan couldn’t regain access to his photographs or manuscript unless he paid Ivan a ransom of $300. Making matters worse, Ivan’s malicious program also targeted Jonathan’s Apple iCloud account and changed all his passwords. Even if Jonathan had previously backed up his information to iCloud (he didn’t), he wouldn’t be able to retrieve it now without paying the ransom.




IT WAS A TYPICAL MONDAY morning for Heather, a newly hired payroll clerk at a large company, when she received an email from her CEO. He asked if she was enjoying her new job, commended her on her work so far, and told her that the payroll manager believed she was on the fast track for a promotion. Heather was overjoyed that the CEO knew her and believed she was doing a great job. The email also included some instructions for Heather: Since the payroll manager was out of town at a business conference, he needed her to complete a special project. The CEO was headed to a meeting with the company’s board of directors and needed a spreadsheet that included every employee’s name, title, birthday, address, Social Security number, and salary. Heather was eager for added responsibility and replied that she’d complete the task within the hour. She added the personal information of more than two thousand employees to an Excel spreadsheet and attached it to an email she sent to the CEO. At least that’s what she believed was happening.

In a dirty Internet café in West Africa, a cybercriminal received Heather’s email, jumped out of his chair, and started celebrating. One of his spear-phished emails went to a payroll clerk in America requesting the W-2 information for a large company’s payroll. The unsuspecting payroll clerk sent him back the sensitive personal information of more than two thousand employees. In a room full of other cybercriminals, the man announced that he was selling the names, birthdays, Social Security numbers, addresses, and salaries for $5 each. The other cybercriminals started handing him money like he was a trader on Wall Street. In only twenty minutes, the villain walked away with more than $5,000. Within months, his criminal customers attempted to file federal tax returns for the victimized employees and access their credit card accounts.




CAROLINE WAS A TWENTY-ONE-YEAR-OLD COLLEGE junior and was not having a great week. Midterms were fast approaching, she’d just had an ugly fight with her boyfriend, and her parents were upset that she’d recently been pulled over for speeding. They knew their insurance premiums were about to skyrocket. As Caroline prepared to leave for her next class, her cell phone rang. The caller ID indicated the call was coming from the local police department. Immediately, Caroline had a sick feeling in her stomach as she answered the phone. The caller identified himself as Detective Miller with the police department. He asked Caroline why she hadn’t yet responded to letters from the police that identified her as a driver running through a red light. He said the letters included a photograph taken by a traffic camera. Caroline told the officer that she hadn’t received the letter. The officer advised her that three letters had been sent to her campus address and that a warrant had been issued for her arrest. Her driver’s license was also going to be suspended for failing to appear in court. Caroline reached her breaking point and broke down in tears.

Miller seemed to take pity on Caroline and told her that she sounded like a nice girl. If she was willing to pay $250 in fines that day, he advised her, the violation would be removed from her driving record and her license wouldn’t be suspended. Caroline was relieved and told the officer that she’d come to the station later that day to pay the fines. But Miller told her that, since the violation was with the state police, she needed to go to Walmart and send a Western Union money order immediately. He then provided her with instructions on where to send the money.

Somewhere in the United States, a cybercriminal climbed off his couch, put on his pants, and drove to his local Walmart to receive $250. His life had changed for the better ever since he watched a YouTube video with instructions on how to make money quickly. The only thing he had to do was find people who had posted information about traffic tickets on their Facebook pages; after that, it wasn’t too difficult to obtain their telephone numbers. It was an easy way to make a living, and most of his victims were relieved to get off so cheaply. At least they wouldn’t lose their driver’s license or go to jail—not that this was ever even possible in this scenario.
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