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			Praise for 
The Cyber-Elephant in the Boardroom


			“Mathieu has laid out a very simple methodology to ensure that board members, C-suite, and security people can communicate in the same business language about security matters. Having worked with hundreds of CSOs myself, I’m convinced that the 5 Pillars of Security Framework is a very effective, simple methodology that anyone can use to strategize cybersecurity and cyber-accountability efforts. I’d highly recommend using it as a key benchmark.”

			Ira Winkler, CISSP

			author of You Can Stop Stupid

			CISO, Skyline Technology Systems

			“Cyber-accountability is everyone’s responsibility from the board of directors and C-suite down to all staff. It is a collective duty to ensure that people, data, and systems are kept safe. The Cyber-Elephant in the Boardroom is a must-read that makes it simple for decision makers to drive accountability across the enterprise. Mathieu’s insight and the 5 Pillars of Security Framework clearly show the way toward good cyber hygiene!”

			Olivier Cadic

			Sénateur des Français établis hors de France

			French Senator

			“VigiTrust immediately seduced us with its vision of safety according to 5 pillars. Our partnership focuses on the very pragmatic approach of adapted, translated, and demystified security for the hotel industry.

			The PCI DSS platform started with the provision of eLearning to learn, understand, and apply the standard. Very quickly, we added the modules of the procedures, the evaluation of the risks, the payment terminal inventory . . .

			The platform is now a complete tool and has been proven by our hotels around the world to prepare and renew their PCI DSS compliance.

			We update its content every year and revise our procedures to bring them in line with the evolutions of our projects and the versions of the evolving standard.

			Success with our users now leads us to adopt this model for GDPR personal data compliance. With the same methodology, each pillar will be studied and made accessible by the users of our entities. 

			I am very confident in the success of this new mission because it was accompanied by a team who listened to our needs and is invested with us.”

			Marie Christine Vittet

			Data Compliance Manager, ACCOR

			“The world of CEOs, CxOs, and boards continues to undergo revolutionary change at an unprecedented rate. Unfortunately, this rate of change is two paces behind the technology and security requirements. Worse still, it is one step behind the legal requirements. The Cyber-Elephant in the Boardroom will be key in closing these gaps and enabling the executive team to meet the new requirements for success!

			Michael F. Angelo, CRISC, CISSP, CDPSE

			Chief Security Architect

			“The Cyber-Elephant in the Boardroom is an important addition to any CISO’s and CIO’s library. It provides practical and important guidance on how to address the current risk landscape. As someone who has studied and researched the security threats for organizations, Mathieu’s 5 Pillars of Security Framework are key to achieving a strong cybersecurity posture.”

			Dr. Larry Ponemon

			Chairman and Founder, Ponemon Institute
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Foreword

			by Christopher Moks

			News reports describing cybersecurity breaches are frequent occurrences. Household names like Facebook, Marriott, Home Depot, Anthem, and Equifax generate headlines as large-scale attacks and breaches span all industries and sectors—financial institutions, insurance, healthcare, social networking, government, law enforcement, private sector, nonprofit, transportation, retail, and entertainment. Your business is at risk, as cyberattacks have shown that no industry, geography, sector, or scale is out of scope. 

			Over the past fifteen years, I have worked with many board members, CXOs, and business leaders of companies leading cyber-readiness initiatives and digital cyber-forensics investigations. In an ideal scenario, I help my clients proactively analyze, develop, and enhance their cyber-readiness and data security measures. More frequently, my clients call on me during an attack or after they have identified a fraud or data breach. The location, industry, and actors involved change, but the scenario is similar and the reaction is the same: “How did this happen?” 

			Businesses across all industries are facing ever-changing cyber threats and regulatory compliance challenges. With technologies playing an ever-increasing role in our corporate and personal lives, we see an increase in these cyber threats. The digital age provides us with optimizations and resources to enhance our businesses and production like never before, yet advancements of security and threat detection are offset by the increase in risks from threat actors as their techniques become more sophisticated and accessible. 

			In the current digital revolution, data is the new currency for businesses, with the volume of data increasing exponentially. This asset must be protected from both external and internal security threats. Businesses must also remain compliant as authorities and governing bodies around the world pass regulations and guidelines requiring greater protections for managing and protecting data. This digital transformation forces businesses and industries to adapt to emerging technologies and evolve their business processes.

			Most recently, we have witnessed the effects a global pandemic can have on our business processes, especially in regard to technology. As businesses around the world moved to remote working locations, security risks increased and threat actors attacked, causing reported increases of cyberattacks. 

			Addressing the cyber-threat landscape requires businesses to continually review their methodologies, tools, and protocols. CXOs, business executives, board members, and business leaders need to understand at the macro level the components of a cybersecurity program and to understand the philosophies for protecting their business. Understanding these cyber risks to your enterprise, together with proven framework methodologies and procedures, will help you protect your business from an incident and understand the best response when one does occur. 

			The Cyber-Elephant in the Boardroom looks at these cyber and enterprise risks at the macro level, using Mathieu Gorge’s 5 Pillars of Security Framework to help you, your CXOs, and your board members prepare to meet these challenges. You hold in your hands the reference you need to address and adapt your business to these challenges and to avoid being the next headline. 

			I met Mathieu during a panel discussion on blockchain and cryptocurrencies. We shared an interest in emerging technologies and shortly discovered our passion for the digital and cyber sector. Our discussions around cyber, IT, and digital security have forged a camaraderie, and Mathieu has become a trusted advisor. When Mathieu introduced me to his 5 Pillars of Security Framework, I immediately recognized and admired how this framework identifies the critical areas of a digital security and regulatory compliance program—and, most importantly, makes them relatable and understandable to someone of any technical level. 

			The 5 Pillars of Security Framework addresses key points in developing and maintaining a cyber-readiness, cyber incident response, and compliance program: physical security, people security, data security, infrastructure security, and crisis management. Each pillar plays a critical role in supporting a strong cyber defense, effective cyber investigation and response, and adherence to compliance programs. Using the 5 Pillars of Security Framework will help to identify areas of risk within your cybersecurity and compliance programs and guide you to developing strategies to mitigate these. Together, these pillars provide the flexibility to adapt to future threats, respond and investigate an incident when it occurs, and comply with regulations.

			When a cyber incident occurs, the CXOs, board members, and executive team are relied on for leadership and guidance to successfully navigate the company through this time of crisis. A cyberattack can lead to financial losses, government sanctions, and penalties, along with long-term reputational loss; these ultimately impact a business’s capital and valuations. To prepare for this, it is important for a company to develop and support a cyber-crisis management strategy. This strategy will guide the company in responding to the cyber incident, directing internal and external communications, investigating the breach, and remediating and implementing security enhancements to recover from the incident. The Cyber-Elephant in the Boardroom will be your guide in developing your cyber strategy and maintaining cyber-accountability to navigate your business through cyber incidents while lessening the impact on your company and its customer base.

			As the face of a company, the CEO’s response to a cyber incident can have a long-term effect on the company’s public reputation and image. In 2014 we saw Frank Blake, then CEO of Home Depot, respond effectively to a cyber breach. Soon after discovering the cyber incident, Mr. Blake communicated directly to customers, delivering a clear message, apologizing to his clients, taking full responsibility, and empowering his team to resolve the problem. The following year we saw another example of effective cyber-crisis management led by Anthem Inc.’s CEO, Joseph Swedish. After identifying the cyber incident, Anthem notified federal authorities and publicly announced the incident to their customers and clients through clear and comprehensible messaging.

			These examples show how a well-executed response begins with a strong fundamental understanding of the company’s cybersecurity and compliance frameworks to communicate and coordinate the response. Understanding cyber-accountability is critical in shaping a company’s procedures to be proactively prepared and to responsibly manage cybersecurity situations to which every company is vulnerable. Let this book be a guide to help you achieve the same when you inevitably are faced with a similar situation. 

			Combining Mathieu’s depth of expertise in educating CXOs and board members in cyber-accountability with case studies from seven industry experts, The Cyber-Elephant in the Boardroom is an easy-to-implement methodology and a must-read for CXOs, board members, executives, and business leaders. It provides you with needed information and details to help you understand these concepts, including how the 5 Pillars of Security Framework will help you effectively manage your company’s cybersecurity risk environment and protocols. 

			Christopher Moks

			Director of eCrime, Digital and Cyber Forensics

			Deloitte, France

			
Introduction

			
Cyber-Accountability for CEOs, CXOs, and Boards

			How to Manage Enterprise Bubbles of Risk with the 5 Pillars of Security Framework 

			When I’m asked how to describe the challenges of security professionals, I always say that security is a journey, not a destination. You can achieve compliance with key standards and regulations at pit stops along the way, but you can never really stop for long, because threats keep changing, attackers keep getting smarter, and regulations keep demanding stronger security levels. 

			At the human level, being responsible for enterprise security and compliance is often a thankless job: if you do your job correctly, no one knows about you, but fail once and your name is known throughout the enterprise and, oftentimes, in the whole industry. My view is that security and compliance should be a team sport and, ultimately, senior executives, CXOs (CISOs, CFOs, CLOs, COOs, and the whole C-suite), and the board will be held accountable to manage the bubbles of risk surrounding your ecosystem. So why can’t—or won’t—boards and CXOs take ownership of cybersecurity and embrace their cyber-accountability? There’s a cyber-elephant in the boardroom, and it needs to be addressed! But how?

			As I started to categorize what board members and CXOs really need to know about cyber-accountability, I looked at what I call “bubbles of risk” surrounding the enterprise. I can identify four major bubbles of risk: geopolitical (impact of new governments, wars, pandemics, etc.); financial and operational; reputational and technological (IT, intellectual property, ICT-related disaster recovery and business continuity risks); and, of course, cybersecurity. The problem is that managing bubbles of risk to achieve cyber-accountability is not as sexy for boards and CXOs as growing their business. And it can be intimidating, because they’re not necessarily experts at cybersecurity and may not be fully aware of enterprise risk or know how to address the cyber-accountability challenge.

			Through my twenty-plus years of work as a security subject matter expert consulting with key decision makers across several industries, I realized many C-level executives and board members knew cybersecurity needed to be a regular agenda item at meetings, but they didn’t really grasp the cost or impact of poor cybersecurity or their responsibility regarding data protection. They were unaware of the term cyber-accountability, let alone their actual legal and ethical duty to take cybersecurity seriously. Most asked me to explain the challenges in plain language and in simple business terms. I started concentrating on the education process set around key topics everyone could understand, and the result was the now multiple-award-winning 5 Pillars of Security Framework: a jargon-free, simple-to-understand, and easy-to-implement industry-agnostic methodology for C-level executives and board members to understand bubbles of risk, build enterprise cybersecurity strategies, and achieve cyber-accountability. The 5 Pillars are made up of physical security, which includes the actual premises as well as the devices on your network; people security, which includes employees and how those employees are trained; data security, which pertains to where data is stored as well as who has access to said data; infrastructure security, which includes firewalls and other third-party security applications; and crisis management, which pertains to whether you have a plan to respond to a cybersecurity breach. Each pillar is described in detail in chapter 4.

			With the 5 Pillars of Security Framework, any C-level executive or board member can understand their responsibility toward cyber risk, visualize the organization’s current cybersecurity and compliance posture, and know how to implement long-lasting dynamic cybersecurity strategies. I have asked some amazing industry experts to share their experience of addressing various aspects of cyber-accountability and cybersecurity-related challenges to contextualize how the 5 Pillars of Security Framework can help your organization.

			The bottom line is that there is a cyber-elephant in the boardroom, and boards and CXOs need to work together, speak a common language, and implement clear plans to manage their bubbles of risk and demonstrate cyber-accountability. This book shows you the way to do that, and I hope you find it useful and enjoy it! 

			
Chapter 1


			
A Veteran’s Feedback from the Trenches

			Four Simple Fails from CEOs, CXOs, and Boards

			Boards of directors and C-level executives need to work in partnership with operational, legal, risk, and compliance colleagues. While cybersecurity strategies need to be sponsored by top management, they can only be successful if they filter down to more operational people who think about the organization. Oftentimes, though, board members and C-level execs struggle with understanding the overall legal and regulatory landscape that applies to their environment, so this needs to be a collaborative effort. Operational people need to manage up in terms of regulatory compliance education for the board and C-level, who, in turn, need to sponsor the overall initiative, allocate budgets and resources, and manage down to ensure the agreed cybersecurity strategy is implemented. 

			To do this efficiently, it is vital that key decision makers be aware of the standards, regulations, and frameworks they need to comply with or adhere to. One of the main challenges is ensuring compliance with security and trying to see mandates in every jurisdiction the firm operates in. 

			Some regulations are robustly enforced, whereas others are not. For instance, HIPAA has been around for a number of years, but it’s only been enforced for three or four, with a number of key cases involving hefty fines. A subsidiary of Northwell Health paid a $3.9 million HIPAA fine in 2016, resolving its 2012 research data breach.1 In a separate medical data breach case, Dallas-based Children’s Medical Center agreed to pay a $3.2 million HIPAA fine for failing to comply with government regulations. The center lost a Blackberry at the Dallas-Fort Worth Airport holding “3,800 unencrypted patient files” in 2009, then lost a laptop with an additional 2,500 patient records in 2013.2 

			It’s also important to recognize that large international firms operate within jurisdictions with data security regulations that might conflict and cover different aspects. Indeed, data security regulation coverage can include basic data security breach notification rules on data collection processing and transfer. It tests for age requirements, and it links to cover-related regulations in areas such as electronic marketing, online privacy, and even critical infrastructure protection in the case of critical infrastructure firms, especially in financial services, healthcare, and government.3

			[image: ]

			When you want to be secure, you put the right technical solutions in place, implement policies and procedures, provide security training, and document the whole process. You then achieve a higher level of security; what I call “compliance pit stops” come with that. For instance, you may be in compliance with one or a mix of standards, regulations, and frameworks, but compliance is a point-in-time status. If you are in compliance with PCI, for instance, and you fill out your self-assessment questionnaire and show compliance, you must maintain your compliance levels at all times; otherwise, you’re noncompliant and most likely not secure, because attacks and threats change all the time and new vulnerabilities arise every day.

			The challenge becomes, “How do you prepare to validate and maintain compliance with complex and often conflicting regulations, standards, and frameworks around data protection and information governance?”

			Successful compliance and security programs are always sponsored by senior management and ideally by executive management as well as the board of directors. Indeed, company directors may be liable for not putting the right security safeguards in place to protect the organization employees’ client data.

			And therein lies the biggest challenge. How do you ensure that senior executives, C-level folks, and members of the board of directors understand regulations, standards, and frameworks if they are not technically savvy regarding cybersecurity or in tune with legal mandates for data protection?

			The hundreds of C-level people and members of boards of directors I’ve worked with all bring different skills. Few of them understand their responsibilities with regard to data security and good data governance. This is not because they are not interested or don’t have the skills to understand the cybersecurity and compliance requirements their firms need to comply with.

			I believe it’s because cybersecurity is a new item on the board’s agenda, and there is indeed a learning curve of understanding the value of data, how vulnerable they might be, how to protect data, and how to demonstrate compliance.

			Let’s look at a couple of examples to put this into perspective. Consider a health system in the US comprising hospitals, medical practitioners, and maybe even a medical school or university. This enterprise will need to comply with state privacy regulations, HIPAA, PCI, GDPR, and potentially iso-27001 and other frameworks. The board of directors of this health system may or may not be familiar with those regulations and standards; even if they are, they probably aren’t compliance or security experts. 

			That’s not necessarily a major issue as long as members of the board of directors know how to prepare for, validate, and maintain compliance with required security levels. In order to do that, they will need to interact with their chief information security officer, chief information officer, and likely other members of the technical team, as well as physical security employees. To fulfill their duties as directors and board members, they need to speak the same language as people in security risk and operations.

			Verizon Data Breach Investigations Report

			Let’s say that you are an international bank focusing on retail wealth management and real estate. As a bank, you will be custodian of all of your clients’ data including PII, credit history, home address, asset history, and probably health data. You will need to comply with all the relevant data privacy regulations in every country where the bank operates and be mindful of international data transfers and how and when to demonstrate compliance with data protection authorities and enforcement bodies. Banks are obviously scrutinized more than other firms, and they are subject to a multitude of local and international regulations and standards. With the right baseline strategy, any bank can probably comply with 70 to 80 percent of all requirements and controls. Why? Controls tend to address the same intent, and it’s possible to map controls between regulations and standards from a technical perspective. 

			This is helpful for any firm, including banks, though from a C-level vista and a board of directors perspective, most of the requirements might appear daunting. That’s because they may be written in security or compliance jargon with three-letter acronyms rather than in plain English.

			The 5 Pillars of Security Framework addresses this multisector problem head-on with substance and clarity. By demystifying security and compliance, the framework empowers those at the C-level and members of the board to understand their responsibilities, get a view of the regulatory landscape and industry-specific standards, and comply with and take corrective action when required. 

			Ultimately, the framework makes it possible for those in power to take control of the overall enterprise security and compliance strategy from a business perspective and use terms that all managers, employees, and stakeholders understand. That will allow them to make good, informed decisions regarding compliance and provide direction for the operational staff to implement, including the chief information security officer, the data protection officers, the information technology and security staff, the physical security staff, and the legal staff, to ensure compliance with industry frameworks and all applicable laws and codes.

			The 2019 Verizon Data Breach Investigations Report (DBIR), the twelfth edition, analyzes real-world cybersecurity issues in over forty thousand security incidents and two thousand data breaches provided by more than seventy international sources, both public and private entities, from over eighty countries worldwide.4

			I would highly recommend that any chief security officer, C-level executive, and board of directors first familiarize themselves with the executive summary of the Verizon DBIR report. One key takeaway from the 2019 DBIR is that executives were twelve times more likely to be the target of social incidents and nine times more likely to be the target of social breaches than in years past.5 

			It indicates that financial and social engineering attacks, such as spear phishing, focus on company executives and directors. These top-tier incidents rose from the single digits to the dozens in 2019, compromising executives’ time, focus, and resources. Ironically, very few C-level executives and board members are aware of being major targets. One example of social engineering is professionals who create fake or embellished LinkedIn profiles, which are magically aligned with the C-level executive’s career and interests, in order to open a line of communication to further leverage the target. This type of social engagement is akin to a data honeypot, striving to learn more about the individual to gain further access to a company’s network and digital assets.

			Reading deeper into the DBIR, we can see that nearly 70 percent of attacks were by outsiders, over 30 percent involved internal staff, 1 percent involved partners, and 1 percent featured multiple parties. It’s also worth noting that organized crime groups were behind 55 percent of the breaches, and “actors” identified as nation states or a state’s affiliates were involved in just over 10 percent. Further, the Verizon DBIR report identified some key attack vectors, with 45 percent of the breaches featured hacking.

			Insurance Audit, 2005 

			I was asked to conduct security assessments in the west of Ireland a good few years ago. The client was an insurance company, a midsize firm that needed to demonstrate that it was in compliance with the PCI DSS. My technical manager and I drove down from Dublin early one morning. We were greeted by the security team and had a kickoff meeting.

			As always, we decided to explain the requirements of the standard in terms of physical and technical security as well as policies, procedures, and training. In attendance were the security manager, some technical people, and a team member looking after logistics and physical security.

			PCI DSS mandates that any firm that transmits, processes, or stores credit card holder data must have controls and safeguards in place to protect data. In this case the insurance firm took credit card payments in multiple ways, including over the phone and by mail. The firm would pile the forms up in a dedicated tray on a specific desk. Once about ten forms were in the pile, which I later learned would take up to two or three days, a team member would process the payments on a PoS device and either send a policy document to the end users if the payment had been successful or put the form in another pile for follow-up. I inquired as to how the forms were securely kept and was told that those resulting in a policy were put into a folder, which in turn was put in a storage box.

			Unsuccessful payments would be tried again, and if unsuccessful more than twice, a team member would call the end user and either check the details or handwrite another card’s details on the form. If successful, they’d revert to the process described above. 

			At that stage, and without any input from my technical colleague, who was inspecting the firm’s network security solutions and uncovering his own noncompliance gems, I was satisfied that the process was not compliant. However, I also suspected, rightly, that the full extent of noncompliance remained to be uncovered. 

			The team kept an Excel spreadsheet with full credit card holder data for each payment as a “safeguard” in case the form got lost or if they needed to double-check what the client intended to purchase. In addition, forms were scanned to email as another “backup.” The cardholder data was therefore kept on paper, Excel spreadsheets, multifunctional printer hard drives (which, of course, were not purged), on the firm’s main email server, and, of course, on backups for all those systems. Altogether they had at least thirteen systems and physical processes where each client’s CHD was not securely kept. 

			The one issue that makes this story stand out, as this is by no means a unique case, is that forms were not shredded but rather kept in storage boxes, which in turn were kept in a small windowed room on the second floor overlooking the main street. I was assured that the storage boxes were regularly sent to a secure off-site third-party facility. But when I asked how often that happened and heard, “Until the piled boxes reach the window,” I couldn’t help but laugh out loud. The security officer was not impressed. He told me to wait in the corridor. He came back five minutes later with the firm’s security guard and told me I’d be escorted to the main door and that my colleague could stay, but I couldn’t, as I “was not taking the assessment seriously and this was no laughing matter.”

			So, what did I learn here? Mainly three points:

			
					Be more diplomatic and ready to hear that even good firms can have very poor practices they don’t see as bad ones.

					Security assessments are indeed no laughing matter, but not every stakeholder knows that, and that’s a major issue for most firms.

					Key decision makers and managers within a line of business, such as operations or sales, are not security experts, and security experts are not business or operations experts. The key is to get them to speak the same language.

			

			Ultimately my colleague left four hours after me. We submitted a detailed assessment report with easy-to-implement corrective action plans, and a few months later the security manager called to say that the firm had followed our recommendations and that the full payment process had been redesigned and no longer involved noncompliant CHD storage. He even joked that French people should know how to be more diplomatic when breaking bad news to compliance officers.

			NASDAQ-Listed Company, 2017

			After delivering security awareness training for the senior executive team of a NASDAQ-quoted software firm, I was invited by their CSO to have a chat about how to make his work more prominent on the board agenda. He and I agreed that we should do a short presentation at their next meeting. The main objective was to explain the overall importance of cybersecurity for the firm, as they were in M&A mode and growing very quickly. The CSO also wanted to ensure that the board was aware of the security strategy already in place, that board members were aware of their responsibility regarding the firm’s security and compliance posture, and that all security projects were acknowledged and sponsored by the board. 

			So I prepared a standard presentation on why cybersecurity matters, the role of the board in sponsoring good cybersecurity, their responsibility, and why they should care about security like PII and other important regulations and standards. With the approval of the CSO, I conducted a Google search on the board members, whose names were available on the firm’s site. 

			The idea was to make them aware of what bad guys could find out on them, to see their reactions, and to ascertain where changes might be required. I knew this was a somewhat risky thing to do, but it also typically yielded good results in improving board members’ awareness of their roles with regard to cybersecurity.

			Looking at profiles of board members on a website is fascinating. First, you realize that the folks to whom you are going to present have deep experience in their respective industries, and most of them are on numerous boards and are famous, successful businesspeople. In this case, the firm had probably asked each of them to supply a few facts about their personal life or experience to add to their profile. For instance, profiles could read something like this: “Joe is an accomplished CFO who is currently serving as a board member within our firm, in charge of the subfinance committee and overseeing our e-commerce growth. He also sits on the boards of Company X, Company Y, and Company Z. He is also the treasurer of [school name], where his two children are currently enrolled. He loves golfing and skiing.” This bio is by no means atypical, and, in fact, even security professionals provide a lot of information in their bios, and that would probably be fine if kept at a high level. 

			A problem arose when looking at all twenty-plus board members’ bios. Some read more like the following: “Joe is an accomplished CFO who is currently serving as board member within our firm, in charge of the subfinance committee and overseeing our e-commerce growth and, as such, is in charge of PCI DSS compliance as well as secure coding for e-commerce applications, which are key to our firm and are expected to bring in 40 percent of our revenues this year. He also sits on the boards of Company X, Company Y, and Company Z. He loves golfing and is the immediate past president of [golf club name] in New Jersey and also has a passion for skiing in Italy and France, where he regularly travels to every winter, with a soft spot for Meribel.” 

			Now, I realize that anyone with a bit of compliance knowledge would have guessed that Joe would indeed be in charge of PCI DSS compliance and secure coding if applications are homegrown and that he would therefore have access to the crown jewels in terms of payment security and network security. One could also argue that the firm’s annual report could have provided the 40 percent revenue figure. However, the personal details provided too much information. 

			In this case, nearly all board members listed where they lived, their children’s names, where and when they went skiing, or which golf club they attended every Friday afternoon during the summer. I compiled a chart showing the statistics of what I found out within an hour’s work, and I was in the process of explaining what a head start that would have provided me if I were a hacker or malicious employee when one of the board members stood up and asked, “And what makes you think you have the right to invade my privacy and look into my life, find my kids’ names, and check out what I do outside work? This is insane and unprofessional. You should be ashamed. We are paying you to teach real stuff, not to dig into our private lives.” He then turned to the CSO and said, “Where did you get this guy? We shouldn’t work with him.”

			I was still there in the room.

			The CSO explained that their overall security strategy, which was working really well, was written by my firm and that he had cleared the exercise with me in advance of the presentation. Again, the above is not atypical; it happens to listed companies as much as it does to midsize and small firms. It also demonstrates the gap between what very senior people see as an acceptable boundary in the digital world and what is safe. Some of the board members tried to temper the atmosphere by asking me for advice on what to make public and what not to make public. I proceeded to go over my slides and remarks on the difference between one’s business digital life and one’s personal digital life. 

			The best way to get through to people is by using simple, familiar terms to link them to the real challenges at stake. The 5 Pillars of Security Framework does that really well. I, of course, presented it to that board, and they are now using it as a benchmark they all understand.

			European Transportation, 2014 

			I was asked to do a training session for a European transportation multinational corporation. When I arrived, I realized I wasn’t dealing with one security and compliance program but with several such programs for their subsidiaries. There was no linkage between the programs, as some were based on national security frameworks, others were based on ISO, others were built in-house, and others were customized by consultants. And the group’s CSO had huge trouble connecting the dots. He needed a baseline framework for each program to dial back to a common foundation. 

			I wanted to show the team some information pertaining to the 5 Pillars on the VigiTrust website, and they allowed me to connect my laptop to their network. Once I got access to my website, I also received full, unrestricted access to the headquarters network, including security team files. After two minutes, I had already located their sets of security policies and procedures; network diagram servers; a full list of names, titles, email addresses, and phone numbers for the security and compliance team; and a memorandum from the CISO outlining gaps in their security posture. 

			In a bid to make friends during the workshop, I put all of the company’s information on the screen. Needless to say, I got everyone’s attention. And they are still talking about the incident to this day.

			To their credit, they acknowledged that they would rather have me, the “white hat,” doing that than an actual “black hat” cyber thief.

			
Chapter 2

			
Cyber-Accountability for C-Suite AND Boards

			Why Are CEOs, CXOs, and Board Members Good Targets for Hackers and Social Engineers?

			I am often asked this question: “Are hackers just not targeting systems and IT users with specific privileges?”

			It’s important to understand that these people are not only powerful within their own business but also potentially within a wider industry. Their knowledge of trade secrets, interaction between various lines of business, human resources and key staff, internal policies, security setups, and strategies make them good targets because that knowledge can be exploited by malicious users—internal users as well as external hackers.

			In addition, the blur between digital life and real life makes it impossible for key people to fully protect their knowledge unless they are extremely disciplined. People with intimate knowledge of business processes and policies need to be fully trained as to what they can and cannot do on social media and public forums. Their digital footprint is potentially bigger and riskier than that of other team members. While the right balance needs to be struck between a CEO’s public disclosures regarding travel and people met for PR and marketing purposes, the CEO also needs to take into account the potential for increasing their own and the company’s risk exposure in providing unnecessary ammunition to malicious users and hackers.

			Also, the concept of Bring Your Own Device, a.k.a. BYOD, must be taken into consideration. Very senior people expect flexibility regarding the devices they use. In fact, board members are often not issued company-owned devices because they are not full-time employees. Yet, in the course of their duties for the company, they will get access to data systems and trade secrets governed by company policies, as well as procedures relating to data security and information governance. In practice, some board members prefer to use their own email address, perhaps even a generic email from a mainstream provider like Gmail. It then becomes very difficult for the security and compliance teams to police data usage, transfer, and storage, to implement security policies and procedures, and also to provide assistance should a security issue occur. 

			A perfect example of this situation is a board of a large organization made up of executive and nonexecutive members; some use company email, and some use private emails. Board minutes, including details of strategic decisions, need to be circulated. The company must adapt to this challenging work environment from a compliance perspective. Very confidential strategic decision data must be fully monitored, greatly increasing risk surface and the ability to react should a security incident, data breach, or data leak occur.

			While I am concentrating on the private sector, most if not all of my comments also apply to state and semistate organizations. Indeed, there have been many examples of government officials not complying with basic security measures, including, but not limited to, sending confidential government data to private email servers without authorization or the right levels of additional security put in place to facilitate the process.

			Cyber-Accountability in the Boardroom: Five Stages of Grief 

			Have you ever heard of the five stages of grief? They are as follows: stage one, denial; stage two, anger; stage three, bargaining; stage four, depression; stage five, acceptance. This way of looking at how people deal with difficult situations is not new. It can apply to many business and personal challenges. 

			As key executives and board members often refuse to accept any type of responsibility or accountability for anything to do with cybersecurity, data security, information governance, or system security within the firm, they often, eventually, go through these stages. Let’s put the five stages of grief in place for cybersecurity. 

			Stage One: Denial

			Board members and key senior executives are in complete denial regarding their responsibility toward ensuring that the organization protects its data, trade secrets, employee data, data pertaining to third parties, and any other type of confidential data. Mostly they are not even aware of the type of data the organization is either entrusted with or is creating, making it easier to deny the very existence of any legal contractual or industry requirements to put a cybersecurity program in place.

			Stage Two: Anger

			The board and the organization’s key executives have woken up to the fact that they are responsible for designing, implementing, and maintaining a strong cybersecurity program to protect data and systems. However, they are not happy. The CFO is trying to understand the potential cost of such a program and where the budget will come from, and she is extremely frustrated because the CIO responsible for systems cannot easily quantify the amount of work required to purchase additional solutions or systems in order to comply. The chief security officer, on the other hand, is reasonably happy that cybersecurity has finally made it to the board meeting; however, he or she is facing intense questioning and scrutiny. After all, it was the chief security officer’s job to build, implement, and maintain a strong cybersecurity program, wasn’t it? The chief risk officer is angry: most risks applying to the organization have already been mapped many times; cyber was always one of them. The board now needs to be educated on cyber risk, exposure, impact, and, of course, countermeasures. The head of HR now faces an additional task, which is to implement a security awareness program for all staff across all business units within the organization. This will take time, and it’s going to add a burden on all team members. Generally speaking, all key executives and board members realize that this is going to cost time and money and huge efforts from many business units, and their anger is made even worse by the fact that they don’t fully grasp the extent of what needs to be done and how to do it. This is typically when a third-party firm is brought in to perform a gap analysis and write a report on the current security roster at the firm, identifying key risks and key exposure and providing a high-level remediating road map.

			Stage Three: Bargaining

			By now the board and all key executives are well aware of what needs to be done for compliance and to address immediate vulnerabilities. But they are fighting internally as to who is going to do what to get to a security posture deemed acceptable not only internally but also by regulators and enforcement bodies. So naturally they do what every firm tends to do: they start prioritizing projects within the remediation plan. They then begin to bargain internally and sometimes with regulators and enforcement bodies. For instance, they will agree to upgrade their first line of defense including firewalls, antivirus, and antispyware, but the idea of implementing a needed second line of defense will have to wait, so there’s no intrusion detection system, no tokenization, no data on discovery. All of this will have to wait; the focus is on the first line of defense, and that should appease the regulator.

			Stage Four: Depression

			By now, cybersecurity is item number two on the agenda, after finances. Everyone knows the remediation plan nearly by heart. Some prioritization has been done, some projects have been started, and some quick wins have happened, but in the meantime the regulators and enforcement bodies are still not happy that actual corrective action has not been taken. In all fairness, the board and the key executives feel the pressure. A cybersecurity program is not easy to put in place; in fact, they wonder if it can actually be done. Is there really any point in continuing with the program? Is it really going to cost as much as the CFO is indicating? Are they really out of compliance, as the chief security officer now demonstrates at every meeting? Has the risk surface of the firm really increased that much in the last while? Why is there no silver bullet? The atmosphere is really gloomy in the boardroom.

			Stage Five: Acceptance

			The board and the key executives come to the inevitable conclusion that the program must go on. Yes, it is going to cost a lot of money, but if it’s done properly, it can be done quite cost effectively. The chief security officer is now able to demonstrate compliance with some key regulations and standards that apply to the organization, and there’s more to follow. It’s a work in progress. It’s traceable. It’s visible. The chief risk officer is now able to show that thanks to the remediation plan, the risk surface of the organization has actually decreased. Key risks have been mitigated, and where risks have to be taken, it is done in a calculated manner, taking security and compliance into account. From HR’s perspective it has actually been a win-win, because all employees across the organization are now much more security aware, able and willing to report suspicious activity as well as security incidents, therefore addressing key security mandates and improving the overall security levels within the organization. And one fine day during the board meeting, where cybersecurity is still number two on the agenda, the firm is able to give itself a good mark for cybersecurity, including full accountability and responsibility from the board.

			This story is extremely common. I have seen many organizations of all sizes refuse to accept their role regarding security and compliance. That was always somebody else’s department. That is fine until there is a security incident, major data breach, a request from a data subject who wants to see your data, a hacker who manages to steal confidential data, or a ransomware attack. Until faced with an incident, and unless fully educated in their roles regarding cybersecurity and compliance, most board members and CXOs will happily pay lip service to cybersecurity and turn a blind eye to their responsibility and accountability.

			[image: ]

			
Chapter 3

			
Risk Landscape

			What Every CEO, CXO, and Board Member Should Know

			While I fully appreciate that not every CEO, board member, or CXO will need to be fully proficient in security and compliance jargon, technical terms, or even methodology, in my opinion there are still a few risk and risk management concepts that are prerequisites for them to understand. 

			In this chapter, let’s look at understanding the risk landscape from a senior decision maker’s perspective and understanding the concept of bubbles of risk, strategic or semistrategic/semioperational areas within the enterprise that attract high levels of risk, and how to address them. We’ll look at a few models to set the scene for how to bring it all together with the 5 Pillars of Security Framework.

			With the OCC (US Office of the Controller of the Currency) model as a starting point in understanding enterprise risk and associated third-party risk, key terms such as these and due diligence and risk levels should start to make sense and arrive on your security meeting’s agenda. In addition, by looking at PCI DSS and HIPAA, you will be in a position to continue demystifying cybersecurity and compliance for CXOs and boards to start working on their organization’s cybersecurity strategy.

			Understanding the Risk Landscape and How Boards, CXOs, and LOBs Need to Manage It

			A number of excellent reports in the market can help board members and senior execs understand the compliance forces within the industry around the globe. Remember that the end goal is to better strategize on how critical and often classified data—structured and unstructured—is created, used, stored, secured, and transmitted throughout the world. Some data security and information governance legal and industry frameworks are very restrictive and heavily enforced. Some are enforced at local and regional levels, others are applied nationwide, and others even have extraterritorial jurisdiction. In other words, a regulation in Europe may apply to organizations outside of the EU. These extraterritorial mandates can have a global reach, as is the case with GDPR—which applies to all organizations dealing with data that’s in the scope of this regulation, wherever they’re based. Equally, some US federal and state regulations or laws apply outside of the US. This makes it even more challenging for decision makers to properly strategize around data security and governance.

			Decision makers also need to understand what actions or processes are covered by applicable laws and security frameworks. Are we just talking about data breach notification (the process whereby an organization handles a security incident or a data breach)? Are we talking about the collection and processing of data? Are we talking about data transfer, especially international data transfer? Are we talking about mandatory reporting to applicable authorities or enforcement bodies? 

			This complex landscape means that the discussion around data security and governance needs to involve security experts, legal experts, risk experts, and financial decision makers. More importantly, it means that top senior management and board members must be involved. But how do you ensure that they understand the risk landscape, and how do you manage it?

			I always look at risk from a super-strategic perspective first to demonstrate accountability and then from a strategic angle from which key stakeholders and decision makers can agree on a strategy to address risks and comply with applicable laws and standards. But first, at the super-strategic level, I see four types of risk that apply to enterprises and international firms. One could argue that not all of those risks apply to small- and medium-size firms; however, it really depends on the type of data they create, handle, store, or transmit.

			The Four Main Risk Areas

			
					Strategic geopolitical risk

					Financial, operational, rational, and contractual risk

					Reputational brand and quality risk

					ICT, data, and cyber-specific risk, which includes systems applications, disaster recovery, business continuity, intellectual property, and information governance
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