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Preface
      

      
      
      
      If you’ve ever struggled to learn a new technology, you’ll feel my pain. My first AWS experience, close to a decade ago, was
         ultimately successful, but the process was deeply frustrating. I was looking for a way to run some remote interactive classes
         for a group of my former high school students. None of the video-conferencing hosting platforms at the time matched our needs
         or budget, but there was (and still is) an attractive open source package called BigBlueButton. A bit of research suggested
         that dropping BigBlueButton into an Amazon Web Services EC2 instance might be the way to make it all happen.
      

      
      It worked—but not before leading me down one conceptual rabbit hole after another as I struggled to figure out how to bring
         together all the many moving parts. A smarter guy would have been quicker to grasp the grand structure. Not me. I did it through
         sheer force of will. Hard work? You bet. But very satisfying.
      

      
      So I know exactly how hard mastering a big, complex new platform can be. More to the point: because I’ve been through this
         before (many times), I’ve become pretty good at breaking down complex technologies and organizing all the parts. Once I’ve
         got a comprehensible structure, I can then present the ideas in a way that’s practical and useful.
      

      
      In a way, this book is the record of how I wished my learning had progressed all those years ago. Having the schematic diagrams,
         context-rich sidebars, and layer-by-layer buildup of skills would have made my life easier.
      

      
      Think this might be a plan for you, too? Then feel free to dive in. I hope we’ll get to spend some fun and rewarding time
         together.
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About This Book
      

      
      
      
      AWS certainly isn’t the only cloud provider on earth, and there’s no single service it offers that can’t be replicated elsewhere
         at a comparable or sometimes lower price. But although Microsoft Azure and Google Cloud Platform offer some serious products,
         AWS is by all measures the biggest player in this market.
      

      
      You’ve probably already heard this old joke: no one ever got fired for choosing IBM. The idea was that IBM’s size and history
         made choosing its products and services the safe choice. These days? AWS is probably getting close to IBM status.
      

      
      Of course, that’s only a joke. Sometimes, safe choices can lead to disaster. And there’s still plenty of risk to be found
         in AWS: finding yourself so heavily invested in uniquely AWS technologies that you’re effectively unable to move your resources
         elsewhere is one significant example. But AWS’s reputation for innovation and product reliability is well earned. When it
         comes to talking about the cloud, AWS is the elephant in every room.
      

      
      Learn Amazon Web Services in a Month of Lunches is designed to give you the insights and skills you’ll need to quickly move from being a raw beginner to someone who’s able
         to safely and effectively launch and manage a wide range of AWS resources. The book encourages you to get your hands dirty
         with real infrastructure projects pretty much right away. The skills you’ll use in the early chapters will serve as a foundation
         for everything that comes after.
      

      
      The book’s chapters more or less follow a small company’s intrepid efforts to create a public-facing web application. You’ll
         watch them as, one step at a time, they add security, resilience, high availability, and elasticity. The topics mostly follow
         a realistic upward curve of technical sophistication.
      

      
      As you’ll soon see, I don’t try to cover all the 100+ services that are currently part of the AWS platform. Any book that
         tried to do so would be so big, it would probably break your e-book reader. Rather, I’ve limited the book’s primary focus
         to the dozen or so services that form the core of most of the action on AWS. If you understand how those 12 work, most of
         the rest will eventually make sense to you.
      

      
      Finally, AWS—like cloud computing as a whole—is a moving target. In addition to new services and features constantly being
         introduced, visual elements of the browser interface change from time to time. Practically, this means by the time you read
         this book, some of the images and specific instructions may be outdated. Unfortunately, that’s how life is in the fast lane.
         But keep in mind that this book is primarily about the principles and processes of AWS deployments rather than exactly where
         on a page you’re supposed to click. When you’re finished reading the book, I expect you’ll have drawn the greatest value from
         those principles and processes.
      

      
      
      
Who should read this book
      

      
      This book isn’t about creating an application, a website, or a project. That’s your job. So at the very least, I expect that
         you have some idea of what you’d like to accomplish: perhaps migrating an existing multitiered local infrastructure or building
         an e-commerce WordPress website. With that in mind, you probably already have some experience with the way basic application-support
         tools like databases, networking, and filesystems work.
      

      
      My first job is to help you deploy the project in the AWS cloud. My other job is to skillfully take the ideas behind the principles,
         processes, and functionality of the AWS cloud and park them neatly in your mind so that your imagination and creativity can
         take over.
      

      
      
      
      
      
Roadmap
      

      
      As you can see from the table of contents, I’ve divided the book’s chapters into three sections: the core toolset (chapters 2–12), high availability (chapters 13–17), and brief introductions to some of the AWS services and functionality that didn’t fit into the book’s other sections (chapters 18–20):
      

      
      

      
         
         	
Chapter 1 introduces the cloud, the space within it that AWS inhabits, and, in broad terms, the kinds of things you can accomplish
            there.
         

         
         	
Chapter 2 is a quick-start project in which you’ll launch an actual virtual machine on AWS EC2, serving a simple web server to the
            internet.
         

         
         	
Chapter 3 demonstrates capacity-analysis techniques and adds WordPress to your EC2 server.
         

         
         	
Chapter 4 introduces managed-database hosting on Amazon’s Relational Database Service (RDS).
         

         
         	
Chapter 5 shows you how to register and administer DNS domains and routing policies using Route 53.
         

         
         	
Chapter 6 addresses cheap, reliable, fast data storage using Simple Storage Service (S3).
         

         
         	
Chapter 7 demonstrates a couple of approaches to using S3 for system and archive backups.
         

         
         	
Chapter 8 turns your attention to security through the IAM service.
         

         
         	
Chapter 9 shows how you can (and must) work with AWS tools to estimate and model the true costs of your projects.
         

         
         	
Chapter 10 demonstrates the far-reaching value of applying resource tags.
         

         
         	
Chapter 11 promotes regular, smart monitoring of your resources through CloudWatch.
         

         
         	
Chapter 12 introduces you to administering AWS resources through the AWS command-line interface (CLI).
         

         
         	
Chapter 13 discusses elasticity and scalability as they relate to virtual servers.
         

         
         	
Chapter 14 addresses organizing your infrastructure within VPCs and availability zones to enhance their reliability.
         

         
         	
Chapter 15 covers load balancing as a tool for intelligently directing client traffic among multiple servers.
         

         
         	
Chapter 16 shows how auto scaling can be used to automatically manage changes in user demand and server health.
         

         
         	
Chapter 17 describes how the CloudFront content-delivery network can be used to reduce latency for geographically dispersed users.
         

         
         	
Chapter 18 illustrates the use of various tools to permit hybrid local/cloud solutions.
         

         
         	
Chapter 19 discusses some AWS cloud-automation tools (specifically, Elastic Beanstalk, ECS, and Lambda).
         

         
         	
Chapter 20 briefly surveys some of the AWS tools I couldn’t properly cover in the book.
         

         
         	
Chapter 21 says, “Goodbye—it’s been great spending time with you!”
         

         
      

      
      
      
      
Source code
      

      
      This book contains examples of source code both in numbered listings and in line with normal text; the code is formatted in
         a fixed-width font like this to separate it from ordinary text. All of the book’s code is available at https://www.manning.com/books/learn-amazon-web-services-in-a-month-of-lunches.
      

      
      In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate
         the available page space in the book. Occasionally, even this was not enough, and listings include line-continuation markers
         ([image: ]). Code annotations accompany some listings, highlighting important concepts.
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      David Clinton is a system administrator, teacher, and writer. He has administered, written about, and created training materials
         for many important technology subjects including Linux systems, cloud computing (AWS in particular), and container technologies
         like Docker. Many of his video training courses can be found on Pluralsight.com, and links to his other books (on Linux administration and server virtualization) can be found at https://bootstrap-it.com.
      

      
      
      
      
      
Book forum
      

      
      Purchase of Learn Amazon Web Services in a Month of Lunches includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical
         questions, and receive help from the author and from other users. To access the forum, go to https://forums.manning.com/forums/learn-amazon-web-services-in-a-month-of-lunches. You can also learn more about Manning’s forums and the rules of conduct at https://forums.manning.com/forums/about.
      

      
      Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between
         readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author,
         whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions
         lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website
         as long as the book is in print.
      

      
      
      
      
      


Chapter 1. Before you begin
      

      
      Welcome to the cloud: the brave new world where “here” doesn’t matter, and where anything is possible. Right now.
      

      
      Let me explain. Cloud computing is the provision of on-demand (that is, self-service) compute, memory, and storage resources
         remotely over a network. In addition to its many built-in service efficiencies, the model is most cost effective for the widest
         range of projects when usage charges are calculated and billed in very small increments (often in fractions of a penny).
      

      
      I’ll try that again. Suppose you didn’t want to purchase, build, and house all the expensive hardware you’d need to properly
         support your new e-commerce website. Perhaps you’re not sure how successful the project will be, so investing heavily in server,
         cooling, and routing equipment doesn’t make sense. But if you could rent just enough of someone else’s equipment to match the fast-changing ups and downs in demand on your site and pay only for what you actually used, then your
         new venture might work.
      

      
      Is there anyone out there who might rent you this kind of stuff? Yup. They’re called cloud computing providers. And Amazon Web Services (AWS) is by far the most feature-rich and (generating nearly $12 billion in revenue in 2016) successful
         player in the market.
      

      
      
      

      
         
            
         
         
            
               	
            

         
      

      
         
         Above and beyond: just how big is AWS?
         
         According to the research firm Gartner (http://mng.bz/31dr), “[AWS] has the largest share of compute capacity in use by paying customers—many times the aggregate size of all other
            providers in the market.... It has the richest array of IaaS and PaaS capabilities. It provides the deepest capabilities for
            governing a large number of users and resources. It continues to rapidly expand its service offerings and to offer higher-level
            solutions.”
         

         
         AWS has proven itself capable of providing a secure and reliable hosting platform for both mission-critical (e-commerce, enterprise
            intranets) and compute-intensive (big data analytics, development environments) applications. Given its depth, if your project
            can be virtualized in one form or another then, according to Gartner, AWS is “the safe choice.”
         

         
      

      
         
            
         
         
            
               	
            

         
      

      
      That’s not to say that there aren’t projects that still make more sense to host on traditional local server setups—there are
         times when key technical or regulatory requirements can make alternatives impossible. Deploying infrastructure using a hybrid
         half-local, half-cloud design can also be a valuable compromise option. And it would be foolish not to consider competing
         cloud providers like Microsoft Azure and Google Cloud Platform. But AWS is big and does a lot of things really well. You definitely
         can’t ignore it.
      

      
      The bottom line: most of the time, neither you nor your customers care where the physical hardware running your application
         lives. “Somewhere else” is just as good as “here.” And you don’t have to allow weeks for your IT team to spec, purchase, test,
         and deploy a new server. You can literally have an entire infrastructure up and running in a few minutes.
      

      
      
      
1.1. Is this book for you?
      

      
      Is AWS a good match for your project? Without knowing all the dependencies and functionality you need, I can’t say. But reading
         this book and becoming familiar with the AWS system—the tools AWS offers and the way it charges for services—should help you
         answer that question for yourself.
      

      
      Looking to build a secure, scalable, and cost-effective e-commerce site? Many thousands already have. Need a platform for
         an off-site data-backup solution? Say the word, and AWS is on it. Got data—lots and lots of data—that could use real-time
         analysis? AWS has you covered. Have a popular mobile-optimized game that could use some help managing authentication and traffic control? You guessed it: AWS has been there and done that. If you’re looking for ideas and examples
         of how other businesses have incorporated the cloud into their workflows, you may find it worthwhile to spend time browsing
         some of the case studies created by AWS: https://aws.amazon.com/solutions/case-studies/all.
      

      
      In addition to giving you practical, hands-on AWS skills that will allow you to build your own simple, reliable, secure web
         service, a primary role of this book is to introduce you to the way AWS tools work. If you can at least identify the value
         and function of the 30 or so most common AWS services, then you’ll be much better able to see for yourself exactly how the
         AWS universe can be applied to serve your needs.
      

      
      
      
      
1.2. Using this book
      

      
      Let’s do lunch. Or breakfast.

      
      Whichever slice of your busy schedule presents itself as “available,” there’s a great deal you can accomplish in a single
         month. The idea is for you to read just one chapter a day. Lunch works, but so does a long, boring commute (where someone
         else is doing the driving). Each chapter should take you around 40 minutes to read, plus another 20 minutes practicing what
         the chapter showed you. Try to work on just one chapter a day. Focus on it. Let your brain absorb it. Then, the next day,
         you’ll be prepared for the next chapter, refreshed and ready to learn more.
      

      
      
      1.2.1. The main chapters
      

      
      To make this happen, the book is divided into three parts. Part 1, covering the first dozen chapters, loosely traces the step-by-step
         construction of a WordPress-based website for an imaginary business by focusing mostly on Amazon’s core compute (EC2), database
         (RDS), storage (S3), security (IAM), and cost-management tools. You should definitely follow along at home (or wherever your
         “here” happens to be). Parts 2 and 3 of the book dig deeper into key cloud architecture concepts like these:
      

      
      

      
         
         	
Scalability—The ability to accommodate greater demands on compute infrastructure
         

         
         	
Elasticity—The ability to quickly and dynamically incorporate new virtual resources into existing infrastructure to meet demand
         

         
         	
High availability—The ability of a service to remain reliably available despite unpredictable events
         

         
      

      
      It’s difficult to imagine any AWS project that won’t demand all the skills you’ll learn in part 1; but for simpler projects,
         you might never need to directly address the topics covered in parts 2 and 3. Feel free to pick and choose from whatever you need from those later chapters. I won’t be in the least insulted. No, really.
      

      
      One more thing. Each of you has a unique background and experience. But since it’s impossible to custom-tailor a book to fit
         everyone’s exact needs, some of the skills I’ll need to cover to ensure that no one is left behind may already be obvious
         to you. Keep an eye on the chapter and section headings and feel free to skim through any topics you’ve already covered on
         your own.
      

      
      
      
      1.2.2. Hands-on labs
      

      
      Just reading about complicated environments like AWS has limited value. If you really want to learn how to get things done
         the right way, there’s no alternative to rolling up your sleeves and experimenting on your own. One of the things I love the
         most about AWS is the way it makes it easy to pick up skills through its Free Tier. The Free Tier provides free access to
         lighter versions of just about every service AWS offers for the first 12 months after you open a new account.
      

      
      Most chapters conclude with at least one lab exercise, allowing you to put what you’ve learned into practice in your own account.
         Just about anything I’ll ask you to do in those labs will fall into the Free Tier.
      

      
      Read the chapter. Build the infrastructure. This ain’t your grandmother’s technology textbook.

      
      
         
            
         
         
            
               	
            

         
      

      
         
         Above and beyond
         
         As you move through the chapters, you’ll notice a few “Above and beyond” sidebars. These indicate additional information that
            you might find interesting but that isn’t essential to your understanding of this book. If you’re pressed for time—or just
            can’t say no to that second donut—feel free to skip those sections or make a mental note to return to them later.
         

         
      

      
         
            
         
         
            
               	
            

         
      

      
      
      
      1.2.3. Try it now
      

      
      Doing is more effective than reading. (Not that reading isn’t effective, mind you.) From time to time, I’ll highlight particularly
         useful reasons to log in to your own AWS account so you can quickly try out some key skill you’ve been exploring. If at all
         possible, grab the opportunity. The truth is, though, that the way AWS works means “doing” is more likely to happen with larger
         processes than with quick, one-off exercises. So the practical try-it-yourself stuff in this book will more often take the form of longer, hands-on
         labs.
      

      
      
      
      
      
1.3. Being immediately effective
      

      
      I want you launching your own AWS Hello World resources by the time you’re done with the next chapter, and capable of deploying
         simple real-world production services soon after that. This means each chapter teaches practical skills that can be useful
         right away, requiring nothing that you won’t already have seen in a previous chapter. Keeping my word on this may sometimes
         mean I’ll show you how to use an AWS tool in an early chapter in a basic way, leaving many important configuration or feature
         details for later. But it’s all for a good cause.
      

      
      
      
      
1.4. Setting up your lab environment
      

      
      Of course, by lab environment I mean AWS account. If you haven’t already, you’ll need to create one. Don’t worry: as long as you don’t fire up a resource, just having an
         account won’t cost you anything. When you’re logged in, the Console page (http://console.aws.amazon.com) is the hub through which you can get stuff done. As you can see in figure 1.1, links to 50 or so core AWS services are arranged by category, such as Compute, Storage, and Database. Clicking a link for
         the first time will take you to a page with a product overview, links to documentation and demos, and a Get Started button via which you can,
         well, get started. Feel free to try one for yourself.
      

      
      
      
      Figure 1.1. The AWS main Console: each item links to a complete AWS service.
      

      
      [image: ]

      
      
      Getting a head start visualizing how AWS resources are organized can make your transition into the AWS universe a bit smoother.
         Anything you launch will, in nearly all cases, be placed in a single virtual private cloud (VPC) that, in turn, is hosted
         in a physical data center in one of Amazon’s dozen or so geographic regions. What, exactly, is a VPC? I suppose you could
         say it’s a virtual TCP/IP network that, by default, is designed to permit easy communication between compute and database
         instances in the VPC while restricting external communication. Naturally, all accessibility configurations can be edited to
         meet your needs. Figure 1.2 (from docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Introduction.html) shows a schematic diagram from AWS’s documentation
         site that illustrates a typical VPC and its contents.
      

      
      
      
      Figure 1.2. AWS-provided illustration representing a typical VPC configuration
      

      
      [image: ]

      
      
      
      

      
         
            
         
         
            
               	
            

         
      

      
         
         Try it now
         
         Why not head over to your AWS account and, from any Console page, change your selected region? Then visit one or two service
            pages like Elastic Compute Cloud (EC2) or Relational Database Service (RDS). If you already happen to have a live EC2 instance
            in, say, N. Virginia, you won’t see any sign of it on the EC2 dashboard while you’re set for EU Ireland.
         

         
      

      
         
            
         
         
            
               	
            

         
      

      
      Creating multiple VPCs—into which compute and database instances and stored data can be placed—can help you organize and,
         where necessary for security purposes (to ensure that sensitive data isn’t exposed any more than absolutely necessary), isolate
         the elements of your deployment. You can also, as shown in figure 1.3, easily switch between geographic regions. Remember: whichever region name is currently displayed at upper right in your
         Console is the region into which resources will be launched.
      

      
      
      
      Figure 1.3. Drop-down menu (found near the upper-right corner of the Console) allowing you to switch your base geographic region
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