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INTRODUCTION

Politics is messy. Individual votes don’t always have an impact, depending on the political leanings of your jurisdiction. There can be an out-of-touch nature to representation, as elected officials spend the majority of their time wooing donors and speaking with other politicians—in capitals or Washington, DC—far from the main streets and townspeople who put them in power and to whom they are beholden.

Politics is also the mechanism by which so much good can come and so many essentials of a dignified existence are met. The US Government grants billions in research money to cure diseases like cancer and AIDS on an annual basis. Federal aid is given to the most vulnerable citizens in the wake of a natural disaster and those who are vulnerable year-round in impoverished regions of the globe. Thousands of children with disease are treated on the government dime through the Children’s Health Insurance Program (more commonly known as CHIP) and there are thousands of children and elderly people who live in government subsidized housing.

With all that is at stake resulting from the seventeen trillion dollars in gross domestic product that is the United States government, manipulation of any means can be dangerous.

Grassroots movements represent the pinnacle of the democracy our founding fathers designed, that our citizens deserve, and that benevolent politicians work toward. From those who boycotted buses in Montgomery to those who marched in Selma, grassroots actions in Alabama were integral to the civil rights movement. From tea parties to demonstrations that led to the Boston Massacre, the grassroots actions of a few rebels in Boston helped spark a war that would give the United States its enduring independence. Far more polarizing events are undoubtedly valiant in their commitment to representative democracy. The Bernie Sanders campaign, in the 2016 Democratic primary for president, served as a prime example. Sanders only accepted small donations, amassing seven million individual contributions to his campaign’s coffers at an average donation of $27 to give him the bankroll other candidates on both sides of the aisle often raise from major donors at swanky cocktail affairs in the beltway.

These grassroots movements are on unprecedented display in the time since Sanders conceded. In response to the election of Donald Trump, activists on both sides of the aisle (since Trump is uniquely disliked by sects of both Republicans and Democrats) have taken to fighting his agenda with grassroots tactics.

On the left, his fiercest opposition, organizations such as Swing Left, Indivisible, and Knock Every Door have looked to capitalize on an unpopular president and unprecedented engagement evidenced by the Women’s March the day after his inauguration among other manifestations to push a fifty state, every district top-to-bottom approach to digging the Democratic party out of the historically deep hole it currently sits in. The results were at first promising with substantial gains to show for efforts in Virginia, New Jersey, and Alabama special elections. They later led to one of the most lopsided midterm defeats in American history in 2018.

Meanwhile, left of Trump and right of center, the defunct campaign of John Kasich has seemingly continued operations unfettered after conceding the Republican nomination to the eventual president.

Right of Trump, and virtually as right as possible, the Trump presidency and specifically figures contained within, including former White House Chief Strategist Steve Bannon and Attorney General Jeff Sessions, have emboldened neo-Nazi and white nationalist groups to ramp up their grassroots movements aimed directly opposite of progress. They have been encouraged out of the shadows of the discourse to be proud and heard in their distasteful beliefs. When the powerful attempt to co-opt and purchase the mobilization and tactics of the grassroots, or a movement altogether, it’s referred to as astroturfing.

AstroTurf is one of those terms, like Kleenex or ketchup, that has entered the lexicon as the name for a product while in fact having roots as a branded item. Used interchangeably with the name for what it actually is, artificial turf, it refers to short-pile synthetic turf. The prevalence of artificial turf, and the most well-known make, AstroTurf, on athletic fields nationwide, from MetLife Stadium to local high schools, continues to grow as a cheaper and more easily maintained replacement for natural turf or grass.

The original product was invented in 1965 by Donald Elbert, James Faria, and Robert Wright and patented under the original name “ChemGrass.” After its first major exposure at the Houston Astrodome in 1966, it was rebranded to AstroTurf. The technological advancement was a product of the massive agricultural corporation Monsanto. The company is politically polarizing and a major lobbyist along with being a multinational agricultural biotechnology and agrochemical company.

With grass, there is astroturf, a product made specifically to look and feel like real grass while not requiring the care and effort to maintain and sustain. With grassroots movements, there is “astroturfing,” the practice favored by those with a political agenda to falsify an organic movement by making their whims and preferences seem like common opinion and desire.

Astroturfing is not only a device used by political campaigns and parties: it is also used by major corporations and big business to push their interests. Very often, astroturfing in politics and in the private sector intersect much more than anyone may realize.


Whatever the cause, astroturfing remains a viable strategy for those in power to foster support that does not in fact exist in hopes of seeing through an agenda. Recently the Wall Street Journal uncovered some indicators that could point to ongoing use of the dishonest practice. Former Senators Patrick Toomey (R-Pa.) and Jeff Merkley (D-Ore.) had their identities stolen for comments submitted to the Federal Communications Commission in the lead up to a vote last year by the agency on removing net neutrality rules, according to the Washington Post.1 This led to a subsequent investigation into the comments by then-New York State Attorney General Eric Schneiderman, finding that up to two million comments were forged. Among the fake identities usurped by whoever posted the comments were a man who had died of cancer and a thirteen-year-old, according to the Post story by Hamza Shaban. As of now that fight remains up in the air with some in Congress hoping to override the FCC through a resolution. That being said, the process by which net neutrality is set to be revoked has been tainted.
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CHAPTER 1

ASTROTURFED AGENCIES

As the debate waged on in early 2018 about the Federal Communications Commission’s (FCC) potential decision to repeal net neutrality rules put in place in 2013 by the Obama administration, a public docket was set up to solicit public comment on the policy. A story by James V. Grimaldi and Paul Overberg detailed the Wall Street Journal’s discovery of thousands of counterfeit comments pertaining to that rule and going even further into other federal agencies and other proposed rulemakings. The story says the comments “appear to be stolen identities posted by computers programmed to pile comments onto the dockets.”1

The Journal went on to find almost 7,800 people who claimed comments posted in their name were falsified. The implication spanned several federal agencies but primarily the FCC docket. The fake comments were found on both sides of the debate, both favoring anti-regulation as well as regulation. The posts were made without the permission of those who were named and, in many cases, were unbeknownst to those named.

The public docket is the chief mechanism for the public to participate in federal rulemaking. The legally mandated public-comment process can impact regulations that in turn impact millions of Americans and the decision makers who rule over the process are often not up for election; therefore this comment process is among the only times they hear from the electorate. Furthermore, to knowingly make “false, fictitious or fraudulent statements” to a US agency is illegal, according to 18 U.S. Code § 1001.

Where the fraudulent slips toward the telltale signs of astroturfing is in the fine print. In many government rulemakings, there are parties on both sides of the divide with much to gain in influence, as well as financially. If you specifically look at the net neutrality debate it is starkly evident. On one side of the fold are major telecommunication companies such as Verizon, AT&T, and Comcast who hold the keys to the internet and stand to gain a laundry list of additional chargeable services if net neutrality is repealed. On the other side of the coin, internet titans like Facebook, Netflix, and Google have benefitted from net neutrality as they have been able to use the freedom of the internet to build powerful corporations.

On the FCC website, the Journal found 818,000 identical postings in support of the new policy, effectively superseding and revoking net neutrality. A survey conducted by the Journal and Mercury Analytics found that 72 percent of a random sample of 2,757 people with emails used to post those nearly million identical comments had “nothing to do with them.”2 A word-for-word copied comment supporting net neutrality appeared on the FCC website over 300,000 times. The problem spread beyond the FCC and net neutrality to the Consumer Financial Protection Bureau (CFPB), Federal Energy Regulatory Commission (FERC), and Securities and Exchange Commission (SEC). There were instances of people who had nothing to do with the comments or addresses used that were nonexistent. There was even the case of a comment from Donna Duthie of Lake Bluff, Illinois. Duthie had been dead a dozen years. Even the newspaper conducting the survey was not exempt from whatever mechanism was aiming to muddy the democratic waters. One comment filed with the SEC was submitted by “Jason Blake, commentator, The Wall Street Journal.” It surely was an easy bit of reporting for Grimaldi and Overberg to figure out that the Journal has never had an employee with that name.


That comment was removed by the SEC and the commission told the Journal that letters that can’t be attributed to known people “are assessed during the course of the rule-making process.”3

A CFPB spokesman offered sentiments of concern for the “inauthentic data” but conceded that they did not ask for personal information necessary to assist in identity authentication, while an FERC spokeswoman offered that those who believe they had been misrepresented in comments should contact the agency. An FCC spokesman said that many of the comments that were fake do not have a substantial impact on rules and that without the resources to investigate, they air on the side of openness to comment.

While the Administrative Procedure Act mandates the aforementioned comment process and also says that the federal agencies need to take the comments under consideration, they do not need to adhere to them or rule based on them. Where the comments can prove most impactful is when regulated entities appeal regulations to a subsequent administration, Congress, or the courts in order to overturn a rule, alter a rule, or slow down the implementation of a rule. They can use a failure to consider comments as an argument in their case and there is precedent for judges to compel an agency to address ignored comments.

Despite the red-handed evidence in other cases contained in this book, where admissions or collective wisdom presented the astroturfing to be a clear, deceptive effort, the net neutrality case only shows a questionable coincidence of motives and actions. That was enough for Grimaldi and Overberg to mention it in their story. The crux of their story found behaviors similar to previous astroturfing efforts:


But postings the Journal uncovered went beyond being merely duplicative. They included comments from stolen e-mail addresses, defunct e-mail accounts, and people who unwittingly gave permission for their comments to be posted. Hundreds of identities on fake comments were found listed in an online catalog of hacks and breaches.

While many fakes were anti-regulatory, the Journal also found pro-regulatory comments on the FCC and FERC websites where people said they didn’t post them. In most of those cases, the people surveyed said they agreed with the comments, indicating that while they didn’t authorize them, a group or individual might have had their names in a list of like-minded people, possibly from the organization posting it. Some of these people said they were angry that someone who had access to their e-mail address would post it, even though they agreed.4



Where there is smoke, there’s fire. The largest concentration of fake comments came where the telecom giants met the internet titans all wrapped in a politically divisive and hot-button issue: the FCC and net neutrality. That proposal generated twenty-three million comments, speculated to be “the most a federal agency has received on a rule,”5 according to the Journal. What better place to make an attempt at astroturfing?

The potential abuse of democracy came in the midst of an influx of activity following a segment on the FCC decision on HBO’s Last Week Tonight with John Oliver. That initial rash of support for the Obama-era policy was followed by an equally fervent backlash against it. The Journal spoke to a web programmer, Chris Sinchok, who spotted a “sharp increase” in one specific comment repeating: “The unprecedented regulatory power the Obama administration imposed on the internet is smothering innovation.”6 The duplicates rolled in at a staggering rate of one thousand comments in ten minutes followed by silence. This evoked the imagery of “web robots . . . turning on and off,” and led the programmer to say that “many were from hacked accounts.”7

Sinchok and Fight for the Future, a pro–net neutrality group, wrote about the phenomenon online, hypothesizing that it may have been based on stolen identities. That lead to a criminal investigation by former New York Attorney General Eric Schneiderman in May 2017.

The aforementioned comment and its duplicates exceeded any other comment, according to the Journal and Quid Inc., which analyzed the content for them. It had been posted more than 818,000 times on the FCC site. The Journal sent surveys to 531,000 of the emails associated with the comments, and the results were curious. Seven thousand emails bounced back from defunct addresses, while 2,757 responded to the survey. Of those who responded, 1,994 said the comment was falsely submitted, a staggering 72 percent fake rate with an estimated margin of error of less than 2 points. As is abundantly clear: “The survey’s results, Mercury Analytics CEO Ron Howard said, are ‘a very significant indication of fraud.’”8

Howard told the Journal: “Generating tens and sometimes hundreds of thousands of fake posts on public comment websites for the purpose of swaying public opinion and impacting the opinions of political decision makers is wide-scale not limited to a party, not limited to an issue, and not limited to a social ideology.”

Even the vast amount who agreed with the comments that bore their name were upset and disconcerted at the abuse of their identity.

In an examination by the Journal, looking at 2.8 million of the 23 million comments, surveys were sent to 956,000 addresses including the aforementioned 531,000 who used the common “unprecedented regulatory power” language. The survey aimed to verify the identities of commenters and was sent out in four groups. The groups opposing regulation had fraud rates of 63 percent, 72 percent, and 80 percent. The only group examined that was pro-regulation was 32 percent fake.

Among 10.1 million comments analyzed by a research firm commissioned by the Journal, there were four hundred templates found. Additionally, 1.3 million comments had similar clauses and wording chopped up into different combinations with the same sentiment: against net neutrality.


The Journal explained further: “‘Tom Wheeler’s power grab,’ a reference to former FCC Chairman Thomas Wheeler, appeared in 37,531 comments. Praise for the pre-Obama ‘light-touch policy’ appeared in 68,141. The Journal surveyed a random sample of 920 people associated with the 1.3 million cluster; 737, or 80 [percent], said they didn’t submit the comments.”

This was only the shallow end of the pool. An FCC spokesman told the Journal that they received more than 7.5 million comments that used the same short-form letter supporting the current rules from only 45,000 unique email addresses “all generated by a single fake e-mail generator website,” according to the spokesman. He added that they also received 400,000 comments in favor of the status quo from an identical Russian email address.

Data analytics firm Emprata analyzed the comments and found 7.75 million comments, or 36 percent, can be attributed to FakeMailGenerator.com, which, quite clearly from its name, creates one-time emails but cannot receive incoming mail. The Journal cautioned that that analysis was commissioned by several telecom firms that openly support the Trump administration’s proposal. That sample contained a large swath of almost identical comments, a vast majority of which opposed the proposal. The story also quoted the Emprata CEO insisting the study was done in a nonpartisan fashion.

At the time of the Journal’s story, December 2017, there were cries for probes, criminal investigations, and any manner of federal oversight or restitution. In June 2018, the rules were officially repealed despite plans from the Government Accountability Office to look into the information-security controls at the FCC and as part of that the internet comment mechanism.

The troubling signs found in the FCC comments were not lost on more powerful persons, with twenty-eight senators writing a letter to the FCC asking for a delay in the net neutrality decision that was not granted despite the senators pointing out how rife with pollution the comment pool was.


The astroturfing efforts extended to other government regulators and regulations being debated. More than four thousand fake comments directed at the CFPB came through IssueHound, which charges interest groups to use its software to bring together people with shared opinions for these types of efforts. However, it is usually with pre-written statements sent to lawmakers or regulators versus comments on a regulation.

Comments on a proposed CFPB payday lending regulation included two hundred thousand comments with more than one hundred sentences each appearing in 350 separate comments. The Journal went on to review those comments with 40 percent of survey respondents saying they didn’t send the comments that, in the studied comments assessed by Quid, opposed the new regulations.

Ashley Marie Mireles was among those respondents and the Journal found that her comment originated from IssueHound and TelltheCFPB.com[URL inactive], a site set up by a payday-lending trade group. Other comments were found with the same origin and falsified identities.

The Journal reported: “The payday-lending trade group, Community Financial Services Association of America, used IssueHound and TelltheCFPB.com[URL inactive] to send comments on the payday-lending rule, said Dennis Shaul, the group’s CEO.”9

Shaul denied that the effort was anything more than a letter-writing campaign and expressed exasperation and disappointment at the Journal findings. The rules are going into place all the same in July 2019.

The same writers at the Wall Street Journal found the same suspicious discrepancies in the comments posted about the Department of Labor’s proposed fiduciary rule.

Among the thousands of comments to appear were a significant number of fakes, positioned against the proposed rulemaking and aimed at combating conflicts of interest when it came to financial retirement advice.


The rule would require investment advisers who guide retirement accounts to act in the client’s best interest. It was proposed during the Obama administration but not scheduled for implementation in full until July 2019, after a delay by the Trump administration. Eventually the rule was nullified in the courts.

An analysis of those comments by the Journal found rampant cases similar to the aforementioned foul play in which the comments were not written by those who they were attributed to on the site.

Forty percent of respondents to a survey sent out by the Journal and Mercury Analytics said they did not post the comment that had their name, address, phone number, and email. A labor department spokesman responded to the Journal saying that they remove incorrect comments when they are brought to their attention and that submitting those fraudulent comments to the federal government is a felony. This finding represented the fifth federal agency to have this fake comment problem.

The task of uncovering the problem is tricky as few federal agencies publish email addresses along with the comments, which makes it difficult to corroborate the sentiments or poke holes in the authenticity. All in all, the CFPB, FERC, SEC, and RCC were wrapped up in the issue. The findings by Grimaldi and Overberg in the Wall Street Journal were cited in the Senate when they called for a delay to the net neutrality ruling by the FCC.

For the fiduciary rule there, were also suspects whom would benefit from blurring the lines of support and deep pockets behind those special interests.

The fiduciary rule faced fervent opposition from insurance companies, mutual fund providers, and brokerage firms. They feared its passage would make it difficult to sell financial products with high fees that are good business for their bottom line. This was only worsened by the worries over added costs from procedural, transparency, and reporting requirements. There was concern about financial advisers being deterred from working with investors who only held small savings or low net worth.

This came to a head when the labor department, under the direction of Trump and his deregulatory agenda, pushed the rule back from its original implementation date of January 1, 2019, to July 1, 2019, pending a review of the economic impact.

While the Journal could not clarify who was posting the fraudulent comments, there was a lot to be gained by their sentiments being heard.

The Journal surveyed 345 commenters among the pool of 3,100-plus comments, specifically targeting those who were, on-face, not affiliated with known stakeholders, including the financial services industry and consumer groups, among others. Most of the comments in that sample were critical of the fiduciary rule.

“Failure to consider comments has become a factor in litigation, with judges sometimes forcing an agency to address comments it ignored,” the Journal story read.10

The results of the survey were compelling, as told by Grimaldi and Overberg: “The analytics firm that helped with the survey had a harsh take adding ‘that the practice of submitting comments without the approval of the individuals identified occurs with frequency.’”11

George Monbiot has extensively covered the problematic nature of astroturfing with an ever-increasing focus on how the internet and social media have unleashed the potential for these dishonest initiatives.

Monbiot had become associated with his coverage of astroturfing. After a piece in December of 2010, he received correspondence from a whistleblower. The contact had worked for a commercial team paid to find and infiltrate internet forums and comment sections at the behest of corporations to help their cause and argue with the opposition.

The effort described by the self-described whistleblower was complex and coordinated. Using some seventy personal profiles, they posed as the average Joe or Jane to avoid being recognized or spotlighted, as well as to aid in the guise that the corporate-friendly stances were felt by a large and diverse group of citizens:


The weapon used by both state and corporate players is a technique known as astroturfing. An astroturf campaign is one that mimics spontaneous grassroots [mobilizations] but which has in reality been [organized]. Anyone writing a comment piece in Mandarin critical of the Chinese government, for instance, is likely to be bombarded with abuse by people purporting to be ordinary citizens, upset by the slurs against their country.

But many of them aren’t upset: they are members of the 50 Cent Party, so-called because one Chinese government agency pays five mao (half a yuan) for every post its tame commenters write. Teams of these sock-puppets are hired by party leaders to drown out critical voices and derail intelligent debates.12



Monbiot dates his knowledge on the subject to just after the new millennium and an investigation undertaken by investigators Andy Rowell and Jonathan Matthews. Rowell and Matthews took interest in a list of comments made by a couple people going by the names Mary Murphy and Andura Smetacek. The aforementioned commenters were entering the fray in a discussion about a scientist’s findings on genetically modified plants in Mexico.

That 2002 investigation found that a Mary Murphy–authored message originated with a public relations company with a specialization in lobbying for the internet. Bivings Group was open about the role they played on their site saying, “there are some campaigns where it would be undesirable or even disastrous to let the audience know that your [organization] is directly involved . . . Message boards, chat rooms, and listservs are a great way to anonymously monitor what is being said. Once you are plugged into this world, it is possible to make postings to these outlets that present your position as an uninvolved third party.”13

Equally transparent were comments on their site from former clients, touting their great business partnership. Among the clientele offering testimonials on the site was a member of the upper management at biotech conglomerate, Monsanto. The glowing recommendation thanked Bivings for “outstanding work.”

British Broadcasting Corporation’s Newsnight program questioned a Bivings executive about the comments and they conceded that it was a Bivings employee or third-party clientele and not Mary Murphy who shared the opinions. Additionally, the Rowell and Matthews investigation, as cited by Monbiot, found that the other commenter, Smetacek, had messages linked to the IP address of the Monsanto headquarters in St. Louis. The creator of astroturf was trying to engage in the political namesake.

This made Monbiot view the comments sections of websites in a different light. He wrote: “Reading comment threads on the Guardian’s sites and elsewhere on the web, two patterns jump out at me. The first is that discussions of issues in which there’s little money at stake tend to be a lot more [civilized] than debates about issues where companies stand to lose or gain billions: such as climate change, public health and corporate tax avoidance. These are often [characterized] by amazing levels of abuse and disruption.”14

He goes on to describe the type of comments present on those touchy topics as efforts to “[ensure] that an intelligent discussion is almost impossible—which appears to be the point.” Monbiot continues: “The second pattern is the strong association between this tactic and a certain set of views: pro-corporate, anti-tax, anti-regulation. Both traditional conservatives and traditional progressives tend to be more willing to discuss an issue than these rightwing libertarians, many of whom seek to shut down debate.”15


Monbiot stops short of saying that comments are a complete paid enterprise but instead characterizes that “efforts to prevent intelligence from blooming seem to be [organized], and that neither website hosts nor other commenters know how to respond.”

The efforts and their results are cut and dry in the film (Astro)Turf Wars by Taki Oldham. Monbiot breaks down how the film shows the strategies and outcomes. He cites a part of the film in which a conservative libertarian organization called on those present at an event for a covertly recorded training to infiltrate various sites. Monbiot quotes the speaker, Austin James, saying, “Here’s what I do. I get on Amazon; I type in ‘Liberal books.’ I go through and I say ‘one star, one star, one star’.’ The flipside is you go to a conservative/ libertarian whatever, go to their products and give them five stars . . . This is where your kids get information: Rotten Tomatoes, Flixster. These are places where you can rate movies. So when you type in ‘Movies on healthcare,’ I don’t want Michael Moore’s to come up, so I always give it bad ratings. I spend about 30 minutes a day, just click, click, click, click . . . If there’s a place to comment, a place to rate, a place to share information, you have to do it. That’s how you control the online dialogue and give our ideas a fighting chance.”16

Just how insidious the situation is comes through when you look at the group hosting the event. American Majority get three-quarters of its funding from the nonprofit Sam Adam Alliance. In the organization’s inaugural year, nearly 90 percent of the funding came from a single donation of $3.7 million. That group training right wingers to tip the scales of online opinion was at the whim of a single organization at best and a single soul at worst.

“Every month more evidence piles up, suggesting that online comment threads and forums are being hijacked by people who aren’t what they seem,” Monbiot wrote in his column in the Guardian in February 2011. The anonymity of the web gives companies and governments golden opportunities to run astroturf operations: fake grassroots campaigns that create the impression that large numbers of people are demanding or opposing particular policies. This deception is most likely to occur where the interests of companies or governments come into conflict with the interests of the public.”17

Around the same time of the 2011 Monbiot dispatch was the release of emails from a US cybersecurity firm named HBGary Federal, which had been obtained by hackers. Those leaks show an operation of stunning technological sophistication and scope being mobilized to dilute First Amendment use by real citizens.

The Daily Kos reported on the HBGary leak and that it showed companies using “persona management software” aimed at increasing the effectivity of astroturfing operatives as they work their magic of making a single blade of astroturf appear as though it is a field of grassroots support, creating the appearance of substantial support for corporation’s and government’s efforts and prerogatives. Additionally, the software gave a realistic, well-rounded personal profile for a commenter with a name, email account (or several), web pages, and social media. Like a real, living, breathing person with an opinion that happens to fall in line with something that could be a boon for a powerful entity. The lines between person and fake profile are blurred. The software kept the fake accounts up-to-date with regular posts of content to keep the ruse believable. At that point humans can join the effort and capitalize on the prepared accounts that already had a well-rounded backstory to work off of with posted links, retweets, and posts dating back months. This made it easier for the blatantly one-sided opinions expressed going forward to seem more believable. Even more effective, according to the Daily Kos story, the astroturfers were able to “make it appear as if a persona was actually at a conference and introduce himself/herself to key individuals as part of the exercise . . . There are a variety of social media tricks we can use to add a level of realness to fictitious personas.”18


Those same leaks found that the United States Air Force was on the search for companies to supply them with that software. With it they planned to create “[ten] personas per user, replete with background, history, supporting details, and cyber presences that are technically, culturally, and geographically consistent . . . Personas must be able to appear to originate in nearly any part of the world and can interact through conventional online services and social media platforms,” according to the leaks. Additionally, they will look to give their astroturfers “randomly selected IP addresses through which they can access the internet . . . hiding the existence of the operation.”19

They also combined the web traffic from the astroturf with the traffic of users not involved in the effort to add cover. Finally, they attempted to use the same IP address to make the comments look like the same people over time, further developing the fake personas.

These leaks, reported by Daily Kos and cited by Monbiot, show the real danger of malevolent misdirection that can be created with ease on the internet. Not only is the web in jeopardy of being corrupted, but with the potential uses for which astroturfing can be deployed, democracy and the First Amendment also could be in the crosshairs. Over time, conversations of great importance can be derailed and overwhelmed by armies of astroturf. For all the voices given a platform by the world wide web there are avenues to be exploited by corporate interests, lobbying firms, and bad actors.

Adam Bienkov wrote an article outlining astroturfing for the Guardian in early 2012. The idea that a “pro-Kremlin group funded a vast network of online activists to create the illusion of widespread support for Vladimir Putin may seem like a bizarre tale restricted to an authoritarian state,” he wrote. But as he cautioned in the piece and is evident in practical research, this is a problem not reserved for third-world or totalitarian nations. With the help of technology, chiefly the internet, and legislation, above all Citizens United v. FEC, this is a problem as prevalent as ever and it knows no borders. Dictatorships may do it with ease due to the ease of restrictions, but the flourishing capitalistic Western states also see this problem due to the vast wealth in the hands of special interests, which is too easily funneled into politics or marketing. It can happen in online surveys or reviews of entertainment but can also be used to combat science and to silence dissent to power.

“Although usually associated with the internet, the practice has been widespread ever since newspaper editors first invented the letters page. Pick up any local paper around the time of an election and you will find multiple letters from ‘concerned residents of X’ objecting to the disastrous policies of Y. Similarly, concerned residents often turn up on talk radio shows and even in campaign literature,” wrote Bienkov. “New forms of software enable any [organization] with the funds and the know-how to conduct astroturfing on a far bigger scale than even the Kremlin could hope for.”20


Twitter and blogging have given a voice to millions and allowed genuine opposition movements to take their case to the masses. Censorship of these movements has not always proved effective, with only authoritarian governments possessing the means and the will to implement it. For big business and less repressive governments, the alternative of simply crowding out your opposition online must seem a far more attractive prospect. With a few computers and a handful of operatives, whole legions of supporters can be magicked out of thin air, and at a potentially lower cost than the ‘hundreds of thousands’ allegedly spent in Russia. How widespread these practices are is anyone’s guess, but as the size and influence of online debate increases, the demand for such astroturf services will only increase, too.21



Dating back to the 2016 US presidential election, it is clear that Russian interests with ties to the Kremlin, and possible nefarious ties stateside, ran a vast effort to undermine the debate and election that is supposed to be decided only by citizens of the United States. They flooded social media sites with messages in support and opposition to both parties and muddied the waters of what was real and fake to the detriment of truth itself. We are still sorting through the fallout and collateral damage to our democracy and the national conversation from that astroturf of historic proportions in the 2016 election. We still have not solved who exactly the benefactors were. That may just be because it is not over.
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