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AUTHOR’S NOTE



No Place to Hide would have gone nowhere without the intellectual and financial support of the Center for Investigative Reporting. The center is a stronghold of journalistic idealism. It exemplifies Brandeis’s idea that sunlight “is said to be the best of disinfectants” through its support of an array of muckraking projects. The center’s financial backing gave me the time to figure out a direction for the book, write a proposal, and travel extensively for original reporting at the project’s core. Some of that money came from philanthropic groups, including the Ford Foundation, the Deer Creek Foundation, and the Carnegie Corporation of New York.

As important as the money was the enthusiasm of the center’s director, Burt Glass, who thrashed through ideas with me during innumerable phone calls. Burt never wasted a chance to express his confidence in our endeavor.






To Christina




Men born to freedom are naturally alert to repel invasion of their liberty by evil-minded rulers. The greatest dangers to liberty lurk in insidious encroachment by men of zeal, well-meaning but without understanding.

—SUPREME COURT JUSTICE LOUIS D. BRANDEIS




NO PLACE

TO HIDE





INTRODUCTION:

NO PLACE TO HIDE



THE PENNSYLVANIA CONVENTION CENTER fills two long blocks in downtown Philadelphia. With more than 400,000 square feet of exhibition space, the main hall has enough room inside to hold a track meet, or six football fields, or some rather large parties. The center is known as the home of the city’s annual flower and car shows. Organizations from around the country also gather there for the proximity to the city’s historic sites: the nearby Liberty Bell, Independence Hall, and other landmarks from the nation’s birth seem to convey a certain integrity to their activities. It’s where the International Association of Chiefs of Police had its technology conference in October 2003.

For several days, thousands of law enforcement officials from the United States and abroad wandered through the exhibits. Some lingered at booths featuring dull black handguns. Others inspected a mini-tank designed for riots. They eyed crisp blue uniforms and tried on bulletproof vests. They formed a long line for the virtual shooting range, a training system that came complete with a life-sized culprit projected on a video screen. The pop, pop, pop of their practice sessions filled the air. But the great majority of police came to Philadelphia to look at a different sort of gear. They wanted the stuff of homeland security: databases and dossiers, surveillance cameras, and computer tools for intelligence analysts. And in greater numbers than ever before, the information industry was there to oblige them.

The center was abuzz with an atmosphere that could be described as part carnival, part science fiction. Row after row of pitch men and women touted their companies’ ability to preserve life and liberty by helping police watch everything more closely. One contractor, Raytheon Communications Infrared, displayed a car with a night-vision camera mounted on the roof. The FBI promoted its growing use of DNA to identify people, while Treasury agents touted their growing access to reports about suspicious bank accounts. PricewaterhouseCoopers, the accounting and consulting firm, was among those offering a slick handbook describing how best to seize computers, email, and telephone calls. There was even a group, partly funded by the Justice Department, giving away a CD showing local police how to become intelligence agencies, not just crime-busters. “Turn-Key Intelligence: Unlocking Your Agency’s Intelligence Capabilities,” the CD was labeled. “Today’s emphasis on intelligence makes it a must-do for most agencies in the United States.”

Near the entrance was information giant ChoicePoint, a Georgia company marketing its ability to deliver billions of records about Americans online to police in every state. Names, addresses, jobs, cars, family, criminal records. ChoicePoint collects, analyzes, and sells it all. Next to its booth were firms that help law enforcement manage the ChoicePoint files. One of them showed how it delivers the reports to cell phones, PalmPilots, and laptop computers. Another, Orion Scientific Systems, claimed to help police use the data to identify and track troublemakers who might be criminals or terrorists. “Orion develops and implements all-source automated collection and analytical tools designed for intelligence, law enforcement and global security analysis,” the company’s brochure said.

Not far away was a LexisNexis display. A salesman dressed in a golf shirt showed how the company’s own collection of personal records, legal cases, and billions of news articles can help track someone down. “We have a lot of derogatory information on people. Judgments, liens, bankruptcies… ,” the salesman said to a police chief from a little town in Kansas. Across the aisle was one of the LexisNexis partners, a technology company called I2, which does something called data mining. Data mining is a computer process that helps reduce the amount of time it takes to discover a nugget of information gold in a giant database from weeks or months to an instant or two. The I2 software spits out graphic displays about a person’s activities and associates that look like colorful spiderwebs. The company’s aim echoes the futuristic law enforcement world in the science fiction movie Minority Report, where one group of police specializes in rooting out actual crimes before they occur. “We are,” said I2 president John J. Reis, “principally a company whose focus is all about converting large volumes of information into actionable intelligence, to help the law enforcement and intelligence communities resolve crimes faster and through predictive analysis help to thwart crimes before they occur.”

There was a company called Identix whose salesman cheerfully demonstrated the workings of a small machine called IBIS. Though it looked like a handheld vacuum cleaner, it was actually an identity tool. The IBIS had a small hole in the front to electronically capture fingerprints. Above that was a dime-size lens that takes digital photos of a suspect’s face. The Identix salesman explained that the device was meant to improve police efficiency by enabling them to wire the finger-and face prints back to headquarters for verification. Identix also markets one of the nation’s most sophisticated face recognition programs.

In the back of the great hall was Verint Systems, a company whose name is derived from “verifiable intelligence.” Verint works closely with marketers, who use the company’s technology to track and assess customers. But it was there to promote its catalogue of surveillance gear. Verint had important contracts with the Defense and Justice departments, but it wanted to expand its market to state and local police. The company displayed eavesdropping equipment that could listen in on telephone calls, capture email from the Web, and sift through digital video recordings for suspicious behavior.

Generating its own buzz was a firm called Seisint, short for seismic intelligence. Seisint’s main product is Accurint, an information service that holds out the promise of giving police entry into society’s every nook and cranny. “Instantly FIND people, their assets, their relatives, their associates, and more,” the marketing material said. “Search the entire country for less than the cost of a phone call—a quarter.”

What made Seisint stand out, though, was a new service called the Multi-state Anti-Terrorism Information Exchange. Whimsically dubbed the Matrix, in a nod to the popular dystopian movie, the system combines commercially available details about American adults with millions of criminal and government records. That had never been done before, at least not publicly. The company wasn’t shy about what it could mean for regular cops. The “invisible become visible,” its leaflets said. (Police who had used Matrix gave it rave reviews. “It’s scary,” one said. “I mean, I can call up everything about you, your pictures and pictures of your neighbors.”)

Many at the expo knew that Justice Department and Homeland Security officials had budgeted millions of dollars for Matrix, possibly for use as an anchor in a national intelligence- and information-sharing system. Now police at the conference could see the fabled Matrix firsthand. All they had to do was sign up for a “law enforcement only” demonstration in the center’s Liberty Ballroom, which they did with enthusiasm. For some police, the power of it was irresistible.

 

AFTER THE TERROR ATTACKS on September 11, 2001, our government leaders could not resist the promise that information technology would make us safe again. Even as the fires burned where almost three thousand people had died, they turned to computers, surveillance gear, and mountains of information about Americans as part of their nascent war on terror. This was an earnest impulse, shared by small-town police and G-men alike. If we could only know more about everyone, they reasoned, we would be able to discern the lethal few from the many good.

That fantasy had been brewing in the law enforcement world for a long time. It took a data revolution to make it feasible on an epic scale. Suddenly, after the terror attacks, the government was wedded as never before to the revolutionaries: the many information brokers, database marketers, and technology makers who had quietly amassed vast reservoirs of information about us and created tools to track, assess, and predict our behavior.

The collection of personal information has long been a part of American culture. The sweep and depth and pace of that collection took on dramatic new dimensions in the 1990s, thanks in large part to profound improvements in computing and the advent of the Internet. Much of this took place out of the public’s view, and largely without the public’s direct consent. In some cases, data entrepreneurs sold their services to police as a way to streamline law enforcement. In many others, marketers simply wanted to know their customers better. They wanted to automate the process of customer relationships. They asked questions that could only be answered with more data. Who is someone really? What motivates people? How are they likely to behave? How can we get them to open their wallets? How do we separate the relatively few very profitable customers from the rest?

These questions are a lot harder than they might seem at first glance. To answer them, companies of all stripes went on a data collection binge, gathering, parsing, and shaping more information about more people than ever before in history. It wasn’t just the credit bureaus or banks or those people who called incessantly at dinnertime. It was the Safeway or Vons groceries where you bought your steaks and beer and diapers. It was the CVS Pharmacy where you filled your Valium prescription. It was US Airways or American Airlines. The politicians to whom you donated money. The company that issued your Visa card. The publishers of Vogue and The New Yorker and the other magazines you read. The direct mailer who sold you sex toys. It was the company that gave you a toll-free number to make life more convenient, the electronic toll operator, countless World Wide Web sites and companies you’ve never heard about, who harvest data from surveys, public records, credit card applications, warranty cards, and so many other forms, like giant combines harvesting wheat.

That was only the beginning. New devices emerged that enabled mobile phone companies to say precisely where you stood on the planet. Grocery stores and banks began using electronic fingerprint readers to authenticate who you were—or give you the discounts you wanted. Tiny radio frequency identification devices, some as small as fleas, could be embedded in product packages, clothing, or even money, enabling another sort of tracking that was impossible before. Computer processors monitored the location and activity of cars. And computer software enabled individual banks to watch and assess every one of millions of transactions on a given day, looking for signs that you might be a criminal, a tax cheat, or have questionable ties to unsavory people. Cities and businesses and schools installed more and more cameras, some loaded with automated face recognition programs.

Almost everyone you do business with collected information about you, sold it to someone else, or sifted it for their own mercantile ends. In some cases, you eagerly sought out the benefits and conveniences they offered in exchange for your information. By now those bargains are being transformed, usually without your input, into a public-private security infrastructure, the likes of which the world has never seen.

 

THE GOVERNMENT’S TURN TO SURVEILLANCE was almost reflexive. Within hours of the 9/11 attacks, officials everywhere sought out private companies: Could they help track down the terrorists and bolster homeland security? Not since Pearl Harbor had the nation faced as devastating an attack. In 1941 and 1942, heavy industry responded with a massive boost in production of trucks, tanks, bullets, and shells. Now the government was asking Information Age businesses for a different sort of materiel. Swept away by a patriotic fervor, information technology specialists flung open giant computer systems across the country to help law enforcement and intelligence agencies search for clues about the nineteen hijackers and their accomplices.

Financial institutions gave access to credit card activity. Banks pored through customer accounts. Internet service providers helped trace email and account details. Data giants such as Acxiom Corp., ChoicePoint, and Seisint searched through billions of demographic and marketing records on behalf of investigators, often using thin threads of information about suspects to pull together hefty dossiers about their time in the United States. Northwest, JetBlue, American, and other airlines handed over manifests about passengers from across the country. Never mind the carefully crafted privacy promises, issued over the years to soothe customers.

At the same time, hundreds of companies followed through on a wartime tradition: they swamped Washington’s bureaucracy with profitable proposals. Data mines. National IDs. Fingerprint readers. Sensors that can remotely replicate an agent’s “sixth sense” of imminent trouble. The list goes on and on. Even in a nation long anxious about the specter of Big Brother, all this seemed to make sense to many people, at least at the time. No one knew where the next attack would occur. Much of the country braced itself for atomic bomb explosions or the spread of anthrax. The White House said it needed to fight an unorthodox war. Counterterrorism authorities charged with keeping us safe said, over and over, that meant more data and more intelligence. The USA Patriot Act dramatically expanded the government’s ability to eavesdrop and snoop with little public oversight. It is only one of many powers the government has invoked to collect information in the war on terror. The Defense Advanced Research Projects Agency even created an ominous new branch, the Information Awareness Office, which began work on a global surveillance system. “I’d be happy to trade off some of my freedom for security” became a common refrain. So intent was the push for security that few people contemplated, let alone questioned, the consequences of the government’s aggressive acquisition of personal information and the sudden, fearful acquiescence of American citizens.

There’s no disputing that expanded use of surveillance and dataveillance has helped the government in important ways. And it’s no stretch to say information technology will be a crucial part of the war on terror for the rest of our lives. Authorities have detained scores of suspected terrorists, based on evidence they collected surreptitiously. They also are sharing information and intelligence far more readily, from small-town agencies to the CIA. That’s due in part to pathbreaking networks and information systems, such as the Matrix, as well as to changes in law enforcement culture. But few people understand the true scope of these efforts, and for good reasons. Our leaders have often invoked national security concerns to cloak their activities in secrecy. White House and Justice Department officials declined to spell out publicly all the measures they’re taking, even to Congress in some cases. Attorney General John Ashcroft, meanwhile, urged agencies to narrowly interpret requests made under federal Freedom of Information laws. The evidence is there, though. Many documents and interviews with business and government officials show that authorities have ripped through old restraints on government surveillance, often with the best intentions, certainly with new legal authorities. To be sure, there have been setbacks for the government along the way. Privacy advocates have hindered some projects, such as the Defense Department’s Total Information Awareness initiative and the Matrix, both of which came under intense criticism after becoming public. This resistance cut across ideological lines, but it is episodic and ad hoc. The drive for more monitoring, data collection, and analysis is relentless and entrepreneurial. Where one effort ends, another begins, often with the same technology and aims. Total Information Awareness may be gone, but it’s not forgotten. Other kinds of Matrix systems are already in the works. And since the approval of the USA Patriot Act in October 2001, the Justice Department has never stopped seeking ever broader authorities, whether through a Patriot Act II or, as in the spring of 2004, demands for unprecedented access to communication online.

The government’s ability to examine our lives is only going to increase in coming years, as the National Commission on Terrorist Attacks Upon the United States made clear in a landmark report in the summer of 2004. After analyzing the intelligence and security failures that preceded the terror attacks, the group, better known as the 9/11 Commission, called for standardized identification, widespread use of fingerprints and other biometrics, far greater information sharing, and a consolidated intelligence system. Such measures are crucial to our security, the Commission concluded, even though they will raise profound new questions about our civil liberties. “Even without the changes we recommend,” the report said, “the American public has vested enormous authority in the U.S. government” [p. 394].

Surveillance comes with a price. It dulls the edge of public debate, imposes a sense of conformity, introduces the uneasy feeling of being watched. It chills culture and stifles dissent. By definition, it is often secret and hard to hold to account. That is why in the 1970s Congress shut down domestic intelligence operations that had led to so many abuses by the FBI, CIA, the U.S. Army, and others. It’s also why it passed information and privacy laws. These not only restricted how the government could collect and use information about citizens. They required agencies to be more open. The new legal authorities and the government’s partnership with private information companies now pose a direct threat to this three-decade-old effort toward openness. It’s a simple fact that private companies can collect information about people in ways the government can’t. At the same time, they can’t be held accountable for their behavior or their mistakes the way government agencies can. Their capabilities have raced far ahead of the nation’s understanding and laws. The legacy of these efforts will be with us for many years.

Peter Swire, who served as the nation’s first privacy counselor in the Clinton administration, has warned that we’re heading toward the creation of a “security-industrial complex.” He intentionally echoed a famous phrase in the prophetic speech that President Dwight Eisenhower gave on the occasion of his departure from the White House in1961. “In the councils of government, we must guard against the acquisition of unwarranted influence, whether sought or unsought, by the military-industrial complex. The potential for the disastrous rise of misplaced power exists and will persist,” Eisenhower said. “We must never let the weight of this combination endanger our liberties or democratic processes. We should take nothing for granted. Only an alert and knowledgeable citizenry can compel the proper meshing of the huge industrial and military machinery of defense with our peaceful methods and goals, so that security and liberty may prosper together.”

Swire, a business law professor at the Moritz College of Law of the Ohio State University, contends that national security is being invoked to justify measures that threaten some of the traditions—of individual privacy, autonomy, and civil liberties—that help define our national character. Behind these measures are self-interested companies—increasingly powerful private contractors to which the government is outsourcing many of the exigencies of surveillance and security. “You have government on a holy mission to ramp up information gathering and you have an information technology industry desperate for new markets,” Swire said. “Once this is done, you will have unprecedented snooping abilities. What will happen to our private lives if we’re under constant surveillance?”

 

ON MARCH 15, 2002, at a coliseum in Fayetteville, North Carolina, President George W. Bush beamed as the soldiers from Fort Bragg and their families chanted: “U.S.A.! U.S.A.! U.S.A!”

The memories of the attacks six months before were fresh. The president was there to spell out his plans for a long, relentless war on terror. “We want every terrorist to be made to live like an international fugitive, on the road, with no place to settle, no place to organize, no place to hide.”

It was a powerful moment. It also was an ironic echo to a warning from Senator Frank Church three decades before. Church had served as head of a commission formed to examine the nation’s history of domestic surveillance. He had seen firsthand what can happen when law enforcement and intelligence agencies amass too much secret influence. In the late 1960s and early 1970s, some worked outside the rules, targeting innocent people and groups for their political views, or because someone mistakenly assumed an individual posed a threat. Church was especially concerned about the government’s use of computers and eavesdropping technology. Such equipment, he said, could serve as a powerful weapon abroad. The use of it could also spin out of control, especially in the hands of tyrannical leaders.

“That capability at any time could be turned around on the American people and no American would have any privacy left, such is the capability to monitor everything—telephone conversations, telegrams, it doesn’t matter,” he said on a television news program in 1975. “There would be no place to hide.”

Like it or not, the technology is now being turned on American citizens and foreigners alike. It is being deployed at every level of law enforcement and intelligence. It’s vastly more powerful, varied, and sophisticated than Church ever contemplated those many years ago. As a consequence, the president’s wish may come true, and the terrorist will have no place to hide. But then, there’s a chance that neither will we.
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SIX WEEKS IN AUTUMN




ASSISTANT ATTORNEY GENERAL VIET DINH took his seat in La Colline restaurant on Capitol Hill and signaled for a cup of coffee. It was one of those standard Washington breakfasts, where politicos mix schmoozing and big ideas to start their days.

An intense foot soldier for Attorney General Ashcroft, Dinh had been in his job for only a few months. He wanted to make a good impression on others at the session and craved the caffeine to keep his edge. As he sipped his fourth cup and listened to the patter of White House and Hill staffers, a young man darted up to the table. “A plane has crashed,” he said. “It hit the World Trade Center.”

Dinh and the rest of the voluble group went silent. Then their beepers began chirping in unison. At another time, it might have seemed funny, a Type-A Washington moment. Now they looked at one another and rushed out of the restaurant. It was about 9:30 am on September 11, 2001.

Dinh hurried back to the Justice Department, where the building was being evacuated. Like countless other Americans, he was already consumed with a desire to strike back. Unlike most, however, he had an inkling of how: by doing whatever was necessary to strengthen the government’s legal hand against terrorists.

 

JIM DEMPSEY WAS SIFTING THROUGH EMAILS at his office at the Center for Democracy and Technology on Farragut Square when his boss, Jerry Berman, rushed in. “Turn on the TV,” Berman said. Dempsey reached for the remote, and images came rushing at him. Crisp sunshine. Lower Manhattan glinting in the brilliance. A jetliner cutting through the scene.

Dempsey was a lanky and slow-speaking former Hill staffer who combined a meticulous attention to detail with an aw-shucks demeanor. Since the early 1990s, he has been one of the leading watch-dogs of FBI surveillance initiatives, a reasoned and respected civil liberties advocate routinely summoned to the Hill by both political parties to advise lawmakers about technology and privacy issues.

As he watched the smoke and flames engulf the World Trade Center, he knew it was the work of terrorists, and the FBI was foremost in his mind. “They have screwed up so bad,” he said to himself. “With all the powers and resources that they have, they should have caught these guys.”

At the same moment, it dawned on him that his work—and the work of many civil liberties activists over the years to check the increasingly aggressive use of technology by law enforcement officials—was about to be undone.

 

THE CAR ARRIVED at Senator Patrick Leahy’s house in northern Virginia shortly after 9 am. The Vermont Democrat took his place in the front seat and, as the car coursed toward the Potomac, he read through some notes about the pending nomination of a new drug czar and thought about a meeting that morning at the Supreme Court.

Half-listening to the radio, Leahy heard something about an explosion and the World Trade Center. He asked the driver to turn it up, then called some friends in New York. They told him what they were seeing on television. It sounded ominous. The car continued toward the Supreme Court and the conference he was to attend with Chief Justice William Rehnquist and circuit court judges from around the country. Leahy headed to the Court’s conference room, with its thickly carpeted floors and oak-paneled walls lined with portraits of the first eight chief justices. When Rehnquist arrived, Leahy leaned toward him and whispered, “Bill, before we start, I believe we have a terrorist attack.”

As if on cue, a muffled boom echoed through the room. Smoke began rising across the Potomac from the Pentagon.

Leahy chaired the Senate Judiciary Committee, putting him at the center of an inevitable debate about how to fight back. Leahy was one of Congress’s most liberal members, a longtime proponent of civil liberties who had always worked to keep the government from trampling individual rights. But Leahy was also a former prosecutor, a pragmatist who understood what investigators were up against in trying to identify and bring down terrorists.

He knew that conservatives were going to press him for more police powers while civil libertarians would look to him as their standard-bearer. Leahy wanted to strike the right balance. But after watching an F-16 roar over the Mall that afternoon, he resolved to do whatever he could, as a patriot and a Democrat, to give law enforcement officials more tools to stop future attacks.

 

THE ATTACKS ON THE WORLD TRADE CENTER and the Pentagon didn’t just set off a national wave of mourning and ire. They reignited and reshaped a smoldering debate over the proper use of government power to peer into the lives of ordinary people.

The argument boiled down to this: In an age of high-tech terror, what is the proper balance between national security and the privacy of millions of Americans, whose personal information is already more widely available than ever before? Telephone records, emails, oceans of detail about individuals’ lives—the government wanted access to all of it to hunt down terrorists before they struck.

For six weeks that fall, behind a veneer of national solidarity and bipartisanship, Washington leaders engaged in pitched, closed-door arguments over how much new power the government should have in the name of national security. They were grappling not only with the specter of more terrorist attacks but also with the chilling memories of Cold War Red-baiting, J. Edgar Hoover’s smear campaigns, and Watergate-era wiretaps.

At the core of the dispute was a body of little known laws and rules that, over the last half century, defined and limited the government’s ability to snoop: Title III of the Omnibus Crime Control and Safe Streets Act governed electronic eavesdropping. The “pen register, trap and trace” rules covered the use of devices to track the origin and destination of telephone calls. The Foreign Intelligence Surveillance Act, or FISA, regulated the power to spy domestically when seeking foreign intelligence information.

The White House, the Justice Department, and their allies in Congress now wanted to ease those restraints, and they wanted to do it as quickly as possible. Though put into place to protect individuals and political groups from past abuses by the FBI, CIA, and others, the restrictions were partly to blame for the intelligence gaps on September 11, the government said. Implicit in that wish list was the desire to tap into the data revolution. In the previous decade, the world had watched the power of computers increase at an extraordinary pace. At the same time, the price of data storage plummeted, while new software tools enabled analysts to tap into giant reservoirs of names, addresses, purchases, and other details, and make sense of it all. It was a kind of surveillance that didn’t rely only on cameras and eavesdropping. This was the age of behavioral profiling and at the front were the marketers who wanted you to open your wallet. Now the government wanted their help.

The administration also wanted new authority to secretly detain individuals suspected of terrorism and to enlist banks and other financial services companies in the search for terrorist financing. Law enforcement sought broad access to business databases filled with information about the lives of ordinary citizens. All this detail could help investigators search for links among plotters.

Jim Dempsey and other civil libertarians agreed that the existing laws were outdated, but for precisely the opposite reason—because they already gave the government access to immense amounts of information unavailable a decade ago. Handing investigators even more power, they warned, would lead to privacy invasions and abuses.

 

THEY STARED AT A TELEVISION in the bright sunroom of Dinh’s Chevy Chase home, a handful of policy specialists from the Justice Department who wondered what to do next. Only hours before, they had fled their offices, cringing as fighter jets patrolled Washington’s skies. Now, as news programs replayed the destruction, they talked about their friend Barbara Olson, conservative commentator and wife of Solicitor General Ted Olson. She was aboard American Airlines Flight 77 when it crashed into the Pentagon.

Dinh couldn’t believe Barbara was gone. He’d just had dinner at the Olsons’ house two nights before, and she had been in rare form. Her humor was irrepressible. Dinh passed around a book of photography she had signed and given to him and the other dinner guests, Washington, D.C.: Then and Now.

It was hard to process so much death amid so much sunshine. Dinh and his colleagues tried to focus on the work ahead. They agreed they faced a monumental, even historic task: a long-overdue reworking of anti-terrorism laws to prevent something like this from happening again on American soil. Their marching orders came the next morning, as they reconvened in a conference room in Dinh’s suite of offices on the fourth floor of Justice. Ashcroft wasn’t there—he was in hiding along with other senior government officials. Just before the meeting, Dinh had spoken to Adam Ciongoli, Ashcroft’s counselor, who conveyed the attorney general’s desires.

“Beginning immediately,” Dinh told the half dozen policy advisers and lawyers, “we will work on a package of authorities”—sweeping, dramatic, and based on practical recommendations from FBI agents and Justice Department lawyers in the field. “The charge [from Ashcroft] was very, very clear: ‘all that is necessary for law enforcement, within the bounds of the Constitution, to discharge the obligation to fight this war against terror,’” he said.

Dinh’s enthusiasm for the task was evident. At thirty-four, he seemed perpetually jazzed up, smiled often and spoke quickly, as though his words, inflected with the accent of his native Vietnam, couldn’t keep up with his ideas. A graduate of Harvard Law School, he had learned his way around Washington as an associate special counsel to the Senate Whitewater committee, and as a special counsel to Senator Pete Domenici (R-N.M.) during the Clinton impeachment trial. “What are the problems?” Dinh asked the group around the table.

For the next several hours—indeed, over the next several days—Dinh’s colleagues catalogued gripes about the legal restraints on detective and intelligence work. Some of the complaints had been bouncing around the FBI and Justice Department for years. Because of the law’s peculiarities, it was unclear if investigators were allowed to track the destination and origin of email the same way they could phone calls. They could obtain search warrants more easily for a telephone tape machine than for commercial voice-mail services. And the amount of information that intelligence agents and criminal investigators were permitted to share was limited, making it much harder to target and jail terrorists.

All of this, the lawyers agreed, had to change. Now.

 

JIM DEMPSEY WAS SWAMPED. Reporters, other activists, congressional staffers—everyone wanted his take on how far the Justice Department and Congress would go in reaction to the attacks. “We were getting fifty calls a day,” he recalled. Dempsey knew Congress would not have the will to resist granting dramatic new powers to law enforcement. It was a classic dynamic: Something terrible happens. Legislators rush to respond. They don’t have time to investigate the policy implications thoroughly, so they reach for what’s available and push it through.

That was a nightmare for Dempsey. Looking for signs of hope that the legislative process could be slowed, even if it could not be stopped, he made his own calls around town. “A crisis mentality emerges, and there was clearly a crisis…. The push for action, the appearance of action, becomes so great.”

Within days of the attack, a handful of lawmakers took to the Senate floor with legislation that had been proposed and shot down in recent years because of civil liberties concerns. Many of the proposals had originally had nothing to do with terrorism. One bill, called the Combating Terrorism Act, proposed expanding the government’s authority to trace telephone calls to include email. It was a legacy of FBI efforts to expand surveillance powers during the Clinton administration, which had supported a variety of technology-oriented proposals opposed by civil libertarians. Now it was hauled out and approved in minutes.

One of the few voices advocating calm deliberation was Patrick Leahy. It was not clear what he would be able to do in such a highly charged atmosphere.

 

ACROSS THE CITY and across the country, other civil libertarians braced themselves for the fallout from the attacks. Among them was Morton Halperin, former head of the Washington office of the American Civil Liberties Union and a former national security official in three administrations. Halperin, a senior fellow at the Council on Foreign Relations, was personally familiar with government surveillance.

While working as a National Security Council staffer in the Nixon administration, Halperin was suspected of leaking information about the secret U.S. bombing of Cambodia. His house was wiretapped by the FBI, and the taps continued for months after he left the government.

Now, twenty-four hours after the attacks, he read an email from a member of an online group that had been formed to fight a Clinton administration plan to make publishing classified materials a crime. The writer warned the plan would be reprised. Halperin had been anticipating this moment for years. More than a decade ago, he wrote an essay predicting that terrorism would replace communism as the main justification for domestic surveillance. “I sat and stared at that email for a few minutes and decided that I could not do my regular job, that I had to deal with this,” he would say later.

Halperin banged out a call to arms on his computer. “There can be no doubt that we will hear calls in the next few days for congress to enact sweeping legislation to deal with terrorism,” he wrote in the email to more than two dozen civil libertarians on September 12. “This will include not only the secrecy provision, but also broad authority to conduct electronic and other surveillance and to investigate political groups…. We should not wait.”

Within hours, Jim Dempsey, Marc Rotenberg from the Electronic Privacy Information Center, and others had offered their support. Their plan: To build on Halperin’s call for legislative restraint while striking a sympathetic note about the victims of the attacks. They started putting together a meeting to sign off on a civil liberties manifesto: “In Defense of Freedom at a Time of Crisis.”

Underlying the discussion about how to respond to the terror attacks was the mid-1970s investigation, led by Senator Frank Church (D- Idaho), into the government’s sordid history of domestic spying. Through hundreds of interviews and the examination of tens of thousands of documents, the Church Committee found that the FBI, the CIA, and other government agencies had engaged in pervasive surveillance of politicians, religious organizations, women’s rights advocates, anti-war groups, and civil liberties activists.

At FBI headquarters in Washington, agents had developed more than half a million domestic intelligence files during the Cold War. The CIA had secretly opened and often photographed almost a quarter-million letters in the United States from 1953 to 1973. One of the most egregious intelligence abuses was an FBI counterintelligence program known as COINTELPRO. It was, the Church Report said, “designed to ‘disrupt’ groups and ‘neutralize’ individuals deemed to be threats to domestic security.” Among other things, COINTELPRO operations included undermining the jobs of political activists, sending anonymous letters to “spouses of intelligence targets for the purposes of destroying their marriages,” and a systematic campaign to undermine the Reverend Martin Luther King, Jr.’s, civil rights efforts through leaked information about his personal life. “Too many people have been spied upon by too many government agencies and too much information has been collected” through secret informants, wiretaps, bugs, surreptitious mail opening, and break-ins, the Church Report had warned.

 

CHRISTOPHER PYLE, a professor at Mount Holyoke College, remembers those days well. In 1967 and 1968, while serving in the Army, he taught law at the Army’s intelligence school at Fort Holabird, Maryland. One of his classes focused on CONUS intelligence and spot reports, the Army’s shorthand for intelligence in the continental United States. No one told him exactly what to teach, so he concentrated on what he thought the Army might need to quell riots, the use of maps, layouts of city parks for bivouacs, the configuration of bridges, so that Army trucks would not get stuck under them or fall through them on the way to a crisis. One day an officer directly involved in actual CONUS intelligence operations approached him.

“Captain Pyle, you don’t know much about this, do you?”

“No,” Pyle said. “What can you tell me?”

Pyle and another instructor arranged for a briefing. They were taken to a huge building that once had been used to assemble railroad engines. It had a large black arch and, in one brightly lit room, an interior cage made of mesh wire. Pyle walked into the cage, where an officer showed him books containing mug shots. He looked in the first volume and saw a familiar face. It was Ralph David Abernathy, Martin Luther King’s assistant. Officers called the books the “black list.” As Pyle recalled it, they were actually labeled: persons active in civil disturbances. On a bench near the books was a stack of computer punch cards, the kind used in the 1960s to program the cutting-edge machines of the day. Written on the cards in pencil were the names of people whose information the cards contained. The top card was about Arlo Tatum, a man Pyle knew as the head of the Central Committee for Conscientious Objectors in Philadelphia, a group of activists who advised soldiers and others about their rights. Outside the cage, Pyle saw more than a dozen teletype machines. The head of the CONUS intelligence section told him they were spitting out reports from some fifteen hundred Army operatives about demonstrations with twenty people or more. Pyle was starting to understand how naive he’d been. He began formulating a plan. He would be getting out of the Army soon. He could tell the world about what was going on. When he joined the Army he took an oath to defend the country against all enemies, here and abroad. In his mind now, that included the Army’s intelligence operation. They turned in their security badges and left the building.

“So I turned to the briefer and said, ‘This is really terrific stuff. You are doing a great job. Do you have anything I can show my students?’”

The briefer gave him teletype printouts for the week of March 11–18, 1968. One of the reports on it told of undercover Army agents attending a meeting at a Unitarian church. Pyle thanked him and turned in his security badge for the building. “It was very clear to me that we had just witnessed the essential apparatus of a police state,” Pyle said. “It wasn’t that these people were trying to create a police state. They were very nice people. The kind that you would want as your friends and neighbors. But they were creating a reporting apparatus that was covering millions of Americans engaged in completely lawful activity.”

Pyle left the Army as planned, and in January 1970 he wrote a long story about the Army’s vast and growing spy operations. The article, which won a Polk Award in 1971 for The Washington Monthly, began: “For the past four years, the U.S. Army has been closely watching civilian political activity within the United States.”

 

PYLE’S JOURNALISM PROVIDED one of the first major revelations about the depth and breadth of government spying. His stories prompted hearings by Senator Sam Ervin, which Pyle helped organize. As a result of the scrutiny, the Army soon shut down its domestic surveillance efforts.

Similar operations came to light in the next few years, including those run by the FBI, CIA, and other agencies, and Congress responded to them as well. The result was a series of laws aimed at curbing government abuses. The Privacy Act of 1974 gave individuals new rights to know and correct what the government was collecting and sharing about them. The Foreign Intelligence Surveillance Act (FISA) of 1978 gave broad powers for counterintelligence officials to monitor the agents of foreign countries. It also created restrictions. Under FISA, authorities had to demonstrate, to the supersecret Foreign Intelligence Surveillance Court, that the principal purpose for their surveillance was foreign intelligence. But the law also restricted the use of those powers for domestic criminal investigations and prosecutions.

Those laws provided ballast for civil liberties protections for three decades. Civil liberties activists even consider FISA a key safeguard against domestic spying. This despite all the secrecy surrounding it, and the fact that the FISA court almost never denied an application for electronic surveillance. Some conservatives have contended that the law created unnecessary, even absurd barriers between criminal and intelligence investigators.

By the time of the Patriot Act debates, the Bush administration believed those barriers were getting in the way of uncovering terrorist cells operating in the United States and abroad. Law enforcement authorities chafed at internal guidelines imposed by the Justice Department in response to the Church Committee revelations. They claimed agents weren’t allowed to monitor religious services without evidence of a crime, for instance, which made it hard to investigate mosques that might be harboring terrorists. Ashcroft claimed that the rules even prohibited investigators from surfing the Web for information about suspects.

When Dinh and his team began taking stock of needed legal changes, the legacy of the Church Committee loomed large. They saw a chance to turn back the clock. Standing in their way were people like Dempsey and Halperin.

 

SCORES OF PEOPLE streamed into the ACLU’s white stucco town house on Capitol Hill on the Friday after the attacks, responding to Halperin’s email and calls from ACLU lobbyists. As with so many privacy battles, there were some strikingly strange bedfellows in attendance: liberal immigration rights groups, libertarians from the conservative Free Congress Foundation and Eagle Forum, technology-savvy activists from the Electronic Privacy Information Center and the Center for Democracy and Technology.

They filled the main conference room downstairs, overflowing through French doors into a garden, and up the stairway to the ACLU’s offices. The ACLU’s headquarters, later relocated downtown, had been the site of countless strategy meetings over the years on abortion rights, civil rights, freedom of speech, and religious freedom. “I had never seen that kind of turnout in twenty-five years,” said Laura Murphy, director of the ACLU’s national office. “People were worried. They just knew this was a recipe for government overreaching.”

They also grasped the difficulty of their position. They were trying to persuade Americans to hold fast to concerns about individual freedom and privacy while the vast majority of people were terrified. Polls that fall showed that most people were more than willing to trade off civil liberties and privacy protections for more security. Even normally privacy-minded lawmakers, including Senators Dianne Feinstein (D-Calif.) and Charles Schumer (D-N.Y.), had no intention of questioning efforts to push a bill through quickly. Representative Bob Barr (R-Ga.), a staunch conservative and dedicated privacy advocate, couldn’t offer much hope. Barr and Murphy had worked closely together in recent years, though they came from different ends of the political spectrum. When she called him after the attacks, he confessed there was probably little he could do to temper the fervor gripping Washington. After debate over how to express clear sympathy for the victims of the attack, the group worked out a ten-point statement. “We must have faith in our democratic system and our Constitution, and in our ability to protect at the same time both the freedom and the security of all Americans,” read point No. 10. The document was signed by representatives of more than 150 groups, including religious organizations, gun owners, police, and conservative activists. A few days later, they released it at a press conference and posted it on a Web site.

What kind of impact did it have? Apparently not much. A year later, several key officials from the White House and Justice Department said they had never heard of the appeal.

 

SENATOR LEAHY WOULD DESCRIBE those days as among the most challenging and emotional of his twenty-eight years in the Senate. He was saddled with the responsibility of crafting the Senate proposal for anti-terrorism legislation. He didn’t want to ram a bad law through Congress, but he also didn’t want to be seen as an obstructionist. He offered to negotiate a bill directly with the White House, avoiding the time-consuming committee approval process. Now he had to come up with a way of maintaining meaningful privacy protections while expanding the government’s surveillance powers.

As he worked to reconcile those competing interests, he took long walks around the Capitol and down to the Mall. Everywhere he went, the mood was grim. “I saw the same faces as I did when I was a law school student [in the District] and President Kennedy had been killed,” Leahy said. “I saw the same shock, and I wanted to make sure our shock didn’t turn into panic.” It was crucial, Leahy thought, to take enough time with the legislation to get it right.

In the weeks before September 11, Leahy and Attorney General Ashcroft had consulted frequently on a major overhaul of the FBI, which was under fire for bungling a series of high-profile cases. But the terrorist attacks quickly strained their amicable relations. Within days, Ashcroft held a press conference and called on Congress to approve the Justice Department’s legislative plan in a week’s time. Leahy was surprised—and irritated. The implication, Leahy says, was “we were going to have another attack if we did not agree to this immediately.”

But if he balked, Leahy risked getting hammered as soft on terrorism—or so he and other Democrats feared. Leahy, backed by other Democrats, had begun working on his own anti-terrorism bill, a 165-page tome called the Uniting and Strengthening America Act. On September 19, congressional, White House, and Justice leaders gathered in an ornate room in the Capitol to exchange proposals.

Leahy, Orrin Hatch (R-Utah), Richard Shelby (R-Ala.), and others were there from the Senate. House Majority Leader Richard Armey (RTex.), John Conyers, Jr. (D-Mich.), and others represented the House. From the White House came counsel Alberto Gonzales. Ashcroft, Dinh, and their entourage arrived from Justice. As the meeting got started, Dinh made a beeline for a seat near the head of the conference table. Leahy and his colleagues raised their eyebrows and shook their heads. Only members of Congress were supposed to sit at the table, one of the senators told Dinh, asking him to sit with the rest of the staff.

Dinh wasn’t troubled by his faux pas. He and his staff were too focused on the forty-page proposal they’d brought with them, the fruit of several all-nighters at Justice. During the crash drafting effort, Dinh had slept on a black leather couch, beneath an American flag, not far from a worn paperback copy of The Federalist Papers. He handed out copies of his proposal. Leahy did the same with his draft, stressing that he thought the group should move forward deliberately.

It turned out the proposals were similar in some key respects. Both bills called for updates to the pen register and trap and trace laws, clarifying how they applied to email and the Internet. Both included provisions bolstering money-laundering and wiretap laws. They also proposed making it easier for authorities to get approval for wiretaps in spying and counterintelligence cases. The administration proposal, however, went much further. It called for indefinite detention of any noncitizen the attorney general “has reason to believe may further or facilitate acts of terrorism,” as well as the unrestricted sharing of grand jury and eavesdropping data throughout the government. It permitted Internet service providers or employers to voluntarily allow the FBI to tap email. And it made a small but important modification to the FISA law, changing the legal language so that foreign intelligence had to be only “a” purpose of an investigation, rather than “the” purpose, to secure surveillance authority.

Leahy and some of the other lawmakers murmured about those last provisions. Giving criminal investigators unchecked access to FISA powers could break down constitutional safeguards against unreasonable searches and seizures, leading to abuses against U.S. citizens. Dick Armey, one of the most conservative members in Congress, also expressed concern. It was Armey, in fact, who was already discussing a “sunset” provision to the new law, placing time limits on how long parts of it would remain in effect. A sunset provision would guarantee that some of the most troubling new powers would be revisited by Congress, giving lawmakers an important check on executive authority. “There were a lot of people in the room, both Republican and Democrat,” Leahy said later, “who were not about to give the unfettered power the attorney general wanted.”

Armey also warned that it might take a few weeks to adopt a bill. In effect, he was urging Ashcroft to back away from his public pressure to approve a law in the next few days. When the group emerged from the meeting, Ashcroft changed his tone slightly, telling reporters that he wanted to pass a bill as quickly as possible. Leahy likewise struck a conciliatory note. “We’re trying to find a middle ground, and I think we can,” he said that day. “We probably agree on more than we disagree on.”

Leahy also made it clear he would not be rushed into approving a bill. “We do not want the terrorists to win by having basic protections taken away from us,” he said. It was a boilerplate rendering of a quotation from Benjamin Franklin that Leahy invoked repeatedly: “Those who would give up essential liberty to purchase a little temporary safety deserve neither liberty nor safety.”

 

THE TRUCE BETWEEN LEAHY AND ASHCROFT didn’t last long. Despite Ashcroft’s shift in tone, the pressure to move quickly on legislation intensified. For Jim Dempsey, it was depressing. One afternoon in late September, he was invited by Beryl Howell, Leahy’s adviser, to a legislative briefing. Howell wanted Justice Department officials and civil libertarians to describe to Senate staffers their thoughts about expanding law enforcement authority. The point was to give everyone involved more ideas. Dempsey was eager to attend. “My hope was there could actually be some sort of debate,” he says.

Then the Justice Department folks arrived. Howell hadn’t told them they would be discussing their proposals with civil libertarians. “They were livid,” Dempsey says. “They explicitly said, ‘We don’t think outsiders should be here, and we won’t talk unless they leave the room.’”

Howell quickly brokered a deal. Dempsey and the other civil liberties advocates could stay to hear Justice’s presentation, but there would be no back-and-forth discussion. As soon as the Justice delegation finished speaking about their proposals, “they got up and left,” Dempsey says. “I was just in despair. I just thought we are never going to be able to work this out.”

At the end of September, Leahy’s staff and administration officials spent hours together thrashing out questions about civil liberties, the new police and intelligence powers, and oversight by courts and Congress. In a push to come to some agreement on the bill’s wording, Howell met with White House deputy counsel Timothy Flanigan in the Senate Judiciary Committee hearing room. Flanigan was representing the president as well as the attorney general in the negotiations. Howell and he tangled over whether the law would allow American prosecutors to use evidence from abroad that was obtained through methods illegal in the United States. They also differed over whether a court should serve as a check on the sharing of grand jury, wiretap, and other criminal investigative information.

Eventually, Flanigan made some concessions. He agreed that the government would not use evidence about U.S. citizens obtained abroad in a manner illegal under U.S. law, and that a court would review information before it could be shared among intelligence and law enforcement agencies within the United States. On October 1, Leahy thought he had a final agreement in hand. He was so confident that he stopped by Senate Majority Leader Tom Daschle’s office to assure him: “We have it all worked out.”

Leahy left the Capitol that evening feeling satisfied. He’d done what he could to protect civil liberties by providing oversight for surveillance and domestic intelligence. But he had also moved quickly to bolster law enforcement and counterintelligence operations. No one could accuse the Democrats of coddling terrorists. The next morning, Leahy sat in his office across a polished wood conference table from Ashcroft, Hatch, Michael Chertoff, chief of the Justice Department’s criminal division, and Gonzales, the White House counsel. They’d come together to sign off on the deal. But Ashcroft was having second thoughts about some of Flanigan’s concessions. The agreement, he told Leahy, no longer held.

Leahy felt blindsided. He’d invested his prestige in these negotiations, and now it looked like he didn’t count. “I said, ‘John, when I make an agreement, I make an agreement. I can’t believe you’re going back on your commitment.’”

Ashcroft’s support was critical to the bill’s approval. The Senate and the Bush administration had agreed to deliver a proposal together, and the process could not go forward without Ashcroft’s imprimatur. Flanigan downplays the dispute, saying it was only one of many disagreements in a tough series of talks that ebbed and flowed.

“There were several points in the negotiations at which they recognized that they had given up too much, and there were other times that we realized we hadn’t asked for enough,” Flanigan says. “It’s understandable. It’s the pace of the negotiations.

“You know, there’d be groans around the table and nobody was pleased to see an issue reopened. But I think it all was conducted in a spirit [of] we’re all trying to get to a result here.”

In any case, there was no hiding the growing animosity between Leahy and the administration. Ashcroft didn’t even try. Not long after leaving Leahy’s office, Ashcroft held a press conference with Orrin Hatch at his side. “I think it is time for us to be productive on behalf of the American people. Talk won’t prevent terrorism,” Ashcroft said, adding that he was “deeply concerned about the rather slow pace” of the legislation.

“It’s a very dangerous thing,” Hatch agreed. “It’s time to get off our duffs and do what’s right.”

 

SENATOR LEAHY WAS DEEPLY DISTRESSED by the collapse of the deal. He felt the administration was intent on steamrolling over him. But there was frustratingly little he could do about it. He didn’t even have the political leverage in the Senate to push for the same sunset provision being championed by Armey in the Republican-controlled House. Leahy knew he would have to rely on the House to fight that battle with the administration. He would have to do the same on securing court oversight of the government’s new surveillance powers.

Court oversight would be especially important in light of a critical but unheralded portion of the new legislation: Section 215. For many years, FISA gave investigators access to the commercial records of people under investigation in national security cases, but only from a small range of business, including hotels, storage facilities, and car rental companies. Section 215 of the bill would greatly expand that, allowing investigators to obtain records from Internet service providers, grocery stores, libraries, bookstores—in essence, any business. More important, it would remove the requirement that the target of the records search be “an agent of a foreign power.”

Those changes were significant because of the data collection revolution of the 1990s. Cheaper computing power and an ever-expanding Internet enabled businesses to more easily track customer transactions. Never before had so much information been collected about so many of us—often in the name of giving us conveniences, discounts, and other benefits. Marketers knew our names, addresses, estimated incomes, the size of a family’s house, the type of car we drive, the magazines we read, the beer we drink. Libraries used computers to keep track of what we read. Hotels kept electronic records of when we came and went, as well as the movies we watched. Bookstores knew what we bought. Many toll roads could register when we had driven by.

The implications of giving the government access to so much personal information unnerved Dempsey and other civil libertarians, who were disappointed that Leahy and his allies couldn’t do more to stand up to the administration. While Dempsey understood the political pressures on the senators, he worried that they didn’t completely understand some of the compromises they were making.

Leahy was also rueful about the outcome. His bill, introduced in the Senate two days after his acrimonious meeting with Ashcroft, gave Justice much more power than he had originally intended. He was prepared to swallow hard and support it. To do anything else was politically impossible.

Late on October 11, the Senate assembled to vote. Leahy and Daschle knew every Republican would support the bill. They wanted Democrats to do the same. But Senator Russell Feingold was refusing to go along. A liberal who routinely bucked pressure from his own party, the Wisconsin Democrat had deep reservations about the bill hurtling through the Senate. He considered the provisions “some of the most radical changes to law enforcement in a generation” and was particularly worried that Section 215 gave the government too much power to sift through people’s lives. He wanted the Senate to vote on a series of amendments that would do more to protect privacy.

Feingold’s stance annoyed Daschle, who cornered him at the back of the Senate floor shortly before the vote. “The bill will only get worse if we open it up to debate,” he told Feingold. Leahy also chimed in, telling Feingold that while he agreed with almost everything Feingold was proposing, the votes simply weren’t there. Leahy warned that if Feingold offered amendments, their conservative colleagues would try to give investigators even more extensive powers.

Feingold wouldn’t budge. “There is no doubt,” he declared on the Senate floor that evening, “that if we lived in a police state, it would be easier to catch terrorists. If we lived in a country where the police were allowed to search your home at any time for any reason; if we lived in a country where the government was entitled to open your mail, eavesdrop on your phone conversations, or intercept your e-mail communications… the government would probably discover and arrest more terrorists, or would-be terrorists…. But that would not be a country inwhich we would want to live.”

Feingold offered his amendments, and they were rejected. One month after the attacks, the USA Patriot Act, short for Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act, passed the Senate, 96–1. The law’s acronym spoke volumes about what the administration expected from its citizens.

 

LAWMAKERS AND LEGISLATIVE AIDES were lining up for nasal swabs and Cipro. Yellow police tape encircled the Hart Senate Office Building. The House had shut down for the first time in memory. On October 17, the capital was confronting a new threat: anthrax. It was contained in a letter mailed to Daschle, and no one knew how many people might have been exposed. Were there more letters? Were anthrax spores floating through the Capitol’s ventilation system? Suddenly, it became more urgent than ever to get the Patriot Act to the president’s desk.

Amid the panic, Leahy, Daschle, Flanigan, Dinh, and others gathered in House Speaker Dennis Hastert’s office to smooth out the differences between the Senate and House versions of the bill. The House bill, which had passed in the early morning hours of October 12, included sunset and court oversight provisions Leahy had been unable to get in the Senate. There was no longer any question that the Patriot Act would include some court oversight, though not as much as Leahy and Armey wanted. The key issue remaining for those in Hastert’s office was how long the new law should be in effect. Leahy and Armey pressed for a two-year “sunset,” which would force the White House to win congressional approval of the most controversial provisions of the law all over again in 2005. The administration wanted no time limit but eventually agreed on four years.

Sunset in 2005.

 

THE USA PATRIOT ACT POWERS went far beyond what even the most ardent law enforcement supporters had considered politically possible before the attacks. And the government moved quickly to take full advantage of both the new and existing authorities. In the first year alone, more than a thousand noncitizens were detained without being charged, and their identities were kept secret. Thousands of Muslim men—citizens and noncitizens—and others were placed under surveillance by federal investigators across the country. Their movements, telephone calls, email, Internet use, and credit card charges were scrutinized around the clock—a technology-driven campaign that has resulted in criminal charges against eighteen suspected al-Qaeda operatives in or near Seattle, Detroit, Buffalo, New York, and Portland, Oregon. “We’ve neutralized a suspected terrorist cell within our borders,” Ashcroft announced near the first anniversary of the terror attacks at a press conference about the indictments of six people in Portland charged with conspiring to aid al-Qaeda and the Taliban regime in Afghanistan. He called the indictments “a defining day in America’s war against terrorism.”

In 2003, the government, for the first time, asked for more secret wiretap warrants for terrorism investigations than for criminal cases. The FBI said it got more than 1,700 Foreign Intelligence Surveillance Court warrants, while federal and state courts endorsed some 1,442 warrants for electronic surveillance in other kinds of cases. Outside law enforcement circles, no one will ever know who was targeted by those FISA warrants. Thousands of men, women, and children had been detained and searched at airports, most of them innocent people whose names sounded similar to suspects on computer watch lists or who showed some sign of threat. College students were questioned by law enforcement and intelligence officials for associating with certain campus seminars.

Many people, including some lawmakers and some judges, came to believe the Patriot Act went too far. Judge Gladys Kessler of the U.S. District Court for the District of Columbia, for instance, ruled in 2002 that the government overstepped its constitutional bounds by refusing to give the names of more than twelve hundred people detained since September 11, many of them initially on immigration charges. In response to a lawsuit by civil libertarians, Judge Kessler ordered the Justice Department to release the names, saying that without the information it was impossible to know whether the government is “operating within the bounds of the law.”

Kessler’s ruling was overturned by an appeals court in June 2003, after the government argued that the secrecy was necessary to avoid compromising its investigation into September 11 and future terror plots. The Justice Department also challenged a decision by the FISA court not to grant criminal investigators the authority to use FISA primarily for criminal prosecutions. The FISA court said in 2002 that, long before September 11, the government had misused the law and misled the court dozens of times in its requests for search warrants and wiretaps. Those warrants and wiretaps might not have been granted in criminal courts, which, unlike FISA, require evidence of probable cause. And if the FISA court wouldn’t let criminal investigators make wide use of FISA powers, the Patriot Act would provide as much investigative muscle as the administration wants.

Near the end of 2003, Ashcroft extolled what he thought of as the Patriot Act’s virtues during a public tour in support of the law. In lower Manhattan, Ashcroft appeared at Federal Hall, where George Washington took the oath as the nation’s first president. The attorney general was surrounded by police and prosecutors and American flags. “At times I doubted America could make it still safe, still secure today. We have had two years of safety, a sign of blessing, a sign of God’s grace upon this nation and its people that we have had 728 days of safety is second a testament to you, the men and women of our nation who guard our borders, patrol our streets and enforce our laws,” he said over the hum created by thousands of protesters outside.

“Freedom is not self-sustaining. It is not automatic and the security that ensures liberty does not come without effort. For two years you have expended that effort, preserving our security, protecting our liberty. All of us owe you a debt that cannot be repaid. We learned the painful lessons of 9/11.

“We once had a culture of law enforcement that inhibited and prevented communication and coordination. We have constructed a new spirit of justice. We’ve built America’s defense, the defense of life and liberty upon a foundation of prevention, nurtured by cooperation, built on coordination and communication and rooted in our constitutional liberties. 9/11 taught us that terrorists had outflanked law enforcement in technology, communications and information. So we have fought for the tools necessary to protect the lives and liberties of the American people. Congress provided these tools in the USA Patriot Act passed overwhelmingly by bipartisan majority: 98 to 1 in the US Senate and better than a five to one ratio in the House.

“Our job is not finished,” Ashcroft added, “but we have used the tools provided in the Patriot Act to fulfill our first responsibility, that of protecting Americans. We have used these tools to prevent terrorists from unleashing more death on our soil. We have used these tools to save innocent American lives.”

As with other claims by Bush administration officials, Ashcroft offered few particulars. He was, in essence, asking us to accept his assertions on faith.

 

LONG AFTER ITS APPROVAL, Viet Dinh said he was proud of the Patriot Act and his role in creating it. He believed the law made Americans safer, just as intended. He dismisses criticism that Justice was using a heavy hand in its investigations, and that civil liberties were being compromised. While the government can examine the lives of Americans as never before, he says, the Constitution is always there as a safeguard. “It was very clear that we did not tell the American people just simply trust us, trust law enforcement not to overstep their bounds. Rather we say, trust the law,” Dinh said. “The attorney general said very clearly, ‘Think outside the box, but not outside the Constitution.’”

But Dinh, who returned to life as a law professor at Georgetown University, noted that the effort to protect Americans relies substantially on private information brokers and other technology companies. He knows those companies face little of the oversight of government agencies. “The amount of information publicly available to businesses is mind-boggling. It really belies the notion that each of us has an expectation to be left alone. So many people know about what we do,” said Dinh, sitting in his law school office not far from where he oversaw the drafting of the Patriot Act. “The leap in technology has not been met with a proportionate response in terms of how we think of this technology. We need to think more creatively. Not put the genie back in the bottle, but make the most use of it. Like most technology, it’s mixed use. It could be put to good or bad use.”

The situation seems far more dire to Jim Dempsey, who since the Patriot Act’s approval was named director of the Center for Democracy and Technology. Though he maintains the government needs to use information technology to protect the country, he describes the efforts by the government to make the most of personal data and the Patriot Act since 2001 as the beginning of unprecedented intrusion into American life. In 2005, Dempsey said, he will be pressing hard to curb the Patriot Act authorities.

“It’s an electronic door-to-door search,” Dempsey said. “You can’t physically go door to door or stop every car on the highway. But now we have the [ability] to do it unbeknownst to the people. Now it can be done electronically and constantly.”

Senator Leahy is convinced the Justice Department and FBI have overreached in their efforts to identify and apprehend terrorists. And like Dinh, he began to worry about the role of the private companies, their monitoring capabilities and their expanding partnership with the government.

“The temptation will be more and more—especially in a polarized society and a society where there is a fear, whether it’s the Red Scare in the fifties or terrorism in this century—to use those databanks,” he said, sitting at the same table in his office where he negotiated portions of the Patriot Act with Ashcroft. “At some point it doesn’t matter if they’re private or public, at some point they will be used by the government to determine who is a good American and who is a bad American. Not determined through prosecution, trial, but based on what came up on someone’s computer screen.”
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CHARLES MORGAN SLIPPED THE GEARSHIFT into first and pushed the accelerator to the floor. He quickly sped up, revving the powerful engine close to its maximum 9,000 rpms. With just days to go before one of the last big events of his race career, Morgan was putting the million-dollar Ferrari through its paces, at close to 200 miles per hour.

The bright red race car was an engineering marvel, a twelve-cylinder rocket that rode just inches above the track at Sebring, Florida. Its curves flowed back and up over the wheels like a low wave. A spoiler in the shape of a T on the tail end helped keep the car pressed to the roadway. On its side was the word ACXIOM in bold letters.

Unlike a lot of companies that sponsor race cars, Acxiom is not a household name. But as a billion-dollar player in the data industry, with details about nearly every adult in the United States, it has as much reach into American life as Pepsi or Goodyear. You may not know about Acxiom, but it knows a lot about you.

Morgan, Acxiom’s chief executive, has made racing a central part of his life, and in this event he was aiming for his twentieth road race victory. It is an expensive hobby, but also the fulfillment of his teenage dream: To be the man in the driver seat instead of watching from the grandstands. Keeping the Acxiom Ferrari on the road cost up to $200,000 annually. He spent millions more on racing in general, including his son’s racing operation. Morgan could afford it, though, because he has made a fortune at Acxiom by leading the collection, management, and high-tech packaging of personal information.

He was not thinking about data on this warm-up day, in March 1997. He was concentrating on the track’s familiar curves, the bumpy surface jostling him from side to side, his hands on the small steering wheel, his elbows bent down. Morgan hoped the car would propel him and three teammates to victory in the grueling and prestigious twelve-hour race ahead. He thought, If only we can keep the racing machine on track. Suddenly, Morgan spun out. He nicked a wall and shattered part of the car’s sleek carbon fiber shell. As the team repairs the damage, they blame the mishap on cold tires with a loose grip on the road. It’s an excuse often allowed for self-funded part-time racers like Morgan, guys sometimes known in the business as “gentlemen drivers.”

Things seem to go better on race day, as Morgan whips around the track. After some initial troubles, he gains on the leaders. Then he is cut off by a rival heading into the pits. Morgan slams into the car, a Porsche, and breaks his right hand.

Afterward, Morgan shrugged it off. “If I were doing something really risky, I’d be racing planes or offshore boats or Indy cars. This isn’t that dangerous. Really,” he told a Success magazine writer for a story at the time. “Of course, if I stuck you in the car and took you around for a lap, you’d probably wet your pants.”

 

TO GET TO THE PLACE where Charles Morgan made his fortune, you must drive through the forested hills north of Little Rock, Arkansas, and then along the dense commercial strip of asphalt that cuts through the small city of Conway.

Conway is a former railroad town with three colleges. Like Acxiom, the city has grown a lot in recent years, and now parts of it are overrun by fast-food restaurants, strip malls, and congestion. Despite the changes, the Acxiom campus remains a source of community pride, and Morgan something of a local hero. The company is Conway’s largest employer. Because it attracts so many bright people, Acxiom also boosts the education levels of the city’s adult population far above the average of one of the nation’s poorly educated states. Morgan donated millions to Hendrix College, a liberal arts school in town.

Acxiom’s low-slung brick buildings spread out across a campus along Dave Ward Drive, a busy road named after a local bus manufacturer whose son founded the company in 1969. Behind the modest facade are scores of powerful computers containing one of the richest collections of personal and confidential information in the world.

You enter computer center A by passing a reception area, going through a secure door, and walking up a ramp into a large air-conditioned space with a dropped ceiling and fluorescent lights. Pallets of supplies sit on the floor. In the early days, this room was the entire company, complete with executives’ desks, a printing facility, and computers exhaling hot air. Now it is simply a data powerhouse. Beneath the floors snake miles of cables that connect the computers to one another and to the rest of the world. All day long, every day of the year, those cables transmit information about Americans to and from Acxiom. It’s not just names, ages, addresses, and telephone numbers. The computers in these rooms also hold billions of records about marital status and families and the ages of children. They track individuals’ estimated incomes, the value of their homes, the make and price of their cars. They maintain unlisted phone numbers and details about people’s occupations, religions, and ethnicities. They sometimes know what some people read, what they order over the phone and online, and where they go on vacation. These are details Acxiom gently refers to as “purchase behavior and lifestyle data.” But there’s more.

A short walk to another building brings you to rooms with newer computers, machines that occupy far less space and hold vastly more information. It’s easy to see on the tile floor where the older equipment stood. The new computers operate in spare black boxes that look like high-end Sub-Zero refrigerators. For security reasons, Acxiom does not identify the client information in each of the computers. Instead, the machines are labeled with a series of motifs. Some sport pictures of muscle cars, such as Mustangs and Firebirds. Others display characters from SpongeBob Squarepants or Sesame Street. Shark fins sit atop one group of machines that happen to hold tens of millions of financial records.

In all, Acxiom’s electronic storehouses in Conway can hold what’s called a petabyte of information, or a thousand trillion bytes. Grasping the meaning of that quantity is challenging, even for mathematicians or computer scientists. You might do slightly better thinking of it roughly as a 50,000-mile-high stack of King James Bibles. Just one part of this digital ocean, a core service that Acxiom calls InfoBase, comprises the largest collection of U.S. consumer and telephone data available in one source, according to company documents.

Many companies in the United States maintain data centers now, operations that became a central if little understood part of American life during the 1990s and at the start of the twenty-first century. These companies are altering the nature of business and, in some ways, our country. Working on a network of supercomputers—something Acxiom calls “grid computing”—the company systematically matches and analyzes the information it collects to create fine-grained portraits about roughly 200 million adults. Every one of them is labeled with a 16-digit code unique to each person to make the processing of their records swifter.

The company helps retailers such as Lands’ End focus their catalogues, banking customers like Citigroup profile individuals for credit offers, and insurers such as Allstate decide whom to serve and whom to exclude. It manages billions of financial and personal records for the privately owned credit bureau Trans Union. It enables drug companies to target people with certain ailments. It screens people for jobs and helps track down debtors. It outlines and predicts behavior.

And since September 11, 2001, Acxiom has offered its technical know-how and raw material—the details about you, your life, and your family—to some of the largest surveillance and screening systems ever devised by the U.S. government.

 

NEAR THE CENTER OF THE CONWAY CAMPUS is a cinder-block room. It has durable carpet in it now and rows of desks and PCs for the administrative staff that’s housed there. In the mid-1970s, this space was the garage where Morgan tinkered with his first race cars, during breaks from long hours in the computer room. One hour he might be writing code and the next his hands would be black with grease.

Morgan and his company didn’t set out to be pioneering. After getting a mechanical engineering degree from the University of Arkansas, he worked for a time at IBM in the 1960s as a systems engineer. But he wanted to take his own risks, build his own company, make money, and have time to race. So in 1972 he moved to Demographics in Conway, the company that would become Acxiom.

Morgan is a native Arkansan, tall and thin, who favors wireless glasses and custom-made clothes. He likes his Jack Daniel’s neat, listens to Barbra Streisand, and speaks with a twang. While giving a deposition a few years ago, he referred to an opposing lawyer he’d just met as “buddy.” When he grew frustrated with questions about Acxiom’s business, he said, “I mean, I’m really in a hurt here.”

When he joined Demographics, an ardent Democrat named Charles Ward—owner of the Ward School Bus Manufacturing Company— wanted to use computer technology to help the Democratic National Committee raise money. Relying on voter registration lists, staff at Demographics figured out a way to pick out individuals who seemed most likely to write checks for local and regional candidates. They employed mainframe computers—sophisticated machines for the time—that were programmed with manila-colored punch cards. Among those they helped was Dale Bumpers, the governor of Arkansas who went on to become a U.S. senator and would later serve as an Acxiom lobbyist in Washington. The Demographics approach represented a big leap for political fund-raising, because it enabled candidates to far more efficiently select targets likely to give them cash.

It was an up and down business. Fund-raising was seasonal, dependent on the election cycles. The clients were sometimes frugal and often didn’t pay on time. As a consequence, Demographics occasionally couldn’t meet its payroll. “There were weeks when we had to float it,” Morgan would say later. “And one year we had to put our executives on half salary.” But the lessons Morgan and his colleagues absorbed proved invaluable. They learned how to make money by collecting, managing, and massaging information about businesspeople, housewives, graduate students, and immigrants—indeed, potential spenders everywhere. By the mid-1970s, they had come up with a brash idea: To use computers and heaps of information about people to help marketers get to know individuals better. It was a plan that would help fuel a data and marketing revolution at the end of the twentieth century—and raise new questions about what it means to live a private life in America.

Their first customer was the American Bible Society, which was looking for ways to boost donations. The Bible Society executive who arranged the deal, a New Yorker, was amazed at the high-tech operation in Arkansas. “She was dumbfounded to find this building out in the middle of a field with cows grazing immediately behind the building. She had been there about a few minutes and said, ‘I gotta call my boss. He is not going to believe this,’” Morgan would say almost two decades after the fact. “She literally starts shrieking and saying, ‘Joe, you can’t believe it. There are cows here right outside the door here.’”

The transformation from political fund-raiser to direct marketer would make Morgan wealthy. In 1972, Charles Ward was having financial difficulties. He offered Morgan a chance to buy a stake in the company, which brought in about $400,000 in revenue that year. For $50,000, Morgan got half. Acxiom is now a $1 billion, publicly held company. With more than 4 million shares in June 2003, worth some $60 million and rising, Morgan was the single largest individual shareholder.

 

GATHERING AND MERGING INFORMATION about people isn’t new. Throughout the twentieth century, marketers, lenders, insurers, private investigators, and of course the government continually came up with efforts to collect or traffic in names, addresses, and individuals’ activities.

For marketers, it was a matter of finding people who might be most interested in their products. Banks and others wanted to track down debtors. For some, the list building was politically motivated, as when the government tracked labor activists or people who criticized World War I. Such efforts became rampant during the fifties and sixties, when the FBI, the Army, and shadowy conservative groups such as the Church League created dossiers about tens of thousands of students, anti-war activists, social crusaders, and others deemed undesirable.

Information compilers have always found relatively little standing in the way of these efforts. The laws didn’t exist or were too weak to matter or they were simply ignored. Dossier builders were limited only by what their minds and file cabinets could hold. The creation of the computer in the 1940s was a boon to these kinds of initiatives. Simple and slow as they were, the early electronic brains spurred a new way of thinking about information. In just a few years, businesses, bureaucrats, and scientists realized they had the tool of their dreams: machines that could store more information and help answer more questions than ever before.

By the early sixties, some 250 businesses began specializing in brokering almost any details they could acquire. Fueling this nascent industry were magazine publishers, hoteliers, car dealerships, and other businesspeople, who soon understood they could make extra cash just by selling the names, addresses, and preferences of their regular customers. One of the notable leaders was a firm called the Dunhill International List Company. In 1964, it sold private details about people to magazine publishers and others who wanted to target their pitches. For $14, you could acquire the names of a thousand women who had bought a “bust developer” product. If you wanted to find “men and women of large means,” the list cost $15. A few dollars more would get you the names and addresses of newlyweds, 500,000 in all.

It wasn’t long before government agencies also got into the business. Clerks across the country began selling lists of births, marriages, new families, and tax rolls to companies like Dunhill. For some companies, information brokering became big business. The Reuben H. Donnelley Corporation became a regular buyer of information about the cars people registered. Before long, it was selling access to lists of 400,000 car owners.
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