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about this book


  Cybersecurity Career Guide will assist you in uncovering your path to becoming a great security practitioner. You’ll learn how to reliably enter the security field and quickly grow into your new career, following clear, practical advice that’s based on independent research and interviews with hundreds of hiring managers.


  
Who should read this book


  The book is written as a complete guide to help any individual who is looking to launch a career in cybersecurity. Individuals from all walks of life, all technical skill levels, and all knowledge levels will find something in this book that can help start their career in cybersecurity. Whether this is your first career path or you are trying to pivot from another industry, this guide is written to ensure that you are equipped with the tools you need to succeed in your first job search and to position yourself for long-term growth.


  






How this book is organized


  This book is divided into three parts of three chapters each. The first part provides a common understanding of cybersecurity. You will learn just how expansive this domain of knowledge is and see the details of many varied paths you can pursue when embarking on a cybersecurity career. This part also discusses many of the challenges and obstacles you may encounter along your journey. Research is presented to illustrate some of the difficulties that new entrants face.


  Part 2 focuses on you as the job seeker. In the chapters of this part, you will find practical exercises that you can use to discover your passions and interests and map those to the various disciplines of cybersecurity. The goal is to focus your efforts and maximize the chances that you pick a discipline that will best align with your capabilities. You will also learn how to structure your job search, create your resume, and prepare for and ace the interview process.


  In the final three chapters that make up part 3, you will learn how to set yourself up to achieve the goals of a long-term career in cybersecurity. This part presents tools for understanding and leveraging networking and mentoring to drive your journey. You will also be given powerful tools for overcoming one of the most damaging influences that derails careers, impostor syndrome. Then, in the final chapter of this guide, everything comes together as you’ll learn to set realistic goals and ensure that your journey stays on a path to new and greater accomplishments.


  






liveBook discussion forum


  Purchase of Cybersecurity Career Guide includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/cyber-security-career-guide/discussion/. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest her interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
Other online resources


  Several online resources are available to help you embark on your cybersecurity career. The following are three that can help get you started:


  
    	
      Cyber Career Pathways Tool —This tool from the National Initiative for Cybersecurity Careers and Studies (NICCS) and hosted by the US Cybersecurity and Infrastructure Security Agency (CISA) can help you explore and map out possible career journeys (https://niccs.cisa.gov/workforce-development/cyber-career-pathways).

    


    	
      TryHackMe —This free online training website is designed to help cybersecurity professionals learn various skills through short lessons and challenges (https://tryhackme.com).

    


    	
      CompTIA Resource Center —You can use this collection of free educational resources from the Computing Technology Industry Association (CompTIA) to learn more about cybersecurity and cybersecurity-adjacent technologies and fields (www.comptia.org/resources).
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about the cover illustration
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Part 1 Exploring cybersecurity careers


  Whether you have just finished school and are entering the workforce or you are looking to make a change from your current path, launching a new career journey can be daunting. The cybersecurity career field has grown significantly in popularity both because of its importance to our world today and because it offers a hot job market. However, what really is cybersecurity? What career paths are available to someone seeking to launch a cybersecurity career? What skills do you need, and how do you go about choosing the right job?


  These are all questions we will examine and answer in the first three chapters of this book. Chapter 1 defines cybersecurity and explores its history. We will talk about the role that cybersecurity plays in our world as well as some of the ideology often seen in the industry. In chapter 2, you’ll get a better idea of the breadth of cybersecurity roles as we talk about some of the more common jobs in this field. We will discuss the characteristics that are most important for being a successful cybersecurity professional. Then chapter 3 describes key challenges and obstacles that make it difficult for some to enter this career path. We will map out the types of career progression you can commonly expect and dive deeper into the skill sets that you may have and may need to develop.


  So get ready—you’re about to discover the exciting, challenging, and often dynamic landscape of cybersecurity. By the time you finish part 1, you will have a far greater understanding of the road that lies ahead for you.


   


  
1 This thing we call cybersecurity


  This chapter covers


  
    	
Defining the term cybersecurity and understanding its history


    	
Identifying the role, values, and ideology of cybersecurity


    	
Realizing the importance of diversity as we seek to improve cybersecurity

  


  So, you want to help secure this new digital world we live in by starting a career in cybersecurity? If you have researched how to start a career in a security-related field, you’ve probably heard and read plenty of discussion about the cybersecurity skills gap. Maybe you’ve even seen studies suggesting that as many as four million cybersecurity jobs could be unfilled. However, if you’re out looking for your first role, you’re likely among those who’ve been on the job hunt for more than six months.


  If you’re nearing graduation or looking to make a career change, you’ve probably asked, “How do I get started in cybersecurity?” Unfortunately, if you’ve gone looking for that answer, you’ve likely discovered that no single generally accepted answer exists.


  As a cybersecurity professional with over 15 years of experience, I’ve hired some terrifically talented people into their first cybersecurity roles. I’ve watched teams I’ve built blossom from humble beginnings into powerful and effective cybersecurity groups. Yet for all the success I’ve experienced in hiring and developing talent, I’ve also watched the security community struggle to define a clear career path from entry level to advanced roles. I’ve witnessed the worst in hiring processes, bad advice for beginners, and gatekeeping by long-established professionals.


  The good news is you’ve purchased a copy of this book. In the pages to come, I’ll help you understand the unique nature of what is commonly referred to as the cybersecurity industry. I’ll take you on a journey that starts by defining the field you’re looking to become a part of. I’ll use interviews with various members of the cybersecurity community to demonstrate how seemingly unrelated skills and backgrounds can be an asset to a security career. I’ll leverage surveys I’ve conducted of over 1,500 cybersecurity professionals and aspiring professionals to analyze paths you can follow to help speed your transition into a security role.


  Over the course of this book, I’ll analyze the value of education, training, certifications, and mentorships in landing a job. I’ll share insights on how to interpret job postings for security positions and how to analyze and emphasize your unique experience to best position yourself to get hired into that first role. I’ll give you a glimpse of the types of interviews that are typically used in the hiring process and share techniques for maximizing your performance. I’ll even share my insights on how to ensure your continued success in your chosen career path after you’ve landed your first job.


  The first step in the process of getting you that cybersecurity job is to understand what cybersecurity is, what the roles within cybersecurity are, and how they apply within different contexts of our daily lives.


  
1.1 What is cybersecurity


  Cybersecurity is a term that has become ubiquitous in modern society. From news media, to politics, to the business world, cybersecurity is a topic that comes up daily in most people’s lives. For all this discussion, however, it can be quite difficult to find a definitive answer to the seemingly simple question: what is cybersecurity?


  No single generally accepted definition exists. Most will agree, however, that cybersecurity is an extension of what is often still referred to as information security. In 1961, researchers at the Massachusetts Institute of Technology (MIT) created the first password-protected system known as the Compatible Time-Sharing System (CTSS). For many, this is considered the birthplace of information security, which is the practice of protecting information and the electronic systems that process it from unauthorized access.


  Fast-forward about a decade from those early days, and researchers were beginning to connect computer networks to the Advanced Research Projects Agency Network (ARPANET). This network was designed to allow other computer networks across wide geographic areas to communicate and share data quickly and reliably. ARPANET, as it turns out, would be the beginning of what we know today as the internet.


  In 1988, however, three years before the internet was made available to the public, a researcher named Robert Morris wanted to highlight security risks in research computers that were connected to the internet. He designed a piece of software that spread itself across the computer systems connected to the internet. The software used security flaws in the UNIX operating system to install itself and then continue replicating. For all intents and purposes, Morris had created the first internet worm. Unfortunately for Morris, the worm spread out of control and made the infected systems unusable. This not only resulted in Morris being the first person convicted of a felony under the Computer Fraud and Abuse Act of 1986, but also led to the creation of the Computer Emergency Response Team (CERT) at Carnegie Mellon University under funding from the US federal government.


  The creation of CERT can be looked at as the birth of what we now call cybersecurity. Therefore, a reasonable working definition of cybersecurity is the domain of research, technologies, and practices used to protect connected technology systems, data, and people from attack, unauthorized use, and/or damage.


  
1.2 The role of cybersecurity


  The objectives of cybersecurity shift significantly depending on the context in which it is being applied. When cybersecurity is talked about in the media, it is often from the perspective of protecting business and commerce from cyber criminals and attackers. However, almost as common are discussions of how cybersecurity is applied across society at large. From securing our elections, to national/international security, to individual online privacy protection, cybersecurity is the common thread responsible for ensuring that all aspects of society function without disruption.


  A solid understanding of the breadth of the cybersecurity world begins with understanding how cybersecurity fits into these various aspects of our lives. Cybersecurity has become so ingrained in everything we do that it can often be taken for granted or overlooked altogether. Taking a step back and examining in detail some of the diverse ways in which cybersecurity is relied upon will enable a stronger discussion when it comes to the disciplines and even job roles that are a part of this domain.


  
1.2.1 Cybersecurity in the business world


  In business organizations, the goal of cybersecurity is typically to protect the company’s financial interests. Organizations operate on a model of assets, the elements of the business that hold or create financial value, and liabilities, elements that decrease or carry a risk of decreasing financial value of the business’s assets.


  From the mid-twentieth century, information technology (IT) has been adopted by businesses to enable faster and more advanced capabilities. IT is the use of digital systems such as computers to manage and process information assets of a business. As IT systems have evolved, especially developments over the last decade, more and more business assets have become a part of the digital domain.


  The term digital transformation has been adopted to describe this phenomenon of businesses digitizing their critical assets and becoming more reliant on IT systems. For example, health records that used to be stored in paper files and in images on physical film have increasingly moved to electronic medical record (EMR) systems. Storing all that information digitally in computer systems makes it easier to access, view, and share. In fact, an entire marketplace of IT products and services has formed around this digital transformation, to assist organizations making these conversions in just about any industry—from healthcare to education to transportation.


  As businesses transform their assets to the digital realm, the risk of cybercriminals attacking those systems for those assets increases. These threats of attack can range from attempts to steal data, to attempts to make the systems unavailable for use. Information assets that at one time were at a low risk of being attacked now in the digital realm face the risk of attack from threats around the globe. The connectivity and immediacy of data access and interactions across the internet have enabled an explosive growth of assets in the digital domain, but have also enabled the emergence of new threats to those assets.


  Cybersecurity technologies, practices, and resources are in turn relied upon to ensure that the risks posed by those threats are minimized. So cybersecurity’s primary objective within business then becomes defending this ever-growing landscape of digital assets.


  As discussed previously, businesses operate under risk management models to ensure their overall success. Leaders of companies large and small are always weighing the risks that the business could be negatively impacted by an event or shift in conditions, and then trying to minimize those risks. For example, an organization like Facebook may have to weigh the potential revenue from selling user data to a partner versus the potential liability of violating privacy laws. In addition, a business and its leaders must consider the potential cost if a threat successfully impacts an asset versus the cost of reducing that risk. These are complex decisions that drive financial decisions as well as other organizational strategies. So as digital assets become more a part of this landscape, it really is no surprise that cybersecurity would be subject to those same forms of risk analysis.


  In this way, cybersecurity becomes a crucial input to the risk management process within an organization. Cybersecurity practitioners are often looked to for their expertise in assessing the level of risk to specific business assets from the various threats that could target those assets. This creates responsibilities for security teams that go beyond just technological capability. Security staff must be able to understand the threat landscape and effectively communicate the characteristics of those threats to other areas of the business that don’t have the same level of technical knowledge. We need to be able to explain threat actors in terms of nation states, hacktivists, internal threats, and so forth, that are all a part of the threat landscape. Security staff must also be able to understand how assets fit within the overall business in order to more accurately describe the risks that threats pose to the business.


  Since IT systems have become such an intrinsic part of the business model, their criticality to businesses has increased as well. A failure of a system that makes it unavailable for use can have enormous impact on a business. Think of some of the nation’s biggest retailers and how much it would cost them if their cash register systems were unavailable even for a half hour. Healthcare facilities, financial institutions, logistics companies, and just about every industry imaginable has become reliant on IT systems to keep their businesses running.


  Because of the criticality of these systems, which in our modern age are typically interconnected in some way, cybersecurity also plays a role in ensuring the stability and availability of those systems. Attackers seeking to do damage to an organization might attempt a denial-of-service (DoS) attack, trying to make the business’s systems inaccessible for a period of time. Cybersecurity professionals are tasked with preventing the success of these types of attacks as just one of their items on a long list of responsibilities.


  Typically, this type of defensive approach is done in conjunction with a team that is primarily responsible for the day-to-day ongoing functioning of the systems. In IT, these teams are typically referred to as operations teams. As it applies to cybersecurity, teams that focus on the day-to-day functioning of security defenses are referred to as security operations teams.


  
    Examples of day-to-day responsibilities in cybersecurity


    The following are some of the typical responsibilities of cybersecurity professionals:


    
      	
        Monitoring for attacks across various systems

      


      	
        Responding to successful attacks that breach a system or systems

      


      	
        Assessing systems and people for security weaknesses (known as vulnerabilities)

      


      	
        Tracking, validating, and reporting on the fixing of those vulnerabilities

      


      	
        Working with developers on practices for developing secure software

      


      	
        Designing and deploying security measures (also known as controls)

      


      	
        Working with executive leaders to secure budgeting for security

      


      	
        Providing evidence of security controls for auditors

      


      	
        Maintaining various security systems (user accounts, firewalls, and so forth)

      

    

  


  As business models become more heavily dependent on digital assets and IT systems, yet another trend has emerged. The level of government regulation and industry compliance requirements surrounding the use of IT systems has grown at a breakneck pace. Many of these regulations and compliance standards include detailed requirements for the way organizations secure their systems, respond to breaches or data exposures, and go about protecting consumer privacy.


  Once again it is no surprise, then, that the cybersecurity employees within an organization play an important role in the way the company achieves, maintains, and demonstrates compliance with these various regulations and standards. To begin with, the security personnel are often called upon to digest and even interpret what the requirements actually mean. This may be done in collaboration with other areas of the business such as the legal team, risk management team, or audit team, but the expertise that security brings to those discussions is crucial.


  Following this interpretation, security expertise is needed in designing and implementing the various controls that will ultimately ensure the organization’s compliance with these requirements. These controls can take the form of processes, practices, policies, and technologies that are all intended to help the organization protect its data and systems sufficiently according to the requirements.


  Looking at the role of cybersecurity within a business setting, it becomes clear that security personnel have become involved in just about every aspect of the business. Whereas traditional information security teams were often able to focus exclusively on technical IT access controls and countermeasures, the modern digital world has forced security to be a part of every business conversation.


  
1.2.2 Cybersecurity defending society


  Moving from the business world to the broader perspective of society changes the focus of security professionals. As intertwined as cybersecurity has become in the day-to-day motion of conducting business, it is equally or even more so a regular part of our everyday lives. The functioning of our government, our national security, law enforcement and crime prevention capabilities, and even personal interactions have all come to depend on the digital realm within our twenty-first-century society.


  All levels of government have become incredibly reliant on computer and mobile applications, digital data, and other technological capabilities that are part of the digital world. If there is any doubt about just how important IT systems have become in the daily functioning of our government, we need only look at ransomware attacks, in which malicious software is installed on a computer to make the data unavailable until a ransom is paid to the attackers.


  One of the more notable attacks against a local government happened in Baltimore, Maryland in May 2019. Portions of the city’s government were shut down, some for more than a month, as email, payment, and other systems were suddenly unavailable. The lost revenue plus recovery efforts cost the city over $18 million. Many other local, state and national governments around the globe have experienced similar attacks.


  Of course, daily functions are not the only way that the government relies on IT systems. The use of electronic systems to handle voting is also growing rapidly. With the public demanding faster and more accurate access to results, governments across the United States and around the world are turning to digital voting terminals. However, the threats to these voting terminals have also been well-documented. Security issues and potential hacking attempts have been identified in past elections, most notably the 2016 and 2020 US presidential elections. Ultimately, the US Cybersecurity and Infrastructure Security Agency (CISA) and independent security firms all concluded that, thanks to the efforts of cybersecurity professionals, no attempts to hack those systems were successful.


  Security professionals and researchers are regularly sought after by government agencies for help in defending against attacks. The stakes couldn’t be higher. Little within the government space can be considered low risk if it is impacted by a cyberattack. Even when parks, museums, or other government-managed services are affected by an attack, the negative public reaction can be swift and powerful. No political candidates want their name attached to a cyberattack occurring on their watch. As a result, momentum is growing for concerted efforts—which many security professionals would say are overdue—to shore up security within government agencies.


  But the problem extends beyond civilian government matters. Militaries around the globe have also become increasingly dependent on technology systems in their efforts to defend their nations and those of their allies. Everything from military vehicles to communications to monitoring systems leverage increasing levels of connected technology. Beyond any other application, cybersecurity within the military is at the peak of life-and-death significance. As new technologies are introduced, governments and their contractors turn to security researchers and practitioners to help ensure that those systems are sufficiently protected against attacks, from design through their use in the field.


  A natural extension of military use is the enforcement of laws at a domestic level. From active patrols and dispatch to investigations and criminal justice, computers and other connected electronic devices play a key role. Attacks against these systems could have detrimental effects on the departments they serve and make enforcing laws and prosecuting violations of those laws impossible. Additionally, given the ever-growing interconnectedness of our society, many crimes are committed using electronic means. Having skilled security professionals to not only defend the department or agency’s systems but also assist in investigating crimes is vastly important.


  Finally, the daily lives of individual citizens around the globe are completely intertwined with connected technology. From social media, to electronic communications, to mobile apps and even so-called smart devices, human beings on this planet have largely become inseparable from technology. This creates an ever-growing pool of targets for cybercriminals to attempt to exploit. Many who use these technologies are unfamiliar with practices for using them securely and not exposing themselves to attack. As a result, security researchers and professionals are looked to for their expertise. Whether it’s through increasing awareness or developing and implementing countermeasures or even identifying security vulnerabilities in consumer electronics and software, cybersecurity is looked to as the answer for protecting every person on the planet who is connected through technology in some way.


  
1.3 The cybersecurity culture


  For decades, a community of people committed to goals of deconstructing, investigating, and defending technology has been growing and evolving. This community has developed a culture and many subcultures that have shaped much of cybersecurity’s structure today. From hackers and researchers to security practitioners and corporate security leaders, a unique and sometimes difficult-to-navigate set of norms and values have come to be associated with the security community.


  It would be impossible to list every core value or ideology that has been adopted by the security community. They not only are far too numerous, and in some cases ethereal, but also are not universally adopted by all who would identify as members of the security community. However, several values are widely held that should be examined to provide better context for anyone trying to become a member of the community.


  
1.3.1 Privacy and liberty


  Key tenants in the ideology of those within the security community are personal liberty and privacy. In the early days of hacker culture, individuals around the world gathered on dial-up server communities (known as bulletin board systems, or BBSs) to share information and discuss new discoveries. To gain access to these systems, participants often had to demonstrate proof of a “hack” they had conducted.


  That often meant showing data they had stolen from a business whose systems they broke into or demonstrating that they were able to manipulate other technology to cause it to function in a way that wasn’t intended. Since these activities were often viewed as illegal, the ability to protect their personal identity and remain free from watchful eyes of governments and officials by maintaining anonymity was highly valued.


  A significant portion of the members in these communities were treated as outcasts in their daily lives. What they found in the anonymity of these early communities is described by many as a feeling of being among people like themselves. Stripped away were labels of gender, ethnicity, social class, or other ancillary characteristics that led to rejection from mainstream society. Instead, each was valued almost exclusively based on the knowledge and skills they brought to the table. They could have meaningful discussions about topics they wanted to discuss with others who had similar interests without stereotypes or prejudices getting in the way.


  As the internet began rising to prominence, the early design and capability limitations of internet technology enabled continued anonymity plus greater convenience in connecting to vast communities of like-minded individuals. However, the secretive, often clandestine nature of these early hacker groups in many cases began to erode. They became more visible to the general public, and interest in their activities grew.


  At the same time, as discussed earlier, within corporations and government agencies, the ideas and practices of information security were also growing. Industry, law enforcement, and government groups that focused on information security practices began to cultivate their own communities of security professionals.


  Over time, these two very different groups of individuals have developed a tenuous, if not strained, relationship. Through meetups, organizations, and even formal security conferences, the two groups have found ways to share information, ostensibly with the common goal of making technology better and safer for all. It’s the ideological view of what makes technology “better” that often still differs between these groups.


  This leads to a continuing distrust and sometimes outright animosity between the two factions. As a result, protecting privacy and liberty has been reinforced as a value particularly among the more idealistic hacker/researcher portion of the community. Still today, many in the community use handles, nicknames meant to protect the actual identity of the person and operate under general anonymity.


  
1.3.2 Open information sharing


  One of the key elements that brought early hackers together was the ability to share information freely with one another. These hackers weren’t the cybercriminals we hear about today; they were simply people who sought to better understand technology so they could learn and create even more innovative technology. However, this information sharing was sometimes accompanied by a level of hubris. Bragging about a recent hack meant greater credibility in the community. Regardless, the value of sharing information and building on others’ discoveries was and is important to the community.


  This type of information sharing isn’t exclusive to the hacker culture. Academic researchers also have long valued the concept of open information sharing, and indeed that continues into cybersecurity research.


  This culture of sharing information to help improve technology for the good of everyone is seen, in particular, in the number of independent security conferences hosted annually. Thousands of conferences are held around the globe in the interest of sharing information about security vulnerabilities, defenses, and other topics. A week-long series of security-focused conferences, colloquially referred to as Hacker Summer Camp, takes place in Las Vegas each August and attracts an estimated 30,000 to 40,000 people from around the globe.


  The importance of this ideology within the security community is manifested in the way its members have reacted to the commercialization of the internet. In its infancy, the internet was a new frontier that would enable the free sharing of knowledge on a level never before possible. For a time, that ideology seemed to be holding true. However, it didn’t take long for businesses to realize they could enable new revenue streams and reach customers in a way never possible by leveraging the internet.


  To protect competitive advantages and establish markets, businesses maintained their corporate secrets even as they exploited more of the capabilities of the internet. New technologies that enabled more secrecy and controversial defense of certain intellectual property rights conflicted with this open information-sharing ideology. The security community in turn has continually fought to tear down those barriers and gain more transparency from businesses in terms of their business practices on the internet.


  
1.3.3 Do no harm


  Early hackers quickly understood that their capabilities could be used to improve the quality of technology for all. As they began discovering security flaws in systems, they sought ways to share this information with the owners of those systems. Unfortunately, those system owners and ultimately law enforcement viewed the activities of these hackers as criminal rather than helpful.
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