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FOREWORD

by Kevin Barry, CEO of Myntum Limited

“Nothing is more powerful than an idea whose time has come.”

—Victor Hugo

We are at a turning point in worldwide financial transactions. Who will embrace change and who will be left behind? Decentralization, trust, privacy, and democratization of financial transactions are all ideas whose time has come. Blockchain technology will certainly drive these ideas over the next few years; the question is: Where will this happen? Some governments will embrace the technology of the future and others will resist, steadfastly clinging to the status quo. Who wins and who loses?

In Crypto Economy: How Cryptocurrency, Blockchain, and Token Economy Are Disrupting the Financial World, Aries Wanlin Wang expertly describes how this revolutionary new economy will function. As an insider who cofounded exchanges and has functioned successfully in the crypto economy over many years, he is the ultimate guide to this sometimes confusing new economy. Readers will no doubt benefit from his perspective and understanding of the concerns and motives of the people who make the economy work.

Through my varied professional experiences, I have insight into the concerns and motivations of various nations and regulators to this new technology. As a representative of a Nongovernmental Organization (NGO) at the United Nations in New York City, I have heard the concerns of technology and information ministers from multiple countries all around the world. I am formerly an attorney for the United States government, so I have insight into how government regulators react when faced with new technologies. I am also the CEO of a startup company called Myntum Limited, which is building online vaults to secure critical digital assets (including cryptocurrencies and tokens). For this reason, I have been closely following developments in the crypto economy for the past two years. Finally, I am the founder of a nonprofit organization called First Freedoms, which advances the five freedoms listed in the First Amendment to the United States Constitution (freedoms of religion, speech, press, assembly, and redress of grievances). What is the link between the First Amendment and crypto economy?

Both have their foundation in freedom. In the late 18th century, the ideas and ideals of the First Amendment became part of the bedrock of the US’s emphasis on individual freedom. Now is the time for the ideas and ideals of blockchain and the crypto economy. And yet there are still questions that remain, which must ultimately be addressed:

•   Decentralization or centralization?

•   Trust between parties or a Third Party to ensure trust?

•   Transparency of transactions or hidden and opaque transactions?

•   A borderless world with less political influence or a bordered world with more political influence?

•   Crowdfunding for new businesses or only venture capital, investment banks, and governments?

These are only a few of the ideas citizens, businesses, and government regulators will have to sort out.

How do governments make decisions on new technology? In general, governments have three options: support, oppose, or no position. The crypto economy desires support or neutral positions from governments. To accomplish this, most people in the crypto economy know they need to work with governments in various jurisdictions to enact smart regulation to help make the new economy thrive. Working with friendly jurisdictions to make the new crypto economy thrive also allows for the possibility of convincing governments that oppose it to change their policy.

So, decentralization or centralization? For centuries, financial transactions have required centralized banks or financiers—national banks, commercial banks, credit card issuers—to act as “trusted Third Parties” to facilitated transactions between two parties. Until blockchain technology arrived in 2008, no one had developed a sound and safe way to bypass the banks. With blockchain technology, individuals and businesses for the first time have the power to deal directly with each other. This sounds ideal, but there are important issues to work out, and I believe that sometimes involving a trusted Third Party is a good choice.

Trust between parties or requiring a Third Party to ensure trust? The crypto economy provides individuals and businesses the option to either deal directly with each other or to deal in the traditional “fiat” currency economy involving a Third Party. I believe the future of cryptocurrency acceptance will involve crypto being used for relatively small purchases and fiat currency being used for relatively large purposes. At this time, there is no good method of dispute resolution in the cryptocurrency markets. There is no crying in crypto. If a transition goes badly, there is no one to complain to. In which jurisdiction would you file a complaint? I believe in the near future those involved in large transactions will continue use the traditional economy, but this is still good news for crypto! Most of the routine transactions every day are small transactions that are perfect for cryptocurrencies.

Transparency of transactions or hidden or opaque transactions? Cryptocurrency transactions are transparent on a public ledger for the world to see. Each Bitcoin can only be used once. This is a radical departure from the fiat traditional economy, which uses the same dollar multiple times. The brilliant Ray Dalio of Bridgewater Associates described this in 2014 in “How the Economic Machine Works”:

Virtually all of what the Federal Reserve calls money is credit (i.e., promises to deliver money) rather than money itself. The total amount of debt in the US is about $50 trillion and the total amount of money (i.e., currency and reserves) in existence is about $3 trillion. So, if we were to use these numbers as a guide, the amount of promises to deliver money (i.e., debt) is roughly 15 times the amount of money there is to deliver.

As long as the gears of this economic machine are turning, the music is playing and there is no one scrambling for a seat in musical chairs. But if and when the music stops, there are fifty people fighting over three seats. This is what happens in economic crises. Because each Bitcoin can only be used once, this type of problem cannot happen.

A borderless world with less political influence or a bordered world with more political influence? I’m an idealist. I am very much drawn to the idea of a borderless world. Technology is borderless. Financial transactions in theory can be borderless. In the traditional fiat economy and in the crypto economy, assets can be sent anywhere at the click of a mouse. This is not the reality, however. Governments sometimes get into disagreements and sanction one another and prohibit their citizens from doing business with one another. Businesses and individuals should absolutely respect the sanctions that their countries impose. A simple business principle? Respect and honor any regulator who can close you, litigate and fine you out of existence, or put you in prison.

Cryptocurrencies are a borderless world with less political influence. Algorithms don’t get into ego-driven damaging political contests with one another. Algorithms don’t get into trade wars, or exchange tariffs. Algorithms don’t have historic rivalries, military ambitions, or leaders in search of glory. The borderless world and cryptocurrencies have great potential to democratize economic transactions and economic opportunity to the benefit of individuals all over the world.

Crowdfunding for new businesses or only venture capital, investment banks, and governments? Initial coin offerings, now more commonly called Token Generating Events (TGE), are simply crowdfunding. I believe that this democratization of business fundraising holds great promise, with smart regulation. Governments have a legitimate interest in stopping frauds. This is true in both the traditional economy and the crypto economy.

Regulations on TGEs vary greatly country by country. G20 countries with the largest economies are generally wary of upsetting the status quo. Their current economic policies have them in the G20! Many of the 180 countries NOT in the G20 are willing to experiment. The top twenty economies in the world hold 80 percent of the world’s wealth. The other 172 countries are less thrilled with the status quo and view the crypto economy differently. This is a frequent topic of conversation at the United Nations. The developing world views the crypto economy and blockchain technology as a potential way to improve the lives of their citizens through TGEs.

Crypto economy and blockchain leaders need to work with regulators to realize the potential of the technology. It’s important to understand that countries take their currencies seriously. Government planners in the United States, China, and the European Union are concerned about the potential of capital flight. Economists in the G20 countries might have to make projections based on imperfect data if they can’t figure out how to track every transaction!

The elephant in the room regarding governments is taxes. The crypto economy will need to work with governments regarding taxation as the markets mature. This cooperation will be a complicated culture clash, but I think it is necessary and will benefit all parties in the long term. Countries don’t want to push their best and brightest citizens, the businesses they will start, and the jobs they will create over borders.

The First Amendment of the United States Constitution empowered individual freedoms and helped remake the contract between citizens and governments over 200 years ago. I believe the crypto economy and blockchain technology can empower economic freedom for individuals and rewrite the way the globe does business.

Read on, and Aries Wanlin Wang will explain how.

—Kevin Barry, September 2018
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1.

HOW DOES SOMETHING LIKE BITCOIN HAPPEN?

In late 2008, under the long shadow cast by the most severe economic crisis in generations, a revolutionary new form of currency was quietly being shaped. Initially, there was no clue that an obscure form of electronic money would prove to be the most important financial innovation of the 21st century, a tool that would soon be widely adopted by people, economies, and companies all across the world. In October of that year, in a white paper issued by an anonymous person or group calling itself Satoshi Nakamoto—now known to the world as “the creator of Bitcoin”—the digital currency known as Bitcoin, and the technologies underpinning it, were laid out for the first time. There were few clues in this initial description that made anyone think Bitcoin had the power to upend and revolutionize the world’s financial system. Bitcoin’s success was far from assured.

In its early days, Bitcoin was mostly seen as an oddity—something that was only around to amuse experts in cryptography. Just ten years ago, the general public was still mostly unfamiliar with cryptocurrency. It was only for specialists and eccentrics. Today, of course, Bitcoin has become a household name. It has the highest market value of any cryptocurrency. Moreover, it has drawn an enormous amount of attention to blockchain, the technology on which it is built. (If you’ve ever been to a blockchain conference, you will truly feel the “electricity in the air” of the great expectations people now hold for the future of blockchain technology. Bitcoin has had its ups and downs, but this enthusiasm has not abated.) Blockchain was originally developed as a sort of “storage room” for Bitcoin—something that would record transactions and avoid the possibility of the currency being used inappropriately. The focus of this book will be the technical backbone of cryptocurrency and the crypto economies it makes possible. But before we get into the thick of it, we need to spend a moment on Bitcoin and its history, because Bitcoin was the driver of it all. It’s just that important.

The disaster of the subprime mortgage crisis in 2008 shook the public’s confidence in banks, governments, and other powerful institutions. Suddenly, everything was in doubt. Entities that had been seen as rock-solid and trustworthy for generations appeared to have abruptly let us down. They had been revealed as empty facades. The emperors had no clothes. Now, the world was looking for new solutions. And into this environment, Bitcoin arrived like a magic bullet, seemingly designed to solve the very issues that had caused the financial crisis in the first place. Bitcoin would decentralize power. There would be no external arbiter or regulator that might fail us. To the contrary, the people—the users of the cryptocurrency themselves—would truly hold the power.

But perhaps Bitcoin was not only successful because it arrived on the scene at just the right time. One must admit that it also has a sense of mystery about it, an allure that many found romantic and daring. Bitcoin was exclusive at first, like a club that people wanted to join. It was initially introduced to a very small group of people—experts in cryptography and “tech nerds” who were obsessed with the concept of individual liberty. (Some called these people “cypherpunks.”) Just as one sees in the trajectory of any exclusive brand, Bitcoin gradually made itself more available to the masses. Yet even as consumers scrambled to get in on the hip, new “Bitcoin rush,” many did not truly understand what the currency was, and the transformative power it held. But for us to discuss that here, we need to take a brief look at the history of money.

Sumer is an ancient civilization that was founded in Mesopotamia around the year 3000 BC. Sumerians are generally understood to be the first people who used money as a medium to facilitate exchange. Before the Sumerians, humans mostly used a barter system to make exchanges—trading things for other physical things. There are many disadvantages to a barter system.

For example, say it’s winter, and you’d like some wood to heat your house. You raise sheep and cows. Your neighbor grows trees, and he would like to have some meat for his family. You and your neighbor have to work out a barter arrangement—say, one sheep for twenty wood blocks. You give him your sheep, and he gives you his blocks. Sure, it works, but it’s not as easy as using money.

The direct exchange of goods without a universally accepted medium brings all kinds of inefficiencies and issues. If you don’t have anything your neighbor wants, for example, then a trade cannot happen. As a way around these issues, we invented money and credit, which remain the foundations of our economy today. Today, if you want wood blocks, you can use credit or debt to borrow twenty wood blocks from your neighbor—which puts you in his debt but allows you to pay him in the future. You can also simply pay him for the wood blocks in cash, which he can then spend any way he likes. Either works if your neighbor trusts you and/or trusts the currency you give him. Credit and money enable trade and make it more efficient.

And now, after 3000 years of financial and technological evolution, the Internet has brought us to a digital version of ancient Sumer. Since the Internet was first invented in 1969, half a century has gone by. In the intervening time, the Internet has become an inextricable part of our lives. Many of us can live without our girlfriends or boyfriends, but not without access to the Internet! The Internet connects people wirelessly and instantly through emails, social media, online businesses, and more. The extent of the social and financial engagements we are forging through the Internet reveal just how much we rely on it in every aspect of our lives.

The benefits of the Internet are clear. But there are also downsides. Some of the biggest downsides that we really can’t ignore involve privacy and security. Namely, how can we protect our privacy and stay safe when all of our photos and personal information are all over the web?

For most of us, the answer has been to allow centralized, trusted authorities to verify and safely enable activities conducted online. In a way, it’s similar to how we’ve decided to let governments and banks oversee, manage, and control our economic transactions. Companies like Facebook, Google, Microsoft, and IBM have all—in different ways—become part of the apparatus we trust to provide safety online. The information we use is stored in central servers owned by powerful Internet companies. These companies provide services we value, and in return we trust them with our personal information. Yet once our information is in their hands, we have very little control over how they may use or exploit it. Think of how frequently we learn that a web company has been selling user information without permission. Think of how frequently websites change their terms of service, allowing customer data to be sold or used in other ways. Facebook’s recent scandal is an excellent example of the violations of privacy and abuses of power that many users feel are unfairly foisted on them month after month.

Yet no matter how one feels about the Internet, it’s undeniably the major force pushing us into the future. Much like banks, Internet-based giants have become too big to fail. Google dominates information exchange through the prevalence of its search engine. Dominant social media platforms such as Facebook control personal connections and public information exchange. E-commerce has also become a part of our lives, with Amazon and Alibaba the unshakable giants in the field.

Theft of personal information is one thing, but the potential for the theft of online financial information presents a whole new ball game. For many people across the world, the ritual of going to the bank in person has been replaced by completing our financial transactions online. As the hard times in retail evince, we also now buy and sell merchandise online with increasing frequency. And instead of picking up the phone and calling restaurants to place our orders, we now browse menus and make orders on the web. This increase in online financial activity demands better security and efficiency. Cryptocurrency was created for this. It provides better security and is easier to use. We don’t need to reveal our identities when we make purchases using cryptocurrencies. And that fact, vitally, means we can choose to remain anonymous.

CYPHERPUNKS, LIBERTARIANISM, AND DIGITAL MONEY

It took the public a while to migrate from digital money (transferring digital dollars online) to using cryptocurrency—that is, money created using cryptography. But that migration is now happening. Yet to truly understand a phenomenon like this, we need to ask why it is happening. Why did people want to create a currency separate from the fiat money controlled by the central governments and central banks?

Diners Club is generally considered to have been the birth of the credit card. In 1974, Roland Moreno invented the IC card as a medium to store digital currency. In 1982, the United States created the electronic funds transfer system (EFTS), with Great Britain and Germany creating similar institutions shortly thereafter. Credit cards issued by banks were an instant hit, expanding exponentially as demand increased. This was the first digitizing of fiat money. It was important because it changed our perception of money in a way it hadn’t been in centuries. For the first time, most of us didn’t need to carry cash around. Everything could be done virtually.

Even though digital money is very different from—and exists in a different form from—fiat money, it still relies on the centralized oversight of powerful banks and governments. Not everybody likes this because of the inherent requirements and regulations. Namely, unlike cash, you can’t use your credit card anonymously. You’re charged a special rate to use your credit card in another country. Some cards are not accepted at all in certain countries. And middlemen—such as banks and finance companies—play major roles in the transactions. PayPal and Ali Pay likewise present themselves as “trusted third-party payment options,” yet their presence removes our ability to make many transactions discreetly or anonymously. International money transactions from one bank to another are also impossible without going on the public record.
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