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PRAISE FOR 
BULLETPROOF YOUR MARKETPLACE


“If you’re running an internet platform, nothing’s harder than getting your trust and safety right. And nothing’s more important. Good trust and safety will drive revenue, increase customer satisfaction, minimize risk, and protect your brand … start with this book.”


—ROB CHESNUT


Trust and safety pioneer and author of Intentional Integrity: How Smart Companies Can Lead an Ethical Revolution


“As a digital marketplace creator, I’ve spent twenty years learning how best to protect digital platforms from harm. This guide is an excellent resource for anyone who wants to start their business right and succeed!”


—GENEVIEVE THIERS


Founder of Sittercity.com


“There is no one better versed in the wide variety of risks specific to the marketplace model than Jeremy Gottschalk. In Bulletproof Your Marketplace, he provides a comprehensive overview of these risks and the best ways to avoid or mitigate them. Bulletproof Your Marketplace belongs on the bookshelf of every founder, product leader, lawyer, or investor who works in the marketplace economy.”


—NATHAN GARNETT


General Counsel of OfferUp


“Simply put, this book is an essential read for marketplace founders and leaders. Marketplaces are complex and face very specific challenges that very few people have an understanding of. Jeremy is an expert in the space and Bulletproof Your Marketplace will help founders and teams understand how to navigate legal and risk challenges and ultimately be positioned for success. I know I’ll be sending copies to founders and teams.”


—MIKE WILLIAMS


Founder of Everything Marketplaces


“Whether you’re entrenched in a marketplace or just starting one, Bulletproof Your Marketplace is indispensable. Each chapter unpacks potential marketplace hazards, offering Gottschalk’s sound, expert advice on how to sidestep and preempt them. His deep understanding of marketplace dynamics, combined with insights gained from working with hundreds of marketplace businesses, offers a level of knowledge that’s simply unparalleled.”


—LYNN PERKINS


Founder and CEO of UrbanSitter


“Protect your business from self-created incidents and strengthen platform integrity. Jeremy Gottschalk outlines regulatory protections and shares valuable insights for leaders to avoid unnecessary risk exposures and liabilities.”


—GARRETT OLSON


Head of Insurance and ERM at Wolt


“As an authoritative expert, Jeremy combines his competitive spirit, engaging energy, focus on quality, passion for winning, and personal programming for success to articulate a proven strategy for developing highly defensible marketplaces. Stripe’s decision to hire a general counsel as one of their first ten employees underscores the importance of legal insights, making Jeremy’s advice crucial for founders and operators. This eye-opening, common-sense, and engaging read weaves a perfect balance of theory and real-world examples, equipping readers with critical insights and tactics to build winning marketplace businesses.”


—VISHAL KAPOOR


Senior Director of Product at Shipt


“From the very first Marketplace Risk conference in Miami in 2015, it was clear to me that Jeremy Gottschalk had identified a critical market need and had designed a powerful form to address it. Since those early days, he has become a go-to for guidance and perspective on topics of marketplace risk for me and my team, and I have not been surprised to see the annual conference become an industry cornerstone. I am delighted that he has taken the time to compress his insights and perspectives from over the years into a book that anyone can access. Bravo.”


—BRENT TURNER


President and COO of Rover.com


“Drawing from a wealth of career experience, Jeremy Gottschalk illuminates the evolution of the digital marketplaces, offering an invaluable guide for newcomers. His expertise sheds light on mitigating unnecessary risk and exposure, making this book the ultimate ‘Holy Grail’ for anyone entering or expanding in the marketplace space. A must read for those seeking a strategic, insightful road map to navigate the complex challenges of today’s digital economy.”


—KRISTIN KUPIEC


Law Enforcement and Critical Response Manager


“Jeremy’s expertise shines through in this must-read book that transforms complex legal, compliance, and risk topics into engaging and understandable insights. With practical advice and real-world examples, Jeremy not only educates but empowers readers to navigate the evolving landscape of legal strategy, risk management, and trust and safety. This book is an invaluable guide for professionals looking to deepen their knowledge and build confidence in developing effective, modern risk-management strategies.”


—MIKE WILKINS


Vice President of Trust and Safety at Turo


“Bulletproof Your Marketplace offers invaluable insights into protecting digital platforms in a rapidly evolving landscape. Jeremy Gottschalk draws from years of hands-on experience to provide clear, actionable strategies for mitigating risks while enabling marketplace operators to thrive. Whether you’re launching a start-up or leading a large enterprise, this book equips you with the critical tools you need to safeguard your business from legal and operational pitfalls. A must read for any digital entrepreneur looking to build a sustainable and resilient platform.”


—STEPHEN F. FUSCO, PhD, CIPP-US/E


Senior Director Legal, Commercial at HopSkipDrive




[image: imgtitle.jpg]



 

Copyright © 2025 by Jeremy H. Gottschalk.

All rights reserved. No part of this book may be used or reproduced in any manner whatsoever without prior written consent of the author, except as provided by the United States of America copyright law.

Published by Forbes Books, Charleston, South Carolina.

An imprint of Advantage Media Group.

Forbes Books is a registered trademark, and the Forbes Books colophon is a trademark of Forbes Media, LLC.

Printed in the United States of America.

10  9  8  7  6  5  4  3  2  1

ISBN: 979-8-89188-090-0 (Paperback)

ISBN: 979-8-89188-091-7 (eBook)

Library of Congress Control Number: 2024924711

Cover design by Matthew Morse.

Layout design by Megan Elger.

This custom publication is intended to provide accurate information and the opinions of the author in regard to the subject matter covered. It is sold with the understanding that the publisher, Forbes Books, is not engaged in rendering legal, financial, or professional services of any kind. If legal advice or other expert assistance is required, the reader is advised to seek the services of a competent professional.

Since 1917, Forbes has remained steadfast in its mission to serve as the defining voice of entrepreneurial capitalism. Forbes Books, launched in 2016 through a partnership with Advantage Media, furthers that aim by helping business and thought leaders bring their stories, passion, and knowledge to the forefront in custom books. Opinions expressed by Forbes Books authors are their own. To be considered for publication, please visit books.Forbes.com.



 


This book is dedicated to Audrey, Steele, and Emi, and to all the entrepreneurs and innovators who followed their dreams with reckless abandon, without whom this book would be unnecessary.




 


FOREWORD


TO BE SUCCESSFUL in today’s environment, leaders and the firms they operate must adapt not only to external conditions but also prioritize trust, risk management, and safety. The concept of strategic fit now extends beyond aligning core elements like strategy, organizational structure, and talent; it must also encompass building trust, mitigating risks, and ensuring safety for all stakeholders.


If we look across history, we find that the “hand” has served as a powerful metaphor for describing the complex interplay between the enterprise and the environment in which it operates. The “invisible hand” metaphor helped to capture the conditions of the preindustrial period when proprietorships ruled. This was later challenged by the concept of the “visible hand,” with the rise of the large multidivisional firm and professional managers. Today, enterprises operate in an environment shaped by computers, networks, data, and algorithms. We can call this the “digital hand” to distinguish it from previous periods. Marketplaces and the platform business models that support them excel in this environment, which helps to explain why they have, as a class, moved to the frontier of innovation and productivity.


Let’s dig into each of these periods a bit further and tease out the implications.


THE INVISIBLE HAND


Our earliest concept of the firm is strongly influenced by Adam Smith and his seminal work, The Wealth of Nations.1 Smith was among the first to recognize the importance of the division of labor and the productivity that could be achieved through specialization via his famous pin factory example. These and other ideas about the firm and national wealth creation came together in his powerful metaphor of the “invisible hand.” In this conceptualization, if left on their own, atomized self-interested firms would produce social prosperity.


But Smith’s metaphor and analysis of the enterprise ignored the importance of managerial coordination, expertise, and leadership. As the industrial revolution drove increasing returns to scale, the role of managers became too important to ignore in establishing the strategic fit and the ability of an enterprise to reach the productivity frontier. This view also neglected the critical importance of trust-building and risk management in business operations.


THE VISIBLE HAND


A corrective was introduced by the late Harvard business historian Alfred Chandler. His detailed study of the rise of modern large-scale enterprises, such as Sears Roebuck, Ford Motor, and US Steel, that emerged between 1870 and 1920 led him to reject Adam Smith’s metaphor. In Chandler’s view, the “invisible hand” had been supplanted by the “visible hand” of professional managers. The coordination role played by managers is played out within multidivisional organizational structures. Managerial hierarchies lowered costs through routinizing transactions among the different stages of production and distribution.


They also contributed to making large-scale corporate R&D centers like Bell Labs possible. Chandler’s work was highly influential and won him the Pulitzer Prize in 1978 for his book aptly titled The Visible Hand.2


Alfred Chandler’s “visible hand” concept highlighted the role of professional managers in large-scale enterprises. While this era saw improved coordination and efficiency, it also brought new risks and safety concerns associated with industrial-scale operations.


THE DIGITAL HAND


What about today? The visible hand of the vertically integrated firm run by efficient professional managers no longer defines success. Today, frontier firms are flatter, more networked, data-rich, and lean into the value of engaging third-party providers and orchestrating markets. The most successful firms today are platform companies, such as Apple, Amazon, Google, Alibaba, and new circular marketplaces dedicated to resale, such as Vinted.


Companies that align to the conditions of the digital hand by adopting platform strategies outperform companies that don’t. Studies show that platform companies demonstrate superior performance across a range of metrics: market value growth, sales growth, and operating profit. Because digital technology reduces transaction costs and makes it possible to efficiently coordinate with third-party ecosystems, platforms can “invert” the firm. That is, they can create significant value externally by harnessing the creative energy and value of external contributors and collaborators.


The digital hand has important implications for firm leadership and strategy. Three capabilities stand out. First, leaders need a strong understanding of platform economics and network effects while prioritizing trust among users and partners. Implementing robust security measures to protect user data and privacy is essential. Second, they must coordinate actors across multi-sided marketplaces by implementing incentives for positive interactions while minimizing bad actors. This requires developing comprehensive risk management strategies for the entire ecosystem. Third, establishing rules, practices, and processes for ecosystem management is crucial. Leaders should create guidelines that ensure safe interactions and transactions while implementing safety protocols to protect all stakeholders from potential harm.


At the same time, trust and security have become critical in the age of the digital hand. Networks create vulnerabilities so firms must prioritize data protection and user privacy while implementing transparent practices to build and maintain user trust. Robust cybersecurity measures are essential to mitigate digital risks, alongside ensuring physical and psychological safety for employees and users alike. Risk management now extends beyond traditional business risks to include cybersecurity threats, reputational risks associated with data breaches or misuse, and regulatory compliance in a rapidly evolving digital landscape. Safety considerations encompass digital safety (protecting users from online harm), psychological safety (ensuring a positive user experience), and ethical considerations in AI and algorithm deployment.


As Bulletproof Your Marketplace lays out with clarity and force, marketplace leaders need to orchestrate ecosystems, inspire stakeholders, and engage partners—all while maintaining a strong focus on building trust, mitigating risks, and ensuring safety for everyone involved. Leaders must learn how to bulletproof their operations. This book shows us how.


—PETER EVANS, PhD


Chief Strategy Officer


McFadyen Digital



 

INTRODUCTION

SO MUCH TO GAIN, EVERYTHING TO LOSE

CONGRATULATIONS. Since you’ve picked up this book, it’s safe to assume that you’re either in the process of launching a marketplace or you’re already deeply entrenched in running and scaling one. As someone at the helm of an enterprise that provides an efficient conduit for supply and demand, you know the excitement of being a part of a $3.6 trillion (and growing!) worldwide industry.

Like most people with an entrepreneurial mindset, you’ve undoubtedly put an enormous amount of effort into setting your marketplace up for success. And you’ve surely been conscientious about meeting your obligations to all your stakeholders along the way. This type of hyperfocus on launching and scaling an innovative and disruptive business has been serving you well … so far.

But if you want to keep your marketplace moving in the right direction over the long term, you must do more than focus on things like product development, customer acquisition, and the like. You need to focus on eliminating unnecessary risk, exposure, and liability that could inevitably lead to failure. Identifying and minimizing these vulnerabilities is the best way to protect your marketplace and your users. It’s the best way to avoid falling prey to predatory lawyers who won’t hesitate to pursue costly, and often nuisance, lawsuits that can bring you down.

WHY CHASING SUCCESS ISN’T ENOUGH

On your path to success, you’ve established your product-market fit and proof of concept. Plenty of users are eager to sign up to connect with sellers and buyers or join communities of interest. You’ve invested in providing the right kind of user interface (UI) and user experience (UX) to attract the right people and convert them into repeat customers and permanent fixtures in your ecosystem.

You know what key performance indicators (KPIs) you must meet for hockey-stick growth, and you have identified benchmarks along the way, so you know when you’re meeting those KPIs and when you’re falling short. You’ve alpha and beta tested your marketplace to ensure your UI and UX offer a delightful experience, and you haven’t hesitated to pivot to meet shifting market demand. You can rattle off your customer acquisition costs with precision while citing chapter and verse when it comes to the who, what, and when of your daily, weekly, and monthly active users.

You know your customer retention cost, and you’ve got a handle on your average revenue per user, your monthly and annual recurring revenue, and can, with reasonable certainty, predict a compound annual growth rate. You’ve focused your energies on all the things that will chart a path of success and impress your current and future stakeholders.

Like most founders and leaders, you’re aware of the myriad technical and business-related reasons that marketplaces fail. You’ve studied the perils of poor design. You understand how a lack of funding can tank an enterprise in no time flat and that failing to correctly time the market—either trying to disrupt too much too early or being too late to the game in already saturated business terrain—is a death knell, particularly ones venturing into this space.

In other words, you’ve got this. You’re either already wildly successful, or you’ve dotted all the i’s and crossed all the t’s to set yourself up for success in the very near future.

And should you need it, there are ample resources—accelerators, communities, knowledge bases, courses, books, and a never-ending supply of consultants with years of experience—to guide you. Information on how to address user issues, where and how to procure funding, how to strategically time market entry, and when and how to incorporate continuous improvements abound.

To be clear, this book is not about any of that. It will not be focusing on profitability or ensuring the longevity of your platform through any of those means. Doing well in the ecosystem is your jam, and you’ve got everything moving in the right direction and under control. This book, instead, is about managing specific risks, exposures, and liabilities associated with marketplaces. Unlike the other resources out there that offer pathways to success, this book will teach you how to forge a path away from failure. Its purpose is to provide useful and actionable information to strengthen protections that will ultimately eliminate any unnecessary risks that come with operating a marketplace.

Follow this guidance, and you will rid your marketplace of unnecessary risk, exposure, and liability. Push these matters to the back burner, and mark my words: you will regret it one day. As I tell clients all the time: it’s not a matter of if, but when. That is, it’s just a matter of time before something avoidably bad happens, whether that’s an incident between users, nefarious actors infiltrating your community, a data breach, or something worse. And the commencement of a legal action against you—even if you’re ultimately exonerated—could cost you the kind of exorbitant legal fees and devastating publicity from which you may never recover.

WHY I WROTE THIS BOOK

I decided to write this book because, frankly, I wish I’d had a resource like this early in my career. As an intellectual property lawyer turned marketplace operator and then consultant, I know, firsthand, there is scant information available to guide marketplace leaders in reducing and eliminating unnecessary risk, exposure, and liability. Fast-forward twenty years, and I continue to see the need for this information by the marketplace leaders who regularly attend the conferences, virtual events, and boot camps I conduct through Marketplace Risk, the resource hub and community that I founded to help founders and leaders learn how to protect their platforms and their communities.

I know the information in this book is valuable because I’ve relied on it, and so have my clients for two decades. I’m proud to say that in the twenty-plus years I’ve been counseling marketplaces and digital platforms, not one of my clients having followed my advice has ever been successfully sued under my watch. In addition, in all the time I’ve spent learning about, working in, and representing clients in this space, I’ve not come across one comprehensive guide on how to identify, predict, prevent, and respond to the many unnecessary risks that you will undoubtedly face. That’s why I’ve decided to pen this book. The struggle is real, and so is the need.

HOW I BECAME A MARKETPLACE RISK MANAGEMENT EXPERT

As the first person in my family to complete college, I didn’t receive much guidance or have many insights about how to make the most of the college experience. So I ended up with two degrees—one in Spanish literature and languages and the other in criminology and law studies, with minors in philosophy and theology. While I enjoyed my college experience, I wasn’t exactly prepared for any particular profession, so I did what a lot of people in my situation do. I kept studying, and I went to law school.

Upon graduation, I took a job as an entry-level associate with a firm that had a tiny intellectual property department consisting of one person—my first, and perhaps most impactful, professional mentor, Mary Dicig. My initial assignments from Mary were helping on various intellectual property and technology-related research, litigation, and transactional projects, and I guess you could say a career was born.

Even though I didn’t have any technical background, I was able to learn quickly and hone my skills working with Mary. Ultimately, I was challenged with taking technical matters and reducing them to understandable concepts in order to make compelling arguments, review and draft contracts, and effectively communicate the legal ramifications of certain circumstances with clients. This gave me a different perspective from other intellectual property attorneys who have technical backgrounds in, say, engineering, physics, software development, chemistry, or other science-based or technology-focused disciplines.

Because I come from a liberal arts-meets-law orientation, I started my career in intellectual property by looking at technology from the lens of balanced and practical business implications and legal protections rather than strict technical rigidity. For people who live and breathe this world, technology and its jargon often come first, and the significance and consequences of business and legal issues are an afterthought at best. For me, they’ve always carried equal weight. This perspective, more than anything else, laid the foundation for my later success in counseling my clients as a business lawyer who works primarily with marketplaces and digital platforms. In fact, the business side of tech interested me so much that I earned a midcareer MBA at the Northwestern University Kellogg School of Management.

After a few years accumulating a breadth of experience in intellectual property and technology litigation and transactions, I was recruited to work in the IP department of K&L Gates, the firm that counted Bill Gates’s father as a named partner. This was in the early 2000s when venture capital and investment firms were pouring unimaginable amounts of money into early-stage tech start-ups. Many, if not most, of these start-ups were founded by young, creative entrepreneurs who, seemingly by default, possessed little or no business savvy or experience. It was my job to look after them following their initial institutional investment.

RIDING THE MARKETPLACE WAVE

I am extremely fortunate that, at the beginning of my career, marketplaces and digital platforms began proliferating faster than anyone could have imagined. I happened to be in the right place at the right time to ride this wave. And I still am. I developed a practice working with founders and leaders pursuing this path in all forms and directions—from e-commerce platforms to B2B and B2C services to innovative ways to get people together for personal and professional mutual convenience and benefits, and everything in between.

My clients occupied the e-commerce, real estate, transportation, finance, home services, luxury goods, used goods, and caregiver industries, among many others. In 2010, one of these clients, Sittercity—a marketplace dedicated to connecting caregivers with those in need of childcare, senior care, and pet sitters—offered me to join as their first legal hire as general counsel. So I left K&L Gates and took on the sole responsibility of managing all the risk, trust and safety, and legal matters of this innovative and growing marketplace. I was thirty years old.

In Praise of Young Entrepreneurs

I’d like to offer a side note about the young founders I have been fortunate to work with. I’m convinced that their lack of business acumen was instrumental in their success. It’s been my observation that when you know too much about the realities of running a business, you can’t help but become more risk-averse. But when you’re full of fresh ideas, an entrepreneurial spirit, unfettered idealism, and a feeling of invincibility, you’re more apt to go full steam ahead in the direction of your dreams. Risk reaps rewards, and too many older and more experienced businesspeople become risk-averse. With youth comes a boldness of purpose and a thirst for success that can get lost for some of us later in life and in our careers.

Second, it’s no surprise that younger people are simply more comfortable with technology. Gen Alpha, Gen Z, and most millennials are digital natives. They’re adept at understanding technology because they’ve grown up with the idea that problem-solving often begins and ends with their devices. Finally, and science confirms this, most people reach their highest professional capacity in their twenties and thirties. This is when they peak, according to Arthur C. Brooks, whose book, From Strength to Strength, details the rise and fall of success.

If you combine just these factors, it makes perfect sense that bold, young marketplace entrepreneurs—and I am extremely fortunate that I have had the opportunity to meet and counsel so many of this generation—would be creating great technical solutions to today’s most pressing problems. For instance, I’ve worked with founders who created marketplaces dedicated to helping families meet the challenge of finding quality care for their children as well as their aging grandparents. I provided business and legal counsel to entrepreneurs who have developed a marketplace so businesses and workers looking to fulfill short-term contracts and projects of every imaginable type can find each other. And I’ve been involved with travel and experiential marketplaces helping users realize their dreams of exploring the world.

These represent just a few examples of the entrepreneurs I’ve worked with. While their businesses were different, each of these founders possessed that purposeful stick-to-itiveness and creative genius that propelled them to turn a mere thought, an idea, a concept into a robust and thriving enterprise.

The Sittercity Years

For the seven years I ran Sittercity’s legal department, I undertook a broad variety of responsibilities that generally fell into two categories: protecting the company and protecting our community of users. One of my most significant wins for Sittercity was defeating a notorious patent troll that was harassing us as well as dozens of other companies, including Match.com and Care.com, to name just a few.

A patent troll—sometimes referred to as a “patent shark” or, in kinder terms, a “patent assertion company”—is an entity that leverages outdated and/or nearly expired patents against companies that it claims is infringing its patent. Ultimately, they are making no legitimate use of the patent themselves, other than trying to make a profit from it. Other platforms caved in to this troll’s demands—I believe there were twenty-three before us—making the sound business decision that paying them off was more cost-efficient than fighting their unfounded claims.

However, I took a different tack. I decided to fight fire with fire, asserting that I was Sittercity’s secret weapon: in-house counsel that was also an experienced intellectual property attorney. I convinced these trolls that I’d use my intellectual property prowess to defeat them on their terms, wasting so much of their time that fighting Sittercity was going to cost them more than they could possibly gain. I went so far as to get admitted to practice before the court in the Eastern District of Texas where they filed the case. We were playing a game of chicken. The truth is that I didn’t have the litigation experience that they understood me to have. I even retained outside counsel to do the heavy legal lifting behind the scenes, but they didn’t know that. Fearing a never-ending fight from an experienced in-house intellectual property lawyer, they dropped all their claims against us. Suffice it to say, the victory over this troll tasted pretty sweet.
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