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A NOTE FROM THE AUTHORS





When Tom and I decided that we should write a book, it was because we felt that we had discovered something we needed to share about security and how people go about it. We didn’t completely understand who needed to hear about our discovery, and it wasn’t until we finished getting our observations down on paper that we were able to unpack who might find it valuable. This journey has reinforced our passion around a niche of cybersecurity—cyber risk inside the supply chains of large businesses.





With the Internet of Things growing and technology becoming more and more integrated with “mundane” processes and devices, large businesses are trusting their vendors and suppliers more and more with their intellectual capital and critical business systems. In most cases, this trust is being given without the large company even realizing they are doing it, due to the complexity of environments and systems required to run a large enterprise.





We believe that Tom’s experiences as an executive of corporate security and his background in the air force, paired with my experiences as an entrepreneur and a member of the supply chain of a number of large enterprises, give us an interesting enough collection of data and observations to be worth the effort to tell you good folks about it.





How Should You Read This Book?





In this book, we cover how an understanding of the National Institute of Standards and Technology (NIST) Cybersecurity Framework and a company’s role in the value chain of a enterprise’s business model will allow alignment between small or midsize businesses and the security needs of the large enterprise.





In other words, we help small businesses figure out how to protect themselves so they don’t become that vendor that caused the larger enterprises they work with to be a headline in the news.





If you are a curious person and want to learn about security, you should find enough content in the following chapters to get a decent overview of the different parts of NIST. Our examples and stories should help you understand how the parts of NIST should be applied to the different parts of your company and supply chain.





If you don’t have time for that, jump to the end of the book and look at Appendix A, “Twenty-Two Ways to Lock Your Company’s Cyber Doors for Under 20K,” which outlines the things a small and midsize company can do to help protect their customers. If you have a more complex environment and a bit of a budget, look at Appendix B, where we reference some really smart people who talk about how to increase your NIST security maturity level.





I know I speak for Tom as well as myself when I say thank you for getting this book and reading it. Our hope is that it helps increase your level of trust in the overall cybersecurity landscape of business—or at least makes you sound smarter at dinner parties. Either is a win. Enjoy.




 


INTRODUCTION





Is your business protected from today’s cyber threats? If you don’t know, then you need this book. If you’re working in the world of cybersecurity, it’s essential to develop a framework in order to have a shot at creating a security plan that you can actually execute.





This book can be used in two different ways—first, to provide an overall narrative of how large businesses think about cybersecurity and how that aligns with security frameworks, and second, to provide suggestions on how smaller companies can position themselves to minimize the risks they bring to those larger organizations. If you are a small to midsize business working with large enterprises, you should leave this book with a better understanding of how large companies think and what their expectations for you will be.





This book is a team effort, and I, Adam Anderson, am working with my friend and colleague Tom Gilkeson, the head of corporate security for Michelin North America, to write it.





The comments throughout this book, whether as “I” or “we,” sometimes distinguished by specific examples from my company, Palmetto Security Group, or Tom’s work throughout his career, are the collective result of our work together.





FRAMEWORKS FOR CYBERSECURITY





In this book, Tom and I take the lessons we’ve learned and the experiences we’ve gained through entrepreneurship and the cybersecurity field—along with those passed on to us by the businesses and people with whom we’ve worked—to help you tackle the huge and complex process of cybersecurity. We want you to use a framework to simplify and structure a thought process around the question, “How do I approach cybersecurity?”





There are many ways to do this. We’ve chosen to focus on the NIST Cybersecurity Framework, published by the National Institute of Standard and Technology. The NIST official government website states, “The Framework, created through collaboration between industry and government, consists of standards, guidelines, and practices to promote the protection of critical infrastructure. The prioritized, flexible, repeatable, and cost-effective approach of the Framework helps owners and operators of critical infrastructure to manage cybersecurity-related risk.” There are other systems and other frameworks that work, but this is the one we are using as a framework for our topic.





When many of you try to bring up cybersecurity issues to stakeholders, the very first thing they might do is begin quoting the latest computer system hack they saw on CNN. They might act in very fearful ways or be resigned to live with it, like victims of circumstance, rather than taking action. Sometimes they might treat your ideas in a comical way because they’re horrified by cybersecurity and use humor to cope. And sometimes you’ll be treated like a superhero, flying in at just the right time to help the damsels and dudes in distress. All of these methods are ways that people deal with traumatic situations of any kind.





CHALLENGING THE SECURITY STATUS QUO





Typically, without a solid understanding and a safe place for this conversation, bad decisions are made or no decisions made at all. People at your company would rather not know about a problem than be aware of it and feel they cannot do anything about it.





Companies must learn what to do with risk. They must build solid security into their systems and ways of doing business, and they must challenge the status quo. Involving leadership and creating a call to action is often the hardest part. Once companies learn about a risk, they must learn what to do about that risk. And that begins with not being in denial in the first place.





So when a status quo is in effect, that “I’ve been operating this way for a while, and I’m not dead yet” attitude change becomes scary. Change becomes hard.





THE CHALLENGE





One of the very first challenges when it comes to new risk is figuring out who is going to own it. Until you have an executive decision on who is going to own the risk and be responsible for it, nothing is going to happen. The first thing you need to do is to assign an owner and have executive sponsorship supporting your decisions and advice.





At the other end of the spectrum, if you’re going to accept the risk, the decision has to come from the top. Then it’s your role as the security practitioner to make stakeholders aware of their decision on risk and develop plans to mitigate that risk to the best of your ability. That plan should be presented in a way that lets everyone know this is a business decision that security is trying to recuce risk on.





It’s important to present the risk and plan of action to executive management in a jargon-free way, which is how we’ve achieved results in the past.





As security personnel, you have to work with staff throughout your company to educate them and address the status quo. And you must find ways to make the security policies and how you go about implementing them manageable for staff, too.





HUMAN BEHAVIOR AND SECURITY RISK





Security situations come up in ways you might never expect. One example we heard recently was that the employees at one company had so many IDs and passwords to remember for their systems that they posted them on a whiteboard in the office. People were photographing in the office and tweeting pictures without realizing that all of those passwords were now tweeted to the world.





There’s a dual issue in this example. One is the complicated procedures, so complicated that no one can remember them. Then, people are allowed to take pictures in the office. This might not have been an issue in the old pre-digital days, but now with Facebook and everything else, it certainly is.





At one television company we worked with, one of our roles was to protect the company’s intellectual property. Several productions started to experience leaks about shows prior to their airdate. Trying to figure out what was going on, we started investigating the spoiler fan phenomenon. Someone involved in producing a TV show had gotten a new office. He’d tweeted a photo of his desk with a call sheet on it, a document with details about the production. If you zoomed in on the photo, there was all the information you needed to post spoilers on the Internet.





WHO WOULD HAVE THOUGHT?





The key takeaway with these unfortunate situations is that many companies continue to use old behaviors and old approaches to security and other issues. They are unaware that there is any reason to be aware, since they are complying with a status quo. “Hey, this is how we do business,” many companies are telling themselves, ignoring the reality that the tools have changed. The ways of interacting with people have changed. The world is a different place, where a random, harmless photo about someone proud about a new office can lead to massive data leaks. Certainly not how you want your first day on the job to unfold.





At times, it’s also a psychological, human behavioral component of the status quo that needs to be examined. It sounds strange, but at times the goal of many cybersecurity folks is, “How do I fix these humans?” It’s not solely about technology, as many who are not in the cybersecurity field think.





As another social media security issue, how often are your employees setting up meetings with clients via their Facebook pages? Are they posting on Foursquare where they are going to be for a sensitive business lunch, allowing the chance that a competitor might purposely sit nearby and listen in? People often don’t realize how public communications have become in recent years. When you’re looking from a cybersecurity perspective, that’s not always a good thing.





The issue we come across regarding personnel involved in cybersecurity is that we have very smart folks who really understand the technology but may not have good people skills. The ease of understanding the threats from a cyber or technology point of view doesn’t necessarily translate into the ability to communicate about what you’ve seen. Yes, it can fit the stereotype of the so-called cyber geek and computer nerd, but it goes far beyond that, and that is among the concerns we want to address throughout this important book.





As stated above, we believe this book has two different functions. The first is to provide an overall narrative of how large businesses think about cybersecurity and how that aligns with security frameworks. The second is to provide suggestions on how smaller companies can position themselves to minimize the risks they bring into those larger organizations. If you are a small to midsize business working with large enterprises, you should leave this book with a better understanding of how large companies think and what their expectations for you will be. All of this will become a powerful arsenal for you when explaining your company’s cybersecurity needs to your C-level management.





CYBERSECURITY IS BUSINESS VALUE





At the high level, you can think of this book as a translator and an organizer for IT to business line functions. It’s also about security in relation to business value. What is your business trying to accomplish, and what role should security play in that? On the opposite end of the spectrum, there is such a thing as too much cybersecurity. If your cybersecurity system prevents the business from producing value, then it’s too much. We want to make sure you understand the right balance for your company and how to explain that to C-level management.





Throughout 2014 and into 2015, the issue in the vast majority of high-profile corporate cyberattacks has been an employee making a mistake or being unwittingly exploited. This was the case in the Target attack, the Home Depot attack, and the attack on South Carolina Revenue Service. We’ve got really smart IT people who are great at securing IT infrastructure, but one of the biggest challenges right now is that the real vulnerability being exploited is the humans.





Much of this boils down to processes and procedures and accountability, not technology. How do we do what we do? Who is doing it? How do we keep track of where they’re doing it and how they’re doing it? And how do we verify that what we thought was being done is actually being done?





Read on as, chapter by chapter, we explain how you can become aware of these challenges and explain them in an effective way to management. We use colorful, thoughtful examples of real-life situations, demonstrating how to overcome these challenges. Security is your business, and you’ll learn how to make it the business of everyone in your company.
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CHAPTER 1





WHY AREN’T MORE COMPANIES THINKING ABOUT SECURITY RISKS IN A CONSTRUCTIVE WAY?


When we sit down and talk through what a company’s security risks are, we often refer to a company’s core business model. Understanding what the business model is, what the company does, and how the company goes about doing it helps us craft security around their business functions. When we are advising a company to assess its risks, we begin by understanding how it actually makes its money and work backward from there.





Let’s take retail, for example. First, retail is about supply chain—getting the products from somewhere, bringing them to a location, and presenting them in such a way that consumers can buy them. The second aspect of retail is point-of-sale: How do I perform a financial transaction for merchandise whereby somebody gets the product and I get the money for it? Understanding these fundamental truths ensures that we deal with the highest priorities.





When considering security risks, first assess risk as it pertains to your business model. Next, consider the different functional pieces that make up that business model.





SECURITY, OR LACK THEREOF, THROUGH COMPLIANCE





In our experience, we have never gone into a company where there has been no security whatsoever. The security that exists is typically driven not through business value but through compliance—in other words, risk avoidance from known penalties.





Simply put, there is a standards requirement of some kind—whether from the government as with HIPPA, SOX or PCI, or from other organizations—that is driving the need for security. The general assessment is the answer to the question, “Am I compliant, or not, to the standard?” On the surface, it seems to be why a company can say it has addressed threats and risks. The reality, though, is that building security to align with compliance standards makes the world a safer place only for those who put the standard out there in the first place. Compliance to these standards cannot be ignored, but they should not be used as a replacement to a real security strategy tailored to your company’s own needs.
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