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INTRODUCTION




Definition: ‘Social engineering is the manipulation of human factors in order to gain unauthorised access to resources and assets: the active weaponisation of human vulnerabilities, behaviours and errors.’


JENNY RADCLIFFE, 2022





Social engineering is the pre-eminent component of the overwhelming majority of cyberattacks today. Whether the goal of a threat actor is to directly perpetrate fraud, harvest credentials or install malware, at some point a human being must be coerced into taking an action on the actor’s behalf. As a recent article for industry specialist Gartner stated, ‘Human error continues to feature in most data breaches’,I while numerous other industry analysis continually points to social engineering as being integral to most other security breaches.II


In their 2022 report on current cyber security threats and trends, PurpleSec (a cyber security company based in Washington) stated:




In the broad world of cyber attacks, 98% involve social engineering on some level. It could involve masquerading as a trusted contact to encourage an employee to click a malicious link or email, pretending to be a reliable banking institution to capture login credentials, or similar activities designed to gain entry into target systems.


Once trust is established – which is the social engineering part of the equation – other attacks can occur. Whether it be the distribution of malware, identity theft, or anything else, social engineering was essentially the gateway.III





Different analysts and organisations give varying, but always extremely high, percentages attributing the vast majority of breaches to this human method of attack.


Social engineering as a component of cybercrime, cons and scams is an enduring security issue. It is essentially a psychological hack. It is difficult to protect against because people will always be vulnerable to mistakes, manipulation and errors in judgement that allow a criminal to find their way into our lives whether on a personal level or as part of a bigger corporate or social network.


The consequences for victims can be devastating, with everything from the theft of our personal data and finances, to enormous legal, reputational and financial damage to organisations.


Breaches initiated by social engineering include some of the most widely reported attacks in recent history, including the WannaCry hack of 2017, a ransomware cryptoworm enabled because vital software system updates were forgotten or ignored by operators.


The Colonial Pipeline hack of May 2021 shut down one of the largest and most vital oil pipeline systems in the United States, causing President Joe Biden to declare a state of national emergency and deem the attack a national security threat. Access to the company network was gained through an exposed password on a VPN account.


While security technologies do much of the heavy lifting in terms of screening out attacks, the ones that get through can often be attributed to human error or negligence; a culture of blame in organisations that prevents employees reporting suspicious behaviour; direct manipulation, often through bribery and/or coercion of employees; or insider threat, when someone within a firm, through mistake or malice, enables or assists outside attackers.


The security industry battles such threats every day with technology, awareness training and testing, but human beings are part of almost every system, and human beings are not perfect, a fact that is all too exploitable by criminals.


While the larger attacks make headlines, smaller more personal tragedies occur every day. The elderly couple who lose their life savings in an investment scam; the businesswoman who fell for a romance scam and paid thousands to a non-existent boyfriend ‘trapped’ in a foreign country and needing a quick exit home; the small bakery owner whose Instagram account was hacked, resulting in the loss of five years of photographs of the ‘cake of the day’ and her entire online network of customers. Tragedies such as these sometimes seem insignificant in the greater scheme of things, but they are devastating to individuals who not only lose money but also their trust in human nature, their joy of life, their happiness. They almost always feel stupid to have fallen for scams, or to have been careless with a password, or not to have noticed that the caller was fake. They often find it hard to believe, even after the evidence is presented to them, that they were fooled. They lose confidence in their own judgement.





I am part of the industry that tries to protect people from these threats and the miserable aftermath for both corporate and individual victims. Along with a network of specialists, I put together simulated attacks on businesses in order to demonstrate what could be done by malicious individuals intent on targeting an organisation or individual for criminal gain. We take an attacker’s perspective and replicate a criminal attack up to the point of harm in order to educate and strengthen the client’s security systems. If we can find a loophole, a way in, then so could ‘the bad guys’. We find it, exploit it, and then help them patch it.


There are many thousands of individuals engaging in this business of testing security defences, a process known as penetration testing: from small contractors like myself, to larger organisations and businesses each with their own specialism and skills. The intention of penetration testing is to demonstrate attack vectors and methods and then advise clients on how to harden their defences to prevent actual criminals from doing the same thing and stealing or damaging assets.


My work and methods are notable because I do not rely on technical means of infiltration. Apart from extensive online research, I work almost exclusively with human behaviour and characteristics and use these behavioural traits as levers to uncover security gaps and investigate weaknesses. I’m not unique in this, but the level of specificity that I deploy is rare in this industry.


Most penetration testers use technical hacking methods to find exploitable gaps in the security of a firm’s computer network, the bulk of which can be done remotely. Whereas I specialise in the physical infiltration of client sites, and the construction and scripting of approaches to individuals in order to extract information, whether that be via email, text or bogus social media contacts, or even in person.


This has led to my online moniker of ‘people hacker’ and my description as an ethical con artist and burglar for hire.


This book is about how I came to have the unusual career I do today. When I began to think about writing about my job, I soon realised I needed to go into some detail about how I found I had an aptitude for this kind of work thanks to some of my experiences growing up, as well as describing some of the more interesting and exciting jobs I have done. I wanted to show the variety of the work a social engineer might be asked to do as well as explain how some of the cons are put together, in order to teach a wider audience something about prevention.


I also felt it was important to demonstrate that there are many different paths to a career in security, as well as many different specialisms; that not every job is technical in nature and diversity of all varieties is an advantage in the industry.


I also wanted to show that, despite what popular culture might have us believe, there isn’t always a clear distinction between the ‘good guys’ and the ‘bad guys’. That sometimes, in order to defeat a criminal you have to be able to think and move like one, and that choosing the right path is not always straightforward.





This book is about my life and work and because it is reality, as opposed to TV or film, the stories can be messy. I don’t always know exactly what is going on for a client when I take a job, and my methods don’t involve too many explosions or abseiling down buildings, although I don’t deny that the job can be both dramatic and dangerous at times.


There are sometimes questions left unanswered in the book, and not every job is perfectly run or polished in its execution. I’ve made many mistakes and encountered people and situations that seemed illogical, bizarre even, at times as well as done many jobs that were less than remarkable, and too routine to include here.


I’ve hesitated to write down all of the stories. There are many people out there who have much slicker and more professional operations than I do; large teams, who always work to tight contracts and use the latest technology. I still don’t work like that. I recruit from my network for the skills a job requires and we try, wherever possible, to keep things simple.


Apart from changing some details and masking identities to protect clients and myself, I have related truthfully, to the best of my recollection, what happened on the jobs described in this book. If the gaps are frustrating then I apologise. It frustrates me too, but I have learnt that things are not always neat and tidy, especially when human nature is involved, and that also, most particularly, includes myself.




	
I. Susan Moore, ‘7 Top Trends in Cybersecurity for 2022’, Gartner, 13 April 2022: https://www.gartner.com/en/articles/7-top-trends-in-cybersecurity-for-2022



	
II. See for example, Proofpoint’s ‘2022 Social Engineering Report’: https://www.proofpoint.com/sites/default/files/threat-reports/Proofpoint_Threat_Research_Social_Engineering_Report_2022.pdf



	
III. ‘Cyber Security Statistics: The Ultimate List of Stats, Data & Trends for 2022’, PurpleSec: https://purplesec.us/resources/cyber-security-statistics/














PROLOGUE


A mixture of amusement, fear and incomprehension flashed across the faces of the nine suits sitting in front of me. Although they had asked me to break their security systems, like many before them, they hadn’t really expected me to do it so well.


Be careful what you wish for.


I’d taken them through the report, accompanied by a slide deck that had outlined, with pictures, how we had bypassed their expensive systems, got around the locks, fences and guards and had wandered around their premises. I’d gone into their offices, planted twenty-five business cards in and around their site, made myself a coffee in their kitchen and photographed key information about their company.


I’d just taken an hour outlining the process. How I’d spent a couple of weeks outside and around their premises watching the routines and patterns of their staff. How I’d got to know their security guards online, watched them at a distance and singled out the ones who were easily distracted or just not very vigilant. I had noted the ones for whom this was just a job, like any other; who would take a nap or read the paper, doing the minimum to get paid without paying a lot of attention.


I’d selected a good time to tailgate past the dopiest guard, gained access to the site then hidden in a janitor’s cupboard for the rest of the working day, until almost everyone had gone home, and I could wander about freely.


I told them how I’d had various calls with cleaners, secretaries, middle management, and even the suits themselves, under different pretexts and guises over the last month so that I knew which offices to target, those most likely to yield the best information. Information that, depending on who took it, could be used variously to sell, copy, coerce or bribe.


Then I had explained how I had walked out of the cupboard, and taken many photographs, downloaded samples of computer files, walked around their site, pretty much wherever I wanted, and pinned flyers up on the staff noticeboard with bogus sites and emails, lethal if anyone acted upon them. I’d looked through desks, opened cabinets, and even gone up to the roof and spent some time taking in the view. All without being questioned or stopped – or even really noticed – by their security team or any of their staff.


The young managing director looked very uncomfortable. He had seen me speak at an industry conference a couple of months earlier and had been both impressed and amused by my talk. I mean, a professional burglar from Liverpool, who can break into high-security sites? Generally talking her way in, using that working-class humour and charm, and bobbing around nicking stuff? How funny is that?


I guess it’s funny until it happens to you.


He had enjoyed my anecdotes from the job, tales of running around on rooftops and foiling security measures and had approached me later, at the networking dinner, and asked me to do a test on one of his company sites. They’d invested a ton of money in their security, and he doubted I could get through, he said, but he wanted me to try. Just me, and on my own; he wanted ‘the best’.


I’ve two specialisms: one is physical infiltration, aka burglary, and the other is (broadly speaking) psychological ‘persuasion’ techniques. As he spoke to me, I watched him turn on the charm. I was sure it usually worked very well. It’s not often someone tries to manipulate me so blatantly; attempts at smooth talk and flattery tend to fall flat. Game recognises game, and I had a lifetime of persuading people to do what I wanted. Most people were more direct with me, instinctively recognising that you should never play a player.


He handed me a glass of champagne, but I wasn’t impressed, and gave him my stock answer for when I am turning down this type of enquiry, an answer that is, at least partially, true. I’d told him that I had more or less retired. That these days I did far less of the actual ‘job’, and focused more on education, on spreading the word to anyone who will listen about how to avoid being victims of social engineering. I’m now more often to be found giving keynotes, doing training and working as a legitimate consultant with my clients, in broad daylight, than conning my way into organisations or breaking into buildings. It’s rare and expensive for me to rob you these days, I say; I train younger and fitter legs and minds to do what I did for the last forty or so years. There are plenty of firms out there who can help you to test your security, it doesn’t have to be me.


He pressed a little more, so I explained how my knees are shot to pieces from many falls, and that I’d had enough excitement to last me a lifetime. I told him that now I mostly sit in front of my laptop writing, giving interviews about scams and cons, or give classroom training, showing others how to do the job or defend against its methods. I spend time with clients showing them how they might make things difficult for those people who would do the same things as me, but with malicious intent. I’ve settled into a comparatively quieter life; the anecdotes are getting thinner on the ground. I do only a few jobs a year, just to keep me current.


He looked at me and smiled. ‘I’ve connected on LinkedIn. Look at our site and get back to me. It will be fun.’


The next day when I read his message, curiosity got the better of me and I looked at the office site he was talking about and did a little digging. It was about as secure as a children’s playhouse, and he was offering me a very decent pay cheque to do it. Sigh.


I’d staked out the office, on and off, for a couple of weeks. Watching the site by night and day, at weekends and during work hours, I’d collected intelligence online about the company and its culture to see which pretexts might work best with his staff and suppliers. I’d covered my office walls in pictures of the building, and the key players in the firm, and I’d noted in what ways they were connected, looking for possible routes in both physically and psychologically.


Who was in charge? What were the people like? Did they socialise together? Who hated whom? What was happening at strategic level? What was happening at staff level? Who had personal problems? Who was having an affair? What department had the most valuable information? What did they value? What did they protect? Everything.


I’d decided I didn’t even need to use a crew and would, as requested, work alone. It was a standard site with standard security and standard operational procedure. I could do it alone and had turned up and timed tailgating past the security guard without them giving me so much as a second glance.


It felt a bit lazy. Before any job I prepare thoroughly, working out a good back story with both online evidence and often physical props to back me up. I have well-rehearsed and plausible reasons to be at their premises, and I ensure I know enough about the organisation and its key players so that if I am stopped, I can waffle my way out of the situation fairly easily. Imagine the professional embarrassment if I was caught out by something basic for the want of background work. My ego wouldn’t be able to handle it.


On this occasion it had not looked like a complicated job, and I had picked the easiest way in, through the front door. My research and surveillance had revealed likely insecure premises with negligent and unobservant staff, so I didn’t worry too much about getting caught and I didn’t need to pay for preparing a crew to help me. In truth I was used to working mostly alone, and if things changed tactically while I was inside, I trusted myself to improvise and handle things on the ground. I had the experience. My rough calculations estimated this as being approximately the six hundredth building I had broken into in my life so far.


For some of them I even had permission to do so.


Mr Champagne’s site had indeed proved to be a basic enough job, and while there hadn’t been a specific project or concern for me to focus on, what I had found was dangerous enough in the wrong hands. As is often typical, they had spent a lot of money on both digital and physical defences, but the humans who operated these systems were, like us all, occasionally careless, tired or forgetful and vulnerable to persuasion, influence and deception techniques.


Security guards waved me in without the appropriate passes or documentation several times because I had convinced them I was expected on the site. The first time I told them I was there to measure the floor in the conference room for ‘the new carpet fitting’. Complete with a clipboard and pen, a folder of carpet samples and a T-shirt with a convincing logo, they hadn’t dug deeply when I failed to produce a contact name within the business, had bought the line that I was supposed to just get on with the job, and let me through the gates and into the site.


Once inside, I’d wandered around, moving in and out of offices, rifling through drawers, taking photographs of open computer screens and pocketing any keys or passes I found lying around, or otherwise unsecured. Although a couple of people had spoken with me, all my interactions had been brief and cordial. No one had asked me for identification or queried why I was there. I was friendly, looked busy, had a plausible story and didn’t look threatening. I suspected that, as is very often the case, most people either didn’t notice me at all, or decided very quickly that as I didn’t look like a threat, then I wasn’t a threat. They carried on with their day, got on with their job and didn’t give me a second thought.


I’d returned the same evening, this time in office clothes, and used one of the stolen passes to try to move through the gates at reception, and back into the building. I’d waved at the guard and wearily raised my eyes, looking every inch the tired executive, annoyed at having to return to work at a late hour and preoccupied with working life. The guard smiled back and when the pass, perhaps now reported as missing, failed to give me access, he had beeped me through anyway without any questions.


The front entrance successfully breached, I tried the back door a few days later, this time in a high-visibility vest and carrying a cardboard box marked as special delivery. The guard at the back had asked me to sign a book to show I was in the building and then told me where to find the office of the recipient. I’d told him it was a recorded delivery and I needed to put the box into the hands of the IT guy who needed it urgently.


I’d signed using an alias and was shown to the elevator giving me access to the office floors, the guard helpfully explaining that the IT department was on the fourth floor. I’d wandered around a bit and found some passwords written on Post-it notes stuck to the side of computer monitors, pocketed some documents I found abandoned on printers, showing financial information and meeting agendas, before opening the box and depositing various items contained within it around the building.


A couple of covert cameras hidden in innocent-looking water bottles, some keylogger cables that sent every stroke on a laptop to a device back at our offices enabling us to see passwords, login information and anything else typed into the keyboard attached to the computers, and a Wi-Fi router device known as a ‘pineapple’ that could intercept their networks. This was a test, but had I had malicious intentions the information these devices could now gather would be enough to intercept, block and disrupt the private data and communications of the company. Even assuming that the digital protection the firm had installed on their system was working and blocking malware, or detecting suspicious activities on their network, we would still be able to see the passwords as they were typed into individual computers and could bypass the tech that way. If that didn’t work, I’d just try what was written on the Post-it notes.


Fundamentally, it is human error that makes a company vulnerable to hacking, scams and criminal activity. This firm had spent the money. They had the gates, they had the software, the anti-malware, the virus-checking technology, but if no one stops a friendly face from wandering around their site and taking what might be useful, they are exposed to whatever malicious activity a criminal might devise to attack them.


From the lack of checks by the security guard, to the careless abandonment of passes, the open computers and written passwords, to the lack of challenge or checks of a stranger on their site, it was the people, as it so often is, who were their biggest risk, and the sad thing was that it wasn’t even their fault.


People have to be seen and valued as the most important part of a security programme. No amount of investment in technological defences or fancy technology matters if you don’t make your people aware of their role in security. They need to be trained to understand how they contribute, made aware of the risks of giving others access to their accounts and information, and know how to report issues and prevent problems.


It must be made clear to them that writing passwords down or leaving a computer open is dangerous: what use is technology to prevent computer infiltrations or hacks if the criminal doesn’t even have to break in? They need to be told that challenging a stranger in their offices is OK, even if they get it wrong and stop a legitimate colleague or customer in the process, because a criminal doesn’t necessarily look or behave like a criminal, and that unauthorised access to data and private information may be enough to bring an organisation down.


The information I gained access to that day was worth millions in the wrong hands, which could mean anything from criminal gangs to malicious hackers, corporate espionage and even hostile state actors.


Reputational damage, identity theft, financial losses, attacks on commerce, critical infrastructure, political processes and countless smaller, more personal losses, are all facilitated in worryingly increasing numbers by the mistakes and manipulation of us human beings, every day, and often in spite of the firms we work for spending huge sums on other, more tangible, methods of security.


After all, it was easy to buy a new ‘magic box’ tool and tick a compliance clause to show that you take security seriously. It may even go some way to help your firm claim some insurance money when you are breached, but it is much, much harder to work with the people and really care about protecting them, and by default your firm, from having their humanity exploited by someone who does the same job as me but with the intent to do harm.


Mr Champagne and his company had made these typical mistakes. They had invested large amounts of money on physical and technical defences, but when it came to educating their people, they fell short. It wasn’t malicious, or even intentional, but by neglecting to educate their staff they were vulnerable.


Now it was my job to tell Mr Champagne and his board all of this. To show them how I had got into the site and managed to gain access to all of the things that they needed to keep private. To explain how their investments in security were not yet adequate to protect their business, their employees and themselves from malicious individuals. To explain how they could be attacked, coerced, breached and exposed in countless ways, ways they could imagine better than I could, because they, like everyone else, were vulnerable to social engineering, being ‘hacked’ through the mistakes or manipulation of their people, rather than by technical or digital means.


It was almost impossible to stop it completely, but they had to try. They needed to make themselves a harder target, starting, as everyone does, with their people. It was a bitter pill to swallow, and hard to accept, even in the face of the evidence I was about to show them, including the information we had gathered, legally and easily, on every single one of them online.


They watched and listened as I explained how I had got into the site, increasingly uncomfortable as I clicked through pictures of exposed desks and open doors, screenshots of confidential databases and financial data, business strategies and sensitive intellectual property. Finally, I handed each of them a sealed brown envelope with their name on the front.


‘These envelopes contain the information we found about each of you online. We will destroy our only copies in forty-eight hours. We suggest you take a look and decide if you want it out there. It’s your call, but please ask yourselves what a malicious individual might do with what we have found. If you need help hiding or deleting it, please just let us know. We are not saying that there is anything illegal or untoward in any of these files, but your personal details and information are always worth protecting, especially online. These files are intended to help you make decisions about what can be found out about you as individuals, and act as you see fit to limit or control it.’


About a minute passed in silence and then one of them looked at me and spoke.


‘Very much “mission accomplished”, Jenny, thank you.’ A smartly dressed woman in heels and expensive glasses sniffed, avoiding my eyes. I mentally recalled my notes on her: Human Resources. White BMW, two cats, lonely, gets a bit drunk with her best mate on Fridays in a wine bar about a mile from the site. Allegedly hates her ex, according to her social media posts, but I suspect she would run back to him in a heartbeat, given the number of texts she sends him.


‘We’ll be in touch soon to discuss the improvements you have suggested to the site, and I think, rather quickly, about some awareness training.’


The others nodded, breathing deeply and exchanging glances.


‘No problem.’ I turned and pressed the off button on my clicker and closed my laptop, the screen behind me going black.


‘Just one more thing before you go.’ I knew they were about to ask me, because I get asked it all the time, and sure enough. ‘I was just wondering. How on earth did you get into a job like this?’










1 FANCY AN UPGRADE?



‘How’s Hong Kong?’


‘Hi, Frank. It’s busy, I’ve spent money. How are you?’


‘I’m fine. Are you travelling home tomorrow?’


‘Yes. Flight is at 10.20 or something—’


He cut me off. ‘Are you flying economy?’


‘Yes, they put me in coach, the cheapskates.’


‘Do you fancy doing me a little favour? I’ll fly you home from Asia, business class. Bit of spending money as well?’


Frank was an old client who contacted me from time to time to carry out special tasks for him. Entirely separate from the large US corporate which constituted my regular employer at the time, he popped up occasionally with interesting and challenging jobs for me to undertake. He paid very well and quickly, and was the first client ever to offer to pay me for physical infiltration work. I never met him and could only guess at who he really was, but it seemed fair to assume he was, or previously had been, involved with the intelligence services.


For a start, he always seemed to be able to find me, even when my travel arrangements had changed at the last minute, or if I’d been suddenly diverted to a different hotel or city. I was travelling extensively in my legitimate role for my employer, and there were many times when I’d get a call within an hour or so of a reroute or schedule amendment that only I or the admin team at my office knew about. Then there was the nature of the jobs he asked me to do that were focused not on general or even specific security assessments, like my other clients, but more about finding pieces of written information, or weird details on a target.


I’d been dressing for dinner and packing my bulging suitcase when the call had come through to my hotel room. This was before the days of social media, when even a cursory glance at someone’s accounts shows every bar they have ever visited, and every burger they ever ate. People post their entire lives on social media these days, from the routes they jog every day, to the places they work, who they socialise with, what causes they support, their friends, family and hobbies. Nowadays it is easy to find out everything about someone with a few clicks of a mouse and some targeted searches. Back then, it was only people like Frank who could easily find you.


Most importantly, Frank is my oldest and most regular client and I’d learnt to trust him over the years. I didn’t know an awful lot about him. He was formal and polite and spoke calmly and without any regional accent. He sometimes used military acronyms and slang, telling me to ‘bimble’ around for a while, or that he would call me when I had ‘yomped back to Blighty’. I never knew for sure, and it didn’t seem polite or appropriate to ask him any specifics about his background. I made many contacts through Frank over the years, mostly law enforcement and former military, and I felt, rather than really knew, that he was on the ‘right side’, whatever that was.


My own legitimate, public career was going well; just shy of a decade into my working life I was a senior manager and an accomplished negotiator, with a Master’s in business and a decent-size team reporting to me at a Fortune 500 firm. I travelled extensively for work and was on track for promotion, but I’d never stopped my side-hustle of burglary and investigation. Over the years the frequency of this other work ebbed and flowed, but if a job came in – an office that needed checking, a building to get into, a person to scrutinise, a security system to breach – I was nearly always up for the task. Normal work was often crushingly dull in comparison, but I did value it, so I worked hard at both careers.


I was doing normal, corporate work day-to-day – leadership programmes, qualifications, managing my team, navigating office politics and business travel – while also agreeing to various social engineering and security assignments whenever and wherever the offers came through. And they often came through Frank.


In those days, before the cyber security industry was worth an estimated $3tn globally, when ‘penetration testing’ did not mean checking the efficacy of security systems, what I did was not considered a respectable profession. It certainly would have done nothing for my legitimate career prospects, longer term. My family would have been worried, my friends incredulous, if I had even begun to describe what I did in my ‘other job’ in any real detail. At the time, I saw what I did for Frank and others as a way of earning occasional supplementary income through sometimes questionable means. It was also an exciting part of my life that I felt very few people would understand, let alone accept, and that might also get me into trouble. By and large, I kept it to myself out of caution and self-preservation. I saw no advantage in going public with the news that, aside from being a procurement manager for a large corporate, I was also a burglar for hire.


This time, I’d been on a standard business trip, auditing and negotiating contracts with the suppliers in the Special Economic Zones of China and having meetings throughout Asia with new and potential suppliers. We’d been to China, Thailand and Taiwan, and now had a few days in Hong Kong tying up loose ends before our flight back home to the UK. I was supposed to be heading back to Manchester with my colleague Ginger Chris on the following Saturday morning.


It had been productive from a procurement and negotiation perspective, uneventful and good-natured. Ginger Chris was clever, good-humoured company and we’d enjoyed sightseeing and shopping in Hong Kong, before planning a final dinner and leaving for the airport the next day, a Friday.


When the request came in from Frank, it was a chance to see a different city and make some extra cash. I’d agreed to it very quickly and without much thought. Frank likes his luxuries and always books me into fabulous accommodation. Additionally, I hadn’t ever been to the city he was talking about and after weeks of corporate discussions and contracts with my colleagues and suppliers in Asia, I was up for a little solitary mischief.


Little job, I thought, spoil myself at the hotel, do a little shopping, decent flight home. Sorted.


It would be no problem to go home a couple of days later than originally planned. Work didn’t need to know; I wasn’t due back in the office until Tuesday and could claim a dodgy stomach. I could tell Ginger Chris the same, that I was resting and was on a later flight. It would be easy money and something of a working holiday. I took a few notes on the little pad next to the hotel phone as Frank outlined the job he needed me to do.


He explained that he had an old acquaintance who thought that his house was ‘impenetrable’ and was being a bit too cocky about it. He told me that, despite these claims, the house wasn’t especially well alarmed, guarded or even inhabited most of the time, and that it would be an easy matter to get in, leave a note on the guy’s desk to prove he was wrong, and be back and drinking cocktails within an hour or two. He gave me a couple of details of the general location and description of the target’s house.


It had sounded simple, which should have rung alarm bells, but I’d agreed readily and spun Ginger Chris some line about overbooked flights and a grumbling stomach at dinner. I’d then landed in the location and grabbed a taxi to an expensive hotel in the fanciest part of the city. When I checked in, the front desk handed me an envelope which I opened in my room. It contained the remaining part of the address of the target building and a note.


‘Check if this name xxxxxx is written inside his leather address book in the desk. If you don’t find the name then don’t worry about leaving the note and just get out. Enjoy business class.’


When I first heard about the job it had seemed very straightforward, a standard night’s work, although ‘standard’ rarely exists in what I do for a living. As I unpacked, I thought some more about the job. The guy who owned the house had obviously authorised the break-in, at least at some level, or I wouldn’t have been asked to do it, would I? Not my business what was going on between them. I didn’t feel it was my job to ask questions, and honestly I wasn’t actually that interested. Frank likes his games, I’m not even a part of them, he’s never steered me wrong in all the years I have known him.


I’d told him I would scope the house out that night, and then do the actual job in the early hours of Sunday morning. I’d had a rest and a shower and, after a brief wander around the area, some dinner and a few phone calls, I was ready to go.


Wearing a pair of black jeans and a plain long-sleeved black T-shirt, I tied my hair back into a long braid, took off all my jewellery and picked up a cheap-and-nasty plastic keyring torch at the little shop in the reception of the hotel. I got the concierge to hail me a taxi and asked the driver to head to a golf club which was at the end of the residential street on which the target’s house was situated. The driver dropped me off, and I noticed that plenty of cabs and rickshaws were queued just around the corner, a little way from the entrance to the club. Perfect, I thought, I’ll grab one when I get back; it’s only reconnaissance, it shouldn’t take long.


I walked down the gravelled drive and out of the gates. Soon I was strolling down a long, winding street of colonial-style mansions, most of which were set back from the pavement behind high walls and railings. I could see glimpses of cars and occasionally had to walk around a fallen bloom from a tree branch on the pavement, but otherwise there were very few signs of the lives beyond the perimeter fences and gates of this weirdly sterile but clearly affluent area.


The noise of music and conversation from the golf club gradually faded as I walked, but it still carried over the large stretch of water that flanked the entire street on my right-hand side. The evening light was fading fast and the moon was rising large in the sky. I was enjoying the walk and could smell cooking, garlic and ginger, and the slightly pungent scent of drains and greenery in water as I made my way further down the road.


I was looking for names or numbers on the houses and becoming a little concerned, noticing that many of them had no means of identification whatsoever. I thought I might struggle to find the target, but I needn’t have worried. After about three-quarters of a mile the buildings started to change, getting bigger and more lavish than the ones nearer the golf club. I felt I was getting closer and started to look for a house matching Frank’s brief description.


I knew the target as soon as I saw it in the distance. With its pale pink-washed walls and high black gates, it was hard to miss. A monstrosity, in my opinion, but my opinion didn’t count. I slowed my step to get a better look and peered through the gates into the property beyond. The house had at least three floors and was designed in a colonial style, all columns and white marble. With lush greenery and exotic blooms framing the building on either side, there were trees and shrubs lining the drive which led to the front of the building and a large carved black front door. The place lacked a heartbeat, as if no one was at home.


Looking up and down the street, there was no discernible sign of life. I could hear a couple of large dogs barking in the distance, but other than that it was eerily quiet, which was likely why I could still hear the golf club noise whispering away in the background. It was the most lavish ghost town I had ever seen, and it had a strange, lonely feel to it. You could scream or be run over here, I thought, and no one would hear you. There was almost no traffic and not so much as a duck, much less a boat, on the stretch of water over the road. I looked again at the house and saw no sign of any alarms or lights.


The large iron gates were, unexpectedly, standing slightly ajar. I thought about what Frank had said. This guy didn’t seem to bother much with security, which was fine, but odd to say the place was impenetrable as well? I wondered what he meant by that; how could it be secure with no visible security measurements? With nothing to act as a deterrent, what on earth was giving Frank’s acquaintance that level of confidence?


A couple of cars appeared at the vanishing point of the street and passed me on the road. Not wanting to look suspicious, I began walking again for a few metres until they disappeared, and then bent down to fiddle with my shoelaces before turning back for another look which confirmed my initial impressions. The house didn’t just look quiet, there were absolutely no signs of life at all. The gardens were neat and clearly professionally maintained, but there was no hint of human life around that property. It looked empty.


I moved closer to the gate and squinted down the line of the wall from the gatepost and along the right-hand side of the house. I could make out large French doors on an upper floor with a flight of stone stairs curving up to meet them from the gardens at ground level. Otherwise, the side of the house had relatively few windows, and was in comparative shadow. That would do nicely.


Satisfied with my research, I headed back to the golf club without incident and, as the last of the pink evening light rapidly faded, I grabbed a taxi outside the club and watched the moon as we drove back into the city and to my hotel.


I went up to my room and drank a bottle of water, switched on the TV and lay back on the bed. So, it was on, tomorrow night. I would wait until the early hours, get a taxi to the golf club, do the same walk, and sneak in through the gates. I’d use the side stairs to get to the French doors, open them, by force if necessary, and gain access to the house. Frank had told me the study was on the ground floor near the front of the house, so it would take me only a few minutes to do what was needed. I’d need the crappy torch and something to act as a crowbar, but otherwise I’d be in and out in less than fifteen minutes. Then I could relax.


I ran a bath and added some bubbles, but as I undressed, I looked at myself in the mirror. Screw it.


I put my crumpled T-shirt back on and, without allowing myself to think too carefully, I replaced my recently discarded socks and Converse on my feet. I grabbed the bottle opener from the mini-bar and slid it down the inside of my trainers, along with a Post-it with the note Frank had told me to leave on the desk if I found the name. I hooked the torch over my fingers, turned the TV on and walked towards the door without glancing at myself in the mirror. The job was on.


Years of doing this type of work have made me superstitious. I have lots of rituals and routines that I have come to follow on physical infiltration jobs, persuading myself that they will ensure not just a successful assignment, but also as incident-free a job as possible. Similarly, there are protocols to be followed in terms of planning and preparation. One of the most basic rules of thumb is that once a plan has been established, it is wise to stick to it. Follow the plan to victory. Stick to the plan. I was about to break that rule.


This is true, even though the ability to adapt a strategy and improvise is vital when you are inside a target site. It is so, so important not to keep chopping and changing details in the master plan unless you really must. You pick a course of action and then commit to it. You absolutely need a plan A, plan B and even C and D covering a variety of eventualities. However, all of them should still be variations on a central and well-thought-out theme, if possible, as once on site everything else tends to change and tactical adaptation is always necessary. You need to give yourself as few things to think about as possible. Changing significant aspects of any plan points to it being flawed in the first place, or worse a lack of faith in the original intelligence or research.


A clear and obvious element to the plan is safety. Absolutely non-negotiable and fundamental to every job is to make sure that somebody, somewhere, knows where you are, when you are working, and when you are likely to be back. That way, if something goes wrong, alarms can be raised, search parties deployed, poker hands declared, etc. Changing something as basic as the date and time of a job is rarely advisable, especially as a last-minute decision, and especially without telling your team you have done so. These days I’d never even consider such a move, it would be amateurish and dangerous, a rookie error.


However, to learn from your mistakes you must first make them.


I left the key in my room, slammed the door and took the stairs down to the lobby. I walked through the shop and out through the door to the bellboy outside and he flagged me a cab. I got in and gave him the address of the golf club. Why wait around for a day when you can get this done now? Carpe diem and all that? My impatience is a devil on my shoulder. One of many. The cab had weaved through night-time traffic, going past markets and crowded clubs, before finally pulling up outside the familiar golf club entrance. The club was louder and busier than earlier and as I retraced my steps towards the gates and glanced at my watch, it was already past 11 o’clock.


The moon was high over the water, and once again the walk to the mansion was quiet and devoid of life and noise. The night air was hot, and I was on edge with the surge of nervous energy I always felt before a job like this. My body felt jittery, and I cursed that I hadn’t brought something sugary with me to calm me down (sugar helps boost your brain a little to better cope with stress in the short term, so it’s useful to have some sweets stashed on these types of jobs).


I consciously suppressed a fleeting thought that this was a mistake and to head back now. I wouldn’t normally forget to bring things I used on a job, and what with the pathetic torch, not telling anyone where I was, and changing my mind at the last minute, I was being impatient and sloppy. Not only that but this neighbourhood was giving me the creeps with its lack of life and animation. I paused for a second, but then sternly told myself it was just nerves and to get on with it. I even laughed a little internally; maybe the bath will still be warm when I get back. That, I thought, would be some sort of record.


I could hear nothing but crickets and the gentle lapping of the water just beyond the road as the house again came into view. No lights on inside. No lights on in most of the houses for that matter, I noted in passing, but the moon was bright, and there were streetlamps lining the road. There were still no cars moving along the road and there were no boats on the water. This was the quietest, most sanitised neighbourhood I had ever seen: no bins, no cats, nothing. Just as well, I told myself, less chance of being seen and the moonlight would help with visibility.


I walked up to the gates, hesitated for a couple of seconds, and walked through. Nothing. I threw a little stone towards the front door. No security lights went on, no dog barked at the noise. It was clearly and obviously empty. The best course of action now was simply to get in and out as quickly as I could.


I walked briskly and quietly around the side of the house and stopped at the bottom of the stone stairs leading up to the bay window area I had noticed earlier that day. A glance through a downstairs window revealed a darkened dining room with a few pieces of white A4 paper on the table and many more scattered on a wooden floor; there were no lights I could see on inside the building and no movement, but it wasn’t too difficult to make out the room beyond the window in the moonlight. I stooped down and pushed the torch underneath the gravel next to the house to pick up later.


I moved along the wall and up the stone staircase at the side of the house. I stopped in front of the bay windows and knelt. Reaching inside my trainers, I pulled out the bottle opener that I had taken from the hotel mini bar, its garish hotel branding somehow out of place in the moonlit night. I was about to insert it between the handles to force the doors when I heard a telephone ring somewhere inside the house. I froze and squinted again through the glass.


I could just about make out a bedroom with an unmade bed but few other notable features. Not so much as a book on the bedside table or a picture on the wall. No one lives here, I thought; they sleep here sometimes, maybe use it as a base of some sort, but not tonight. The phone trilled away inside the house, but I heard no steps running to answer it, saw no movement from my vantage point on top of the staircase. No lights switched on inside. This place was definitely empty. Good.


The ringing stopped and I waited a second before lifting the bottle opener again to the handles. Before I could apply any pressure to force the door, I remembered the fundamental rule that security only works if you use it, and that people often did not. The guy couldn’t be so cocky that he didn’t even lock the doors and windows, could he? Does he think that no one would dare rob him? The thought occurred that this might well be the truth and that proceeding, if this was the case, would be a very bad idea indeed. I thought I’d try anyway.


I put the bottle opener between my teeth and tried the handle. Pushing down gently, I heard a soft click and the door swung quickly and heavily open, blasting me with the breeze of air-conditioning. Impregnable, my arse! I thought, placing the bottle opener down carefully and wondering idly if the guy was being ironic and thinking how much Frank would enjoy hearing how easy this one had been.


Stepping through the windows, I trod carefully at first, waiting for an alarm, listening for movement. None came, and I relaxed a little as I walked through the empty bedroom, and through the open door onto a U-shaped landing overlooking a large, modern entrance hall lit by moonlight coming through the windows. I moved quickly along, past bedrooms and some closed doors, before trotting down the staircase and into the hall. It was unadorned and pretty much empty, save for a large display of slightly faded flowers in a black vase on top of a wooden plinth at the bottom of the stairs. They seemed out of place against the utilitarian sparseness of the rest of the house. The purpose of this bouquet is to be admired, to be looked at, I thought, and yet no one even sees it – what a waste.


I moved towards the front of the house, the rubber soles of my shoes squeaking as they gripped the hard flooring. The first door I tried was to the right of the enormous front doors; it opened silently and I could see I had found the right room on my first try.


My feet sank into thick carpet as I tiptoed into what was clearly a study and looked around. This room had an atmosphere that was entirely different to the rest of the house. It smelt nice, vaguely of incense, or maybe sandalwood. In the centre of the room there was a huge, illuminated fish tank, behind which was a long narrow desk with some papers and a coffee cup on its surface, while bookshelves with ornaments and decorations lined the walls.


This room, at least, looked lived in.


A gigantic, throne-like swivel chair was parked behind the desk at an angle. I plonked down in it, my feet barely touching the floor, and it rotated lazily clockwise in a well-oiled trajectory. Then I smoothed my hands across the leather-writing tablet in the middle of the desk. Reaching down, the desk drawers were locked, but some likely looking keys were in a glass bowl next to a phone on my right. I tried a couple of keys in the lock, and soon it turned smoothly enough. I pulled open the top drawer and looked inside.


I rifled through the contents, pricking my finger on some push pins as I went; there was some money and cigarettes alongside the stationery in the first drawer, but nothing of note. I was three drawers down before I found what looked like an address book. With the multicoloured fish in the tank watching me as they swam between fizzing bubbles, I scanned the pages for the name Frank had given me.


Most of the writing in the book was made up of oriental characters, so the few English entries stood out and I found the name quite quickly. Smiling, I got the Post-it out from my shoe, sorting it from the few notes I had tucked in as well for the fare home, and laid it carefully on the desk. I checked back at the name in the book and noticed a tiny spot of my blood on its otherwise pristine pages and rubbed the spot with my finger. This only made the splat worse, so I hurriedly closed it and shoved it back in the drawer. I locked it, replaced the keys and stood up.


I took a moment to look around. This was a weird sort of job. Watching the fish for a moment, I mused on what was really going on; I didn’t like to admit it, but I was starting to get the feeling that this was some sort of joke or maybe a bet between Frank and the owner of the desk. I wondered idly, as I turned back into the hall and paced across the wooden flooring towards the flowers, whether perhaps he had told the person he could get into his study and had been disbelieved. Maybe that is why I am here, I thought, reaching out to touch the petals on a lily that had seen better days – Frank did like his mystery and his games. This would be a real win for him over his cocky friend. Not my concern, though, I was just doing my job. I noticed orange pollen on my hand and I absent-mindedly wiped it on my thigh, staining my black jeans as I turned towards the staircase to leave.


I was maybe three stairs up when the hall behind me was suddenly illuminated by a powerful set of car headlights pulling into the drive and stopping just outside the front door. It sounded like at least two cars pulling up, doors slamming and deep male voices speaking in rapid Chinese. I went immediately into fifth gear, running back up the stairs and darting along the landing. I rushed to the bedroom and ran as fast as I could to the windows I’d come in through. I heard the front door open and then footsteps and conversation in the hallway. In that moment, stood in the bedroom in front of the windows, I knew that this wasn’t a joke or a prank at all. Quite what it actually was I could only speculate, but I know a serious security crew when I see or hear one, and even with the limited information I had I knew that these men were definitely some sort of security. This was an unauthorised entry, at least tonight, and I was completely screwed if they found me.


I bolted through the windows and half-fell down the stairs, twisting my ankle awkwardly and half ripping my shoe off as I stopped. I froze. I could clearly see two large 4×4 vehicles in the driveway. Reflected in the rear windscreen of the car closest to me I could see that there were two large men in black suits standing at the bottom of the steps to the front door and looking into the house. I could hear them speaking into radios and placing their hands on bulges just above their hips under their jackets. They looked armed, highly efficient and seriously pissed off, and they did not look like police. They wouldn’t have any sympathy or sense of humour at all if they caught sight of me.


I needed to hide but there was nowhere obvious, so I crept down under the staircase and dashed across the gravel path, wincing at the slight crunching noise of the gravel beneath my feet. I moved sideways into the garden area with the plants and trees parallel to the stairs and dropped to my hands and knees, hugging the wall that curved around the side of the garden, leading to the gates. I lay down among the bushes and tree trunks, hoping for some cover in the shadows while I waited for them to leave, or otherwise had an opportunity to crawl towards the gates and slip away while they were inside.


I hoped I was pretty much shielded by the shadows, and the moonlight meant that I could see them fairly clearly moving in and out of the front door, back and forth to their cars, whose engines were still running where they had been abandoned in the drive. In the distance I could hear the music from the club drifting over the lake and my mouth went dry as I wondered if I could ask them for help if I made a run for it and they chased me. I decided that would be a very poor last resort.


After a few minutes, their voices faded and the light went on inside the house behind me. I lifted my head to scan around me. One of the cars was parked at a strange angle, almost but not quite blocking the gates. I started to inch along the wall, wondering if I could squeeze around and slip away. I had dragged myself a few feet and wasn’t far from the gatepost at the end of the fence when I heard a metallic click. Suddenly, the engine of the car, which was by now just a foot or two from my head, growled loudly into life. I hadn’t noticed a third guy, the driver, and he was rolling the car a little further into the drive nearer to where I was lying against the wall. I pressed myself face down into the soil, hoping that I would blend into the undergrowth and shadows of the garden, with my dark clothes and hair.


The car stopped rolling, and I heard the guy get out and move over to the gates, shutting them with an ominous clang now just a few feet in front of me. I froze and mentally ditched the idea of running away, but I thought I would wriggle back further away from the gates and wait for them to leave, hopefully without locking the gates. What seemed like an eternity passed and I continued to lie very still against the wall. It was so uncomfortable, and I was bent at a strange angle. It had all gone very quiet, and my left arm was starting to hurt. I needed to move it from underneath me before it went completely dead.


As my head moved a fraction, I felt some resistance and I realised that my hair was caught on something. Thinking it was a branch, I reached awkwardly and slowly around the back of my neck, grabbed my braid, and slowly gave it a speculative pull. It was stuck fast. I turned my head around an inch or two as far as I dared and glanced past my arm to try to see what the hell had caught my hair so fast. Then I saw the problem. The back wheel of the car had backed over the very tip of my braid, which was stuck fast underneath, about twelve inches from my head.


I almost screamed out loud and tried to think what to do. I could have pulled harder, of course, but the movement might well have attracted the attention of the driver. I hadn’t realised the car had come so close to me! If it moved even slightly it might hit me, crush my stupid impatient head. I had to chance it and I put an aching hand around my hair and got ready to tug.


I froze again as I heard more steps on the path approaching the car. I braced myself, terrified, certain that they would either see me, or reverse the car over me, but then I heard a car door open, then slam shut while the two heavies spoke frantically to each other, the remaining guy leaning into the car window. One of them spoke into his radio. I heard crackling and tinny responses to his words, but the intensity was dropping along with the speed and volume of their speech. Maybe they were finishing up?


I had soil in my mouth, but I pushed myself down into the ground even further and tried another frantic pull on my hair. I felt a sharp pain as a few strands came out, a couple more tugs and it would come free. I steeled myself to try again but I was starting to panic and suddenly felt very cold. My hand went very weak, my gut started to churn, and I felt sure I was about to black out. My mouth was dry and gritty from the soil, and I started to gasp uncontrollably for air, my noisy breaths masked by the sound of the engine running a foot from my head.


If I get away with this one, I thought, I’ll retire, I mean I hadn’t even charged extra for the job! I’d done it because Frank had offered to fly me back home business class! I’d sold myself so cheap! I’d done it because it seemed easy and exciting. I’d done it because, as ever, I was bored when I wasn’t doing this job. I idly wondered what the headline would be when they found my body. ‘Woman’s body found in swamp’ maybe?


Suddenly, and not for the first or last time, the ludicrous way I make my living hit me. The exhaust fumes were making me nauseous and the light-headedness came in another wave. Against all reason and sense, I felt the urge to giggle.


Then, the talking stopped. I heard the clinking of metal and imagined they now had their guns drawn. I heard footsteps walking away and up the few stairs again to the front door. Then two sets of footsteps came back, I heard a few more words before the men jumped into the cars. I grabbed my hair and pulled hard in a panic as I heard the car doors slam and the engines revving. I knew that if they reversed the car my head would be crushed, but before I even had the time to process this my hair came loose, and I thudded clumsily towards the wall as the two cars roared off through the gates, which must have at some point been opened again, and away into the street beyond.
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