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Praise for the first edition

  


  From the first edition of Learn Azure in a Month of Lunches by Iain Foulds:


  



  


  


  


  “An incredible information-packed book to learn core and advanced Azure concepts in a month!”


  --Sushil Sharma, Galvanize


  



  


  


  “Microsoft Azure is fast becoming a leader in the public cloud space. Following the exercises in this book will quickly get you up to speed with this technology.”


  --Michael Bright, Developer Advocate, freelance consultant


  



  


  


  “Excellent introduction to Azure with many hands on examples. Covers a broad range of current topics.”


  --Sven Stumpf, ING-DiBa AG


  



  


  


  “Azure is like an ocean. This book keeps you afloat by providing the best way to learn in a form of lunches rich in practice and examples.”


  --Roman Levchenko, Microsoft MVP


  



  


  


  “All a busy developer needs to get running on Azure.”


  --Rob Loranger, freelance developer


  



  


  


  “A great way to understand the breadth of Azure offerings, by following a concise, activity focused approach.”


  --Dave Corun, Avanade


  



  


  


  “The most comprehensive book on Azure I found to start developing my academic projects!”


  --Marco Giuseppe Salafia, PhD student, Università degli Studi di Catania


  



  


  


  “This is the go-to book for the Azure platform. It is well organized, thorough, and comprehensive. Starting with the basics, it guides the reader through creating increasingly complex configurations with the Azure platform to provide scalability, high performance, and redundancy for hosted applications and services. This book will serve both as a tutorial for the beginner and a reference for the more experienced user.”


  --Robert Walsh, Excalibur Solutions
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preface

  


  This second edition of Learn Azure in a Month of Lunches reminds me that things change quickly and that you must always keep learning. Gone are the days when you could take a week-long course in Windows Server and comfortably run it for years without changing much. This doesn’t mean that the IT world is a scarier place, but you do need to approach cloud computing with an open mind and be willing to adjust constantly.


  When I started to work with Azure, the number of available services was almost overwhelming. I knew that I should pay attention to security, performance, redundancy, and scale, but I didn’t know how to adapt more than a decade of large-scale server administration to the world of cloud computing. Over time, I began to learn about the various Azure services that provide those key components. These services rarely work in isolation, but I didn’t know the best way to integrate them or how to decide which service to use for each task. This book is a way to explain to my past self, and to many others following a similar path, how to quickly understand the core services in Azure and make them work together.


  This book is more than 350 pages long, yet it barely scratches the surface of what you can do in Azure! To help give you a solid understanding of the concepts needed to be successful as you build solutions in Azure, I had to choose which topics to write about. The book doesn’t cover all 100 or more Azure services, and it doesn’t go into exhaustive detail about the services that are included. Instead, it focuses on the core areas of some of the primary services, and shows examples of how to connect everything securely, and introduces the possibilities of what you can build in Azure.


  Cloud computing is continually changing. There are no three- or four-year release cycles and large update deployments. I think that today is a great time to be building solutions and writing code; there’s always an opportunity to learn something new and improve yourself. I hope that you learn to run great applications in Azure and enjoy exploring all the available services.
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about this book


  This book is designed to give you a solid foundation for success as an IT engineer or developer in Azure. You’ll learn about both Infrastructure as a Service (IaaS) and Platform as a Service (PaaS) solutions, as well as when to use each approach. As you work through the chapters, you’ll learn how to plan appropriately for availability and scale, keep security in mind, and consider cost and performance. By the end of the book, you should be able to integrate upcoming technologies such as containers and Kubernetes, artificial intelligence and machine learning (AI + ML), and the Internet of Things (IoT).


  When it comes to building and running your applications and services, Azure lets you choose the operating system, application tools, and platform you’re most comfortable with. This book mostly discusses non-Microsoft technologies such as Linux, Python, and Node.js. Command examples use the Azure CLI, not Azure PowerShell. These were conscious decisions to show you that using Azure doesn’t mean you have to use Windows Server, IIS, or ASP.NET.


  As you work in the cloud, you often work across platforms and must learn new topics, which is another reason for showing non-Microsoft technologies and platforms. I wanted to introduce you to some of these new areas before you encounter them in the real world. Throughout the book, I’ll teach you the concepts and steps needed to integrate Azure services, so you can switch platforms or languages as you wish and have the same knowledge apply.


  
Roadmap


  The book is organized into 4 parts and 21 chapters:


  
    	
      Part 1 covers some of the core Azure infrastructure and platform services: virtual machines, web apps, storage, and networking.

    


    	
      Part 2 dives into how to provide high availability and redundancy: templates, availability sets and zones, load balancers, autoscaling, distributed databases, and traffic routing. By the end of chapter 12, you should have a solid knowledge of how to build high-performance distributed applications in Azure.

    


    	
      Part 3 covers security aspects such as backup and recovery, encryption, digital key management, and updates. By the time you’ve completed chapter 16, you’ll be well on the way to creating secure, stable applications in Azure.

    


    	
      To finish the book, part 4 introduces a little fun, exploring new areas of computing such as serverless computing and container-based applications. These chapters introduce areas of Azure that give you a glimpse of what the future of production applications could look like.

    

  


  Except in part 4 (which is aptly named “The cool stuff”), you should try to work through the book’s chapters in order. You won’t work on the same project over successive chapters, but each chapter builds on earlier theory and hands-on lab examples.


  Chapter 1 guides you through creating a free trial account in Azure, which is enough to complete the hands-on lab exercises in each chapter. I also provide a little more background on Azure and how to find additional help along the way. I mention this web page a few times in the book (maybe I’m a little biased!), but http://docs .microsoft.com/azure is the best place to go for additional documentation and support on any areas of Azure that interest you.


  
About the examples and source code


  This book contains many examples of source code, both in numbered listings and in-line with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text.


  In many cases, the original source code has been reformatted, with line breaks and reworked indentation added to accommodate the available page space in the book. In rare cases, even this was not enough, and listings include line-continuation markers ( ➥ ). Additionally, comments in the source code are removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  This book’s source code, along with accompanying scripts, templates, and supporting resources, is available at https://www.manning.com/books/learn-azure-in-a-month -of-lunches-second-edition and at the book’s GitHub repo (https://github.com /fouldsy/azure-mol-samples-2nd-ed).


  All the hands-on exercises can be completed in the Azure portal and with Azure Cloud Shell, a browser-based interactive shell for both the Azure CLI and Azure PowerShell. There are no tools to install on your machine, and you can use any computer and OS you wish, provided that it supports a modern web browser.


  The Azure portal often implements minor changes. Part of the challenge of using any cloud service is that things may be a little different than they were the day before. This second edition of the book tries to minimize the number of portal screenshots, but don’t worry if what you see is still a little different from what’s shown in the book. The required parameters are usually the same; the layout may just be different. If there are new options in the portal that I don’t specifically call out in an exercise or lab, it’s usually safe to accept the defaults that are provided.


  If you work outside Azure Cloud Shell, take care with the command examples. Windows-based shells such as PowerShell and CMD treat line breaks and continuations differently from *nix-based shells such as Azure Cloud Shell. Many of the command examples run across multiple lines. Commands are shown with a backslash (\) character to indicate that the command continues on the next line, as in the following example:

  az resource group create \
    --name azuremol \
    --location eastus


  You don’t have to type those backslash characters, but doing so may make long commands more readable on your screen. If you choose to work locally on your computer with a Windows shell, you can use a backtick (`) instead of a backslash. In a PowerShell or CMD shell with Python for Windows installed, for example, change the previous command as follows:

  az resource group create `
    --name azuremol `
    --location eastus


  This convention may seem to be confusing at first, but I follow it in the book because the official documentation at https://docs.microsoft.com/azure uses this format. Azure CLI commands, which are mostly used in this book, assume a *nix-based shell and therefore use a backslash character. Azure PowerShell commands assume a Windows-based shell and so use a backtick. This difference in behavior will make sense quickly, and you’ll find that it’s easy to transition between shells. If you’re new to working across platforms, this difference can be a fun little gotcha!


  I recommend that you check out the Windows Subsystem for Linux (WSL) if you run Windows 10 and want to dive into the Azure CLI and *nix-based systems in general; you can find details at https://docs.microsoft.com/windows/wsl. WSL, and the latest improvements in WSL2 give you a native Linux kernel experience while running Windows. Don’t try to wrap your head around that idea too much! Just know that you can run native Linux commands and applications without worrying about different line breaks or variable definitions. To really blow your mind, PowerShell is available for .NET Core, which also runs on Linux. You can run PowerShell on Linux while in Windows.


  
liveBook discussion forum


  Purchase of Learn Azure in a Month of Lunches includes free access to a web forum run by Manning Publications where you can make comments about the book, ask technical questions, and receive help from the author and from other users. To access the forum, go to https://livebook.manning.com/book/learn-azure-in-a-month-of-lunches -second-edition/discussion. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest that you try asking him some challenging questions, lest his interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
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Part 1. Azure core services

  


  To build the next great application, you need a solid understanding of the basic resources in Azure. Things like storage and networking may not be the coolest things to look at, but they’re central to much that you run in Azure. Before you can start to get into redundant, multi-instance virtual machines or Azure web apps, it helps to see the available options and management tasks for a single instance. This approach lets you learn about the differences and similarities between the IaaS approach of VMs and the PaaS approach of web apps. Chapters 1-5 explore VMs, web apps, core storage, and virtual networking features.


  
    
1 Before you begin

  


  Azure is one of the largest public cloud computing providers for services such as virtual machines (VMs), containers, serverless computing, and machine learning. We won’t dive into all 100 or more Azure services in this book, but you’re going to learn about the core services and features that cover most of what you need to start building and running solutions in Azure. We’ll look at a common example of how to build and run a web application, and you’ll see how to use some of the core infrastructure and platform services that can make your job easier.


  With Azure, you don’t need a magic wand to predict how many servers or how much storage you’ll need over the next three years. No more delays as you gain budget approval; wait for new hardware to ship; and then rack, install, and configure everything. You don’t need to worry about what software versions or libraries are installed as you write your code.


  Instead, select a button, and create whatever resources are needed. You pay only for each minute those resources are running or for the amount of storage space or network bandwidth used. When you don’t need the resources anymore, you can power down or delete them. If you suddenly need to increase the amount of compute power by a factor of 10, select a button, wait a couple of minutes, and it’s there. And all this is managed by someone else, freeing you to focus on your applications and customers.


  


  


  
1.1 Is this book for you?


  The IT industry is in a bit of a transition period when it comes to job titles. You may refer to yourself as an IT pro, a software developer, a system administrator, or a DevOps engineer. Regardless of what you call yourself, if you want to learn the core skills needed to build and run secure, highly available applications in the cloud, you’re in the right place. In generic terms, you probably fall on the IT operations or development side of things. The truth is, there’s a lot of crossover, especially in cloud computing. Whether you’re in development or operations, it’s important to understand the core infrastructure and platform services to build and run applications that best serve your customers.


  This second edition of the book introduces some of these core concepts in Azure and teaches you the skills you need to make informed decisions. Coming into this book, you should have some experience with VMs and know the basics of networking and storage. You should also be able to create a basic website, as well as understand what an SSL certificate and a database are. After we cover the core processes, we’ll take a quick look at new and upcoming technologies. You want to stay ahead of where your job may take you, so you’ll learn about containers, the Internet of Things, machine learning, artificial intelligence, and serverless computing. Both self-described developers and IT pros should find some neat new areas to learn about!


  
1.2 How to use this book


  I like sandwiches, so lunch is a great time for me to play with cool new technology. You may be a night owl who has some extra time in the evening, or you may be an early-morning person (what’s wrong with you?!) who can work through a chapter at breakfast. There’s no right or wrong time to learn, but if you can set aside about 45 minutes, you should be able to read a chapter and complete its exercises. Each chapter covers something new, so give yourself time to absorb each day’s lesson.


  
1.2.1 The main chapters


  The book is broken into four parts, which is convenient if you believe that there are four weeks in a month:


  
    	
      Part 1 (chapters 1-5) covers some of the core Azure resources. If nothing else, try to follow these chapters in order to have a solid understanding. Then you can focus on the other chapters that most excite you.

    


    	
      Part 2 (chapters 6-12) covers availability and scale. You’ll learn how to automatically scale resources in and out, load-balance traffic, and handle maintenance events without downtime. To learn about running highly available applications on a global scale, this part is for you.

    


    	
      Part 3 (chapters 13-16) is for the security geeks. It covers things like how to encrypt VMs, store SSL certificates in a secure vault, and back up and restore your data.

    


    	
      Part 4 (chapters 17-21) covers a mix of cool areas to give you a taste of what Azure can do for you and your customers. We’ll look at automation, containers, the Internet of Things, and serverless computing. Pick something that interests you, and have fun!

    

  


  
1.2.2 Try it now


  Do you just want to read, or do you want to roll up your sleeves and play with Azure? Throughout the book are little tasks that let you quickly try something new. If you have the time, try them. Most of the hands-on time comes in a lab exercise at the end of the chapter, but there’s a lot of value in breaking up the reading by trying new concepts along the way. Some of these exercises guide you through things step by step; others are going to make you think a little harder and learn how to build solutions by yourself like you would in the real world.


  
1.2.3 Hands-on labs


  Each chapter wraps up with a hands-on lab exercise. Some chapters, like this one, have a lab exercise in the middle of the chapter. These lab exercises are where you learn how all the pieces of Azure come together and start to build some mental muscle memory. Grab your keyboard and mouse, and begin building something awesome!


  
1.2.4 Source code and supplementary materials


  This book’s source code, along with accompanying scripts, templates, and supporting resources, can be found at https://www.manning.com/books/learn-azure-in-a-month-of-lunches-second-edition and on the book’s GitHub repo at https://github.com/fouldsy/azure-mol-samples-2nd-ed. In addition, you can participate in the book’s forum at https://livebook.manning.com/book/learn-azure-in-a-month-of-lunches-second-edition/discussion


  
1.3 Creating your lab environment


  This book isn’t heavy on concepts and architecture; it’s more about hands-on time with the Azure platform. To get this practice, you need an Azure account.


  
1.3.1 Creating a free Azure account


  Azure offers a free trial account that’s good for 30 days and provides up to $200 of free credit. This credit should be enough for you to make it through all the chapters and exercises, with room to explore a little and have fun along the way. Many Azure services and features remain free even after your trial period ends.


  
    
      	
        Try it now


        Follow along with the steps in this section to create your free Azure account:

      
    

  


  
    	
      Open your web browser to https://azure.microsoft.com/free, and choose the option to get started with a free Azure account.

    


    	
      When prompted, sign in to your Microsoft account. If you need a Microsoft account or want to create a new one, choose the Create a New Microsoft Account link.

    


    	
      When you’re signed in to a Microsoft account, complete the prompts to create a free Azure account:


      
        	
Enter your personal details as requested.


        	
To help minimize abuse and fraud, provide a phone number to verify your identity by text message or phone call.


        	
A credit card is also required for identity verification, but there’s no catch here. Your account doesn’t start billing you until after 30 days or when you use up your $200 credit. You won’t automatically transition to a pay-as-you-go subscription at the end of your trial. You may see a small $1 (or equivalent local currency) verification hold that’s refunded in a few days.

      

    


    	
      Review and accept the Azure subscription agreement and privacy policy, and then select Sign Up. It may take a few minutes to get your Azure subscription ready.

    


    	
      When the sign-up process finishes, and the Azure portal loads, take the quick tour to learn how to move around.

    

  


   Your dashboard--the home page of the portal--looks empty right now. But in chapter 2, you’ll dive into creating your first VM, and it will start to look like figure 1.1!
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  Figure 1.1 The Azure portal, ready for you to create your own applications and solutions


  
    
      	
        Is free truly free?


        Azure has a Marketplace that contains hundreds of prebuilt images (the basis of VMs) and solutions you can deploy. We’ll use some of these Marketplace offerings throughout the book; they’re great ways to deploy an entire application suite quickly.


        Not all of these Azure Marketplace offerings are free; some third-party publishers combine licensing or support costs into the solution you deploy. A VM that you deploy from Red Hat, for example, may incur an additional fee that covers the Red Hat support agreement and license. These charges aren’t covered by your free trial credit; only the base VM use is covered.


        The exercises in this book use only resources that remain within the free trial. But if you go off exploring other cool Marketplace offerings in Azure, pay attention to what you build. Any solution that includes additional fees should clearly spell those fees out before you deploy!

      
    

  


  
1.3.2 Bonus lab exercise: Creating a free GitHub account


  GitHub is a free web service that many organizations and individuals use to manage projects such as code, templates, and documentation. Azure has hundreds of free templates and script examples that you can use and contribute to. This is one of the strengths of the open source community--sharing and giving back to others.


  Some of the exercises in this book use resources from GitHub. You don’t need a GitHub account to do any of this, but if you don’t have an account, you won’t be able to save any modifications and begin to build your own collection of templates and scripts. Creating a GitHub account is an optional, but highly recommended, part of building your lab environment:


  
    	
      Open your web browser to https://github.com.

    


    	
      To create a free GitHub account, provide a username, email address, and password. You’ll receive a validation message from GitHub.

    


    	
      Select the link in the validation email to activate your account.

    


    	
      Check out some of the Azure repositories that provide sample resources:


      
        	
Azure quick-start templates--https://github.com/Azure/azure-quickstart -templates



        	
Azure CLI--https://github.com/Azure/azure-cli



        	
Azure DevOps utilities--https://github.com/Azure/azure-devops-utils



        	
Learn Azure in a Month of Lunches book resources--https://github.com/fouldsy/azure-mol-samples-2nd-ed


      

    

  


  
1.4 A little helping hand


  This book can’t cover everything Azure offers. Even if I tried, by the time you read this chapter, I bet there will be something new in Azure! Cloud computing moves quickly, and new services and features are always being released. I may be a little biased, but as you start to explore Azure and want to learn about additional services, the excellent https://docs.microsoft.com/azure site is the best place to start. Every Azure service is documented with quick-start examples, tutorials, code samples, developer references, and architecture guides. You can also access both free and paid support options if you need help along the way.


  
1.5 Understanding the Azure platform


  Before you get into the rest of this book, let’s take a step back and cover what Azure is and the services that are available. As I mentioned earlier, Azure is a cloud computing provider on a global scale. At the time of writing, there are 54 Azure regions. Each region contains one or more data centers. By comparison, the two other major cloud providers operate in 23 regions (Amazon Web Services [AWS]) and 20 regions (Google Cloud).


  Cloud computing provides more than just compute resources. Azure has more than 100 services, grouped in families of related services such as compute, web + mobile, containers, and identity. With all these services, Azure covers many service models. Let’s grab a slice of pizza for lunch to understand what this means (figure 1.2).
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  Figure 1.2 Pizza as a Service model. As you move from homemade pizza, where you provide everything, to the restaurant model, where you just show up, the responsibilities and management demands change accordingly.


  In the Pizza as a Service model, you have four options to choose among. As you progress through the models, you worry less and less about the process of eating a slice of pizza:


  
    	
      Homemade --You make the dough; add the sauce, toppings, and cheese; bake the pizza in your oven; get drinks; and sit down to eat at your dining table.

    


    	
      Take + bake --You buy a ready-made pizza. You just need to bake it in your oven, get drinks, and sit down to eat at your dining table.

    


    	
      Home delivery --You order a pizza delivered to your home. You just need to get drinks and sit down to eat at your dining table.

    


    	
      Restaurant --You want to go out and eat pizza with minimal effort!

    

  


  Now that you’re hungry, let’s look at the more traditional model that involves some compute resources (figure 1.3). This model looks a little more like something you see in Azure.
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  Figure 1.3 Cloud computing service model


  As you progress through the models, you manage fewer of the underlying resources and can focus more of your time and energy on your customers:


  
    	
      On-premises --You configure and manage the entire data center, such as the network cables, storage, and servers. You’re responsible for all parts of the application environment, support, and redundancy. This approach provides maximum control, but with a lot of management overhead.

    


    	
      Infrastructure as a Service (IaaS) --You purchase the base compute resources from a vendor that manages the core infrastructure. You create and manage the VMs, data, and applications. The cloud provider is responsible for the physical infrastructure, host management, and resiliency. You may still have an infrastructure team to help support and deploy VMs, but the team is free from the time and cost of managing the physical equipment.


      This approach is good when you start to move applications out of your own on-premises environment. The management and operations are often similar to an on-premises environment, so IaaS provides a natural progression for the business, IT, and application owners to become comfortable with the cloud.

    


    	
      Platform as a Service (PaaS) --You purchase the underlying platform stack from a vendor that manages the OS and patches, and bring your applications and data. You don’t worry about VMs or the virtual network, and your operations team can focus more of their time on application reliability and performance.


      This approach often starts making the IT organization and the business comfortable with running applications in the cloud. Your focus is on the applications and your customers, with fewer worries about the infrastructure needed to run those apps.

    


    	
      Software as a Service (SaaS) --You just need access to software, with a vendor providing everything else. Developers can build against an existing platform to provide customizations or unique features without having to maintain a large code base.


      This approach is often daunting at first, but you likely already know about and use a successful SaaS offering such as Salesforce, Office 365, or the Google suite of Mail or Docs. You use email, create documents or presentations, or manage customer contact information and sales information. Your focus is on the content that you create and manage, not on how to make the application run.

    

  


  Most of what you create in Azure falls into the IaaS and PaaS areas. The main use cases include VMs and virtual networking (IaaS) or the Azure Web Apps, Functions, and Cosmos DB (PaaS) services. If you’re a developer, the PaaS solutions are probably the areas you’re most interested in, because Microsoft covers the infrastructure parts to let you focus on your code. IT pros may lean more toward the IaaS solutions to build out and control the Azure infrastructure.


  
    
      	
        Never stop learning


        Don’t forget that even as a business moves from IaaS toward the PaaS model, the IT pro remains relevant! It’s important to understand what goes on underneath the PaaS layer when you design or troubleshoot a solution. If you’re an IT pro, don’t skip the chapters on PaaS solutions in Azure; you can add a lot of value for your business and customers if you understand the transition to that deployment model.

      
    

  


  
1.5.1 Virtualization in Azure


  Virtualization is the real magic behind Azure. The IaaS, PaaS, and SaaS models use virtualization to power their services. The concept of virtualization is nothing new, going all the way back to the mainframe days of the 1960s. In the mid-2000s, server virtualization in the data center started to gain momentum, and by now, only a few workloads are deployed to bare-metal servers rather than being virtualized.


  Entire books are dedicated to virtualization, but here’s a quick overview: virtualization logically divides physical resources in a server into virtual resources that can be securely accessed by individual workloads. A VM is one of the most common resources in cloud computing. A VM contains a virtual CPU (vCPU), memory (vRAM), storage (vDisk), and network connectivity (vNIC), as shown in figure 1.4.
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  Figure 1.4 Virtualization in action on a physical host in Azure


  In addition to physical servers, storage and networking are commonly virtualized, which allows the Azure platform to quickly define everything you need in software. No physical interaction or manual configuration of devices is required. You don’t have to wait for another team to provide an IP address, open a network port, or add storage for you.


  At its core, Azure runs on Windows--sort of. A modified version of the Hyper-V hypervisor powers the compute servers. Hyper-V is a type 1 (bare-metal) hypervisor that has been available in Windows Server for a decade. And don’t worry--you can still run Linux as a fully supported, first-class workload! Microsoft is a huge contributor to the Linux community and kernel. Some of the core software-defined networking in Azure is powered by a custom-built solution based on Debian Linux--Software for Open Networking in the Cloud (SONiC)--that Microsoft has made open source. You can take a virtual tour of Microsoft’s data centers at https://azure.microsoft.com/global-infrastructure.


  
1.5.2 Management tools


  With so many Azure services, how do you use them? Any way you want! If you want to select everything in a web browser, there’s an awesome web-based portal. Comfortable with PowerShell? As you’d expect, there’s an Azure PowerShell module. There’s also a cross-platform command-line interface (CLI) tool that’s great if you’re on macOS or Linux. And developers can interact with Azure through REST APIs using a variety of common languages such as .NET, Python, and Node.js.


  
Azure portal


  The Azure portal should work in any modern web browser, and it’s a convenient way to use Azure without installing anything on your computer. The portal is also a great way to learn how to create and manage resources by quickly seeing a visual representation of everything.


  New features and services are continually being added to Azure, so the portal may change ever so slightly from what you see in the screenshots in this book or online documentation and blogs. The wording on a button may change a little, or a new option may be added, but all the core operations remain the same. Welcome to the brave new world of cloud computing!


  
Azure Cloud Shell


  If you want to get your hands on the keyboard and type commands, the portal also includes the Azure Cloud Shell, shown in figure 1.5. This shell is a web-based interactive console that provides a Bash shell, the Azure CLI, and some preinstalled application development tools such as Git and Maven. There’s also a PowerShell version of Cloud Shell that, as the name implies, provides access to the latest Azure PowerShell cmdlets.
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  Figure 1.5 The Azure Cloud Shell in the web-based portal


  You can access the Azure Cloud Shell from a web browser on any computer without needing to install any tools at https://shell.azure.com. Editors like Visual Studio Code (https://code.visualstudio.com) provide Cloud Shell access within the application. There’s even an Azure app available for iOS and Android that allows you to use the Azure Cloud Shell straight from your smartphone.


  With the Azure Cloud Shell, you always have access to the latest version of the CLI or PowerShell tools. Persistent storage allows you to create and save scripts, templates, and configuration files.


  
Local Azure CLI and PowerShell tools


  Although there are advantages to the Azure Cloud Shell, you often need access to your local filesystem and tools. You can install the Azure CLI or Azure PowerShell locally so that you can work with local resources and Azure resources.


  In this book, we’ll mostly use the Azure CLI (technically, the Azure CLI 2.0). It may seem odd to choose it over Microsoft’s native PowerShell; the advantage is that both the samples and the exercises can work in the Azure Cloud Shell and locally on your computer, regardless of what OS you use. Although this information isn’t part of setting up your lab environment, the following guides detail how to install the Azure management tools on your computer:


  
    	
      Getting Started with Azure PowerShell --https://docs.microsoft.com/powershell/azure/get-started-azureps

    


    	
      Install Azure CLI--https://docs.microsoft.com/cli/azure/install-azure-cli

    

  


  


  
    
2 Creating a virtual machine

  


  Ready to see how quickly you can set up a web server in Azure? In this chapter, we’ll dive straight into one of the most common requests when it comes to VMs: building a basic web server. This workload is a great example of the core Infrastructure as a Service (IaaS) components in Azure.


  Assume that you work for a pizza store that wants to expand its operations and accept online orders for pizza delivery or takeout. To build an online presence, you need a website. In the first couple of parts of this book, we’ll explore the different features and services in Azure that let you build and run both IaaS and Platform as a Service (PaaS) web applications. You can start to make informed decisions as to when to build and run a VM to power a website and when you might use PaaS to do so. But the first step is building a web server.


  In this chapter, you’ll create an Ubuntu Linux VM and install a basic web server. Don’t worry about using Linux; you’ll create a Windows VM in the end-of-chapter lab exercise! Ubuntu is a common web server platform, and it’s a great way to learn about SSH public-key authentication. Then you’ll see how to open a network port for customers to access your website on the internet. A high-level overview of this basic environment is shown in figure 2.1.


  [image: ]


  Figure 2.1 In this chapter, you create a basic VM, log in to install a web server, and then open a network port to allow customers to browse to the sample website.


  
2.1 Virtual machine configuration basics


  VMs are among the most common building blocks you’ll use when you start to run applications in the cloud. Why? They’re usually familiar territory. Most IT departments run a lot of workloads by using Hyper-V or VMware in an on-premises environment, so you likely already have some experience in building and running VMs. Organizations often take their first steps in Azure with VMs, as IaaS workloads don’t require the big mental adjustment that you need to make when you start to run PaaS workloads.


  There are solutions to migrate VMs from an on-premises environment such as Hyper-V or VMware into Azure, but before you get too carried away with what’s possible in Azure (some of which we’ll explore in later chapters), let’s look at some basics. These next few pages may seem like familiar considerations and options you have with on-premises VMs. If so, great! If this is new, don’t worry; a lot of the management is abstracted in Azure, and things like virtual networks are typically created and configured once and then left alone. We’ll go into each area in more depth in the coming chapters, so take a deep breath and go one step at a time.


  
2.1.1 Regions and availability options


  Azure is divided into regions around the world, with each region having one or more data centers. These data centers provide the core compute, storage, and network resources to run your applications and workloads. Azure runs in more than 50 regions, with the list growing every few months. With so many regions, the idea is that you can deploy applications close to your employees or customers. This regional availability reduces latency and improves the end-user experience.


  An Azure region may not offer every single service that’s available in Azure. With hundreds of services available, the most common set of core services is usually everywhere, but new or niche services typically roll out over time. As you plan your applications in Azure, check out product availability by region at https://azure.microsoft .com/global-infrastructure/services.


  In chapter 8, we’ll look at some of the high-availability options such as Availability Sets and Availability Zones. These redundancy options let Azure distribute multiple instances of your VMs or applications within a single data center or across an entire region. This ability lets you define your tolerance to maintenance updates or hardware failure. In the early chapters of this book, you’ll typically create only one or two VMs, so don’t worry about these availability options just yet.


  
2.1.2 VM images


  To create a VM, you need a starting point. Usually, this starting point comes down to the choice of operating system: Windows or Linux. Next comes the choice of what version of Windows to use (such as Windows Server 2016 or 2019) or what Linux distribution to use (such as Ubuntu, Red Hat Enterprise Linux, or SUSE).


  An image --a preconfigured OS bundle with basic configuration options applied--is that starting point. Azure contains hundreds of these prebuilt images in the Azure Marketplace to use when you create VMs. You can often apply existing Windows licenses, depending on your current licensing model, or can opt in to additional support from Canonical to run Ubuntu Linux or updates from Red Hat, for example.


  To keep things simple and short enough that you can complete these lessons in a lunch hour, you’ll use these prebuilt images in Azure throughout the book. In the real world, you’ll probably want to customize things to fit your business needs and requirements. To do this, you’ll often create your own VM images. The workflow to create and manage the VMs is the same as with the Azure Marketplace images, but often, building your own images takes a lot of planning and then hours of configuring, generalizing, and capturing your own images ahead of time.


  
    
      	
        Try it now


        Here are a few ideas to think about as you plan applications in Azure. They sound basic, and a lot of the time, you may make these decisions automatically, without much thought. But it’s still important to understand your application needs before you start to build and run applications!

      
    

  


  
    	
      What regions should your application run in? Do you have a large concentration of users in a specific region? How will you provide redundancy?


      If you’re building internal applications, run them in the Azure region nearest to your users. If you have a major office in Houston, Texas, for example (maybe you like rocket ships!), run your Azure applications and VMs in the South Central United States.

    


    	
      If you’re building external applications, do you anticipate having customers from certain regions? This configuration may require multiple instances deployed in different regions (and also provide high availability). We’ll get to this configuration in chapter 12.

    


    	
      Do you need to provide a lot of VM customizations? How long does it take to test and validate all those changes? What business needs drive them?


      In a traditional on-premises environment, a lot of time is often spent creating preconfigured images for deployments. In the cloud, try to minimize this time. The prebuilt Azure images include the latest security updates; they’re tested for you and then geographically replicated for the fastest deployment times.


      If you do create your own images, use features like Azure Shared Image Gallery to distribute and replicate those images as needed (https://docs .microsoft.com/azure/virtual-machines/windows/shared-image-galleries).

    

  


  
2.1.3 VM sizes


  There are various families of VM sizes in Azure. These families contain groups of similar virtual hardware types that are targeted for certain workloads. The sizes are sometimes updated as new hardware and workload offerings become available, but the core families remain constant. The family types are as follows:


  
    	
      General purpose --Great for development and testing or for low-use production databases and web servers

    


    	
      Compute optimized --High-performance CPUs, such as for production application servers

    


    	
      Memory optimized --Larger memory options, such as when you need to run big databases or tasks that require a lot of in-memory data processing

    


    	
      Storage optimized --Low-latency, high-disk performance for disk-intensive applications

    


    	
      GPU --NVIDIA-based graphics-specialized VMs, if you need graphics rendering or video processing

    


    	
      High-performance compute --Lots of everything: plenty of CPU, memory, and network throughput for the most demanding workloads

    

  


  Just how big of a VM can you create in Azure? Things are constantly improving, but at the time of writing the largest VM you can create is an Mv2-series (part of the memory-optimized family) with 208 virtual CPUs and 5.7 TiB of memory. That should make for a decent Minecraft server, don’t you think?!


  The key thing to learn here is that the number of VMs and amount of CPU and memory you can request in Azure are limited only by your budget. You’d likely struggle to create VMs of this size in the traditional on-premises world.


  When you create a VM in the Azure portal or by using the CLI or PowerShell, you must choose what size VM to use. A common VM size, such as D2s_v3, is often used as a default to get you started. This is probably way too much power for a basic web server in this chapter, but it’s quick to create the VM and install the required packages!


  The Azure portal lets you filter based on a rough size (such as small, medium, or large) or a specific family (such as the general-purpose or memory-optimized VMs). An estimated monthly cost is also shown to give you an idea of how expensive each VM is. Pay attention to the costs, as they can add up quickly! Within reason, you can usually change the VM size after the VM is up and running, though the VM must shut down and reboot to complete the process.


  
    
      	
        VM cost savings


        The VMs created by default are often overpowered for what you need, but they’re quick to deploy and use, which helps cut down on how much time you spend installing packages on your lunch break.


        In the real world, pay attention to the memory, CPU, and storage demands of your VMs. Create appropriately sized VMs. This approach is the same as in the on-premises world, where you can end up with VMs that have much more memory or many more virtual CPUs assigned than they need.


        There’s also a special type of VM in Azure: the B-series. These VM sizes use burstable CPU and memory resources, and you can bank credits for unused compute resources. If you want to save your Azure credits, you can choose this series of VMs for the book exercises. They come with a lower price point and are great for scenarios in which you don’t always need a lot of CPU and memory resources. Take care, though: depending on the size of the B-series VM you create, it may have less CPU and memory than something like the D2s_v3 series, so it will run a little slower.

      
    

  


  
2.1.4 Azure storage


  Storage for VMs in Azure is straightforward. How many disks do you want, how big, and what type? The first two really aren’t Azure-specific, so we’ll skip them. These types of storage are available:


  
    	
      Premium SSD (solid-state drive) disks --Use low-latency, high-performance SSDs and are perfect for production workloads. You should use mostly this type to get the best performance for your applications.

    


    	
      Standard SSD disks --Use standard SSDs and deliver consistent performance compared with hard disk drives (HDDs). This type is great for development and testing workloads or for budget-conscious, low-demand production uses, such as web servers.

    


    	
      Standard HDD disks --Use regular spinning disks and are ideal for infrequent data access, such as archive data or backups. This type is not recommended for running application workloads.

    

  


  You don’t need to dig much deeper into the specifics of storage to create a quick web server. You’ll learn more in chapter 4, including about Ultra disks that are only for attached data disks. For now, it’s enough to know that when you pick a VM size, that size helps define what type of storage you use.


  The virtual disks you use, regardless of type, are called Azure managed disks. These managed disks allow you to create a VM and attach additional data disks without worrying about underlying storage accounts, resource limits, or performance quotas. Managed disks are also automatically encrypted at rest; there’s nothing you need to configure to secure your data! Again, chapter 4 covers all this and more. For now, you can usually let Azure create the most appropriate disk based on the VM size you select.


  
    
      	
        Try it now


        To check your knowledge, work through the following questions:

      
    

  


  
    	
      For most production workloads, what type of disk provides the best performance?


      A premium SSD disk is usually what you should run for production workloads. This type is often the default choice when you create a VM. Standard SSD disks are an okay second choice, and ultra SSDs should be only used on very disk-intensive applications that require low latency. Although there’s a little bit of cost savings with standard HDDs, performance often is great, just as with on-premises virtual environments.

    


    	
      What VM family is a good choice for a database server?


      A memory-optimized VM is a good fit, as databases often need a larger amount of memory than CPU resources. Always try to estimate resource needs and then monitor performance after deployment. Don’t be afraid to switch to a different VM size to provide the desired performance.

    

  


  
2.1.5 Virtual networking


  It sounds obvious, but a VM needs network connectivity if you want anyone to reach your applications. For a basic web server, you need both a virtual network and external connectivity. Chapter 5 covers core Azure networking in detail, and chapter 9 gets into how to distribute traffic to multiple VMs by using load balancers. Things get really cool in chapter 11, with Azure DNS and global routing of end users with Traffic Manager. I won’t make you a network engineer, but you’re going to learn a lot of Azure networking in this book!


  To get started with the basics needed for this chapter, a virtual network in Azure is made up of the same core features as a regular physical network:


  
    	
      An address space and a subnet mask, such as 10.0.0.0/16

    


    	
      One or more subnets, which you can use to divide external, database, or application traffic, for example

    


    	
      Virtual network interface cards (NICs) that connect VMs to a given subnet

    


    	
      Virtual IP addresses that are assigned to resources such as a virtual NIC or load balancer

    

  


  You can create a VM that’s only attached to a virtual network without providing external connectivity, which may be the case for backend database or application servers. To connect to these VMs for administration and maintenance, you can create a virtual private network (VPN) connection, or you can use a private, dedicated connection to Azure from your on-premises networking equipment. In Azure, this dedicated connection is called ExpressRoute.


  The basic web server you’ll build in this chapter requires a specific type of virtual IP address: a public IP address. This public IP address is assigned to the virtual NIC and allows external traffic to reach your VM. Then you can control the flow of traffic to your VM with NSGs (network security groups). Think of a regular firewall that you use to open or close various ports and protocols; in Azure, network security groups lock down traffic by default and allow only the specific traffic that you define. Common traffic to allow would be HTTP or HTTPS on TCP ports 80 and 443. Remote management using remote desktop protocol (RDP) or Secure Shell (SSH) can also be opened, with care, which you’ll do later in this chapter to see how to connect and install some packages.


  
2.2 Creating an SSH key pair for authentication


  In the end-of-chapter lab exercise, you’ll create what you’re probably already familiar with: a Windows Server VM. This type of VM uses password-based authentication. A lot of applications in the cloud run on Linux; in fact, more than half of the VMs in Azure run Linux. You usually don’t use password-based authentication with Linux; instead, you use SSH and a public-key pair. To start expanding your skills, the basic web server in this chapter runs Linux, so you need to get comfortable with how to create and use SSH. You don’t need Linux experience to work in the cloud, but I highly recommend that you learn some of the basics!


  
    
      	
        SSH key pairs


        SSH is a protocol used to communicate securely with remote computers and is the most common way to log in to Linux VMs. It’s similar to using an RDP connection to a Windows VM, except that in Linux, the whole SSH session is typically console-based. With public-key cryptography, you can use a digital key pair to authenticate you with a remote Linux VM.


        An SSH key pair has two parts: a public key and a private key. The public key is stored on your Linux VM in Azure. You keep a copy of the private key. When you need to log in to your Linux VM, the public key on the remote VM is matched with the private key you keep locally. If the key pairs match, you’re logged in to the VM. There’s a little more to the process than that, but at its core, public-key cryptography is a great means to verify identity.


        I’d like you to get into the habit of using SSH keys to log in to Linux VMs. SSH keys are a lot more secure than passwords because, among other things, they aren’t susceptible to brute-force password attacks. You should always focus on security as a central concept, especially in the cloud.

      
    

  


   


  
    
      	
        Try it now


        Create an SSH public-key pair, using the Azure Cloud Shell:

      
    

  


  
    	
      Open a web browser to https://portal.azure.com. Sign in to the Azure account you created in chapter 1 and then select the Cloud Shell icon at the top of the dashboard, as shown in figure 2.2. You can also open Cloud Shell directly at https://shell.azure.com.


      [image: ]


      Figure 2.2 Select and launch Cloud Shell in the Azure portal by selecting the shell icon.

    


    	
      The first time you open Cloud Shell, it takes a few moments to create persistent storage that’s always then connected to your sessions. This storage allows you to save and retrieve scripts, configuration files, and SSH key pairs. Accept any prompts to allow this storage to be created.

    


    	
      If necessary, choose Bash from the drop-down menu in the top-left corner of Cloud Shell. PowerShell support is also available, though we’ll focus mostly on Bash and the Azure CLI throughout the book.

    


    	
      To create a key pair, enter the following command:

      ssh-keygen

    


    	
      Accept the default prompts by pressing the Enter key. In a couple of seconds, you have an SSH public-key pair that you can use with all your VMs! The ssh-keygen command defaults to a 2,048-bit-length key and uses the RSA version 2 protocol. This is a good balance of security and is recommended for most use cases. Figure 2.3 shows an example of a completed SSH key pair in Cloud Shell.


      [image: ]


      Figure 2.3 An SSH key pair created in the Azure Cloud Shell with the ssh-keygen command

    


    	
      To view your public key and use it with a VM, enter the following command:

      cat .ssh/id_rsa.pub

    


    	
      Select the output, and copy it to a simple text file on your computer. You’ll use this public key to create a VM in section 2.3; this VM is referenced from the Azure CLI throughout the rest of the book. Usually, you don’t need to copy and paste the whole key each time, but it’s good to see what’s happening at first. This information isn’t super-secret, so using Notepad or TextEdit to create and save a copy of the key is fine. Be careful when copying the output of the public key, because it’s sensitive to additional whitespace or missing characters. An example of a complete SSH public key is as follows:

      ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABAQDPGaOBsfhJJOHAWAv+RLLR/vdUTzS9HOIj
 ➥ JyzWWLsnu0ESH2M6R+YYPPNXv9X7dmVyM1zCXXEaLucpnyFjevbwPedxTgifyxgCFTgylr1
 ➥ kg7o4EyCTGBGhTA+hSHuhXGXa12KPdKWehsPwHMa6Hs8fbt/in9Z1k2ZAwvbT+LWPcmJgNO
 ➥ FuolIHOsOEeoQQqdXLrGa7NU/3fzSXdT9Y2BT1KLINc4KnwdOuONddLw3iANvK+Gkwax8iK
 ➥ 7IicKMoammwvJUCRf+MTEK9pZ84tfsc9qOIAdhrCCLbQhtoWjZpIwYnFk+SNBE8bZZtB8b2
 ➥ vkDFNZlA5jcAd6pUR3tPuL0D iain@cc-a444-9fdee8b2-2014310619-v5cl5

    

  


   Tip Cloud Shell is browser-based, so the keyboard shortcuts for copy and paste may work a little differently than you’re used to. Ctrl-Insert and Shift-Insert should copy and paste, rather than the regular Ctrl-C and Ctrl-V.


  
2.3 Creating a VM from your web browser


  Now that you know a little of the theory of Azure VMs and have created an SSH key pair, you’re ready to jump in and create a VM. I’m going to get you started and then let you configure the VM based on what you’ve just learned, so you’ll definitely need to pay attention!


  The Azure CLI and Azure PowerShell tools are incredibly powerful, but a big strength of Azure is how much time has gone into building a great portal experience. The Azure portal is a web-based graphical tool that lets you see how all the different components come together and do a quick visual check to ensure that all is well. The portal includes a couple of unique things that the other tools don’t provide, and it’s fast to use because you don’t have to install anything.


  
    
      	
        Try it now


        Creating a VM in Azure gives you a lot of defaults you can use to reduce the number of choices you have to make. For this exercise, look at the resources Azure is going to create based on what you learned in section 2.2 for things like network and storage:

      
    

  


  
    	
      In the Azure portal (https://portal.azure.com), select Create a Resource in the top-left corner of the dashboard. Popular resources should be listed, including the most recent Long Term Support (LTS) version of Ubuntu (as of this writing, it’s Ubuntu Server 18.04 LTS). 

    


    	
      Select the LTS version.


      You can also search the marketplace across the top of the window or browse the list of high-level services (such as Compute and Networking) to get an idea of what else is available for your own future needs. Try to stick with Ubuntu Server 18.04 LTS so that you can follow one of the upcoming exercises to install the web-server components.

    


    	
      Create a resource group for your web server.


      When you create resources in Azure, they’re logically contained in a resource group that you define. These groups typically contain like-minded resources for your applications. Chapter 7 gets into ways to plan and manage applications by using resource groups.


      For now, I suggest naming resource groups by chapter to help you organize things as you go. Name the resource group in this exercise azuremolchapter2, for example.

    


    	
      Give your VM a name, such as webvm, and then pick a region close to you. Don’t worry about infrastructure redundancy for now.


      Look at the options for the VM image, just to get a feel for the other options, but for this exercise, stick with Ubuntu Server 18.04 LTS. The default VM size is fine for this exercise, but again, look to see what’s available and how you query for different sizes and what hardware they run. See how the sizes align with the VM families you looked at earlier in this chapter.

    


    	
      Make sure that you’re using SSH public-key authentication and then provide a username, such as azuremol. You’ll use this username to sign into the VM in the next exercise.

    


    	
      Copy and paste the SSH public key you created in the previous section. Again, make sure that there’s no additional whitespace or formatting when you copy and paste the public key. The SSH key should be on one line. Even word wrap in Notepad can cause problems! The Azure portal validates the key before you can proceed.

    


    	
      To connect to the VM in the next exercise and install the web-server components, open SSH on port 22.


      Opening SSH on a public VM isn’t great security practice. Chapter 16 looks at how to open and restrict access automatically by using just-in-time VM access.


      Look at some of the other ports you can open here. HTTP and HTTPS are common ports to open, and you’re meant to be building a web server in this chapter, right? Don’t cheat and open those ports just yet; I want to introduce you to the Azure CLI in the next exercise, where you allow HTTP traffic.


      
        
          	
            Connect securely by using a bastion host


            In real-world scenarios, you shouldn’t open remote management ports for SSH or RDP to the public internet. Seriously, just don’t! Follow the best practices that you should use in the non-cloud, on-premises world, such as connecting only when necessary and limiting remote access to a specific set of management addresses.


            A common way to provide remote access is to use a bastion host, or a jump box. In this kind of setup, you don’t connect directly to application servers from your laptop or desktop. Instead, you connect to a dedicated bastion host and then connect to the server you need to manage. This approach locks down access to a limited set of addresses and provides a secure way to allow remote management.


            Azure Bastion (https://docs.microsoft.com/azure/bastion) provides a managed approach to this need for secure remote connection. You create an Azure Bastion host in a dedicated subnet and then use this host to connect to VMs that run your applications. Those VMs don’t need to be publicly accessible. You can do everything through the Azure portal without opening network ports for SSH or RDP. The bastion host itself is managed for you in terms of security updates and network security group rules.

          
        

      

    


    	
Look at some of the other VM configuration options for storage and networking to familiarize yourself with the options, though you can leave everything as default for now.


    	
      There are also some cool management options, such as enabling Auto-shutdown, Backups, and Diagnostics, which are covered in chapters 12 and 13. For now, turn off things like boot diagnostics and OS guest diagnostics, as you need to create and configure a storage account for them to work.

    


    	
When you’re all set, review and create your basic VM.
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