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			praise for
the first preventers playbook

			For too long, we have ignored the signs of mass casualty attacks and refused to work together to “connect the dots.” Rick has given us a road map to do just that. Every community in the nation would benefit from the lessons that Rick is teaching. We need to work together to prevent attacks, not just respond to them—and this book shows us how. 

			Captain Kevin Griger

			Sarpy County Sheriff’s Office

			Human history is a chronicle of violence and the efforts to manage it. We are fully aware of many violent acts such as the Columbine massacre, 9/11, and numerous workplace incidents. The primary approaches to violence have been focused on installing security systems and implementing response strategies. However, the most effective way to face any disaster, even the current COVID-19 pandemic, is prevention. This playbook for violence prevention by Rick Shaw is exactly what we need to effectively manage human-made disasters. The book makes significant contributions with clearly designed network-based prevention systems that are supported by advanced technologies and “how-to” steps for prevention based on the numerous real-world experiences of experts. It is a must-read for school administrators, teachers, parents, business executives, government leaders,
and all of us. 

			Dr. Sang M. Lee

			Professor emeritus, University of Nebraska–Lincoln

			“Tips,” as we call it, is a way of life for me. It’s what I do day in and day out. In an urban school district of 45,000 students, we receive thousands of reports annually. Dots get plotted every day with every report. Sometimes the dots get connected right away, and sometimes it takes a while, but eventually, they always do. For some of these kids, Tips is their lifeline. It’s like there was one person who cared enough to submit a report—and that one report changed their world.

			Tracy Alvarez

			Coordinator of attendance advocacy & bullying prevention, Oklahoma City Public Schools

			The First Preventers Playbook is an outstanding work that will help stop “bullying behaviors.” I’ve worked with Rick Shaw and utilized Awareity’s resources for many years now through our organization and have passed them on to more than 1,500 schools all across our nation. The research, thought, and work done by Rick and his team has helped save and change the lives of thousands of our kids. I’ve seen the direct results, so I know that I can honestly say this book will be a very valuable resource to any organization, school, administrator, teacher, or parent. Thank you, Rick, for helping our kids!

			Kirk Smalley

			President and cofounder, Stand for the Silent

			The First Preventers Playbook is essential reading for everyone. In the current landscape of violence, it is easy to feel disempowered and helpless, yet every person is capable of being a first preventer. In this important work, Rick Shaw demonstrates how we can prevent violence both as individuals and as a community.

			Dr. Nathan Brooks

			Forensic psychologist and senior lecturer, CQUniversity, Australia

			Mr. Shaw’s book provides easy reading and excellent guidance on the prevention of violent incidents at schools or in the workplace. Brief coverage of past events and the lessons learned leads into the need for and use of a threat assessment process. Its contents are beneficial for both those with and those without a background on the topic. 

			Branch Walton

			Office of Naval Intelligence, Ret.; Secret Service, Ret.; professor; corporate security director

			This playbook is definitely needed in today’s world to prevent potential tragedies from happening. The playbook allows all stakeholders to be on the same page when dealing with potentially bad incidents, and having a playbook on prevention can bring positive results for all involved. Community members will accept their roles better if we can be all on the same team. Having The First Preventers Playbook will achieve this!

			Stephen P. Luce

			Executive director, Indiana Sheriffs’ Association, Ret.

			Without question, this book will shape the future of violence prevention and positively change how we build our prevention architecture. For the first time, we now have the ability to develop actionable intelligence based on empirical data related to our day-to-day education and business operations. The First Preventers Playbook aptly provides decision makers with new insights and tools in their effort to better prevent elevated acts of violence. This community-wide approach to preventing acts of violence is long overdue and will allow us to make the data-driven decisions needed to provide the safety our students and workforces deserve. 

			Jason Thomas Destein

			MS Criminal Justice, violence prevention strategist, adjunct professor

			The First Preventers Playbook by Rick Shaw is a great tool for schools implementing threat assessment management and prevention plans to reduce school violence. As a retired public school administrator who worked closely with Rick to implement the tools described in his book, I can attest to the importance of “connecting the dots” to maintain a safe learning environment. Once we began to connect the dots more efficiently, we became both better at prevention and mitigation efforts and better at designing student safety plans in efforts to reduce suspension and dropout rates. As I travel across Oklahoma to consult and train staff in school violence and threat assessment, The First
Preventer’s Playbook is absolutely in my tool bag.

			Tenna Whitsel

			Retired School Administrator

			Rick and I have had some interesting conversations over the years about prevention failures and improving intervention, disruption, and prevention efforts. His book is an excellent resource for anyone who is interested in how they can help their society prevent various acts of violence. Up until now, organizations in nearly every sector have not had the right tools, guidelines, and training so that anyone who is demonstrating warning signs (suicidal or homicidal) can be identified and helped before they escalate and attempt to do violence. Rick’s book delivers a research-based overview of the six distinct but overlapping stages of preventing acts of violence and other incidents before they happen. 

			By educating, empowering, and equipping first preventers to collect, assess, connect the dots, and take the right actions to disrupt at-risk individuals on the pathway to violence, more violent incidents and tragedies can be prevented, and fewer first responders will have to put their lives on the line.

			A First Preventers Program is certainly needed, and Rick’s book certainly gives a comprehensive tool to do this. We need first preventers to assist and support first responders.

			Totti Karpela

			Director CTM, CETAP; founding member, European Threat Assessment Professionals Association
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			This book is dedicated to everyone who has been affected by violence, evil, abuse, suicide, or other preventable tragedy.  I hope this book will help you to harness the incredible power of your community’s first preventers to establish a First Preventers Program in honor of those who were lost or hurt, so they are not forgotten.
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			Word from the Author

			My prevention career started back in the sixth grade. I was in what was called at the time a “gifted class,” and our classes were held in the same building as the classes for special needs students. One of those special needs students, MJ, was constantly being bullied by other kids. As a result, she had violent and frightening seizures, after which she was left disorientated and confused. I stepped in to prevent the bullying and then recruited other kids to help. I also got the teacher involved to help stop the other kids harassing her. Eventually, these kids stopped picking on MJ, which greatly improved her life, and before long, her seizures stopped. Our collective actions were the key to preventing bullying.

			For the next six years, MJ waved and smiled when she saw me. At our twenty-fifth high school reunion, she hugged me and introduced me to her husband. Since then, she has sent me multiple digital birthday cards through our reunion site.

			This is what I call “return on prevention”—the positive result of proactive prevention actions that keep giving. My sixth-grade actions were my first steps as a first preventer—that is, someone who observes concerning behaviors and takes proactive actions, such as incident reporting or getting other first preventers involved in taking proactive intervention and disruption actions before an incident or a
tragedy occurs.

			My next return on prevention experience was as a white-hat hacker in my newly formed company, CorpNet Security. CorpNet Security became Awareity in 2003, and our services involved conducting risk and security assessments to find gaps and disconnects in organizations’ online security systems. My expertise was identifying the gaps and eliminating them before black-hat hackers and cyber thieves could attack and cause problems. It became clear from our cyber assessments, research, interviews, and investigations that proactive prevention actions and ongoing information security awareness were key to stopping hackers.

			During the late 1990s and the early 2000s, the Columbine massacre, the 9/11 terrorist attacks, and numerous other incidents took place even though more than enough red flags and warning signs had existed beforehand. Because of my return on prevention experiences, my passion for child safety, and my patriotism for the USA, I was motivated to find out why so many prevention efforts were failing. My research began in 2001 and was focused on the profile of failed preventions. This was different from most other research, which was focused on the profile of the attackers. My research revealed over and over how common gaps, silos, and disconnects were the reasons organizations and government agencies failed to connect the dots and prevent terrorism, violence, abuse, bullying, suicides, and numerous other incidents. However, I could not find any comprehensive solutions that focused on eliminating these common and dangerous gaps, silos, and disconnects to stop attacks that were targeting innocent children and adults in schools, organizations, and communities, so I set out to create them.

			The result of my passion, my research, and my experiences led to the creation of the First Preventers Program and The First Preventers Playbook.

		

		
			
			

		

		
			
Chapter 1

			
Introduction: Why Write 
The First Preventers Playbook?


			Nearly every day, we hear about school shootings, sexual assaults, workplace violence, drugs, gangs, community violence, and suicides, and for years we have been discussing incidents such as the following:

			
					13 killed, April 1999, Columbine High School, Colorado

					13 and an unborn child killed, April 2009, Fort Hood, Texas

					17 killed, February 2018, Marjory Stoneman Douglas High School, Parkland, Florida

					25 and an unborn killed, November 2017, First Baptist Church of Sutherland Springs, Texas

					27 killed, December 2012, Sandy Hook Elementary School, Connecticut

					32 killed, April 2007, Virginia Tech, Virginia

					49 killed, June 2016, Pulse nightclub, Florida

					58 killed, October 2017, Route 91 Harvest music festival, Las Vegas

			

			What we don’t often hear about is how these incidents and tragedies can be prevented.

			Sadly, according to the US Department of Defense, 2018 was a deadlier year for American schoolchildren than for deployed service members, despite more than enough red flags and warning signs being observed and reported before the attacks occurred.1 And 2019 had more mass shootings than days in the year.

			There is no shortage of security and threat-assessment books, and most are written by people who are experts in their specific field; for example, law enforcement experts write about security and security assessments, behavioral experts write about behavioral assessments, and so on. Unfortunately, there is a lack of an overarching prevention playbook that focuses on the bigger picture and the six distinct but overlapping stages of preventing acts of violence and other incidents before they happen.

			There are a lot of books offering guidelines (recipes) for threat assessment, behavior assessment, risk assessment, or security assessment, but they do not provide the comprehensive strategies, actions, and tools needed to successfully prevent more incidents and tragedies. Just having the recipe does not get the results you want. You also need the right ingredients and the right tools. This is evident because even with all the guidelines, many acts of violence are increasing. To make matters worse, bad guys and evildoers have better playbooks available to them on the dark web than good guys have available to them anywhere … until now.

			Research presented in the following pages repeatedly shows that shootings and other acts of violence are not reduced or eliminated by maintaining the status quo in security, incident reporting, assessments, and response efforts. Despite there being more than enough warning signs observed and reported, incidents and tragedies continue. These are not limited to shootings; many suicides, sexual assaults, drug overdoses, sex abuse, school violence, and workplace violence in organizations and communities are not being prevented even though red flags are available.

			The question is, How many more shootings and other acts of violence will it take before real change is made?

			School Shootings

			In 1999, at Columbine High School in Colorado, two teens shot and killed thirteen people and wounded more than twenty others before turning their guns on themselves. At the time, this was the worst school shooting in US history. As of this writing, according to the Washington Post, there have been 230 school shootings since then. 

			In May 2019, Colorado experienced its fourth school shooting since Columbine when one student was killed and eight others injured at the STEM School Highlands Ranch charter school. Afterward, one teacher, who had reassured students that school was one of the safest places to be, asked, “Do they still believe me? Should they?” Parents were considering home schooling because their children didn’t feel safe at school. One parent admitted, “I worry every day I kiss my kids goodbye it’ll be for the last time.”2

			Shootings, acts of violence, and other incidents and tragedies have long-term and often horrific effects. A year after the Marjory Stoneman Douglas High School massacre in Florida, two students who were suffering from survivor’s guilt committed suicide. The parent of one of the children murdered in the Sandy Hook Elementary School shooting in Connecticut, where twenty children and six adult staff members were shot, also committed suicide.

			After incidents and tragedies occur, serious consequences and mounting costs can go on for years, which makes intervening, disrupting, and preventing critical.

			Shortly after the Marjory Stoneman Douglas High School massacre, thousands of people took part in the March for Our Lives in Washington, DC. Similar protests were organized in other cities to show support and demand desperately needed change. One of the students said, “What we must do now is enact change because that is what we do to things that fail: We change them.”3

			Change is needed in more places than just schools. No sector has proven to be immune to the thousands of incidents and tragedies that have impacted organizations and communities for years. We have seen incidents and tragedies, not just shootings, at houses of worship, higher-education institutions, healthcare organizations, local government offices, military bases, entertainment venues, shopping malls, hospitality organizations, and numerous other places where people gather together.

			Clearly a First Preventers Program is needed.

			Sexual Abuse

			Higher education is facing an epidemic of sexual abuse involving children, students, employees, and third parties connected to higher-education institutions. The epidemic has led to hundreds of federal investigations, significant fines, expensive lawsuits, settlements amounting to hundreds of millions of dollars, institutional reputational damages, and executive leadership being fired and even going to prison.

			At Ohio State University, a team doctor sexually abused at least 177 male students over nearly two decades before committing suicide. Ohio State president Michael Drake admitted there was a “consistent institutional failure” at the school.

			At Harvard, after multiple allegations of sexual misconduct against a professor resurfaced, the committee responsible for scrutinizing departmental culture released a report concluding it failed to provide a safe work environment and called on the university to launch an independent review of “failures of communication and reporting” and the “prolonged institutional failure” that facilitated the professor’s abuse.

			After its failure to detect and stop sexual assaults by a sports doctor, Michigan State University was accused of a “persistent failure to take swift and decisive action to detect and stop one perpetrator’s two-decade long predatory and abusive behavior [that] indicates a lack of institutional control.”4

			Changes are needed in higher education institutions to address the widespread epidemic of institutional failures caused by common gaps, silos, and disconnects.

			And it is not just higher education. After being plagued by controversy, the Vatican held a summit in February 2019 with the goal of ensuring that bishops clearly understand what they need to do to prevent and combat the worldwide problem of sexual abuse of minors. “Everyone’s awareness increases that abuses need to be reported to the competent authorities,” the Pope said, “and for the need to cooperate with them in prevention and counteraction activities.”5

			Changes are also needed in organizations, as evinced by the spike of sexual assaults and rape reports that have emerged in the
#MeToo era. 

			Workplace Violence

			Workplace violence is defined by the Occupational Safety and Health Administration (OSHA) as “any act or threat of physical violence, harassment, intimidation, or other threatening disruptive behavior that occurs at the work site.” Workplace violence incidents and tragedies are the leading causes of death in the workplace. Workplace violence can occur anywhere, in nearly every sector—at military bases, universities, hospitals, manufacturing facilities, large organizations, and small organizations.

			According to OSHA, nearly two million people report workplace violence each year, although it is well known that many incidents go unreported. For many years, organizations have been investing tremendous amounts of money, time, and resources in workplace violence policies and employee training, yet workplace violence continues to occur and even grow in some sectors. After a recent workplace shooting at a suburban Chicago place of business, the president and CEO of the parent organization said that the employee who killed five coworkers and wounded five police officers “was being terminated Friday for a culmination of various workplace rule violations.”6 He went on to say, “We’re assessing if there’s anything we could have done or could do in the future,” adding that he was certain there were some shortcomings that would need to be addressed.

			At a Venetian Resort picnic in Las Vegas, a longtime employee walked up to a table and shot two of his bosses, injuring one and killing the other. After the attack, another employee described the shooter as “just like what everyone was saying about the Parkland shooter. We all knew he was crazy. It wasn’t a matter of if he would, it was when … I hate to say it, no one was surprised that he did it because he literally complained about management every single day.”7

			These two incidents offer examples of how red flags were observed and reported, but prevention efforts are still failing. They show that changes are clearly needed in workplaces to eliminate gaps between what employees know and what workplace violence teams do not know so that proactive intervention actions can be taken before employees escalate to violence.

			Nurse and Healthcare Violence

			According to OSHA, 75 percent of nearly twenty-five thousand workplace assaults reported annually occur in healthcare and social service settings,8 but that number is grossly underreported because only about 30 percent of nurses report violent incidents. The American Nurses Association (ANA) recently launched the #EndNurseAbuse initiative to increase awareness of the serious problem of physical and verbal abuse against nurses. ANA president Dr. Pamela Cipriano said, “Abuse is not part of anyone’s job and has no place in healthcare settings. Time’s up for employers who don’t take swift and meaningful action to make the workplace safe for nurses.”9

			Recognizing that proactive intervention, disruption, and prevention actions are needed, the Joint Commission (TJC) issued a Sentinel Event Alert in April 2018 that addressed the issue of physical and verbal violence toward nurses and healthcare workers. It stated that “healthcare organizations are encouraged to address this growing problem by looking beyond solutions that only increase security.”10 The Sentinel Event Alert also provided seven recommendations that cover actions such as incident reporting, collecting data from multiple sources, providing appropriate follow-ups, case reviews for intervention, developing quality improvement initiatives, training staff on de-escalation and self-defense, and evaluating workplace violence initiatives.

			As chapter 2 will show, there is no shortage of laws, guidelines, and recommendations for how to prevent violence, but years of data and years of failures have exposed a huge problem: organizations in nearly every sector do not have the right tools, nor do they take the right actions to turn laws, guidelines, and training into the results that leaders, organizations, and communities are seeking.

			Gang Violence

			According to the FBI, thirty-three thousand violent street gangs, motorcycle gangs, and prison gangs are criminally active in the US today.11 Many gangs are sophisticated and well organized, and most use violence to control neighborhoods and boost their illegal moneymaking activities. These include robbery, drug and gun trafficking, prostitution, human trafficking, and fraud. Communities often find gun violence and drug problems are closely associated with gangs. Gangs are also responsible for rising murder and homicide rates in many cities and communities across the nation.

			Gang-related threats and intimidation can have a huge negative impact on the health and safety of individuals, family, peers, and community members. However, it is very difficult for law enforcement to take action against the gangs and gang members if they do not know what the community knows. In addition, people are afraid of snitching. The result is increasing levels of gang violence.

			What is needed is better non–law enforcement and community-wide incident-reporting options so that people feel safe reporting red flags, concerning behaviors, violence, and other criminal and noncriminal activity. An ideal and proven approach is a community-wide platform that allows people to report anonymously or confidentially using school websites, organization websites, and other non–law enforcement websites to collect the incident reports. And then, based on the incident type, notifications are automatically routed to the appropriate community-wide threat assessment team (TAT) members, who can act on the information. Creating a community-wide TAT and knowing what constitutes an effective and successful community-wide TAT will be explored in more detail in Part II of this book.

			Suicide

			Suicide is currently the second-leading cause of death among individuals between the ages of ten and thirty-four, and it is the fourth-leading cause of death among individuals between the ages of thirty-five and fifty-four. There were more than twice as many suicides (47,173) in the US as there were homicides (19,510) in 2017.12 Suicides are a major public health problem that impacts many people, in some cases leading to copycat suicides and suicide attempts.13

			Active duty military suicides hit a record high in 2018, and suicides among law enforcement and veterans have increased over the last decade.14 The following table shows the loss of lives due to suicides, drug overdoses, homicides, and mass shootings. These numbers show that while the media focuses on active shooters, other incidents and tragedies have a substantial cost to human life. It is important therefore to take a broader view of the threats and challenges that exist and require a change in efforts to intervene, prevent, and disrupt them.

			[image: ]

			Changes are needed so that anyone who is demonstrating warning signs or suicidal behaviors and/or struggling with suicidal ideation can be identified and helped before the situation escalates and the individual attempts suicide.

			Validation for Change

			In its 2018 School Security Guide, the Department of Homeland Security (DHS) wrote,

			DHS recognizes that physical protection measures only go so far when it comes to preventing an active shooter incident. Social issues such as mental health, bullying, and criminal profiling play a critical role in the prevention of gun violence in schools. Potential warning signs are not always the result of a direct threat—More often, there is observable conduct which sends up a red flag, so to speak. The importance of detecting and addressing concerning behavior, thoughts, or statements cannot be overstated. In fact, preventing violence by detecting and addressing these red flags is more effective than any physical security measure.15

			This statement is a powerful validation of the need for change because it makes it clear that adding more security measures is not effective. This DHS statement emphasizes that the most effective way to prevent more incidents and tragedies is to focus on detecting and addressing red flags, concerning behaviors, and other warning signs.

			Studies from the FBI and the US Secret Service have also validated that red flags and warning signs were almost always observed and/or leaked before incidents and tragedies occurred.  Studies like these make it clear that intervention, disruption, and prevention should be possible more often. Unfortunately, most schools, universities, organizations, communities, and state and federal government offices still turn to security measures as the primary solution instead of developing the role of first preventers in a community-wide program that facilitates the reporting of red flags and warning signs that in turn become actionable information for community-wide first preventers.

			Who Are First Preventers and First Responders?

			Most people know that first responders include law enforcement, emergency response, EMTs, firefighters, security, and resource officers. First responders are involved in nearly every incident, massacre, and tragedy in communities and across the nation as a whole. First responders are heroes, and they respond immediately no matter the situation.

			First preventers, on the other hand, include students, employees, family, friends, neighbors, social media users, TAT members, mental health experts, social workers, and everyone else who might have information about a possible perpetrator. First preventers have the potential to become part of a team of heroes by observing and reporting red flags and suspicious activities. From there, the TAT can assess the red flags and at-risk individuals, connect the dots, and collaborate with other resources to effectively intervene, monitor, and undertake ongoing prevention efforts.
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