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  Introduction


  By Jay A. Siegel, Ph.D.


  Director, Forensic and Investigative Sciences Program


  Indiana University, Purdue University, Indianapolis


  It seems like every day the news brings forth another story about crime in the United States. Although the crime rate has been slowly decreasing over the past few years (due perhaps in part to the aging of the population), crime continues to be a very serious problem. Increasingly, the stories we read that involve crimes also mention the role that forensic science plays in solving serious crimes. Sensational crimes provide real examples of the power of forensic science. In recent years there has been an explosion of books, movies, and TV shows devoted to forensic science and crime investigation. The wondrously successful CSI TV shows have spawned a major increase in awareness of and interest in forensic science as a tool for solving crimes. CSI even has its own syndrome: the “CSI Effect,” wherein jurors in real cases expect to hear testimony about science such as fingerprints, DNA, and blood spatter because they saw it on TV.


  The unprecedented rise in the public’s interest in forensic science has fueled demands by students and parents for more educational programs that teach the applications of science to crime. This started in colleges and universities but has filtered down to high schools and middle schools. Even elementary school students now learn how science is used in the criminal justice system. Most educators agree that this developing interest in forensic science is a good thing. It has provided an excellent opportunity to teach students science—and they have fun learning it! Forensic science is an ideal vehicle for teaching science for several reasons. It is truly multidisciplinary; practically every field of science has forensic applications. Successful forensic scientists must be good problem solvers and critical thinkers. These are critical skills that all students need to develop.


  In all of this rush to implement forensic science courses in secondary schools throughout North America, the development of grade-appropriate resources that help guide students and teachers is seriously lacking. This new series: Solving Crimes With Science: Forensics is important and timely. Each book in the series contains a concise, age-appropriate discussion of one or more areas of forensic science.


  Students are never too young to begin to learn the principles and applications of science. Forensic science provides an interesting and informative way to introduce scientific concepts in a way that grabs and holds the students’ attention. Solving Crimes With Science: Forensics promises to be an important resource in teaching forensic science to students twelve to eighteen years old.
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  CHAPTER 1


  Computer Investigations: An Overview


  In the 1990s, Bill Gates, the chief executive officer (CEO) of Microsoft Corporation, became a leading symbol of the computer industry. During this period, Microsoft was also accused of violating antitrust legislation, meaning they were suspected of using illegal business practices to monopolize the computer market and keep out competitors.


  The biggest lawsuit alleged that Microsoft used illegal tactics to ensure that Internet Explorer, one of its products, became the public’s exclusive “choice” for viewing Internet content. Bill Gates and Microsoft denied the charges. However, the investigators in the case searched large numbers of e-mails stored on Microsoft’s computers and discovered evidence that the company had, in fact, attempted to oust competitors of Internet Explorer. The e-mails directly contradicted the claims of several Microsoft key executives.


  In February 2000, Microsoft was found guilty of violating antitrust laws. The court concluded that Microsoft “maintained its monopoly power” by using “anticompetitive means” and “attempted to monopolize the Web browser market.”


  This case, like many crimes committed in today’s world, was cracked open by investigators accessing e-mails and other files found on the suspects’ computers. After obtaining the appropriate search warrants for the case, investigators were able to examine the files and programs of the suspect Microsoft computers to discover illegal activities. Through what’s known as computer forensics, the investigators tracked down criminal evidence through recovery of lost, hidden, and deleted computer files.


  Computer Crime, Computer Investigations


  The digital age we entered at the end of the twentieth century has rapidly become an age of digital crime. Computer forensics deals with searching computers for evidence of crimes committed solely through the use of computers, known as cybercrime, and for evidence in “traditional” crimes—such as corporate fraud or homicide—that might be found on a computer. Examples of cybercrime include hacking, releasing computer viruses over the Internet, and various Internet scams such as selling phony merchandise or “spoofing” real websites.


  The people who uncover digital evidence of criminal activity and help bring the perpetrators to justice are called computer forensic specialists or computer forensic technicians. A computer forensic specialist is an expert in finding lost, hidden, or deleted information on a computer. These specialists may work for the government, in law enforcement, or in private practice.


  Computer forensics is basically a twofold process that includes many complex steps. The first part of the process is the investigation of computer data to find evidence of criminal activity. The second part of the process involves using the evidence found in the computer to help settle a dispute, either in or out of court.


  According to John R. Vacca in Computer Forensics, many types of civil and criminal proceedings make use of computer forensic evidence. People who hire computer forensic specialists include:


  •criminal prosecutors, who use computer evidence in a variety of cases where incriminating documents and files can be found, such as homicides, financial fraud, drug crimes, embezzlement, and child pornography


  •law enforcement officials, who frequently require assistance from computer forensic specialists in the handling of seized computer equipment


  •insurance companies, who may use computer evidence in false accident, arson, and workman’s compensation claims


  •corporations, who often hire forensics specialists to search employee computers for signs of sexual harassment, embezzlement, and theft of trade secrets or other internal or confidential information


  •employees, who sometimes hire computer forensics specialists to support their claims of wrongful termination, sexual harassment, or age discrimination


  •individuals involved in civil litigations (disputes between individual people as opposed to disputes between the state and an individual) can make use of personal and business records found on a computer in cases of fraud, divorce, discrimination, or harassment.


  Computer Forensics Versus Other Forensic Sciences


  Computer forensics is quite different from other forensic science disciplines, such as DNA analysis or the study of latent fingerprints. Other forensic disciplines involve the study and application of science to the purposes of the law. Through scientific analysis and evaluation of certain data, such as hair or fibers found at the crime scene, forensic scientists can often determine, with a high level of probability, who was at the scene of a crime or who committed it.
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    Computer forensic specialists may be called on to investigate wrongful termination claims.

  


  For example, let’s say investigators discover blood at the scene of a crime. Through DNA analysis, forensic scientists develop specific identifying information relative to an individual, and then conclude that the individual was at the crime scene. To support their conclusions, they gather extensive statistical data on the DNA profiles from which they base their conclusions.


  Computer forensic specialists, on the other hand, don’t normally attempt to make interpretive or evaluative comments on the data they discover. In most cases, they do not make scientific judgments about the data. Rather, they extract or produce computer data that stands on its own, such as the e-mails in the Microsoft antitrust case. In their investigations, they look for the information relevant to the case, such as accounting ledgers in an embezzlement case or incriminating photographs or e-mails in a child pornography case. Like all forensic scientists, they treat their evidence as though it will be presented in court, but they do not ordinarily attempt to interpret the information using scientific methods.
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