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   preface
 

  
 

   

   As an engineer, I am never more confident than when I truly understand a complex concept. When you deeply understand a system’s underlying mechanics, you can explain where the system is coming from and predict where the system is going.
 

  
 

   

   Over the course of my career working with distributed systems, I’ve focused on systems thinking and modeling to develop dependable mental models—models that cut through doubt and bring distributed systems into focus.
 

  
 

   

   In this book, I want to share the mental models I’ve developed over 20 years. More important, I want to show you how to construct your own, replacing confusion with clarity, and hesitance with confidence so that you can experience the deep satisfaction of distributed systems engineering along with me.
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   about this book
 

  
 

   

   Every modern application is a distributed system. Yet despite their ubiquity, distributed systems remain notoriously difficult to understand, design, and implement. This book bridges that gap, taking you from novice or intermediate to expert, by providing the understanding and mental models you need to reason about and architect complex distributed systems with confidence.
 

  
 

   

   Although many resources teach specific technologies, frameworks, or platforms, Think Distributed Systems focuses on enduring principles and patterns that go beyond any single implementation. This book is not just another catalog of algorithms or protocols. Instead, it teaches you to think like a distributed systems engineer, understanding the core concepts and mechanics that define real-world distributed systems.
 

  
 

   

   Who should read this book?
 

  
 

   

   This book is for software engineers who want to build a solid foundation in distributed systems. You don’t need experience; the journey begins from first principles and builds toward advanced topics. If you’ve worked with distributed systems but found yourself frustrated by fuzzy mental models and vague intuitions, this book will transform uncertainty into clarity and bring complex ideas into focus.
 

  
 

   

   How this book is organized: A road map
 

  
 

   

   The book is organized into 12 chapters, taking you from fundamental to advanced concepts:
 

  
 

   

   	Chapter 1 introduces distributed systems and their characteristics.
 

   	Chapter 2 examines system models and assumptions about processes, networks, and time.
 

   	Chapter 3 covers failure, failure tolerance, and failure transparency.
 

   	Chapter 4 explores message delivery and message processing guarantees.
 

   	Chapter 5 covers transactions and atomic commitment.
 

   	Chapter 6 covers distributed transactions and protocols like Two-Phase Commit.
 

   	Chapter 7 examines partitioning to improve scalability.
 

   	Chapter 8 examines replication to improve reliability.
 

   	Chapter 9 discusses consistency models and the CAP theorem. 
 

   	Chapter 10 explores state machine replication and distributed consensus.
 

   	Chapter 11 discusses durable execution.
 

   	Chapter 12 explores cloud computing, cloud-native computing, serverless computing, and microservices.
 

  
 

   

   About the code 
 

  
 

   

   This book deliberately features few code examples. The challenges in distributed systems arise from the interactions between components, not from the implementation of one component. Instead of presenting code fragments and expecting you to deduce the distributed behavior, I use system models and illustrations to show you exactly how components communicate, collaborate, and compete, revealing the essential behaviors that characterize distributed systems with clarity.
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of Think Distributed Systems includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/think-distributed-systems/discussion.
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the author some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible on the publisher’s website as long as the book is in print. 
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1 Thinking in distributed systems: Models, mindsets, and mechanics

 

  
 

   

   This chapter covers
 

    

    	The difference between knowing and understanding
 

    	The role of mental models
 

    	The structure and behavior of a distributed system
 

    	The correctness, scalability, and reliability of a distributed system
 

    	The need to build distributed systems
 

   
 

  
 

   

   Every modern application is a distributed application. Whether you are building a web app, mobile app, wearable app, cloud service, or game, the question is not whether an application is distributed but to what degree the application is distributed. A distributed system is a collection of collaborating, concurrent components that communicate with one another by sending and receiving messages over a network:
 

  
 

   

   	The behavior of a distributed system emerges from the behavior of its components and their interactions.
 

   	The complexity of a distributed system emerges from the complexity of its components and the intricacy of their interactions.
 

  
 

   

   Why do we distribute applications? After all, distributed applications are notoriously hard to build, so why go through the trouble?
 

  
 

   

   As engineers, we assess the fitness of a system in terms of correctness, scalability, and reliability. In other words, a system must provide its intended function even in the presence of increasing load and inevitable failures. Although a single component can be functional, no single component can handle unbounded loads or survive inevitable failures. We need more than one component, such as a process or node. We need a distributed system.
 

  
 

   

   True, distributed systems are complex, but for most software engineers, understanding distributed systems is no longer optional. This book gives you the foundation to reason about distributed systems with confidence so that you can build functional, scalable, and reliable distributed systems.
 

  
 

   

   NOTE During my journey to understanding distributed systems, I had many “aha!” moments of realization that left me excited and increased my confidence. In this book, I’ll share my aha! moments with you. I hope they’ll be helpful.
 

  
 

   

   
1.1 Software engineering and mental models
 

  
 

   

   Software engineering can be a delightful profession; at the same time, it can be a dreadful profession. Nowhere does this tension become more visible than in complex distributed systems. 
 

  
 

   

   For me, software engineering is most dreadful when I experience confusion. Unfortunately, in this industry, confusion is a constant state of mind. Other professions have developed robust mental models and means of communication, but software engineering is still catching up. Civil engineering, for example, relies on mental models rooted in physics, expressed mathematically, and communicated by standardized diagrams. But in software engineering, we struggle with the concepts and terms we use every day. Take a moment to ask an endless list of questions, such as “What is a microservice?” “What is the cloud?” “What is cloud-native,” and “What is serverless?” Do you know the answers, and if you do, would other engineers agree with your notion?
 

  
 

   

   Often, we have a fuzzy notion, a vague idea that we cannot communicate effectively and efficiently. For me, this situation is a source of great frustration. I do not want to probe the system, poke it with a stick, and then observe and rationalize its behavior only for the next poke to inadvertently invalidate what I thought I knew. 
 

  
 

   

   I want an accurate, concise mental model—a concise internal representation that enables me to reason confidently about the system. In this book, you will develop accurate and concise mental models to reason confidently about distributed systems. You will also learn to construct mental models to replace confusion with certainty and hesitance with confidence.
 

  
 

   

    

    Aha! moment: From knowledge to understanding
 

   
 

    

    Knowing is not the same as understanding. There is a difference between knowing about complex distributed systems and understanding complex distributed systems.
 

   
 

    

    The distinction between knowing and understanding is evident in many areas, such as board games, in which learning the rules is straightforward but mastering the strategies and tactics requires time and effort.
 

   
 

    

    The game of chess perfectly showcases the divide between knowing and understanding. Though it takes only a short amount of time to learn the rules of the game, it takes much longer to truly understand the strategies and tactics necessary to excel at it. This is why chess is often seen as a measure of intelligence, for both humans and machines. Despite its simple setup of a board, six types of pieces, and two players, chess is a remarkably complex and sophisticated game.
 

   
 

    

    The same concept applies to distributed systems. As we progress through this book, our goal is to build not only a deeper knowledge but also a deeper understanding of distributed systems. Our goal is to build dependable mental models.
 

   
 

  
 

   

   
1.1.1 Mental models: The foundation of reasoning
 

  
 

   

   The book title Think Distributed Systems emphasizes the significance of mental models, which are the very foundation of reasoning. Before we dive into the mental models of distributed systems, let’s explore mental models themselves. What are mental models, and what makes a good mental model?
 

  
 

   

   A model is a representation of a target system. A mental model is the internal representation of the target system and the basis of comprehension (ability to understand) and communication (ability to convey understanding).
 

  
 

   

   Figure 1.1, for example, illustrates a simple electric circuit, with the system on the right and the mental model—the corresponding internal representation—on the left. The mental model is the basis for our reasoning about the system.
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Figure 1.1 Mental model and system



  
 

   

   A tangible way to think of mental models and systems is as a set of facts:
 

  
 

   

   	
System—A system can be understood as a set of facts that constitutes the ground truth.
 

   	
Mental model—A mental model can be understood as a set of facts that constitutes our perceived truth.
 

  
 

   

   A good mental model is a mental model that is correct and complete:
 

  
 

   

   	
Correctness—In a correct mental model, every fact of the model is a fact of the system. In other words, a correct mental model does not contain falsehoods.
 

   	
Completeness—In a complete mental model, every relevant fact of the system is a fact of the model. In other words, a complete mental model does not contain omissions.
 

  
 

   

   
1.1.2 Correct mental models
 

  
 

   

   A correct mental model ensures that every fact of the model is a fact of the system it represents. If the system illustrated in figure 1.1 consists of a light bulb with a resistance of 3.0 ohms, and the model states that the light bulb has a resistance of 3.0 ohms, the model is correct. If the model instead stated that the resistance was 2.0 ohms, the model would be incorrect.
 

  
 

   

   
1.1.3 Complete mental models
 

  
 

   

   No model captures every fact of a system. Therefore, we define completeness as capturing every relevant fact of the system. Relevance is application-specific. In other words, relevance lies in the eye of the beholder.
 

  
 

   

   If I am interested in determining how much current will flow through the light bulb illustrated in figure 1.1, the mental model is correct and complete. If, however, I am interested in the brightness of the light bulb, the mental model is incomplete because I am missing the luminous efficiency (ability to convert electrical energy to visible light).
 

  
 

   

   
1.2 Mental model of software systems
 

  
 

   

   Software systems are virtual constructs, not physical constructs. We might think of distributed software systems as a set of components that communicate by exchanging messages via a network. However, these constructs are virtual; no matter where we look, we won’t find them as physical constructs. Instead, a software system behaves as though it were made from these constructs. The observable behavior of a software system and our model of a software system are equivalent, but we will see multiple equivalent models that don’t describe the observable behavior better than the others. Different models are valid!
 

  
 

   

   Note I could argue that software phenomena ultimately reduce to physical phenomena, such as electrons moving in silicon. But I subscribe to Edward A. Lee’s point of view in Plato and the Nerd: The Creative Partnership of Humans and Technology (The MIT Press, 2017): “Although software is ultimately electrons in silicon, there are so many layers between the physics and the software that the connection to the physical becomes meaningless.”
 

  
 

   

    

    Beware the analogy
 

   
 

    

    Analogies—comparisons between two concepts based on perceived similarities—are popular teaching and learning tools for mental models. Analogies promise transferability, allowing us to reason about a domain in terms of a familiar one. The analogy of an electrical circuit being similar to water flowing through pipes, for example, can help clarify concepts such as current, voltage, and resistance.
 

   
 

    

    A word of caution, however: teachers who employ analogies typically are aware of where the similarities end and the differences begin, but students may not have this insight. This can lead to misconceptions, such as mistakenly believing that electricity “flows” like water, which oversimplifies and distorts physical reality.
 

   
 

    

    Although analogies can be useful for understanding a concept, by definition they are a model of a different concept. Therefore, it is crucial to critically assess the limitations of an analogy to avoid drawing incorrect conclusions.
 

   
 

  
 

   

   
1.3 Different types of models
 

  
 

   

   Over the years, I have read extensively about distributed systems and have become increasingly frustrated that every blog, book, and paper defines and describes distributed systems differently. I’ve felt lost in a sea of inconsistencies and struggled to reconcile the differences. 
 

  
 

   

   This experience led me to realize that there is no single way to describe a distributed system. Instead, there are countless ways: informally or formally, for example, or as action machines, state machines, state-action machines, or process algebras. The list goes on and on.
 

  
 

   

   This diversity adds complexity but also provides depth, with each mental model providing a unique perspective. Studying multiple mental models helps us gain a holistic understanding and allows us to identify omissions or inconsistencies in our thinking.
 

  
 

   

   
1.3.1 Different models describing the same aspects
 

  
 

   

   My first realization was that sometimes, different ways of describing a distributed system are indeed equivalent because a description of one kind can be transformed into a description of another kind (see figure 1.2).
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   Figure 1.2 Different models describing the same aspects of a system. (The sets of facts for each model completely overlap.)


  
 

   

   According to our previous definition, a distributed system is a set of concurrent components that communicate with one another by sending and receiving messages over a network. We can view the network as a communication bus and a buffer to track in-flight messages. We can also view the network only as a communication bus, with each component having a buffer to track in-flight messages. These descriptions are equivalent; both can express message loss, message duplication, and message reordering. On one hand, we can describe a distributed system with the network as the buffer for in-flight messages (see figure 1.3).
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Figure 1.3 The network as the buffer of in-flight messages



  
 

   

   On the other hand, we can describe a distributed system with the components serving as the buffer for in-flight messages (see figure 1.4).
 

  
 

   

   Neither model is incorrect. Both models are capable of capturing the relevant aspects of the distributed system, such as messages being in flight or messages getting lost, duplicated, or rearranged. The choice of model often comes down to preference.
 

  
 

   

   
1.3.2 Different models describing different aspects of a system
 

  
 

   

   My second realization was that sometimes, different ways of describing a distributed system are not equivalent because they have a different focus. Some descriptions express certain aspects of a system that others deliberately omit (see figure 1.5).
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Figure 1.4 The components serve as the buffer for in-flight messages.
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   Figure 1.5 Different models describing different aspects of a system. (The sets of facts for each model partially overlap.)


  
 

   

   In his video course “Introduction to TLA+, the Temporal Logic of Actions” (https://lamport.azurewebsites.net/video/videos.html), Leslie Lamport describes the Transaction Commit protocol, which is an abstraction of all distributed transaction protocols, and the Two-Phase Commit protocol, which is an implementation of a distributed transaction protocol. (Chapter 6 explores distributed transaction protocols and the Two-Phase Commit protocol in depth.)
 

  
 

   

   The first model ignores message exchange, whereas the second model takes message exchange into account. As a result, the first model is unable to represent messages that are lost, duplicated, or rearranged, and the second model is able to do so.
 

  
 

   

   Note In chapters 6 and 10, we will delve deeper into distributed transaction protocols, consensus protocols, and different models of distributed systems, examining their respective characteristics in greater detail.
 

  
 

   

    

    The blind men and the elephant
 

   
 

    

    The well-known parable of the blind men and the elephant is often used as an allegory to illustrate the importance of considering multiple perspectives when trying to understand a complex or abstract topic. In this story, six blind men come across an elephant for the first time. Each person touches a different part of the elephant—such as the trunk, ear, or tail—and each describes the elephant based on the part they touched. The moral of the story is that each person’s understanding of the elephant is incomplete and limited by their perspective; we can gain a more complete understanding only by considering all the perspectives together.
 

   
 

    

    In the same way, studying multiple mental models or different ways of thinking can help you gain a more holistic understanding of the topic. Also, being exposed to multiple perspectives can help you identify misconceptions in your thinking.
 

   
 

  
 

   

   If you encounter different models of a distributed system, that doesn’t mean that some of them are incorrect. When you read posts, articles, or papers, try to understand not only the model chosen by the author but also the reasons behind their choice. What makes the model suitable for the point the author is trying to convey?
 

  
 

   

   Please keep in mind that this approach can be quite challenging and even outright frustrating. You may have to set aside your hard-earned mental models in favor of an author’s mental model. But you will gain a more holistic understanding in return.
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