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   preface
 

  
 

   

   In late 2014, Kevin Conner formed the Cloud Enablement team at Red Hat to adapt the company’s middleware products for the emerging OpenShift Container Platform, which was built on Kubernetes. Marko Lukša was one of the first engineers to join the team. At that time, Kubernetes was still in its infancy. Version 1.0 had not yet been released, and almost no one had heard of it. Today, Kubernetes is one of the most widely adopted platforms for running applications, both in the cloud and on premises.
 

  
 

   

   In his first month working with Kubernetes, Marko wrote a two-part blog post about several problems the team encountered when running a JBoss WildFly cluster on OpenShift and Kubernetes. That post caught the attention of Manning Publications, leading to an invitation to write a book. After years of effort, Kubernetes in Action was published in 2017 to widespread acclaim, for which Marko remains deeply grateful.
 

  
 

   

   With years of rapid evolution in the Kubernetes ecosystem, a second edition became essential. This time, Marko and Kevin have teamed up as co-authors, drawing on their shared experience. The book’s scope has grown alongside Kubernetes itself, so Kubernetes in Action, Second Edition focuses on the fundamentals of developing applications for and on Kubernetes.
 

  
 

   

   The authors hope this book will help you harness Kubernetes effectively and enjoy the journey.
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   about this book
 

  
 

   

   Kubernetes in Action, Second Edition provides the foundation for developing and running applications on Kubernetes efficiently. It focuses on the development side—building, configuring, deploying, and managing apps—rather than operating production clusters.
 

  
 

   

   The book starts with container basics (using Docker or Podman) for beginners, then guides the reader step by step through core and advanced Kubernetes concepts in a logical progression. Whether you’re new to Kubernetes or already have some experience, you’ll gain practical, hands-on understanding of how to use the platform effectively for real application development.
 

  
 

   

   Who should read this book
 

  
 

   

   Kubernetes in Action, Second Edition is primarily for application developers and system administrators who want to build, containerize, and run applications on Kubernetes. The book is suitable for both beginners and experienced engineers—no prior knowledge of containers or Kubernetes is required. 
 

  
 

   

   The concepts are introduced progressively, from the basics onward through straightforward examples that don’t assume deep expertise. Readers should have a basic understanding of programming, computer networking, Linux command-line usage, and common protocols such as HTTP.
 

  
 

   

   How this book is organized: A road map
 

  
 

   

   The book is divided into five parts that cover 18 chapters. Part 1 introduces Kubernetes and the container technologies it builds on:
 

  
 

   

   	 Chapter 1 gives a high-level overview of Kubernetes—what it is, the problems it solves, how it transforms application deployment and operations, and whether it’s the right choice for you and your organization. 
 

   	 Chapter 2 covers container fundamentals—how containers differ from virtual machines, the underlying technologies, building your first container image, and running it with Docker or Podman. 
 

   	 Chapter 3 takes that container image and runs it in Kubernetes (locally or in the cloud), shows how to expose the application externally, and demonstrates simple horizontal scaling. 
 

   	 Chapter 4 explores the Kubernetes API and basic object types such as Node and Event to understand how Kubernetes represents and manages cluster state. 
 

  
 

   

   Part 2 dives into the core concepts for running, organizing, and keeping applications healthy:
 

  
 

   

   	 Chapter 5 introduces pods—the fundamental building block—including how applications run in containers inside pods and how sidecar/helper containers enhance functionality. 
 

   	 Chapter 6 covers the pod life cycle—startup/shutdown actions, liveness/readiness/startup probes, and keeping containers healthy. 
 

   	 Chapter 7 explains how to organize large numbers of pods and other objects using labels, namespaces, and related mechanisms for clarity and maintainability. 
 

  
 

   

   Part 3 focuses on configuring applications and attaching storage via the Kubernetes API:
 

  
 

   

   	 Chapter 8 shows how to pass configuration through command-line arguments, environment variables, ConfigMaps (for nonsensitive data), and Secrets (for sensitive values such as keys, tokens, and passwords). 
 

   	 Chapter 9 covers adding volumes to pods, mounting them into containers, persisting data across restarts, sharing files between containers, node filesystem access, and injecting data from ConfigMaps, Secrets, or Pod metadata. 
 

   	 Chapter 10 introduces persistent storage with PersistentVolumes (PV) and PersistentVolumeClaims (PVC), static versus dynamic provisioning, node-local vs. network storage, ephemeral vs. long-lived volumes, and volume snapshots. 
 

  
 

   

   Part 4 explains intracluster and external communication:
 

  
 

   

   	 Chapter 11 covers pod-to-pod communication, using Services to provide stable endpoints for groups of pods, service discovery, external exposure, and readiness signaling. 
 

   	 Chapter 12 describes exposing multiple Services externally via a single public IP using Ingress. 
 

   	 Chapter 13 introduces the Gateway API as a modern alternative to Ingress, covering resources such as Gateway, HTTPRoute, TLSRoute, TCPRoute, UDPRoute, and others for internal and external traffic. 
 

  
 

   

   Part 5 focuses on higher-level controllers for managing diverse workloads (you rarely create pods directly):
 

  
 

   

   	 Chapter 14 explains ReplicaSets and how they maintain a desired number of pod replicas for high availability. 
 

   	 Chapter 15 covers Deployments, which manage ReplicaSets automatically and enable controlled rollouts, rollbacks, and updates. 
 

   	 Chapter 16 introduces StatefulSets for stateful applications, providing stable network identities, ordered scaling, and other stateful behaviors. 
 

   	 Chapter 17 describes DaemonSets, which create and manage one pod per node for node-level agents, monitoring, and so forth. 
 

   	 Chapter 18 concludes the book by explaining batch processing in Kubernetes. You’ll learn how to run one-off jobs using a Job object or schedule recurring tasks at specific times using a CronJob. 
 

  
 

   

   Readers who are new to containers or Kubernetes and those who want a solid, step-by-step understanding should read the chapters in sequence from beginning to end. Each chapter builds directly on the concepts and examples introduced in the previous ones, so following the order ensures you have the necessary foundation before moving forward.
 

  
 

   

   Readers who already have working experience with Kubernetes and are using the book more as a reference or deep-dive resource can jump to specific chapters that address their current needs or interests. 
 

  
 

   

   About the code
 

  
 

   

   While this book doesn’t contain a lot of actual source code, it does contain a lot of manifests of Kubernetes resources in YAML format and shell commands along with their outputs. These are formatted in a fixed-width font like this to separate them from ordinary text. 
 

  
 

   

   Shell commands are mostly in bold to clearly separate them from their output, but sometimes only the most important parts of the command or parts of the command’s output are in bold for emphasis. In most cases, the command output has been reformatted to make it fit into the limited space in the book. Also, because the Kubernetes CLI tool kubectl is constantly evolving, newer versions may print out more information than what’s shown in the book, so don’t be confused if they don’t match exactly. 
 

  
 

   

   Listings sometimes include a line-continuation marker (↪) to show that a line of text wraps to the next line. They also include annotations, which highlight and explain the most important parts. 
 

  
 

   

   All the samples in the book have been tested with Kubernetes version 1.35 running in Google Container Engine and in a local cluster run with kind. The complete source code and YAML manifests can be downloaded from the publisher’s website at www.manning.com/books/kubernetes-in-action-second-edition. 
 

  
 

   

   liveBook discussion forum
 

  
 

   

   Purchase of Kubernetes in Action, Second Edition includes free access to liveBook, Manning’s online reading platform. Using liveBook’s exclusive discussion features, you can attach comments to the book globally or to specific sections or paragraphs. It’s a snap to make notes for yourself, ask and answer technical questions, and receive help from the author and other users. To access the forum, go to https://livebook.manning.com/book/kubernetes-in-action-second-edition/discussion. 
 

  
 

   

   Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest you try asking the authors some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.
 

  
 

   

   Other online resources
 

  
 

   

   You can find a wide range of additional Kubernetes resources at the following locations:
 

  
 

   

   	 The Kubernetes website (https://kubernetes.io) 
 

   	 The Kubernetes Blog, which regularly posts interesting info (http://blog.kubernetes.io) 
 

   	 The Kubernetes Community’s Slack channel (http://slack.k8s.io) 
 

   	 The Kubernetes YouTube channel (https://www.youtube.com/channel/UCZ2bu0qutTOM0tHYa_jkIwg) 
 

  
 

   

   Since Kubernetes is open source, there’s a wealth of information available in the Kubernetes source code itself. You’ll find it at https://github.com/kubernetes/kubernetes and related repositories.
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Part 1  Getting started

 

  
 

   

   This first part of the book covers the basics of Kubernetes and the container technologies it builds on.
 

  
 

   

   Chapter 1 provides a high-level overview of Kubernetes—its purpose, the challenges it addresses, and the ways it can reshape application deployment and operations. You’ll also explore whether adopting Kubernetes is the right move for you and your organization.
 

  
 

   

   Kubernetes runs applications in containers, so if you haven’t worked with them before, it’s important to learn the fundamentals first. Chapter 2 introduces containers from the ground up. You’ll learn how they differ from virtual machines, what technologies make them possible, and how to build your first container image. You’ll then run that image using Docker or Podman to solidify the basics before moving on to Kubernetes.
 

  
 

   

   In chapter 3, you’ll take that same container image and run it inside Kubernetes—either on a local cluster or in the cloud. You’ll expose your application to external clients and experience firsthand how simple horizontal scaling can be when Kubernetes manages it for you.
 

  
 

   

   Chapter 4 introduces the Kubernetes API—the interface through which you tell Kubernetes what to do and inspect what it has done. You’ll explore your first Kubernetes object types, including the Node and the Event, and develop an understanding of how Kubernetes represents and manages its state.
 

  


 

   

   
1 Introducing Kubernetes

 

  
 

   

   This chapter covers
 

    

    	Introducing Kubernetes and its origins 
 

    	Why Kubernetes has seen such wide adoption
 

    	How Kubernetes transforms your data center
 

    	An overview of its architecture and operation
 

    	How and if you should integrate Kubernetes into your own organization
 

   
 

  
 

   

   Kubernetes has become widely recognized as the go-to platform for running modern applications. The initial hype has settled, and while some might now call Kubernetes boring, the truth is that almost everyone uses it today. 
 

  
 

   

   At first glance, Kubernetes seems complicated—like an unnecessary layer of complexity added to your infrastructure. But anyone who has actually used it knows the benefits are real. And the truth is, Kubernetes isn’t that hard to understand once you start working with it.
 

  
 

   

   At its core, Kubernetes is simply an API and a set of relatively straightforward controllers that keep your containerized applications running smoothly. It decides where your applications should run, restarts them when something goes wrong, and ensures they remain accessible. If you’ve ever used Docker Compose, Nomad, or even traditional virtual machines, Kubernetes operates in a similar space, but it automates far more of the everyday work. You define the desired state of your applications, and Kubernetes handles everything necessary to achieve and maintain that state.
 

  
 

   

   Kubernetes takes care of tasks that developers and system administrators would rather avoid tackling manually, such as scheduling, networking, configuration, and ensuring consistent behavior across environments. Of course, Kubernetes isn’t perfect for every situation. Small organizations running simple applications requiring minimal scaling might be better off with simpler tools. That said, even smaller teams can use managed Kubernetes services, which lets them avoid the hardest part—managing Kubernetes itself.
 

  
 

   

   This book is designed to make you proficient in Kubernetes through hands-on experience, not just theory. We’ll build a small microservice application from the ground up and deploy it step by step. Along the way, you’ll learn the basic concepts that both developers and cluster administrators must understand, including pods, deployments, services, volumes, configuration, and more. You don’t need prior experience with containers, Docker, or even Linux, as we’ll cover everything you need as we go.
 

  
 

   

   While future Kubernetes administrators will find valuable insights here, this book focuses on the basics of developing and running applications on a development cluster. Topics such as control-plane high availability, security, cluster installation, and addons are outside the scope of this book but are covered in our follow-up volume.
 

  
 

   

   By the end of this book, you’ll understand how Kubernetes works, how to package and deploy your own applications, and how to use both local clusters (via Kind) and cloud-based ones such as Google Kubernetes Engine. Most importantly, you’ll gain the confidence to navigate Kubernetes without feeling overwhelmed.
 

  
 

   

   
1.1 Introducing Kubernetes
 

  
 

   

   The word Kubernetes is a Greek term for “pilot” or “helmsman,” the person who steers the ship—the person standing at the helm (the ship’s wheel). A helmsman is not necessarily the same as a captain. A captain is responsible for the ship, while the helmsman is the one who steers it.
 

  
 

   

   After learning more about what Kubernetes does, you’ll find that the name fits perfectly. A helmsman maintains the course of the ship, carries out the orders given by the captain, and reports back the ship’s heading. Kubernetes steers your applications and reports on their status while you—the captain—decide where you want the system to go.
 

  
 

   

    

    How to pronounce Kubernetes, and what is k8s?
 

   
 

    

    The correct Greek pronunciation of Kubernetes, which is kie-ver-nee-tees, is different from the English pronunciation you normally hear in technical conversations. Most often it’s koo-ber-netties or koo-ber-nay’-tace, but you may also hear koo-ber-nets, although rarely.
 

   
 

    

    In both written and oral conversations, it’s also referred to as Kube or K8s, pronounced kates, where the 8 signifies the number of letters omitted between the first and last letter.
 

   
 

  
 

   

   
1.1.1 Kubernetes in a nutshell
 

  
 

   

   Kubernetes is a software system for automating the deployment and management of complex, large-scale application systems composed of computer processes running in containers. Let’s learn what it does and how.
 

  
 

   

   Abstracting the infrastructure away 
 

  
 

   

   When software developers or operators decide to deploy an application, they do this through Kubernetes instead of deploying the application to individual computers. Kubernetes provides an abstraction layer over the underlying hardware to both users and applications.
 

  
 

   

   As shown in figure 1.1, the underlying infrastructure, meaning the computers, the network, and other components, is hidden from the applications, making it easier to develop and configure them.
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Figure 1.1 Infrastructure abstraction using Kubernetes


  
 

   

   Standardizing how we deploy applications
 

  
 

   

   Because the details of the underlying infrastructure no longer affect the deployment of applications, you deploy applications to your corporate data center the same way you do in the cloud. A single manifest that describes the application can be used for local deployment and for deploying on any cloud provider. All differences in the underlying infrastructure are handled by Kubernetes, so you can focus on the application and the business logic it contains.
 

  
 

   

   Deploying applications declaratively
 

  
 

   

   Kubernetes uses a declarative model to define an application, as shown in figure 1.2. You describe the components that make up your application, and Kubernetes turns this description into a running application. It then keeps the application healthy by restarting or recreating parts of it as needed.
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Figure 1.2 The declarative model of application deployment


  
 

   

   Whenever you change the description, Kubernetes will take the necessary steps to reconfigure the running application to match the new description, as shown figure 1.3.
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Figure 1.3 Changes in the description are reflected in the running application. 


  
 

   

   Taking on the daily management of applications
 

  
 

   

   As soon as you deploy an application to Kubernetes, it takes over the daily management of the application. If the application fails, Kubernetes will automatically restart it. If the hardware fails or the infrastructure topology changes so that the application needs to be moved to other machines, Kubernetes does this all by itself. The engineers responsible for operating the system can focus on the big picture instead of wasting time on the details (figure 1.4). To circle back to the sailing analogy: the development and operations engineers are the ship’s officers who make high-level decisions while sitting comfortably in their armchairs, and Kubernetes is the helmsman who takes care of the low-level tasks of steering the system through the rough waters your applications and infrastructure sail through.
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Figure 1.4 Kubernetes takes over the management of applications.


  
 

   

   Everything that Kubernetes does and all the advantages it brings requires a longer explanation, which we’ll discuss later. Before we do that, it might help you to know how it all began and where the Kubernetes project currently stands.
 

  
 

   

   
1.1.2 About the Kubernetes project
 

  
 

   

   Kubernetes was originally developed by Google who has practically always run applications in containers. As early as 2014, it was reported that they would start two billion containers every week. That’s over 3,000 containers per second, and the figure is much higher today. These containers are run on thousands of computers distributed across dozens of data centers around the world. Now imagine doing all this manually. It’s clear that you need automation, and at this massive scale, it better be perfect.
 

  
 

   

   Borg and Omega: The predecessors of Kubernetes
 

  
 

   

   The sheer scale of Google’s workload has forced them to develop solutions to make the development and management of thousands of software components manageable and cost-effective. Over the years, Google developed an internal system called Borg (and later a new system called Omega) that helped both application developers and operators manage these thousands of applications and services.
 

  
 

   

   In addition to simplifying development and management, these systems have also helped them achieve better utilization of their infrastructure. This is important in any organization, but when you operate hundreds of thousands of machines, even tiny improvements in utilization mean savings in the millions, so the incentives for developing such a system are clear.
 

  
 

   

   Over time, your infrastructure grows and evolves. Every new data center is state-of-the-art. Its infrastructure differs from those built in the past. Despite the differences, the deployment of applications in one data center should not differ from deployment in another. This is especially important when you deploy your application across multiple zones or regions to reduce the likelihood that a regional failure will cause application downtime. To do this effectively, it’s worth having a consistent method for deploying applications.
 

  
 

   

   Kubernetes as the open source project and commercial products derived from it
 

  
 

   

   Based on the experience they gained while developing Borg, Omega, and other internal systems, Google introduced Kubernetes in 2014, an open source project that can now be used and further improved by everyone (figure 1.5). As soon as Kubernetes was announced, long before version 1.0 was officially released, other companies, such as Red Hat, who has always been at the forefront of open source software, quickly stepped on board and helped develop the project. 
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Figure 1.5 The origins and state of the Kubernetes open source project


  
 

   

   Kubernetes eventually grew far beyond the expectations of its founders and today is arguably one of the world’s leading open source projects, with dozens of organizations and thousands of individuals contributing to it. In addition, several companies are offering enterprise-quality Kubernetes products built from the open source project. These include Red Hat OpenShift, Pivotal Container Service, Rancher and many others.
 

  
 

   

   How Kubernetes grew a whole new cloud-native eco-system
 

  
 

   

   Kubernetes has also spawned many other related open source projects. Most of them are now under the umbrella of the Cloud Native Computing Foundation (CNCF), which is part of the Linux Foundation.
 

  
 

   

   CNCF organizes several KubeCon–CloudNativeCon conferences annually, in North America, Europe, and China. In 2023, over 30,000 engineers attended these conferences either in-person or virtually. This number shows that Kubernetes has had an incredibly positive effect on the way companies around the world deploy applications today. It wouldn’t have been so widely adopted if that wasn’t the case.
 

  
 

   

   
1.1.3 Understanding why Kubernetes is so popular
 

  
 

   

   Recently, the way applications are developed has changed considerably. This has led to the development of new tools such as Kubernetes, which in turn have fed back and fuelled further changes in application architecture and the way we develop them. Let’s look at concrete examples.
 

  
 

   

   Automating the management of microservices
 

  
 

   

   In the past, most applications were large monoliths. The components of the application were tightly coupled, and they all ran in a single computer process. The application was developed as a unit by a large team of developers, and the deployment of the application was straightforward. You installed it on a powerful computer and provided the little configuration it required. Scaling the application horizontally was rarely possible, so whenever you needed to increase the capacity of the application, you had to upgrade the hardware (i.e., scale the application vertically).
 

  
 

   

   Then came the microservices paradigm. The monoliths were divided into dozens, sometimes hundreds, of separate processes, as shown in figure 1.6. This allowed organizations to divide their development departments into smaller teams where each team developed only a part of the entire system—just some of the microservices.
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Figure 1.6 Comparing monolithic applications with microservices


  
 

   

   Each microservice is now a separate application with its own development and release cycle. The dependencies of different microservices will inevitably diverge over time. One microservice requires one version of a library, while another microservice requires another, possibly incompatible, version of the same library. Running the two applications in the same operating system becomes difficult.
 

  
 

   

   Fortunately, containers alone solve this problem where each microservice requires a different environment, but each microservice is now a separate application that must be managed individually. The increased number of applications makes this much more difficult.
 

  
 

   

   Individual parts of the entire application no longer need to run on the same computer, which makes it easier to scale the entire system, but also means that the applications need to be configured to communicate with each other. For systems with only a handful of components, this can usually be done manually, but it’s now common to see deployments with well over a hundred microservices.
 

  
 

   

   When the system consists of many microservices, automated management is crucial. Kubernetes provides this automation. The features it offers make the task of managing hundreds of microservices almost trivial.
 

  
 

   

   Bridging the dev and ops divide
 

  
 

   

   Along with these changes in application architecture, we’ve also seen changes in the way teams develop and run software. It used to be normal for a development team to build the software in isolation and then throw the finished product over the wall to the operations team, who would then deploy it and manage it from there.
 

  
 

   

   With the advent of the Dev-Ops paradigm, the two teams now work much more closely together throughout the entire life of the software product. The development team is now much more involved in the daily management of the deployed software. But that means that they now need to know about the infrastructure on which it’s running.
 

  
 

   

   As a software developer, your primary focus is on implementing the business logic. You don’t want to deal with the details of the underlying servers. Fortunately, Kubernetes hides these details.
 

  
 

   

   Standardizing the cloud
 

  
 

   

   Over the past decade or two, many organizations have moved their software from local servers to the cloud. The benefits seem to have outweighed the fear of being locked-in to a particular cloud provider, which is caused by relying on the provider’s proprietary APIs to deploy and manage applications.
 

  
 

   

   Any company that wants to be able to move its applications from one provider to another will have to make additional, initially unnecessary efforts to abstract the infrastructure and APIs of the underlying cloud provider from the applications. This requires resources that could otherwise be focused on building the primary business logic.
 

  
 

   

   Kubernetes has also helped in this respect. The popularity of Kubernetes has forced all major cloud providers to integrate Kubernetes into their offerings. Customers can now deploy applications to any cloud provider through a standard set of APIs provided by Kubernetes.
 

  
 

   

   If the application is built on the APIs of Kubernetes instead of directly on the proprietary APIs of a specific cloud provider, it can be transferred relatively easily to any other provider.
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Figure 1.7 Kubernetes has standardized how you deploy applications on cloud providers.


  
 

   

   
1.2 Understanding Kubernetes
 

  
 

   

   The previous section explained the origins of Kubernetes and the reasons for its wide adoption. This section takes a closer look at what exactly Kubernetes is.
 

  
 

   

   
1.2.1 Understanding how Kubernetes transforms a computer cluster
 

  
 

   

   Let’s take a closer look at how the perception of the data center changes when you deploy Kubernetes on your servers.
 

  
 

   

   Kubernetes—an operating system for computer clusters
 

  
 

   

   One can imagine Kubernetes as an operating system for the cluster. Figure 1.8 illustrates the analogies between an operating system running on a computer and Kubernetes running on a cluster of computers.
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Figure 1.8 Kubernetes is to a computer cluster what an operating system is to a computer.


  
 

   

   Just as an operating system supports the basic functions of a computer, such as scheduling processes onto its CPUs and acting as an interface between the application and the computer’s hardware, Kubernetes schedules the components of a distributed application onto individual computers in the underlying computer cluster and acts as an interface between the application and the cluster.
 

  
 

   

   It frees application developers from the need to implement infrastructure-related mechanisms in their applications; instead, they rely on Kubernetes to provide them. This includes things such as
 

  
 

   

   	 Service discovery—A mechanism that allows applications to find other applications and use the services they provide 
 

   	 Horizontal scaling—Replicating your application to adjust to fluctuations in load 
 

   	 Load-balancing—Distributing load across all the application replicas  
 

   	 Self-healing—Keeping the system healthy by automatically restarting failed applications and moving them to healthy nodes after their nodes fail 
 

   	 Leader election—A mechanism that decides which instance of the application should be active while the others remain idle but is ready to take over if the active instance fails  
 

  
 

   

   By relying on Kubernetes to provide these features, application developers can focus on implementing the core business logic instead of wasting time integrating applications with the infrastructure.
 

  
 

   

   How Kubernetes fits into a computer cluster
 

  
 

   

   For a concrete example of how Kubernetes is deployed onto a cluster of computers, see figure 1.9.
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Figure 1.9 Computers in a Kubernetes cluster are divided into the control and the workload plane.


  
 

   

   You start with a fleet of machines that you divide into two groups: the control plane and the worker nodes. The control plane nodes are the brain of your system and control the cluster, while the worker nodes will run your applications, your workloads, and will therefore represent the workload plane.
 

  
 

   

   Note  The workload plane is sometimes referred to as the data plane, but this term could be confusing because the plane doesn’t host data but applications. Don’t be confused by the term “plane” either. In this context you can think of it as the “surface” the applications run on.
 

  
 

   

   Non-production clusters can use a single control plane node, but highly available clusters use at least three physical control plane nodes to host the control plane. The number of worker nodes depends on the number of applications you’ll deploy.
 

  
 

   

   How all cluster nodes become one large deployment area
 

  
 

   

   After Kubernetes is installed on the computers, you no longer need to think about individual computers when deploying applications. Regardless of the number of worker nodes in your cluster, they all become a single space where you deploy your applications. You do this using the Kubernetes API, which is provided by the Kubernetes Control Plane (figure 1.10).
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Figure 1.10 Kubernetes exposes the cluster as a uniform deployment area.


  
 

   

   When I say that all worker nodes become one space, I don’t want you to think that you can deploy an extremely large application that is spread across several small machines. Kubernetes doesn’t do magic tricks like this. Each application must be small enough to fit on one of the worker nodes.
 

  
 

   

   What I mean is that when deploying applications, it doesn’t matter which worker node they end up on. Kubernetes may later move the application from one node to another. You may not even notice when that happens, and you shouldn’t care.
 

  
 

   

   
1.2.2 The benefits of using Kubernetes
 

  
 

   

   You’ve already learned why many organizations worldwide have welcomed Kubernetes into their data centers. Now, let’s take a closer look at the specific benefits it brings to both development and IT operations teams.
 

  
 

   

   Self-service deployment of applications
 

  
 

   

   Because Kubernetes presents all its worker nodes as a single deployment surface, it no longer matters which node you deploy your application to. This means that developers can now deploy applications on their own, even if they don’t know anything about the number of nodes or the characteristics of each node.
 

  
 

   

   In the past, the system administrators were the ones who decided where each application should be placed. This task is now left to Kubernetes, which allows a developer to deploy applications without having to rely on other people to do so. When a developer deploys an application, Kubernetes chooses the best node on which to run the application based on the resource requirements of the application and the resources available on each node.
 

  
 

   

   Reducing costs via better infrastructure utilization
 

  
 

   

   If you don’t care which node your application lands on, it also means that it can be moved to any other node at any time without you having to worry about it. Kubernetes may need to do this to make room for a larger application that someone wants to deploy. This ability to move applications allows the applications to be packed tightly together so that the resources of the nodes can be utilized in the best possible way.
 

  
 

   

   Finding optimal combinations can be challenging and time consuming, especially when the number of all possible options is huge, such as when you have many application components and many server nodes on which they can be deployed. Computers can perform this task much better and faster than humans. Kubernetes does it very well. By combining different applications on the same machines, Kubernetes improves the utilization of your hardware infrastructure so you can run more applications on fewer servers.
 

  
 

   

   Automatically adjusting to changing load
 

  
 

   

   Using Kubernetes to manage your deployed applications also means that the operations team doesn’t have to constantly monitor the load of each application to respond to sudden load peaks. Kubernetes takes care of this also. It can monitor the resources consumed by each application and other metrics and adjust the number of running instances of each application to cope with increased load or resource usage.
 

  
 

   

   When you run Kubernetes on cloud infrastructure, it can even increase the size of your cluster by provisioning additional nodes through the cloud provider’s API. This way, you never run out of space to run additional instances of your applications.
 

  
 

   

   Keeping applications running smoothly
 

  
 

   

   Kubernetes also makes every effort to ensure that your applications run smoothly. If your application crashes, Kubernetes will restart it automatically. So even if you have a broken application that runs out of memory after running for more than a few hours, Kubernetes will ensure that your application continues to provide the service to its users by automatically restarting it in this case.
 

  
 

   

   Kubernetes is a self-healing system in that it deals with software errors like the one just described, but it also handles hardware failures. As clusters grow in size, the frequency of node failure also increases. For example, in a cluster with one hundred nodes and a MTBF (mean-time-between-failure) of 100 days for each node, you can expect one node to fail every day.
 

  
 

   

   When a node fails, Kubernetes automatically moves applications to the remaining healthy nodes. The operations team no longer needs to manually move the application and can instead focus on repairing the node itself and returning it to the pool of available hardware resources.
 

  
 

   

   If your infrastructure has enough free resources to allow normal system operation without the failed node, the operations team doesn’t even have to react immediately to the failure. If it occurs in the middle of the night, no one from the operations team even has to wake up. They can sleep peacefully and deal with the failed node during regular working hours.
 

  
 

   

   Simplifying application development
 

  
 

   

   The improvements described in the previous section mainly concern application deployment. But what about the process of application development? Does Kubernetes bring anything to their table? It definitely does.
 

  
 

   

   As mentioned previously, Kubernetes offers infrastructure-related services that would otherwise have to be implemented in your applications. This includes the discovery of services and/or peers in a distributed application, leader election, centralized application configuration, and others. Kubernetes provides this while keeping the application Kubernetes-agnostic, but when required, applications can also query the Kubernetes API to obtain detailed information about their environment. They can also use the API to change the environment.
 

  
 

   

   
1.2.3 The architecture of a Kubernetes cluster
 

  
 

   

   As you’ve already learned, a Kubernetes cluster consists of nodes divided into two groups:
 

  
 

   

   	 A set of control plane nodes to host the control plane components, which are the brains of the system, since they control the entire cluster 
 

   	 A set of worker nodes that form the workload plane, which is where your workloads (or applications) run 
 

  
 

   

   Figure 1.11 shows the two planes and the different nodes they consist of. 
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Figure 1.11 The two planes that make a Kubernetes cluster


  
 

   

   The two planes, and hence the two types of nodes, run different Kubernetes components. The next two sections of the book introduce them, summarizing their functions without going into details. These components will be mentioned several times in the next part of the book where I explain the fundamental Kubernetes concepts. An in-depth look at the components and their internals follows in the third part of the book.
 

  
 

   

   Control plane components
 

  
 

   

   The control plane is what controls the cluster. It consists of several components that run on a single node or are replicated across multiple nodes to ensure high availability. Figure 1.12 shows the control plane’s components.
 

  
 

    

   [image: figure] 

   
Figure 1.12 The components of the Kubernetes control plane


  
 

   

   These are the components and their functions:
 

  
 

   

   	 The Kubernetes API Server exposes the RESTful Kubernetes API. Engineers using the cluster and other Kubernetes components create objects via this API. 
 

   	 The etcd distributed datastore persists the objects created through the API, since the API Server itself is stateless. The server is the only component that talks to etcd. 
 

   	 The Scheduler decides on which worker node each application instance should run. 
 

   	 Controllers bring to life the objects created through the API. Most of them simply create other objects, but some also communicate with external systems (for example, the cloud provider via its API). 
 

  
 

   

   The components of the control plane hold and control the state of the cluster, but they don’t run your applications. This is done by the (worker) nodes.
 

  
 

   

   Worker node components
 

  
 

   

   The worker nodes are the computers on which your applications run. They form the cluster’s workload plane. In addition to applications, several Kubernetes components also run on these nodes. They perform the task of running, monitoring, and providing connectivity between your applications, as shown in figure 1.13.
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Figure 1.13 The Kubernetes components that run on each node


  
 

   

   Each node runs the following set of components:
 

  
 

   

   	 The Kubelet, an agent that talks to the API server and manages the applications running on its node. It reports the status of these applications and the node via the API. 
 

   	 The container runtime, which can be Docker or any other runtime compatible with Kubernetes. It runs your applications in containers as instructed by the Kubelet.  
 

   	 The Kubernetes Service Proxy (kube-proxy) load-balances network traffic between applications. 
 

  
 

   

   Add-on components
 

  
 

   

   Most Kubernetes clusters also contain several other components—a DNS server, network plugins, logging agents, and many others. They typically run on the worker nodes but can also be configured to run on the control plane node(s).
 

  
 

   

   Gaining a deeper understanding of the architecture
 

  
 

   

   For now, I only expect you to be vaguely familiar with the names of these components and their function, as I’ll mention them many times throughout the following chapters. In addition,I’m not a fan of explaining how things work until I first explain what something does and teach you how to use it. It’s like learning to drive. You don’t want to know what’s under the hood. At first, you just want to learn how to get from point A to B. Only then will you be interested in how the car makes this possible. Knowing what’s under the hood may one day help you get your car moving again after it has broken down, and you are stranded on the side of the road. I hate to say it, but you’ll have many moments like this when dealing with Kubernetes due to its sheer complexity. 
 

  
 

   

   
1.2.4 How Kubernetes runs an application
 

  
 

   

   With a general overview of the components that make up Kubernetes, I can finally explain how to deploy an application.
 

  
 

   

   Defining your application
 

  
 

   

   Everything in Kubernetes is represented by an object. You create and retrieve these objects via the Kubernetes API. Your application consists of several types of these objects—one type represents the application deployment as a whole, another represents a running instance of your application or the service provided by a set of these instances and allows reaching them at a single IP address, and there are many others.
 

  
 

   

   All these types are explained in detail in the second part of the book. At the moment, it’s enough to know that you define your application through several types of objects. These objects are usually defined in one or more manifest files in either YAML or JSON format.
 

  
 

   

   Definition  YAML was initially said to mean “Yet Another Markup Language,” but it was later changed to the recursive acronym “YAML Ain’t Markup Language.” It’s one of the ways to serialize an object into a human-readable text file.
 

  
 

   

   Definition  JSON is short for JavaScript Object Notation. It’s a different way of serializing an object, but more suitable for exchanging data between applications.
 

  
 

   

   Figure 1.14 shows an example of deploying an application by creating a manifest with two deployments exposed using two services.
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Figure 1.14 Deploying an application to Kubernetes


  
 

   

   The following actions take place when you deploy the application:
 

  
 

   

   	 You submit the application manifest to the Kubernetes API. The API Server writes the objects defined in the manifest to etcd. 
 

   	 A controller notices the newly created objects and creates several new objects—one for each application instance. 
 

   	 The scheduler assigns a node to each instance. 
 

   	 The Kubelet notices that an instance is assigned to the Kubelet’s node. It runs the application instance via the container runtime. 
 

   	 The kube-proxy notices that the application instances are ready to accept connections from clients and configures a load balancer for them. 
 

   	 The Kubelets and the controllers monitor the system and keep the applications running. 
 

  
 

   

   The procedure is explained in more detail in the following sections. 
 

  
 

   

   Submitting the application to the API
 

  
 

   

   After you’ve created your YAML or JSON file(s), you submit the file to the API, usually via the Kubernetes command-line tool called kubectl.
 

  
 

   

   Note  Kubectl is pronounced kube-control, but the softer souls in the community prefer to call it kube-cuddle. Some refer to it as kube-C-T-L.
 

  
 

   

   Kubectl splits the file into individual objects and creates each of them by sending an HTTP PUT or POST request to the API, as is usually the case with RESTful APIs. The API Server validates the objects and stores them in the etcd datastore. In addition, it notifies all interested components that these objects have been created. Controllers, which are explained next, are one of these components.
 

  
 

   

   About the controllers
 

  
 

   

   Most object types have an associated controller. A controller is interested in a particular object type. It waits for the API server to notify it that a new object has been created and then performs operations to bring that object to life. Typically, the controller just creates other objects via the same Kubernetes API. For example, the controller responsible for application deployments creates one or more objects that represent individual instances of the application. The number of objects created by the controller depends on the number of replicas specified in the application deployment object.
 

  
 

   

   About the scheduler
 

  
 

   

   The scheduler is a special type of controller whose only task is to schedule application instances onto worker nodes. It selects the best worker node for each new application instance object and assigns it to the instance by modifying the object via the API.
 

  
 

   

   About the Kubelet and the container runtime
 

  
 

   

   The Kubelet that runs on each worker node is also a type of controller. Its task is to wait for application instances to be assigned to the node on which it is located and run the application. This is done by instructing the container runtime to start the application’s container.
 

  
 

   

   About the kube-proxy
 

  
 

   

   Because an application deployment can consist of multiple application instances, a load balancer is required to expose them at a single IP address. The kube-proxy, another controller running alongside the Kubelet, is responsible for setting up the load balancer.
 

  
 

   

   Keeping the applications healthy
 

  
 

   

   Once the application is up and running, the Kubelet keeps the application healthy by restarting it when it terminates. It also reports the status of the application by updating the object that represents the application instance. The other controllers monitor these objects and ensure that applications are moved to healthy nodes if their nodes fail.
 

  
 

   

   You’re now roughly familiar with the architecture and functionality of Kubernetes. You don’t need to understand or remember all the details at this moment, because internalizing this information will be easier when you learn about each individual object type and the controllers that bring them to life in the second part of the book.
 

  
 

   

   
1.3 Introducing Kubernetes into your organization
 

  
 

   

   To close this chapter, let’s see what options are available to you if you decide to introduce Kubernetes in your own IT environment.
 

  
 

   

   
1.3.1 Running Kubernetes on-premises and in the cloud
 

  
 

   

   If you want to run your applications on Kubernetes, you have to decide whether you want to run them locally, in your organization’s own infrastructure (on-premises), or with one of the major cloud providers, or perhaps both (in a hybrid cloud solution). 
 

  
 

   

   Running Kubernetes on-premises
 

  
 

   

   Running Kubernetes on your own infrastructure may be your only option if regulations require you to run applications on site. This usually means that you’ll have to manage Kubernetes yourself, but we’ll come to that later.
 

  
 

   

   Kubernetes can run directly on your bare-metal machines or in virtual machines running in your data center. In either case, you won’t be able to scale your cluster as easily as when you run it in virtual machines provided by a cloud provider.
 

  
 

   

   Deploying Kubernetes in the cloud 
 

  
 

   

   If you have no on-premises infrastructure, you have no choice but to run Kubernetes in the cloud. This has the advantage that you can scale your cluster at any time at short notice if required. As mentioned earlier, Kubernetes itself can ask the cloud provider to provision additional virtual machines when the current size of the cluster is no longer sufficient to run all the applications you want to deploy.
 

  
 

   

   When the number of workloads decreases and some worker nodes are left without running workloads, Kubernetes can ask the cloud provider to destroy the virtual machines of these nodes to reduce your operational costs. This elasticity of the cluster is certainly one of the main benefits of running Kubernetes in the cloud.
 

  
 

   

   Using a hybrid cloud solution
 

  
 

   

   A more complex option is to run Kubernetes on-premises, but also allow it to spill over into the cloud. It’s possible to configure Kubernetes to provision additional nodes in the cloud if you exceed the capacity of your own data center. This way, you get the best of both worlds. Most of the time, your applications run locally without the cost of virtual machine rental, but in short periods of peak load that may occur only a few times a year, your applications can handle the extra load by using the additional resources in the cloud.
 

  
 

   

   If your use-case requires it, you can also run a Kubernetes cluster across multiple cloud providers or a combination of any of the options mentioned. This can be done using a single control plane or one control plane in each location.
 

  
 

   

   
1.3.2 To manage or not to manage Kubernetes yourself
 

  
 

   

   If you are considering introducing Kubernetes in your organization, the most important question you need to answer is whether you’ll manage Kubernetes yourself or use a Kubernetes-as-a-Service type offering where someone else manages it for you.
 

  
 

   

   Managing Kubernetes yourself
 

  
 

   

   If you already run applications on-premises and have enough hardware to run a production-ready Kubernetes cluster, your first instinct is probably to deploy and manage it yourself. If you ask anyone in the Kubernetes community if this is a good idea, you’ll usually get a very resonant no.
 

  
 

   

   Figure 1.14 was a very simplified representation of what happens in a Kubernetes cluster when you deploy an application. Even that figure should have scared you. Kubernetes brings an enormous amount of additional complexity. Anyone who wants to run a Kubernetes cluster must be intimately familiar with its inner workings. 
 

  
 

   

   The management of production-ready Kubernetes clusters is a multibillion-dollar industry. Before you decide to manage one yourself, it’s essential that you consult with engineers who have already done it to learn about the problems most teams run into. If you don’t, you may be setting yourself up for failure. However, trying out Kubernetes for non-production use-cases or using a managed Kubernetes cluster is much less problematic.
 

  
 

   

   Using a managed Kubernetes cluster in the cloud
 

  
 

   

   Using Kubernetes is ten times easier than managing it. Most major cloud providers now offer Kubernetes-as-a-Service. They take care of managing Kubernetes and its components while you simply use the Kubernetes API like any of the other APIs the cloud provider offers.
 

  
 

   

   The top managed Kubernetes offerings include
 

  
 

   

   	 Google Kubernetes Engine (GKE) 
 

   	 Azure Kubernetes Service (AKS) 
 

   	 Amazon Elastic Kubernetes Service (EKS) 
 

   	 IBM Cloud Kubernetes Service 
 

   	 Red Hat OpenShift Online and Dedicated 
 

   	 VMware Cloud PKS 
 

   	 Alibaba Cloud Container Service for Kubernetes (ACK) 
 

  
 

   

   The first half of this book focuses on just using Kubernetes. You’ll run the exercises in a local development cluster and on a managed GKE cluster, as it is the easiest to use and offers the best user experience. The second part of the book gives you a solid foundation for managing Kubernetes, but to truly master it, you’ll need to gain additional experience.
 

  
 

   

   
1.3.3 Using vanilla or extended Kubernetes
 

  
 

   

   The final question is whether to use a vanilla open source version of Kubernetes or an extended, enterprise-quality Kubernetes product.
 

  
 

   

   Using a vanilla version of Kubernetes
 

  
 

   

   The open source version of Kubernetes is maintained by the community and represents the cutting edge of Kubernetes development. This also means that it may not be as stable as the other options. It may also lack good security defaults. Deploying the vanilla version requires a lot of fine tuning to set everything up for production use.
 

  
 

   

   Using enterprise-grade Kubernetes distributions
 

  
 

   

   A better option for using Kubernetes in production is to use an enterprise-quality Kubernetes distribution such as OpenShift or Rancher. In addition to the increased security and performance provided by better defaults, they offer additional object types in addition to those provided in the upstream Kubernetes API. For example, vanilla Kubernetes does not contain object types that represent cluster users, whereas commercial distributions do. They also provide additional software tools for deploying and managing well-known third-party applications on Kubernetes.
 

  
 

   

   Of course, extending and hardening Kubernetes takes time, so these commercial Kubernetes distributions usually lag one or two versions behind the upstream version of Kubernetes. It’s not as bad as it sounds. The benefits usually outweigh the disadvantages.
 

  
 

   

   
1.3.4 Should you even use Kubernetes?
 

  
 

   

   I hope this chapter has made you excited about Kubernetes and you can’t wait to squeeze it into your IT stack. But to close this chapter properly, we need to say a word or two about when introducing Kubernetes is not a good idea.
 

  
 

   

   Do your workloads require automated management?
 

  
 

   

   The first thing you need to be honest about is whether you need to automate the management of your applications at all. If your application is a large monolith, you definitely don’t need Kubernetes.
 

  
 

   

   Even if you deploy microservices, using Kubernetes may not be the best option, especially if the number of your microservices is very small. It’s difficult to provide an exact number when the scales tip over, since other factors also influence the decision. But if your system consists of less than 5 microservices, throwing Kubernetes into the mix is probably not a good idea. If your system has more than 20 microservices, you will most likely benefit from the integration of Kubernetes. If the number of your microservices falls somewhere in between, other factors, such as the ones described next, should be considered.
 

  
 

   

   Can you afford to invest your engineers’ time into learning Kubernetes?
 

  
 

   

   Kubernetes is designed to allow applications to run without them knowing that they are running in Kubernetes. While the applications themselves don’t need to be modified to run in Kubernetes, development engineers will inevitably spend a lot of time learning how to use Kubernetes, even though the operators are the only ones that actually need that knowledge.
 

  
 

   

   It would be hard to tell your teams that you’re switching to Kubernetes and expect only the operations team to start exploring it. Developers like shiny new things. At the time of writing, Kubernetes is still a very shiny thing.
 

  
 

   

   Are you prepared for increased costs in the interim?
 

  
 

   

   While Kubernetes reduces long-term operational costs, introducing Kubernetes in your organization initially involves increased costs for training, hiring new engineers, building and purchasing new tools and possibly additional hardware. Kubernetes requires additional computing resources in addition to the resources that the applications use.
 

  
 

   

   So far, you’ve only observed the ship from the pier. It’s time to come aboard. But before you leave the docks, you should inspect the shipping containers it’s carrying. We’ll do this next.
 

  
 

   

   Summary
 

  
 

   

   	 Kubernetes is the Greek word for “helmsman.” Just like a ship’s captain oversees the ship while the helmsman steers it, you oversee your computer cluster, while Kubernetes performs the everyday management tasks. 
 

   	 Kubernetes is pronounced koo-ber-netties. Kubectl, the Kubernetes command-line tool, is pronounced kube-control. 
 

   	 Kubernetes is an open source project built on Google’s vast experience in running applications on a global scale. Thousands of individuals contribute to it today. 
 

   	 Kubernetes uses a declarative model to describe application deployments. After you provide a description of your application to Kubernetes, it brings it to life. 
 

   	 Kubernetes is like an operating system for the cluster. It abstracts the infrastructure and presents all computers in a data center as one large, contiguous deployment area. 
 

   	 Microservice-based applications are more difficult to manage than monolithic applications. The more microservices you have, the more you need to automate their management with a system like Kubernetes. 
 

   	 Kubernetes helps both development and operations teams do what they do best. It frees them from mundane tasks and introduces a standard way of deploying applications both on-premises and in any cloud. 
 

   	 Using Kubernetes allows developers to deploy applications without the help of system administrators. It reduces operational costs through better utilization of existing hardware, automatically adjusts your system to load fluctuations, and heals itself and the applications running on it. 
 

   	 A Kubernetes cluster consists of one or more control plane nodes and multiple worker nodes. The Kubernetes components running on the control plane nodes control the cluster, while the worker nodes run the deployed applications or workloads. 
 

   	 Using Kubernetes is not too difficult, but managing it is hard. An inexperienced team should use a Kubernetes-as-a-Service offering instead of deploying Kubernetes by itself. 
 

  


 

   

   
2 Understanding containers and containerized applications

 

  
 

   

   This chapter covers
 

    

    	Introducing containers
 

    	Differences between containers and virtual machines
 

    	Creating, running, and sharing a container image with Docker
 

    	Linux kernel features that make containers possible
 

   
 

  
 

   

   Kubernetes primarily manages applications that run in containers, so before you start exploring Kubernetes, you need to have a good understanding of what a container is. This chapter explains the basics of Linux containers that a typical Kubernetes user needs to know.
 

  
 

   

   
2.1 Introducing containers
 

  
 

   

   In chapter 1, you learned how different microservices that run in the same operating system may require different, potentially conflicting versions of dynamically linked libraries or have different environment requirements.
 

  
 

   

   When a system consists of a small number of applications or services, it’s okay to assign a dedicated virtual machine (VM) to each and have it run in its own operating system. But for systems that run many applications, you may not be able to afford giving each application or service its own VM if you want to keep your hardware costs low.
 

  
 

   

   It’s not just a matter of wasting hardware resources—each VM typically needs to be individually configured and managed, which means that running a higher number of VMs also results in higher staffing requirements and the need for a more complicated automation system. The shift to microservice architectures, with systems including hundreds of deployed application instances, prompted the search for a more suitable alternative to VMs. This is where containers come in.
 

  
 

   

   
2.1.1 Comparing containers to VMs
 

  
 

   

   Instead of using VMs to isolate the environments of individual microservices (or software processes in general), most development and operations teams now prefer to use containers. They allow running multiple services on the same host computer, while keeping them isolated from each other—like VMs, but with less overhead.
 

  
 

   

   Unlike VMs, each running a separate operating system with several system processes, a process running in a container takes place within the existing host operating system. Because there is only one operating system, no duplicate system processes exist. Although all the application processes run in the same operating system, their environments are isolated, although not as well as when running in separate VMs. From the perspective of the process running in the container, this isolation creates the illusion that it is the only process on the entire system. Before we explore how this is possible in the upcoming sections, let’s dive deeper into the differences between containers and virtual machines.
 

  
 

   

   Overhead
 

  
 

   

   While each VM usually runs its own set of system processes, which may require substantial computing resources in addition to those required by the user application’s own process, a container is nothing more than an additional process running in the existing host OS. A container thus virtually has no overhead.
 

  
 

   

   Figure 2.1 compares two computers, where one runs applications in two VMs, while the other runs each application in its own container. The latter could run additional containers, as it has more unused CPU and memory compared to the former. This is because the second computer runs a single operating system, while the first runs three (one host and two guest operating systems), which collectively consume more resources.
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Figure 2.1 Running applications in VMs vs. containers


  
 

   

   Because of the resource overhead of VMs, multiple applications are often grouped into each VM. You may not be able to afford to dedicate a whole VM to each app. But since containers introduce no overhead, you are free to create a separate container for each application. In fact, you should never run multiple applications in the same container, as this makes managing the processes in the container much more difficult. Moreover, all existing software dealing with containers, including Kubernetes itself, is designed under the premise that there’s only one application in a container. Designing your system to work against this principle is asking for trouble.
 

  
 

   

   start-up time of containers and VMs
 

  
 

   

   In addition to the lower runtime overhead, containers also start the application faster, because only the application process itself needs to be started. No additional system processes need to be initiated first, as is the case when booting up a new VM.
 

  
 

   

   isolation of containers and VMs

 

  
 

   

   You’ll agree that containers are clearly better when it comes to the use of resources, but there’s also a disadvantage. When you run applications in virtual machines, each VM runs its own operating system and kernel. Underneath those VMs is the hypervisor (and possibly an additional operating system), which splits the physical hardware resources into smaller sets of virtual resources for each VM. As figure 2.2 shows, applications running in these VMs make system calls (syscalls) to the guest OS kernel in the VM, and the machine instructions that the kernel then executes on the virtual CPUs are then forwarded to the host’s physical CPU via the hypervisor.
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Figure 2.2 How apps use the hardware when running in a VM vs. in a container 


  
 

   

   Note  There are two types of hypervisors: type 1 hypervisors don’t require running a host OS, while type 2 hypervisors do.
 

  
 

   

   Containers, in contrast, all make system calls on the single kernel running in the host OS. This single kernel is the only one that executes instructions on the host’s CPU, removing the need for CPU virtualization.
 

  
 

   

   Take a look at figure 2.3 to see the difference between running three applications on bare metal, in two separate VMs, and in three containers. In the first case, all three applications use the same kernel and aren’t isolated at all. In the second case, applications A and B run in the same VM and thus share the kernel, while application C is isolated from the other two since it uses its own kernel.
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Figure 2.3 The difference between running applications on bare metal, in VMs, and in containers


  
 

   

   The third case in figure 2.3 shows the same three applications running in containers. Although they all use the same kernel, they are isolated from each other and unaware of the others’ existence. The isolation is provided by the kernel itself. Each application sees only a part of the physical hardware and behaves as the only process running in the OS, although they all run in the same OS.
 

  
 

   

    

    Understanding the security implications of container isolation
 

   
 

    

    The main advantage of using VMs over containers is the complete isolation they provide, since each VM has its own Linux kernel, while containers all use the same kernel. This can clearly pose a security risk. If there’s a bug in the kernel, an application in one container might use it to read the memory of applications in other containers. If the apps run in different VMs and therefore share only the hardware, the probability of such attacks is much lower. Of course, complete isolation is only achieved by running applications on separate physical machines.
 

   
 

    

    Additionally, containers share memory space, whereas each VM uses its own chunk of memory. Therefore, if you don’t limit the amount of memory that a container can use, this could cause other containers to run out of memory or cause their data to be swapped out to disk.
 

   
 

  
 

   

   Note  While VMs rely on CPU virtualization support and hypervisor software on the host, containers are enabled by container technologies supported by the Linux kernel. But instead of interacting with these technologies directly, you typically rely on tools such as Docker or Podman, which offer user-friendly interfaces for managing containers.
 

  
 

   

   
2.1.2 Introducing the Docker container platform
 

  
 

   

   While container technologies have existed for a long time, they only became widely known with the rise of Docker. Docker was the first container system that made containers easily portable across different computers. It simplifies the process of packaging up the application and its dependencies into a single package that can be deployed on any computer running Docker.
 

  
 

   

   containers, images, and registries
 

  
 

   

   Docker is a platform for packaging, distributing, and running applications. As mentioned earlier, it allows you to package your application along with its entire environment. This can include only a few dynamically linked libraries required by the app or all the files that are usually shipped with an operating system. Docker allows you to distribute this package via a public repository to any other Docker-enabled computer. Figure 2.4 shows three main Docker concepts that appear in the process I’ve just described.
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Figure 2.4 The three main Docker concepts are images, registries, and containers.


  
 

   

   A container image is the packaged bundle that includes your application and its environment, similar to a zip file or tarball. It consists of the entire filesystem needed by your application, and metadata, such as which executable file to run, the ports the application listens on, and other information about the image.
 

  
 

   

   An image registry is a repository for storing and sharing container images between different people and computers. After you build your image, you can either run it locally or upload (push) the image to a registry and then download (pull) it to another computer. Some registries are public, allowing anyone to pull images from it, while others are private and only accessible to individuals, organizations, or computers that have the required authentication credentials.
 

  
 

   

   A container is created from a container image and runs as a regular process on the host operating system. However, its environment is isolated from the host and the other processes. The container’s filesystem is derived from the container image, but additional filesystems can also be mounted into the container. Containers are typically resource restricted, meaning they are allocated specific amounts of resources, such as CPU and memory, and can’t exceed these limits.
 

  
 

   

   Building, distributing, and running a container image
 

  
 

   

   To understand how containers, images, and registries relate to each other, let’s look at how to build a container image, distribute it through a registry, and create a running container from the image. These three processes are shown in figures 2.5–2.7. The developer first builds an image (figure 2.5). The image is stored locally until the developer pushes it to a registry (figure 2.6). Now, anyone with access to the registry can pull the image to any other computer running Docker and run it there (figure 2.7). Docker creates an isolated container based on the image and runs the specified executable within it.
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Figure 2.5 Building a container image
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Figure 2.6 Uploading a container image to a registry


  
 

    

   [image: figure] 

   
Figure 2.7 Running a container on a different computer


  
 

   

   Running the application on any computer is made possible because the application’s environment is decoupled from the host’s environment.
 

  
 

   

   Understanding the environment that the application sees
 

  
 

   

   When you run an application in a container, it interacts with the files bundled into the container image, along with files in additional filesystems you mount into the container. The application sees the same files, whether it’s running on your laptop or a production server, even if the production server uses a completely different Linux distribution than your laptop. As the application typically can’t access the files in the host’s filesystem, it doesn’t matter if the software libraries installed on the production server differ from those on your laptop.
 

  
 

   

   This is similar to creating a VM image by setting up a new VM, installing an operating system and your app, and then distributing this image to different hosts. However, Docker achieves the same outcome without including all the components typically found in an OS filesystem.
 

  
 

   

   Understanding image layers
 

  
 

   

   Unlike VM images, container images are composed of thin layers that can be reused across multiple images. This characteristic allows efficient transfer of images, as only certain layers need to be downloaded if the rest had been downloaded to the host previously, for example, as part of another image containing the same layers.
 

  
 

   

   Layers make image distribution very efficient but also help reduce the storage footprint of images. Docker stores each layer only once. As shown in figure 2.8, two containers created from two images that encompass the same layers use the same files.
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Figure 2.8 Containers can share image layers.


  
 

   

   The figure shows that containers A and B share an image layer, which means that applications A and B read some of the same files. In addition, they also share the underlying layer with container C. But if all three containers have access to the same files, how can they be completely isolated from each other? Are the changes that application A makes to a file stored in the shared layer not visible to application B? They aren’t. Here’s why. 
 

  
 

   

   The filesystems are isolated by the copy-on-write (CoW) mechanism. The filesystem of a container consists of read-only layers from the container image and an additional read/write layer stacked on top. When an application running in container A changes a file in one of the read-only layers, the entire file is copied into the container’s read/write layer, and the file contents are changed there. Since each container has its own writable layer, changes to shared files are not visible in any other container.
 

  
 

   

   When you delete a file, it is only marked as deleted in the read/write layer, but it’s still present in one or more of the layers below. However, this means that deleting files does not reduce the size of the image.
 

  
 

   

   WARNING  Even seemingly harmless operations, such as changing permissions or ownership of a file, result in a new copy of the entire file being created in the read/write layer. If you perform this type of operation on a large file or many files, the image size may swell significantly.
 

  
 

   

   Understanding the portability limitations of container images
 

  
 

   

   In theory, a Docker-based container image can be run on any Linux computer running Docker, but one small caveat exists since the Linux kernel is not bundled with the image. If a containerized application requires a particular kernel version, it may not work on every computer. If a computer is running a different version of the Linux kernel or doesn’t load the required kernel modules, the app can’t run on it. This scenario is illustrated in figure 2.9.
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Figure 2.9 If a container requires specific kernel features or modules, it may not work everywhere.


  
 

   

   Container B requires a specific kernel module to run properly. This module is loaded in the kernel in the first computer, but not in the second. You can run the container image on the second computer, but it will break when it tries to use the missing module.
 

  
 

   

   Also, the kernel isn’t the only thing that might prevent a container from being compatible with a specific host. A containerized app built for a specific hardware architecture can only run on computers with the same architecture. You can’t put an application compiled for the x86 CPU architecture into a container and expect to run it on an ARM-based computer just because it has Docker installed. For this, you would need a VM to emulate the x86 architecture.
 

  
 

   

   
2.1.3 Installing Docker and running a “Hello, World!” container
 

  
 

   

   You should now have a basic understanding of what a container is, so let’s use Docker to run one. You’ll install Docker and run a “Hello, World!” container.
 

  
 

   

   Note  Instead of Docker, you can also use Podman to create and run the container in these examples. Podman is an open source container engine that provides an experience similar to Docker. Most Docker commands are generally compatible with Podman and can be executed in the same way.
 

  
 

   

   Installing Docker
 

  
 

   

   Ideally, you’ll install Docker directly on a Linux computer, so you won’t have to deal with the additional complexity of running containers inside a VM running within your host OS. But, if you’re using macOS or Windows and don’t know how to set up a Linux VM, the Docker Desktop application will set it up for you. The Docker command line (CLI) tool that you’ll use to run containers will be installed in your host OS, but the Docker daemon will run inside the VM, as will all the containers it creates.
 

  
 

   

   The Docker Platform consists of many components, but you only need to install Docker Engine to run containers. If you use macOS or Windows, install Docker Desktop. Follow the instructions available at http://docs.docker.com/install. 
 

  
 

   

   Note  Docker Desktop for Windows can run either Windows or Linux containers. Make sure that you configure it to use Linux containers, as all the examples in this book assume that’s the case.
 

  
 

   

   Running a “Hello, World!” container
 

  
 

   

   After the installation is complete, you use the docker CLI tool to run Docker commands. Let’s try pulling and running an existing image from Docker Hub, the public image registry that contains ready-to-use container images for many well-known software packages. One of them is the busybox image, which you’ll use to run a simple echo “Hello, World!” command in your first container.
 

  
 

   

   If you’re unfamiliar with busybox, it’s a single executable file that combines many of the standard UNIX CLI tools, such as echo, ls, gzip, and so on. Instead of the busybox image, you could also use any other full-fledged OS container image such as Fedora, Ubuntu, or any other image that contains the echo executable file.
 

  
 

   

   Once you’ve got Docker installed, you don’t need to download or install anything else to run the busybox image. You can do everything with a single docker run command, by specifying the image to download and the command to run in it. To run the “Hello, World!” container, the command and its output are as follows: 
 

  
 

   

    

    $ docker run busybox echo "Hello World"

Unable to find image 'busybox:latest' locally          #1

latest: Pulling from library/busybox                   #1

7c9d20b9b6cd: Pull complete                            #1

Digest: sha256:fe301db49df08c384001ed752dff6d52b4...   #1

Status: Downloaded newer image for busybox:latest      #1

Hello World         #2
 

     #1 Docker downloads the container image.

     
#2 The output produced by the echo command

     


    
 

   
 

  
 

   

   Note  To run this command with Podman, replace docker with podman. This applies to all the following commands as well.
 

  
 

   

   With this single command, you told Docker what image to create the container from and what command to run in the container. This may not look so impressive, but keep in mind that the entire application was downloaded and executed with a single command, without you having to install the application or any of its dependencies.
 

  
 

   

   In this example, the application was trivial, but it could also have been a complex application with dozens of libraries and additional files. The entire process of setting up and running the application would be the same. What isn’t obvious is that it ran in a container, isolated from the other processes on the computer. You’ll see that this is true in the remaining exercises in this chapter.
 

  
 

   

   Understanding what happens when you run a container
 

  
 

   

   Figure 2.10 shows exactly what happens when you execute the docker run command. The docker CLI tool sends an instruction to run the container to the Docker daemon, which checks whether the busybox image is already present in its local image cache. If it isn’t, the daemon pulls it from the Docker Hub registry. 
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Figure 2.10 Running echo “Hello, World!” in a container based on the busybox container image


  
 

   

   After downloading the image to your computer, the Docker daemon creates a container from that image and executes the echo command in it. The command prints the text to the standard output. The process then terminates, and the container stops.
 

  
 

   

   If your local computer runs a Linux OS, the Docker CLI tool and the daemon both run in this OS. If it runs macOS or Windows, the daemon and the containers run in the Linux VM.
 

  
 

   

   Running other images
 

  
 

   

   Running other existing container images is much the same as running the busybox image. In fact, it’s often even simpler since you don’t normally need to specify what command to execute, as with the echo command in the previous example. The command that should be executed is usually written in the image itself, but you can override it when you run it.
 

  
 

   

   For example, if you want to run the Redis datastore, you can find the image name on http://hub.docker.com or another public registry. In the case of Redis, one of the images is called redis:alpine, so you’d run it like this:
 

  
 

   

    

    $ docker run redis:alpine
  

   
 

  
 

   

   To stop and exit the container, press Ctrl-C.
 

  
 

   

   Note  If you want to run an image from a different registry, you must specify the registry’s address along with the image name. For example, to run an image from Quay.io, a publicly accessible image registry similar to Docker Hub, you would use docker run quay.io/some/image.
 

  
 

   

   Understanding image tags
 

  
 

   

   If you’ve searched for the Redis image on Docker Hub, you’ve noticed that there are many image tags you can choose from. For Redis, the tags are latest, bookworm, and alpine, as well as 7.4.1-bookworm, 7.4.1-alpine, and so on. 
 

  
 

   

   Docker allows having multiple versions and variants of the same image under the same name. Each variant has a unique tag. If you refer to images without explicitly specifying the tag, Docker assumes that you’re referring to the special latest tag. When uploading a new version of an image, image authors usually tag it with both the actual version number and with latest. When you want to run the latest version of an image, use the latest tag instead of specifying the version.
 

  
 

   

   Note  The docker run command only pulls the image if it hasn’t already pulled it before. Using the latest tag ensures that you get the latest version when you first run the image. The locally cached image is used from that point on.
 

  
 

   

   Even for a single version, there are usually several variants of an image. For Redis, I mentioned 7.4.1-bookworm and 7.4.1-alpine. They both contain the same version of Redis but are built on top of different base images. 7.4.1-bookworm is based on Debian version “Bookworm”, while 7.4.1-alpine is based on the Alpine Linux base image, a very stripped-down image that is only 3 MB in total—it contains only a small set of the binaries you see in a typical Linux distribution.
 

  
 

   

   To run a specific version and/or variant of the image, specify the tag in the image name. For example, to run the 7.4.1-alpine tag, you’d execute the following command:
 

  
 

   

    

    $ docker run redis:7.4.1-alpine
  

   
 

  
 

   

   As you can see, running any version of Redis with Docker is incredibly simple. And Redis is just one example—you can now run most popular software just by typing a single docker run command. 
 

  
 

   

   
2.1.4 Introducing the Open Container Initiative and Docker alternatives
 

  
 

   

   Docker was the first container platform to make containers mainstream. I hope I’ve made it clear that Docker itself is not what provides the process isolation. The actual isolation of containers takes place at the Linux kernel level using the mechanisms it provides. Docker is just a tool utilizing those mechanisms, but it’s by no means the only one.
 

  
 

   

   the Open Container Initiative
 

  
 

   

   After the success of Docker, the Open Container Initiative (OCI) was born to create open industry standards around container formats and runtime. Docker is part of this initiative, as are other container runtimes and several organizations with interest in container technologies.
 

  
 

   

   OCI members created the OCI Image Format Specification, which prescribes a standard format for container images, and the OCI Runtime Specification, which defines a standard interface for container runtimes with the aim of standardizing the creation, configuration, and execution of containers.
 

  
 

   

   the Container Runtime Interface, CRI-O, and containerd
 

  
 

   

   Kubernetes initially used Docker as the container runtime. However, Kubernetes now supports different container runtimes through the Container Runtime Interface (CRI), which defines a set of methods for creating, starting, stopping, and managing containers.
 

  
 

   

   One implementation of CRI is CRI-O, a lightweight container runtime optimized for Kubernetes, which allows it to run containers without using Docker. Another commonly used CRI implementation is containerd, a high-performance container runtime developed by Docker.
 

  
 

   

   Thanks to the OCI and the CRI, the choice of container runtime in a Kubernetes cluster becomes irrelevant. You can build your container images with Docker and then run them in a cluster that employs any other OCI-compliant container runtime.
 

  
 

   

   
2.2 Deploying the Kubernetes in Action Demo Application
 

  
 

   

   Now that you’ve got a working Docker setup, you can start building a more complex application. You’ll build a microservices-based application called Kiada —the Kubernetes in Action Demo Application. 
 

  
 

   

   In this chapter, you’ll use Docker to run this application. In the next and remaining chapters, you’ll run the application in Kubernetes. Over the course of this book, you’ll iteratively expand it and learn about individual Kubernetes features that’ll help you solve typical problems you face when running applications.
 

  
 

   

   
2.2.1 Introducing the Kiada Application
 

  
 

   

   The Kiada is a web-based application that shows quotes from this book, asks you Kubernetes-related questions to help you check how your knowledge is progressing, and provides a list of hyperlinks to external websites related to Kubernetes or this book.
 

  
 

   

   The look and operation of the application
 

  
 

   

   A screenshot of the web application is presented in figure 2.11. The architecture of the Kiada application is shown in figure 2.12. The HTML is served by a web application running in a Node.js server. The client-side JavaScript code then retrieves the quote and question from the Quote and the Quiz RESTful services. Together, the Node.js application and the services make up the complete Kiada application.
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Figure 2.11 A screenshot of the Kubernetes in Action Demo Application (Kiada) 
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Figure 2.12 The architecture and operation of the Kiada application


  
 

   

   The web browser talks directly to three different services. If you’re familiar with microservice architecture, you might wonder why no API gateway exists in the system. This is so we can demonstrate the problems and solutions for systems where many different services are deployed in Kubernetes (services that may not belong behind the same API gateway).
 

  
 

   

   The look and operation of the plain-text version
 

  
 

   

   You’ll spend a lot of time interacting with Kubernetes via a terminal, so you may not want to continuously switch back and forth between the terminal and your web browser. For this reason, the application can also be used in plain-text mode.
 

  
 

   

   The plain-text mode allows you to use the application directly from the terminal by employing a tool such as curl. In that case, the response sent by the application looks like the following example:
 

  
 

   

    

    ==== TIP OF THE MINUTE

Liveness probes can only be used in the pod’s regular containers. 

They can’t be defined in init containers.



==== POP QUIZ

Third question

0) First answer

1) Second answer

2) Third answer



Submit your answer to /question/0/answers/<index of answer> using the POST method.



==== REQUEST INFO

Request processed by Kubia 1.0 running in pod "kiada-ssl" on node "kind-worker".

Pod hostname: kiada-ssl; Pod IP: 10.244.2.188; Node IP: 172.18.0.2; Client IP: 127.0.0.1
  

   
 

  
 

   

   The HTML version is accessible at the request URI /html, whereas the text version is at /text. If the client requests the root URI path /, the application inspects the Accept request header to guess whether the client is a graphical web browser, in which case it redirects it to /html, or a text-based tool like curl, in which case it sends the plain-text response.
 

  
 

   

   An important distinction exists between the HTML and plain-text versions of the application. Unlike the HTML version, the plain-text response is entirely generated on the server side, as shown in figure 2.13. When you request the plain-text response, it is the Node.js application that calls the Quote and the Quiz services, not the browser.
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Figure 2.13 The operation when the client requests the text version


  
 

   

   From a networking standpoint, the plain-text mode differs significantly from the HTML mode. Here, the Quote and the Quiz service are accessed within the cluster, whereas in the HTML mode, they are accessed from outside of the cluster. To support both operation modes, the services must therefore be exposed both internally and externally.
 

  
 

   

   Note  The initial version of the application will not connect to any services. You’ll build and incorporate the services in later chapters.
 

  
 

   

   
2.2.2 Building the application
 

  
 

   

   With the general overview of the application behind us, it’s time to start building the application. Instead of going straight to the full-blown version, we’ll take things slow and build the application iteratively.
 

  
 

   

   Introducing the initial version of the application
 

  
 

   

   The initial version of the application that you’ll run in this chapter, while supporting both HTML and plain-text modes, will not display the quote and pop quiz, but merely the information about the application and the request. This includes the version of the application, the network hostname of the server that processed the client’s request, and the IP of the client. Here’s the plain-text response that it sends:
 

  
 

   

    

    Kiada version 0.1. Request processed by "<server-hostname>". Client IP: 

            <client-IP>
  

   
 

  
 

   

   The application source code is available in the book’s code repository on GitHub. You’ll find the code of the initial version in the directory Chapter02/kiada-0.1. The JavaScript code is in the app.js file, and the HTML and other resources are in the html subdirectory. The template for the HTML response is in index.html. For the plain-text response, it’s in index.txt.
 

  
 

   

   You could now download and install Node.js locally and test the application directly on your computer, but that’s not necessary. Since you already have Docker installed, it’s easier to package the application into a container image and run it in a container. This way, you don’t need to install anything, and you’ll be able to run the same image with Kubernetes in the next chapter.
 

  
 

   

   Creating the Dockerfile for the container image
 

  
 

   

   To package your app into an image, you need a file called Dockerfile, which contains a list of instructions that Docker performs when building the image. The following listing shows the contents of the file, which you’ll find in Chapter02/kiada-0.1/Dockerfile. 
 

  
 

   

   
Listing 2.1 A minimal Dockerfile for building a container image
 

    

    FROM node:23-alpine      #1

COPY app.js /app.js       #2

COPY html/ /html      #3

ENTRYPOINT ["node", "app.js"]      #4
 

     #1 The base image to build on

     
#2 Adds the app.js file into the container image

     
#3 Copies the files in the html/ directory to the container image at /html/

     
#4 Specifies the command to execute when the image is run

     


    
 

   
 

  
 

   

   The FROM line defines the container image that you’ll use as the starting point (the base image you’re building on top of). The base image used in the listing is the node container image with the tag 23-alpine. In the second line, the app.js file is copied from your local directory into the root directory of the image. Likewise, the third line copies the html directory into the image. Finally, the last line specifies the command that Docker should run when you start the container. In the listing, the command is node app.js.
 

  
 

   

    

    Choosing a base image
 

   
 

    

    You may wonder why use this specific image as your base. Because your app is a Node.js app, you need your image to contain the node binary file to run the app. You could have used any image containing this binary, or you could have even used a Linux distribution base image such as fedora or ubuntu and installed Node.js into the container when building the image. But since the node image already contains everything needed to run Node.js apps, it doesn’t make sense to build the image from scratch. In some organizations, however, the use of a specific base image and adding software to it at build-time may be mandatory. 
 

   
 

  
 

   

   Building the container image
 

  
 

   

   The Dockerfile, the app.js file, and the files in the html directory is all you need to build your image. With the following command, you’ll build the image and tag it as kiada:latest:
 

  
 

   

    

    $ docker build -t kiada:latest .

[+] Building 6.7s (8/8) FINISHED

 => [internal] load build definition from Dockerfile

 => => transferring dockerfile: 182B

 => [internal] load metadata for docker.io/library/node:23-alpine 

 => [internal] load .dockerignore

 => => transferring context: 2B

 => [1/3] FROM docker.io/library/node:23-alpine...    #1

 => => resolve docker.io/library/node:23-alpine...

 => => sha256:dd44ec6132f29f... 6.49kB / 6.49kB      #2

 => => sha256:18b16449d0c592... 1.93kB / 1.93kB      #2

 => => ...                                           #2

 => [2/3] COPY app.js /app.js    #3

 => [3/3] COPY html/ /html   #4

 => exporting to image

 => => exporting layers

 => => writing image sha256:afeb94f9465c...     #5

 => => naming to docker.io/library/kiada:latest    #6
 

     #1 This corresponds to the first line of your Dockerfile.

     
#2 Docker downloads the individual layers of the base image.

     
#3 The app.js is copied into the image.

     
#4 The html directory is copied into the image.

     
#5 The final image ID 

     
#6 The final image tag

     


    
 

   
 

  
 

   

   The -t option specifies the desired image name and tag, and the dot at the end specifies the Dockerfile and the artifacts needed to build the image are in the current directory. This is the so-called build context.
 

  
 

   

   When the build process is complete, the newly created image is available in your computer’s local image store. You can see it by listing local images using the following command:
 

  
 

   

    

    $ docker images

REPOSITORY   TAG      IMAGE ID       CREATED         VIRTUAL SIZE

kiada        latest   afeb94f9465c   7 minutes ago   161MB

...
  

   
 

  
 

   

   Understanding how the image is built
 

  
 

   

   Figure 2.14 shows what happens during the build process. You tell Docker to build an image called kiada based on the contents of the current directory. Docker reads the Dockerfile in the directory and builds the image based on the directives in the file.
 

  
 

    

   [image: figure] 

   
Figure 2.14 Building a new container image using a Dockerfile


  
 

   

   The build itself isn’t performed by the docker CLI tool. Instead, the contents of the entire directory are uploaded to the Docker daemon, and the image is built by it. You’ve already learned that the CLI tool and the daemon aren’t necessarily on the same computer. If you’re using Docker on a non-Linux system such as macOS or Windows, the client is in your host OS, but the daemon runs inside a Linux VM. But it could also run on a remote computer.
 

  
 

   

   Tip  Don’t add unnecessary files to the build directory, as they will slow down the build processes, especially if the Docker daemon is located on a remote system.
 

  
 

   

   To build the image, Docker first pulls the base image (node:23-alpine) from the public image repository, unless the image is already stored locally. It then creates a new container from the image and executes the next directive from the Dockerfile. The container’s final state yields a new image with its own ID. The build process continues by handling the remaining directives in the Dockerfile. Each one creates a new image. The final image is then tagged with the tag you specified with the -t flag in the docker build command.
 

  
 

   

   Understanding the image layers
 

  
 

   

   Some pages ago, you learned that images consist of several layers. One might think that each image consists of only the layers of the base image and a single new layer on top, but that’s not the case. When building an image, a new layer is created for each individual directive in the Dockerfile.
 

  
 

   

   During the building of the kiada image, after it pulls all the layers of the base image, Docker creates a new layer and adds the app.js file into it. It then adds another layer with the files from the html directory and finally creates the last layer, which specifies the command to run when the container is started. This last layer is then tagged as kiada:latest.
 

  
 

   

   You can see the layers of an image and their size by running docker history. The command and its output are shown next (note that the top-most layers are printed first):
 

  
 

   

    

    $ docker history kiada:latest

IMAGE         CREATED   CREATED BY                           SIZE

afeb94f9465c  13m ago   ENTRYPOINT ["node" "app.js"]         0B       #1

<missing>     13m ago   COPY html/ /html                     533kB    #1

<missing>     13m ago   COPY app.js /app.js                  2.9kB    #1

<missing>     17h ago   CMD ["node"]                         0B        #2

<missing>     17h ago   ENTRYPOINT ["docker-entrypoint.sh"]  0B        #2

<missing>     17h ago   COPY docker-entrypoint.sh /usr/l...  388B      #2

<missing>     17h ago   RUN /bin/sh -c set -ex   && save...  7.18MB    #2

<missing>     17h ago   ENV YARN_VERSION=1.22.22             0B        #2

<missing>     17h ago   RUN /bin/sh -c ARCH= OPENSSL_ARC...  143MB     #2

<missing>     17h ago   ENV NODE_VERSION=23.4.0                        #2

<missing>     17h ago   RUN /bin/sh -c groupadd --gid 10...  8.9kB     #2

<missing>     9d ago    # debian.sh --arch 'amd64' out/...   74.8MB    #2
 

     #1 The three layers that you added

     
#2 The layers of the node:23-alpine image and its base image(s)

     


    
 

   
 

  
 

   

   The first three layers correspond to the COPY and ENTRYPOINT directives in the Dockerfile, and the rest come from the node:23-alpine image and its base image(s).
 

  
 

   

   As you can see in the CREATED BY column, each layer is created by executing a command in the container. Some layers are created by adding files with the COPY directive, and others are created by executing a build-time command within the container using the RUN directive. In the previous listing, you’ll find several layers like this. To learn about RUN and other directives, refer to the Dockerfile reference at https://docs.docker.com/engine/reference/builder/.
 

  
 

   

   Tip  Each directive creates a new layer. As mentioned previously, deleting a file only marks the file as deleted in the new layer and doesn’t actually remove the file from the underlying layers. Therefore, you must ensure that the command you run with the RUN directive deletes all temporary files it creates before completing. Deleting those files in the next RUN directive is pointless.
 

  
 

   

   
2.2.3 Running the container
 

  
 

   

   With the image built and ready, you can now run the container with the following command:
 

  
 

   

    

    $ docker run --name kiada-container -p 1234:8080 -d kiada

9d62e8a9c37e056a82bb1efad57789e947df58669f94adc2006c087a03c54e02
  

   
 

  
 

   

   It tells Docker to run a new container called kiada-container from the kiada image. The container is detached from the console (-d flag) and runs in the background. Port 1234 on the host computer is mapped to port 8080 in the container (specified by the -p 1234:8080 option), so you can access the app at http://localhost:1234.
 

  
 

   

   Figure 2.15 illustrates how everything fits together. Note that the Linux VM exists only if you use macOS or Windows. If you use Linux directly, there is no VM, and the box depicting port 1234 is at the edge of the local computer.
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Figure 2.15 Visualizing your running container


  
 

   

   Accessing your app
 

  
 

   

   Now access the application at http://localhost:1234 using curl or your internet browser:
 

  
 

   

    

    $ curl localhost:1234

Kiada version 0.1. Request processed by "44d76963e8e1". Client IP: ::ffff:172.17.0.1
  

   
 

  
 

   

   NOTE  If the Docker daemon runs on a different machine, you must replace localhost with the IP of that machine. You can look it up in the DOCKER_HOST environment variable.
 

  
 

   

   If all goes well, you should see the response sent by the application. In my case, it returns 44d76963e8e1 as its hostname. In your case, you’ll see a different hexadecimal number. That’s the ID of the container. You’ll also see it displayed when you list the running containers next.
 

  
 

   

   Listing all running containers
 

  
 

   

   To list all the containers that are running on your computer, run the following command. Its output has been edited to make it more readable—the last two lines of the output are the continuation of the first two:
 

  
 

   

    

    $ docker ps

CONTAINER ID    IMAGE           COMMAND          CREATED        ...

44d76963e8e1    kiada:latest    "node app.js"    6 minutes ago  ...



...  STATUS          PORTS                     NAMES

...  Up 6 minutes    0.0.0.0:1234->8080/tcp    kiada-container
  

   
 

  
 

   

   Docker prints the ID and name of each container, the image the container was created from, and the command running in the container. It also shows when the container was created, its status, and which host ports are mapped to the container.
 

  
 

   

   Getting additional information about a container
 

  
 

   

   The docker ps command shows the most basic information about the containers. To see additional information, you can use docker inspect:
 

  
 

   

    

    $ docker inspect kiada-container
  

   
 

  
 

   

   Docker prints a long JSON-formatted document containing a lot of information about the container, such as its state, config, and network settings, including its IP address. 
 

  
 

   

   Inspecting the application log
 

  
 

   

   Docker captures and stores everything the application writes to the standard output and error streams. This is typically the place where applications write their logs. You can use the docker logs command to see the output:
 

  
 

   

    

    $ docker logs kiada-container

Kiada - Kubernetes in Action Demo Application

---------------------------------------------

Kiada 0.1 starting...

Local hostname is 44d76963e8e1

Listening on port 8080

Received request for / from ::ffff:172.17.0.1
  

   
 

  
 

   

   You now know the basic commands for executing and inspecting an application in a container. Next, you’ll learn how to distribute the container image through an image registry.
 

  
 

   

   
2.2.4 Distributing the container image
 

  
 

   

   The image you’ve built is only available locally. To run it on other computers, you must first push it to an external image registry. Let’s push it to the public Docker Hub registry so that you don’t need to set up a private one. You can also use other registries, such as Quay.io, which I’ve already mentioned, or Google Container Registry.
 

  
 

   

   Before you push the image, you must re-tag it according to Docker Hub’s image naming schema. The image name must include your Docker Hub ID, which you choose when you register at http://hub.docker.com. I’ll use my own ID (luksa) in the following examples, so remember to replace it with your ID when trying the commands yourself.
 

  
 

   

   Tagging an image under an additional tag
 

  
 

   

   Once you have your ID, you’re ready to add an additional tag for your image. Its current name is kiada, and you’ll now tag it also as yourid/kiada:0.1 (replace yourid with your actual Docker Hub ID). This is the command I used:
 

  
 

   

    

    $ docker tag kiada luksa/kiada:0.1
  

   
 

  
 

   

   Run docker images again to confirm that your image now has two names:
 

  
 

   

    

    $ docker images

REPOSITORY     TAG       IMAGE ID        CREATED              VIRTUAL SIZE

luksa/kiada    0.1       b0ecc49d7a1d    About an hour ago    161MB

kiada          latest    b0ecc49d7a1d    About an hour ago    161MB

...
  

   
 

  
 

   

   As you can see, both kiada and luksa/kiada:0.1 point to the same image ID, meaning that these aren’t two images, but a single image with two tags. 
 

  
 

   

   Pushing the image to Docker Hub
 

  
 

   

   Before you can push the image to Docker Hub, you must log in with your user ID using the docker login command as follows:
 

  
 

   

    

    $ docker login -u yourid docker.io
  

   
 

  
 

   

   The command will ask you to enter your Docker Hub password. After you’re logged in, push the yourid/kiada:0.1 image to Docker Hub with the following command:
 

  
 

   

    

    $ docker push yourid/kiada:0.1
  

   
 

  
 

   

   Running the image on other hosts
 

  
 

   

   You can run the image on any Docker-enabled host by running the following command:
 

  
 

   

    

    $ docker run --name kiada-container -p 1234:8080 -d luksa/kiada:0.1
  

   
 

  
 

   

   If the container runs correctly on your computer, it should run on any other Linux computer. 
 

  
 

   

   
2.2.5 Stopping, resuming, and deleting the container
 

  
 

   

   If you’ve run the container on the other host, you can now terminate it, as you’ll only need the one on your local computer for the rest of this chapter.
 

  
 

   

   Stopping a container
 

  
 

   

   Instruct Docker to stop the container with this command:
 

  
 

   

    

    $ docker stop kiada-container
  

   
 

  
 

   

   This sends a termination signal to the main process in the container so that it can shut down gracefully. If the process doesn’t respond to the termination signal or doesn’t shut down in time, Docker kills it. When the top-level process in the container terminates, no other process runs in the container, so the container is stopped. 
 

  
 

   

   Resuming a container
 

  
 

   

   The container is no longer running, but it still exists, frozen in the state it was in when it was stopped. You can see stopped containers by running docker ps -a. The -a option prints all containers, both running and stopped. Docker allows you to resume a stopped container. For example, to start the kiada-container again, run
 

  
 

   

    

    $ docker start kiada-container
  

   
 

  
 

   

   Keep this container running for future use.
 

  
 

   

   Deleting a container
 

  
 

   

   You can safely delete the container on the other host by running the following command:
 

  
 

   

    

    $ docker rm kiada-container
  

   
 

  
 

   

   This completely deletes the container. All its state is removed, and it can no longer be started. However, the container image is still stored on the host and will be reused if you decide to create the container again.
 

  
 

   

   Deleting a container image
 

  
 

   

   To delete the container image and free up disk space, use the docker rmi command:
 

  
 

   

    

    $ docker rmi kiada:latest
  

   
 

  
 

   

   Alternatively, you can remove all unused images with the docker image prune command.
 

  
 

   

   
2.3 Understanding containers
 

  
 

   

   In this section, you’ll examine how containers enable process isolation without using virtual machines. Several features of the Linux kernel make this possible, and it’s time to get to know them.
 

  
 

   

   
2.3.1 Customizing the process environment with Kernel Namespaces 
 

  
 

   

   The first feature, called Linux Namespaces (also known as Kernel Namespaces), ensures that each process has its own view of the system. This means that a process running in a container will only see some of the files, processes, and network interfaces on the system, and even a different system hostname, just as if it were running in a separate virtual machine.
 

  
 

   

   Initially, all the system resources available in a Linux OS, such as filesystems, process IDs, user IDs, network interfaces, and others, are all in the same bucket that all processes see and use. But the Linux Kernel allows you to create additional buckets known as namespaces and organize the resources into smaller sets. You can make each set visible only to one process or a group of processes. When you create a new process, you can specify which namespace it belongs to. The process only sees resources in this namespace and not in any other namespace. 
 

  
 

   

   Introducing the available namespace types
 

  
 

   

   There are, in fact, several types of namespaces, one for each resource type. A process thus uses not only a single namespace, but a namespace for each type. 
 

  
 

   

   The following types of namespaces exist:
 

  
 

   

   	 The Mount namespace (mnt) isolates mount points (filesystems). 
 

   	 The Process ID namespace (pid) isolates process IDs. 
 

   	 The Network namespace (net) isolates network devices, stacks, ports, etc. 
 

   	 The Inter-process communication namespace (ipc) isolates the communication between processes (this includes isolating message queues, shared memory, and others). 
 

   	 The UNIX Time-sharing System (UTS) namespace isolates the system hostname and the Network Information Service (NIS) domain name. 
 

   	 The User ID namespace (user) isolates user and group IDs. 
 

   	 The Time namespace allows each container to have its own offset to the system clocks. 
 

   	 The Cgroup namespace isolates the Control Groups root directory. You’ll learn about cgroups later in this chapter. 
 

  
 

   

   Using network namespaces to give a container its own network interfaces
 

  
 

   

   The network namespace in which a process runs determines what network interfaces the process can see. Each network interface belongs to exactly one namespace but can be moved from one namespace to another. If each container uses its own network namespace, each container sees its own set of network interfaces.
 

  
 

   

   Examine figure 2.16 for a better overview of how network namespaces are used to create a container. Imagine you want to run a containerized process and provide it with a dedicated set of network interfaces that can be used by this process only.
 

  
 

    

   [image: figure] 

   
Figure 2.16 The network namespace limits the accessibility of network interfaces.


  
 

   

   Initially, only the default network namespace exists. You then create two new network interfaces for the container and a new network namespace. The interfaces can then be moved from the default to the new namespace. Once there, they can be renamed, because names must only be unique within each namespace. Finally, the process can be started in this network namespace, allowing it to see only the two interfaces that are in this namespace. 
 

  
 

   

   By looking solely at the available network interfaces, the process can’t tell whether it’s in a container or a VM or an OS running directly on a bare-metal machine.
 

  
 

   

   Using the UTS namespace to give a process a dedicated hostname
 

  
 

   

   Another example of how to make it appear as though a process is running on its own host is to use the UTS namespace. It determines what hostname and domain name the process running inside this namespace sees. By assigning two different UTS namespaces to two different processes, you can make them see different system hostnames. To these two processes, it looks as if they run on two different computers.
 

  
 

   

   Understanding how namespaces isolate processes from each other
 

  
 

   

   By creating dedicated namespaces for all available namespace types and assigning them to a process, you can make the process believe that it’s running in its own OS. The process can only see and use the resources in its own namespaces. It can’t use any resources in other namespaces. This is how containers isolate the environments of the processes that run within them from those running in other containers.
 

  
 

   

   Sharing namespaces between multiple processes
 

  
 

   

   In the next chapter you’ll learn that you don’t always want to isolate the containers completely. Related containers may need to share certain resources. For example, figure 2.17 shows two processes that share the same network interfaces and the host and domain name, but they use separate filesystems.
 

  
 

    

   [image: figure] 

   
Figure 2.17 Each process is associated with multiple namespace types, some of which can be shared.


  
 

   

   The two processes see and use the same two network devices (eth0 and lo) because they use the same network namespace. This allows them to bind to the same IP address and communicate through the loopback device, just as they could if they were running on a machine that doesn’t use containers. The two processes also use the same UTS namespace and therefore see the same system hostname. In contrast, each uses its own mount namespace, which means that each has its own filesystem.
 

  
 

   

   In summary, processes may want to share some resources but not others. This is possible because of separate namespace types. A process has an associated namespace for each type. Because some resources are shared between multiple processes, this raises the question what exactly is a container then? A process that runs “in a container” isn’t really enclosed in anything the way it is when running in a VM; it’s simply a process to which several namespaces are assigned (one namespace for each namespace type). As some namespaces are shared with other processes, the boundaries between the processes do not always overlap.
 

  
 

   

   In a later chapter, you’ll learn how to debug a container by running a new process directly on the host OS, but by using the network namespace of an existing container, while using the host’s default namespaces for everything else. This will allow you to debug the container’s networking system with tools available on the host that may not be available in the container.
 

  
 

   

   
2.3.2 Exploring the environment of a running container
 

  
 

   

   What if you want to see what the environment inside the container looks like? What is the system hostname, what is the local IP address, what binaries and libraries are available on the filesystem, and so on? 
 

  
 

   

   To explore these features in the case of a VM, you typically connect to it remotely via ssh and use a shell to execute commands. With containers, you run a shell in the container. 
 

  
 

   

   Note  The shell’s executable file must be present in the container’s filesystem. This isn’t always the case with containers running in production.
 

  
 

   

   Running a shell inside an existing container
 

  
 

   

   The Node.js image includes the sh shell, allowing you to run it alongside the Node.js server in the same container by using the following command:
 

  
 

   

    

    $ docker exec -it kiada-container sh

root@44d76963e8e1:/#      #1
 

    

     #1 This is the shell’s command prompt.

     


    
 

   
 

  
 

   

   This command runs sh as an additional process in the existing kiada-container container. The process has the same Linux namespaces as the main container process (the running Node.js server). This way you can explore the container from within and see how Node.js and your app see the system when running in the container. The -it option is shorthand for two options:
 

  
 

   

   	 -i tells Docker to run the command in interactive mode. 
 

   	 -t tells it to allocate a pseudo terminal (TTY) so you can use the shell properly. 
 

  
 

   

   You need both if you want to use the shell the way you’re accustomed to. If you omit the first, you can’t execute any commands, and if you omit the second, the command prompt doesn’t appear, and some commands may complain that the TERM variable is not set.
 

  
 

   

   Listing running processes in a container
 

  
 

   

   Let’s list the processes running in the container by executing the ps aux command inside the shell that you ran in the container:
 

  
 

   

    

    root@44d76963e8e1:/# ps aux

PID   USER     TIME  COMMAND

    1 root      0:00 node app.js

   19 root      0:00 sh

   31 root      0:00 ps aux
  

   
 

  
 

   

   The list shows only three processes. These are the only ones that run in the container. You can’t see the other processes that run in the host OS or in other containers because the container runs in its own Process ID namespace.
 

  
 

   

   Seeing container processes in the host’s list of processes
 

  
 

   

   If you now open another terminal and list the processes in the host OS itself, you will also see the processes that run in the container. This will confirm that the processes in the container are in fact regular processes that run in the host OS. Here’s the command and its output:
 

  
 

   

    

    $ ps aux | grep app.js | grep -v grep

root  3175580  0.0  0.0 682968 50456 ?    Ssl  15:13   0:00 node app.js
  

   
 

  
 

   

   NOTE  If you use macOS or Windows, you must list the processes in the VM that hosts the Docker daemon, as that’s where your containers run. In Docker Desktop, you can enter the VM using the command wsl -d docker-desktop or with docker run --net=host --ipc=host --uts=host --pid=host -it --security-opt=seccomp=unconfined --privileged --rm -v /:/host alpine chroot /host. 
 

  
 

   

   Have you noticed that the ID of the Node.js process differs from the one shown when you ran the ps command inside the container? Inside the container, the process ID (PID) is 1, but on the host, it is 3175580. This difference exists because the container operates within its own Process ID namespace, maintaining an independent process tree and its own sequence of IDs. As figure 2.18 shows, the tree is a subtree of the host’s full process tree. Each process thus has two IDs.
 

  
 

    

   [image: figure] 

   
Figure 2.18 The PID namespace makes a process sub-tree appear as a separate process tree with its own numbering sequence.


  
 

   

   Understanding container filesystem isolation
 

  
 

   

   As with an isolated process tree, each container also has an isolated filesystem. If you list the contents of the container’s root directory, only the files in the container are displayed. This includes files from the container image and any files created while the container is running, such as log files. The following command lists the files in the kiada container’s root file directory:
 

  
 

   

    

    root@44d76963e8e1:/# ls /

app.js  boot  etc   lib    media  opt   root  sbin  sys  usr

bin     dev   home  lib64  mnt    proc  run   srv   tmp  var
  

   
 

  
 

   

   It contains the app.js file and other system directories that are part of the node:23-alpine base image. You are free to browse the container’s filesystem. You’ll see that there is no way to view files from the host’s filesystem. This is great because it prevents a potential attacker from gaining access to the host’s files through vulnerabilities in the Node.js server.
 

  
 

   

   When you’re done inspecting the container’s interior, exit the shell by running the exit command or pressing Ctrl-D. This will return you to your host computer (similar to logging out from an ssh session).
 

  
 

   

   Tip  Entering a running container like this is useful when you want to debug an app running in a container. When something breaks, the first thing you’ll want to investigate is the actual state of the system your application sees.
 

  
 

   

   
2.3.3 Limiting the resources available to a process using cgroups
 

  
 

   

   Linux namespaces make it possible for processes to access only some of the host’s resources, but they don’t limit how much of a single resource each process can consume. For example, you can use namespaces to allow a process to access only a particular network interface, but you can’t limit the network bandwidth the process consumes. Likewise, you can’t use namespaces to limit the CPU time or memory available to a process. But you may need to do this to prevent one process from consuming all the CPU time and preventing critical system processes from running properly. For that, we need another feature of the Linux kernel.
 

  
 

   

   Introducing cgroups
 

  
 

   

   The second Linux kernel feature that makes containers possible is called Linux Control Groups (cgroups). It limits, accounts for, and isolates system resources such as CPU, memory, as well as disk and network bandwidth. When using cgroups, a process or group of processes can only use the allotted CPU time, memory, and network bandwidth. This way, processes cannot consume resources reserved for others.
 

  
 

   

   At this point, you don’t need to know how Control Groups do all this, but it may be worth seeing how you can ask Docker to limit the amount of CPU and memory a container can use.
 

  
 

   

   Limiting a container’s use of the CPU
 

  
 

   

   If you don’t impose any restrictions on the container’s use of the CPU, it has unrestricted access to all CPU cores on the host. You can explicitly specify which cores a container can use with Docker’s --cpuset-cpus option. For example, to allow the container to only use cores one and two, you can run the container by using
 

  
 

   

    

    $ docker run --cpuset-cpus="1,2" ...
  

   
 

  
 

   

   You can also limit the available CPU time using options --cpus, --cpu-period, --cpu-quota, and --cpu-shares. For example, to allow the container to use only half of a CPU core, run the container as follows:
 

  
 

   

    

    $ docker run --cpus="0.5" ...
  

   
 

  
 

   

   Limiting a container’s use of memory
 

  
 

   

   As with CPU, a container can use all the available system memory, just like any regular OS process, but you may want to limit this. Docker provides the following options to limit container memory and swap usage: --memory, --memory-reservation, --kernel-memory, --memory-swap, and --memory-swappiness. 
 

  
 

   

   For example, to set the maximum memory size available in the container to 100 MB, run the container as follows (m stands for megabyte):
 

  
 

   

    

    $ docker run --memory="100m" ...
  

   
 

  
 

   

   Behind the scenes, all these Docker options merely configure the cgroups of the process. It’s the Kernel that enforces these limits. See the Docker documentation for more information about the other memory and CPU limit options. 
 

  
 

   

   
2.3.4 Strengthening isolation between containers
 

  
 

   

   Linux namespaces and cgroups separate the containers’ environments and prevent one container from starving the other containers of compute resources. But the processes in these containers use the same system kernel, so we can’t say that they are fully isolated. A rogue container could make malicious system calls that would affect its neighbors.
 

  
 

   

   Imagine a Kubernetes node on which several containers run. Each container has its own network devices and files and can only consume a limited amount of CPU and memory. At first glance, a rogue program in one of these containers can’t cause damage to the other containers. But what if the rogue program modifies the system clock shared by all containers?
 

  
 

   

   Depending on the application, changing the time may not be too much of a problem, but allowing programs to make any system call to the kernel allows them to do virtually anything. Syscalls allow them to modify the kernel memory, add or remove kernel modules, and many other things that containers aren’t supposed to do.
 

  
 

   

   This brings us to the third set of technologies that make containers possible. Explaining them fully is outside the scope of this book, so please refer to other resources that focus specifically on containers or the technologies used to secure them. This section provides a brief introduction to these technologies.
 

  
 

   

   Giving containers full privileges to the system
 

  
 

   

   The operating system kernel provides a set of syscalls that programs use to interact with the operating system and underlying hardware. These include calls to create processes, manipulate files and devices, establish communication channels between applications, and others.
 

  
 

   

   Some of these syscalls are safe and available to any process, but others are reserved for processes with elevated privileges only. If you look at the example presented earlier, applications running on the Kubernetes node should be allowed to open their local files, but not change the system clock or modify the kernel in a way that breaks the other containers.
 

  
 

   

   Most containers should therefore run without elevated privileges to enhance security. However, if an application requires elevated privileges and you trust its provider, it can be run in a privileged container. But keep in mind that processes in privileged containers are not restricted and can execute any system call. Therefore, running a privileged container should be approached with caution and only when absolutely necessary.
 

  
 

   

   Note  With Docker, create a privileged container by using the --privileged flag. 
 

  
 

   

   Using capabilities to give containers a subset of all privileges
 

  
 

   

   If an application only requires a subset of syscalls that need elevated privileges, creating a fully privileged container is not ideal. Fortunately, the Linux kernel breaks privileges into units called capabilities. Some examples of these capabilities include
 

  
 

   

   	 CAP_NET_ADMIN—Allows the process to perform network-related operations 
 

   	 CAP_NET_BIND_SERVICE—Allows it to bind to port numbers less than 1024 
 

   	 CAP_SYS_TIME—Allows it to modify the system clock, and so on 
 

  
 

   

   Capabilities can be added or removed (dropped) from a container when you create it. Each capability represents a set of privileges available to the processes in the container. Docker and Kubernetes drop all capabilities except those required by typical applications, but users can add or drop other capabilities.
 

  
 

   

   Note  Always follow the principle of least privilege when running containers. Don’t give them any capabilities that they don’t need. This prevents attackers from using them to gain access to the host’s operating system.
 

  
 

   

   Using seccomp profiles to filter individual syscalls
 

  
 

   

   If you need fine-grained control over what syscalls a program can make, you can use seccomp (Secure Computing Mode). You can create a custom seccomp profile by creating a JSON file that lists the syscalls the container is allowed to make. You then provide the file to Docker when you create the container.
 

  
 

   

   Hardening containers using AppArmor and SELinux
 

  
 

   

   Containers can also be secured by using two additional mandatory access control (MAC) mechanisms: SELinux (Security-Enhanced Linux) and AppArmor (Application Armor).
 

  
 

   

   With SELinux, you attach labels to files and system resources, as well as to users and processes. A user or process can only access a file or resource if the labels of all subjects and objects involved match a set of policies. AppArmor is similar but uses file paths instead of labels and focuses on processes rather than users. Both SELinux and AppArmor considerably improve the security of an operating system.
 

  
 

   

   Don’t be overwhelmed by all these security mechanisms. The goal of this section was to clarify the various aspects of container isolation. For now, a basic understanding of namespaces is all you need. 
 

  
 

   

   Summary
 

  
 

   

   	 Containers are regular processes that are isolated from each other and all other processes in the host OS. 
 

   	 Containers are much lighter than VMs, but because they use the same Linux kernel, they are not as isolated. 
 

   	 Docker was the first container platform to make containers popular and the first container runtime supported by Kubernetes. Now, other containers are supported through the Container Runtime Interface (CRI). 
 

   	 A container image contains the user application and all its dependencies. It is distributed through a container registry and used to create running containers. 
 

   	 Containers can be downloaded and executed with a single docker run command. 
 

   	 Docker builds an image from a Dockerfile that contains commands to execute during the build process. Images consist of layers that can be shared between multiple images. Each layer only needs to be transmitted and stored once. 
 

   	 Containers are isolated by Linux kernel features called namespaces, control groups, capabilities, seccomp, AppArmor, and/or SELinux. Namespaces ensure that a container sees only a part of the resources available on the host, control groups limit the amount of a resource it can use, while other features strengthen the isolation between containers. 
 

  


 

   

   
3 Deploying your first application on Kubernetes

 

  
 

   

   This chapter covers
 

    

    	Running a local Kubernetes cluster
 

    	Setting up a cluster in the cloud
 

    	Setting up and using kubectl
 

   
 

  
 

   

   This chapter illustrates how to run a local single-node development Kubernetes cluster or set up a proper, managed multi-node cluster in the cloud. Once your cluster is up and running, you’ll use it to deploy the container you created in the previous chapter.
 

  
 

   

   Note  The code files for this chapter are available at https://mng.bz/26xa.
 

  
 

   

   
3.1 Deploying a Kubernetes cluster
 

  
 

   

   Setting up a full-fledged, multi-node Kubernetes cluster isn’t a simple task, especially if you’re not familiar with Linux and network administration. A proper Kubernetes installation spans multiple physical or virtual machines (VMs), and it requires a proper network setup to allow all containers in the cluster to communicate with each other.
 

  
 

   

   You can install Kubernetes on your laptop computer, your organization’s infrastructure, or VMs provided by cloud providers (Google Compute Engine, Amazon EC2, Microsoft Azure, etc.). Alternatively, you can let the cloud provider manage your Kubernetes cluster. Here’s a short list of the largest and most popular managed Kubernetes options:
 

  
 

   

   	 Google Kubernetes Engine (GKE) 
 

   	 Amazon Elastic Kubernetes Service (EKS) 
 

   	 Microsoft Azure Kubernetes Service (AKS) 
 

   	 IBM Cloud Kubernetes Service 
 

   	 Oracle Cloud Infrastructure Container Engine for Kubernetes 
 

   	 DigitalOcean Kubernetes (DOKS) 
 

   	 Alibaba Cloud Container Service 
 

  
 

   

   Installing and managing Kubernetes is much more difficult than just using it, especially until you get familiar with its architecture and operation. If you are new to Kubernetes, I suggest using one of the following options described in this chapter:
 

  
 

   

   	 Docker Desktop 
 

   	 Minikube 
 

   	 Kubernetes in Docker (Kind) 
 

   	 Google Kubernetes Engine 
 

  
 

   

   I primarily use Kind for development because of its minimal resource footprint. However, I recommend exploring different options rather than sticking to your first choice, as each has its own strengths and use cases. Additionally, visit the official Kubernetes website at kubernetes.io to find more available options for running Kubernetes locally or in the cloud.
 

  
 

   

   Note  If you have access to an existing cluster, you can skip the following sections and go directly to section 3.2 where you’ll learn how to interact with the cluster.
 

  
 

   

   
3.1.1 Using the built-in Kubernetes cluster in Docker Desktop
 

  
 

   

   If you use macOS or Windows, you’ve most likely installed Docker Desktop to run the exercises in the previous chapter. Docker Desktop provides a single-node Kubernetes cluster that you can enable via its Settings dialog box. This may be the easiest way to start your Kubernetes journey, but keep in mind that the version of Kubernetes may not be as recent as when using the other options.
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