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INTRODUCTION
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ON JANUARY 10, 2018, the Minority Staff for the Committee on Foreign Relations in the United States Senate released the official report on the efforts by Russian President Vladimir Putin to undermine the United States and its democratic allies in Europe. The timely report detailed the Russian campaign to increase nationalist sentiments, erode confidence in democracy, and chip away at the NATO alliances of the post–World War II era. The targets, goals, and toolkits have been updated for the twenty-first century, but the mission to destroy longstanding international partnerships has roots since before the 1917 Russian Revolution. In the early days of the Soviet Union, the ideology-driven operations aimed to spread the Marxist ideals across the globe. But by the twenty-first century the ideology of old was gone, and the Kremlin’s ambitions became apparent, intertwined with the rise of the Russian oligarchs.

In the early 1980s, Americans first became aware of the finer details of the hybrid warfare method used by the Soviet bloc countries to manipulate public opinion to attain the Kremlin’s objectives. In congressional testimony, former KGB officers like Stanislav Levchenko, who had defected to the west, shared details on how they engaged in operations to recruit sources, spread disinformation, and gain the upper hand on the global stage without firing a single shot. They called these influence operations “active measures.” Active measures during the Cold War were aimed to confuse the West about Soviet activities and capabilities, including military power, technological development, and economic standing. Though the Soviet Union collapsed by the early 1990s, Russia’s intelligence service never disappeared. The Russian government rebranded these spy agencies—the KGB became the FSB (Federal Security Service) as well as the SVR (External Intelligence Service). And just as these spy agencies never disappeared, neither did their methods. The influence operations called “active measures” became “methods of support.”

While the FSB and SVR now used many of the KGB’s old influence operations methods around the world, they also developed new tools found in the cyber world, providing a global reach mixed with the ability to disguise the origin of operations. The use of disinformation and agents of influence were still an old reliable method, but now they use updated methods on modern platforms of social and broadcast media. Perhaps most notably, these updated methods include powerful new cyber tools, including computer hacking and troll armies (known in Russia as web brigades), who are groups of people paid to go online and harass for or against a position, candidate, or social movement.

Though the re-emergence of active measures was exposed again in the 2016 United States presidential campaign, they had never truly ceased with the fall of the Soviet Union. A criminal class of wealthy oligarchs had stolen the ambitions of Russian democracy in the 1990s, and now sought to capitalize on their control of resources. Over the two decades since the collapse of the U.S.S.R., these campaigns were aimed to control and manipulate the former Soviet satellite states. During the Cold War of the twentieth century, intelligence services in Soviet-controlled countries aided in attacking the West, but now those countries had their own ambitions and residual memories of Soviet occupation. The Kremlin targeted neighboring countries, including Ukraine and Georgia, with cyber-attacks, propaganda campaigns, and seizure of territory. In addition, the Kremlin had its sights on other countries in the West.

Outside the neighbor states bordering Russia, operations aimed at Western democracies now seek to give rise to nationalist movements that resist involvement in NATO efforts that have long kept Russian power confined. This included meddling in the United Kingdom, France, Germany, Spain, and the United States. Where once the Soviets worked to fuel left wing and Marxist groups, the Russians now are playing to the extremes that feed right wing movements.

This report gives a new overview of the history, current goals, targets, and the methods Russian President Vladimir Putin now uses as part of a hybrid warfare arsenal. More importantly, it recommends sensible countermeasures to curtail these operations and to defend democracies targeted by the Kremlin. As all citizens of the world are affected by the consequences of these global influence operations, we would be well advised to recognize the historical dangers the report documents, heed its consequential warnings, and implement its recommendations.

Chris Sampson

January 19, 2018

Co-Author of Hacking ISIS: How to Destroy the Cyber-Jihad

with Malcolm Nance
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LETTER OF TRANSMITTAL
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UNITED STATES SENATE,

COMMITTEE ON FOREIGN RELATIONS,

Washington, DC, January 10, 2018

DEAR COLLEAGUES: For years, Vladimir Putin’s government has engaged in a relentless assault to undermine democracy and the rule of law in Europe and the United States. Mr. Putin’s Kremlin employs an asymmetric arsenal that includes military invasions, cyberattacks, disinformation, support for fringe political groups, and the weaponization of energy resources, organized crime, and corruption. The Kremlin has refined the use of these tools over time and these attacks have intensified in scale and complexity across Europe. If the United States fails to work with urgency to address this complex and growing threat, the regime in Moscow will become further emboldened. It will continue to develop and refine its arsenal to use on democracies around the world, including against U.S. elections in 2018 and 2020.

Following attacks like Pearl Harbor and 9/11, U.S. presidents have rallied the country and the world to address the challenges facing the nation. Yet the current President of the United States has barely acknowledged the threat posed by Mr. Putin’s repeated attacks on democratic governments and institutions, let alone exercised the kind of leadership history has shown is necessary to effectively counter this kind of aggression. Never before in American history has so clear a threat to national security been so clearly ignored by a U.S. president.

The threat posed by Mr. Putin’s meddling existed before the current U.S. Administration, and may well extend beyond it. Yet, as this report will demonstrate, the Russian government’s malign influence operations can be deterred. Several countries in Europe took notice of the Kremlin’s efforts to interfere in the 2016 U.S. election and realized the danger posed to their democracies. They have taken steps to build resilience against Mr. Putin’s aggression and interference, and the range of effective measures implemented by European countries provide valuable lessons for the United States.

To that end, this report recommends a series of actions that the United States should take across government, civil society, and the private sector—and in cooperation with our allies—to push back against the Kremlin’s aggression and establish a set of long-term norms that can neutralize such efforts to undermine democracy. Yet it must be noted that without leadership from the President, any attempt to marshal such a response will be inherently weakened at the outset.

In addition, it is important to draw a distinction between Mr. Putin’s corrupt regime and the people of Russia. Many Russian citizens strive for a transparent, accountable government that operates under the democratic rule of law, and we hold hope for better relations in the future with a Russian government that reflects these demands. In the meantime, the United States must work with our allies to build defenses against Mr. Putin’s asymmetric arsenal, and strengthen international norms and values to deter such behavior by Russia or any other country.

The events discussed in this report are illustrative, not exhaustive, and cover a period ending on December 31, 2017. There are several important geographic areas that remain beyond the scope of this report, including the Russian government’s role in the Syria conflict, its complicated relationship with Turkey, or its involvement in places like Central Asia and Latin America. The Russian government’s use of corruption and money laundering also merit additional examination by relevant committees in Congress, as well as the Executive Branch. Given the ongoing investigations by the Senate Intelligence and Judiciary Committees, this report does not delve into Russia’s interference in the 2016 U.S. election. Furthermore, U.S. election infrastructure, electrical grids, and information systems are outside the jurisdiction of the Senate Foreign Relations Committee and therefore beyond the scope of the recommendations in this report, but certainly warrant further study.

Finally, there must be a bipartisan sense of urgency so the United States immediately begins taking the steps necessary to fortify and protect our democracy from Mr. Putin’s malicious meddling. There is a long bipartisan tradition in Congress in support of firm policies to counter Russian government aggression and abuse against its own citizens, our allies, and universal values. This report seeks to continue that tradition.

Sincerely,

BENJAMIN L. CARDIN,

Ranking Member.


PUTIN’S ASYMMETRIC ASSAULT ON DEMOCRACY IN RUSSIA AND EUROPE: IMPLICATIONS FOR U.S. NATIONAL SECURITY
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Executive Summary
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Nearly 20 years ago, Vladimir Putin gained and solidified power by exploiting blackmail, fears of terrorism, and war. Since then, he has combined military adventurism and aggression abroad with propaganda and political repression at home, to persuade a domestic audience that he is restoring Russia to greatness and a respected position on the world stage. All the while, he has empowered the state security services and employed them to consolidate his hold on the levers of political, social, and economic power, which he has used to make himself and a circle of loyalists extraordinarily wealthy.

Democracies like the United States and those in Europe present three distinct challenges to Mr. Putin. First, the sanctions they have collectively placed on his regime for its illegal occupation of Crimea and invasion of eastern Ukraine threaten the ill-gotten wealth of his loyalists and hamper their extravagant lifestyles. Second, Mr. Putin sees successful democracies, especially those along Russia’s periphery, as threats to his regime because they present an attractive alternative to his corrupt and criminal rule. Third, democracies with transparent governments, the rule of law, a free media, and engaged citizens are naturally more resilient to the spread of corruption beyond Russia’s borders, thereby limiting the opportunities for the further enrichment of Putin and his chosen elite.

Mr. Putin has thus made it a priority of his regime to attack the democracies of Europe and the United States and undermine the transatlantic alliance upon which Europe’s peace and prosperity have depended upon for over 70 years. He has used the security services, the media, public and private companies, organized criminal groups, and social and religious organizations to spread malicious disinformation, interfere in elections, fuel corruption, threaten energy security, and more. At their most extreme, the Russian government’s security services have been used to harass and even assassinate political enemies at home and abroad; cheat at the Olympic Games; and protect and exploit cybercriminals in Russia who attack American businesses and steal the financial information of American consumers. Mr. Putin resorts to the use of these asymmetric tools to achieve his goals because he is operating from a position of weakness—hobbled by a faltering economy, a substandard military, and few followers on the world stage.

The tactics that Putin has deployed to undermine democracies abroad were developed at home, and over nearly two decades he has used them against the Russian people with increased impunity. The result has been hundreds of billions of dollars stolen and spirited away abroad, all while independent media and civil society, elections, political parties, and cultural institutions have been manipulated and suppressed, significantly hindering effective domestic opposition to Putin’s regime.

While consolidating his grip on power at home, Mr. Putin oversaw an opportunistic expansion of malign influence operations abroad, targeting vulnerable states on Russia’s periphery, as well as countries in Western institutions like the European Union (EU) and the North Atlantic Treaty Organization (NATO). The Kremlin has substantially increased its investments in propaganda outlets beyond Russia’s borders, funded and supported nongovernmental organizations and political parties that advanced Mr. Putin’s anti-EU and anti-NATO agenda, nationalized mafia groups to help launder money and commit other crimes for the state abroad, and used its near-monopoly over energy supplies in some countries to exert influence and spread corruption.

In semi-consolidated democracies and transitional governments on Russia’s periphery, the Kremlin most aggressively targets states that seek to integrate with the EU and NATO or present an opportunity to weaken those institutions from within. For example, as Georgia and Ukraine moved closer to these institutions, the Russian government attacked them with cyberwarfare, disinformation campaigns, and military force. When the Kremlin’s attempt to politically influence Montenegro’s election failed, its security services allegedly tried to launch a coup. In Serbia, the Kremlin exploits cultural connections and leverages its near monopoly on energy supplies to attempt to slow down or derail the country’s Western integration efforts. And though they are in the EU and NATO, countries like Hungary and Bulgaria face acute challenges from the Russian government, which exerts significant influence in politics, business, and the energy sector. Despite some efforts to counter Russian malign influence, these countries remain significantly vulnerable to the Kremlin’s corrupt agenda.

In consolidated democracies within the EU and NATO, the Russian government seeks to undermine support for sanctions against Russia, interfere in elections through overt or covert support of sympathetic political parties and the spread of disinformation, and sow discord and confusion by exacerbating existing social and political divisions through disinformation and cultivated ideological groups. This group of countries has developed several effective countermeasures that both deter Russian government behavior and build societal resilience. As it crafts its response, the United States should look to these lessons learned:

•   The United Kingdom has made a point to publicly chastise the Russian government for its meddling in democracies, and moved to strengthen cybersecurity and electoral processes.

•   Germany pre-empted Kremlin interference in its national election with a strong warning of consequences, an agreement among political parties not to use bots or paid trolls, and close cyber cooperation between the government and political campaigns.

•   Spain has led Europe in cracking down on Russia-based organized crime groups that use the country as an operational base and node for money laundering and other crimes.

•   France has fostered strong cooperation between government, political, and media actors to blunt the impact of the Kremlin’s cyber-hacking and smear campaigns.

•   The Nordic states have largely adopted a ‘‘whole of society’’ approach against Mr. Putin’s malign influence operations, involving the government, civil society, the media, and the private sector, with an emphasis on teaching critical thinking and media literacy.

•   The Baltic states have kept their publics well-informed of the malicious activities of Russia’s security services, strengthened defenses against cyberattacks and disinformation, and diversified energy supplies to reduce dependence on Russia.

While the countries of Europe have each had unique responses to the Kremlin’s aggression, they have also begun to use regional institutions to knit together their efforts and develop best practices. NATO and the EU have launched centers focused on strategic communications and cyber defense, and Finland’s government hosts a joint EU/NATO center for countering hybrid threats. A number of independent think tanks and non-governmental organizations (NGOs) have also launched regional disinformation monitoring and fact-checking operations, and European governments are supporting regional programs to strengthen independent journalism and media literacy. Some of these initiatives are relatively new, but several have already begun to bear fruit and warrant continued investment and broader expansion. Through the adoption of the Third Energy Package, which promotes energy diversification and integration, as well as a growing resistance to the Nord Stream 2 pipeline, many European countries are reducing their dependence on Russian energy supplies, though much remains to be done.

Despite the clear assaults on our democracy and our allies in Europe, the U.S. government still does not have a coherent, comprehensive, and coordinated approach to the Kremlin’s malign influence operations, either abroad or at home. Although the U.S. government has for years had a patchwork of offices and programs supporting independent journalism, cyber security, and the countering of disinformation, the lack of presidential leadership in addressing the threat Putin poses has hampered a strong U.S. response. In early 2017, Congress provided the State Department’s Global Engagement Center the resources and mandate to address Kremlin disinformation campaigns, but operations have been stymied by the Department’s hiring freeze and unnecessarily long delays by its senior leadership in transferring authorized funds to the office. While many mid-level and some senior-level officials throughout the State Department and U.S. government are cognizant of the threat posed by Mr. Putin’s asymmetric arsenal, the U.S. President continues to deny that any such threat exists, creating a leadership vacuum in our own government and among our European partners and allies.

KEY RECOMMENDATIONS

The recommendations below are based on a review of Mr. Putin’s efforts to undermine democracy in Europe and effective responses to date. By implementing these recommendations, the United States can better defend against and deter the Kremlin’s malign influence operations, and strengthen international norms and values to prevent such behavior by Russia and other states. A more comprehensive list of recommendations can be found in Chapter Eight.

  1.   Assert Presidential Leadership and Launch a National Response: President Trump has been negligent in acknowledging and responding to the threat to U.S. national security posed by Mr. Putin’s meddling. The President should immediately declare that it is U.S. policy to counter and deter all forms of Russian hybrid threats against the United States and around the world. The President should establish a high-level interagency fusion cell, modeled on the National Counterterrorism Center (NCTC), to coordinate all elements of U.S. policy and programming in response to the Russian government’s malign influence operations. And the President should present to Congress a comprehensive national strategy to counter these grave national security threats and work with the Congress and our allies to get this strategy implemented and funded.

  2.   Support Democratic Institution Building and Values Abroad and with a Stronger Congressional Voice: Democracies with transparent governments, the rule of law, a free media, and engaged citizens are naturally more resilient to Mr. Putin’s asymmetric arsenal. The U.S. government should provide assistance, in concert with allies in Europe, to build democratic institutions within the European and Eurasian states most vulnerable to Russian government interference. Using the funding authorization outlined in the Countering America’s Adversaries Through Sanctions Act as policy guidance, the U.S. government should increase this spending in Europe and Eurasia to at least $250 million over the next two fiscal years. To reinforce these efforts, the U.S. government should demonstrate clear and sustained diplomatic leadership in support of individual human rights that form the backbone of democratic systems. Members in the U.S. Congress have a responsibility to show U.S. leadership on values by making democracy and human rights a central part of their agendas. They should conduct committee hearings and use other platforms and opportunities to publicly advance these issues.

  3.   Expose and Freeze Kremlin-Linked Dirty Money: Corruption provides the motivation and the means for many of the Kremlin’s malign influence operations. The U.S. Treasury Department should make public any intelligence related to Mr. Putin’s personal corruption and wealth stored abroad, and take steps with our European allies to cut off Mr. Putin and his inner circle from the international financial system. The U.S. government should also expose corrupt and criminal activities associated with Russia’s state-owned energy sector. Furthermore, it should robustly implement the Global Magnitsky Human Rights Accountability Act and the Countering America’s Adversaries Through Sanctions Act, which allow for sanctions against corrupt actors in Russia and abroad. In addition, the U.S. government should issue yearly reports that assign tiered classifications based on objective third-party corruption indicators, as well as governmental efforts to combat corruption.

  4.   Subject State Hybrid Threat Actors to an Escalatory Sanctions Regime: The Kremlin and other regimes hostile to democracy must know that there will be consequences for their actions. The U.S. government should designate countries that employ malign influence operations to assault democracies as State Hybrid Threat Actors. Countries that are designated as such would fall under a preemptive and escalatory sanctions regime that would be applied whenever the state uses asymmetric weapons like cyberattacks to interfere with a democratic election or disrupt a country’s critical infrastructure. The U.S. government should work with the EU to ensure that these sanctions are coordinated and effective.

  5.   Publicize the Kremlin’s Global Malign Influence Efforts: Exposing and publicizing the nature of the threat of Russian malign influence activities, as the U.S. intelligence community did in January 2017, can be an action-forcing event that not only boosts public awareness, but also drives effective responses from the private sector, especially social media platforms, as well as civil society and independent media, who can use the information to pursue their own investigations. The U.S. government should produce yearly public reports that detail the Russian government’s malign influence operations in the United States and around the world.

  6.   Build an International Coalition to Counter Hybrid Threats: The United States is stronger and more effective when we work with our partners and allies abroad. The U.S. government should lead an international effort of like-minded democracies to build awareness of and resilience to the Kremlin’s malign influence operations. Specifically, the President should convene an annual global summit on hybrid threats, modeled on the Global Coalition to Counter ISIL or the Countering Violent Extremism (CVE) summits that have taken place since 2015. Civil society and the private sector should participate in the summits and follow-on activities.

  7.   Uncover Foreign Funding that Erodes Democracy: Foreign illicit money corrupts the political, social, and economic systems of democracies. The United States and European countries must make it more difficult for foreign actors to use financial resources to interfere in democratic systems, specifically by passing legislation to require full disclosure of shell company owners and improve transparency for funding of political parties, campaigns, and advocacy groups.

  8.   Build Global Cyber Defenses and Norms: The United States and our European allies remain woefully vulnerable to cyberattacks, which are a preferred asymmetric weapon of state hybrid threat actors. The U.S. government and NATO should lead a coalition of countries committed to mutual defense against cyberattacks, to include the establishment of rapid reaction teams to defend allies under attack. The U.S. government should also call a special meeting of the NATO heads of state to review the extent of Russian government-sponsored cyberattacks among member states and develop formal guidelines on how the Alliance will consider such attacks in the context of NATO’s Article 5 collective defense provision. Furthermore, the U.S. government should lead an effort to establish an international treaty on the use of cyber tools in peace time, modeled on international arms control treaties.

  9.   Hold Social Media Companies Accountable: Social media platforms are a key conduit of disinformation campaigns that undermine democracies. U.S. and European governments should mandate that social media companies make public the sources of funding for political advertisements, along the same lines as TV channels and print media. Social media companies should conduct comprehensive audits on how their platforms may have been used by Kremlin-linked entities to influence elections occurring over the past several years, and should establish civil society advisory councils to provide input and warnings about emerging disinformation trends and government suppression. In addition, they should work with philanthropies, governments, and civil society to promote media literacy and reduce the presence of disinformation on their platforms.

10.   Reduce European Dependence on Russian Energy Sources: Payments to state-owned Russian energy companies fund the Kremlin’s military aggression abroad, as well as overt and covert activities that undermine democratic institutions and social cohesion in Europe and the United States. The U.S. government should use its trade and development agencies to support strategically important energy diversification and integration projects in Europe. In addition, the U.S. government should continue to oppose the construction of Nord Stream 2, a project which significantly undermines the long-term energy security of Europe and the economic prospects of Ukraine.
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Chapter 1: Putin’s Rise and Motivations
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A Russian interior minister once remarked that ‘‘we are on the eve of a revolution’’ and ‘‘to avert a revolution, we need a small victorious war’’ to ‘‘distract the attention of the masses.’’ 1 While he made the comment in 1903, the year before the Russian Empire entered a disastrous war with Imperial Japan, he could also have been speaking before Russian forces invaded Chechnya in 1999, Georgia in 2008, Ukraine in 2014, or Syria in 2015. Those conflicts reflect a nearly twenty-year pattern of the Kremlin prosecuting similar ‘’small’’ wars to achieve internal political objectives, revealing a direct link between the Russian government’s external aggression and its internal oppression.2

President Vladimir Putin’s Kremlin has used a sophisticated combination of propaganda and suppression to keep the Russian public supportive of wars abroad and distracted from the regime’s criminality and corruption at home. Putin’s overarching domestic objectives are to preserve his power and increase his net worth, and he appears to have calculated that his regime can best do so by inflating his approval ratings with aggressive behavior abroad.3 While the first-order effect of Putin’s survival methodology poses a serious threat to global peace and stability, it has also created a profound series of second-order effects that threaten to corrode democratic institutions and open economies around the world, including here in the United States. It is not enough to sell the necessity of Russia’s foreign interventions to only a domestic audience and to delegitimize or silence any Russian voices that rise in opposition. For Putin to succeed, he also requires a divided opposition abroad.

To that end, the Kremlin has honed its arsenal of malign influence operations at home and taken it global. And while the methods used may differ across countries, the goals are the same: sow distrust and confusion, promote radical voices on divisive political issues, and gain economic leverage, all while eroding support for the democratic process and rules-based institutions created in the aftermath of the Second World War. These efforts are largely led by the government’s security services and buttressed by state-owned enterprises, Kremlin-aligned oligarchs, and Russian criminal groups that have effectively been nationalized by the state. The length and intensity of these operations emanate out in geographic concentric circles: they began in Russia, expanded to its periphery, then into the rest of Europe, and finally to the United States. The United States must now assume that the Kremlin will deploy in America the more dangerous tactics used successfully in Russia’s periphery and the rest of Europe. This includes, for example, support for extremist and far-right groups that oppose democratic ideals, as well as attempts to co-opt politicians through economic corruption.

Putin’s regime appears intent on using almost any means possible to undermine the democratic institutions and transatlantic alliances that have underwritten peace and prosperity in Europe for the past 70-plus years. To understand the nature of this threat, it is important to first look at who is responsible for it, their motivations, and what they are willing and capable of doing to achieve their objectives. To that end, the rest of this chapter will detail how Putin rose to power by exploiting blackmail, the fear of terrorism, and war, and subsequently used the security services to consolidate political and economic power. The motivations and methods behind Putin’s rise help explain how he views the role of the security services and his willingness to use them to do the regime’s dirty work, including assaulting democratic institutions and values in Europe and the United States.

ASCENT TO THE TOP

In 1999, Russian president Boris Yeltsin faced a problem. His second presidential term would end the following year, and his political rivals appeared positioned to take power. Russians at the time were not happy with Yeltsin’s tenure: hyperinflation, austerity, debt, and a disastrous privatization scheme combined to decrease GDP by over 40 percent between 1990 and 1998, a collapse that was twice as large and lasted three times longer than the Great Depression in the United States.4 The health and mortality crises that resulted from this economic disaster are estimated to have caused at least three million ‘‘excess deaths.’’ 5 Yeltsin’s approval ratings had also cratered amid allegations of rampant corruption, which also touched his family members. He needed a successor who could protect him and his family after he left office, but no one in his inner circle was nearly popular enough to secure victory.6 He finally settled on a relatively unknown bureaucrat to serve as his sixth prime minister in less than a year and a half: Vladimir Vladimirovich Putin, who was then director of the Federal Security Service (or FSB, the KGB’s successor). Why Putin? In the words of one Russia expert, ‘‘it was like spin the bottle, and the bottle stopped spinning at Putin.’’ 7

Putin had also shown that he was willing to protect Yeltsin and his family. In 1999, Russia’s prosecutor general, Yury Skuratov, was conducting an investigation into high-level corruption in the Kremlin, including among Yeltsin’s family members.8 As Skuratov was pursuing his investigation, Yeltsin’s chief of staff summoned him to the Kremlin and showed him a grainy videotape that purported to show him with two prostitutes in a hotel room. Skuratov submitted his resignation, though he later insisted that the tape was a fabrication.9 But the resignation had to be approved by the upper chamber of Russia’s parliament, the Federation Council, which insisted that Skuratov testify first. The day before his scheduled testimony, the sex tape was played on a television station after reportedly being personally delivered by Putin.10 When showing the tape on TV did not prove enough to push the Federation Council into action, Putin went on TV himself and told the Russian public that the man in the tape was indeed Skuratov.11 A former KGB general, Oleg Kalugin, maintains that the whole episode ‘‘was a special FSB operation to discredit an official with the help of a video featuring a person who resembled the prosecutor-general.’’ 12 The ‘’special operation’’ succeeded, and Yeltsin chose Putin to succeed him.13

Putin’s confirmation vote for prime minister was called during Parliament’s August recess, when legislators were distracted by upcoming parliamentary elections in four months.14 There was not much debate about Putin’s promise to ‘’strengthen the executive vertical of power’’ or to do away with direct elections of regional governors.15 The leader of the centrist group Regions of Russia, Oleg Morozov, reflected the overall mood of the legislature when he said, ‘‘I don’t think we should torment ourselves with this decision …. We should vote, forget about it, and get on with business. We all have things to do.’’ 16 Some in parliament were said to have supported Putin ‘‘mainly because he will be yet another ‘technical’ prime minister’’ and would have ‘‘no real political role.’’ 17

A poll taken at the same time of the confirmation vote showed that just two percent of Russia’s population favored Putin for the presidency.18 But it did not take long for Putin to seize on an opportunity—though a tragic one—to increase his public profile and strengthen his position to succeed Yeltsin. In early September 1999, less than three weeks after Putin was installed as prime minister, a series of large bombs destroyed apartment buildings in Dagestan, Volgodonsk, and Moscow, killing hundreds of people as they slept.

Prime Minister Putin reacted fiercely and promised to hunt down the terrorists and even ‘‘wipe them out in the outhouse,’’ if that was where they chose to hide.19 Despite no clear evidence or claims of responsibility linking the bombings to ‘‘Chechen terrorists,’’ within days of the last explosion, Russian warplanes started a bombing campaign in Chechnya that the Russian defense minister claimed would ‘‘eliminate the bandits,’’ and within a week, Russian troops crossed Chechnya’s border. 20 As the war progressed, so did Putin’s popularity, and the number of voters who said they would choose him for president increased sharply: from just two percent in August 1999 (before the bombings), to 21 percent in October, then nearly doubling to 40 percent in November, and reaching 55 percent in December.21

Yet even though Russian authorities said that there was a ‘‘Chechen trail’’ leading to the bombings, no Chechen claimed responsibility.22 In February 2000, the U.S. Senate Foreign Relations Committee asked then Secretary of State Madeleine Albright if she believed that ‘‘the Russian government is justified when it accuses Chechen groups as responsible for the bombings.’’ Secretary Albright responded: ‘‘We have not seen evidence that ties the bombings to Chechnya.’’ 23 To this day, no credible source has ever claimed credit for the bombings and no credible evidence has been presented by the Russian authorities linking Chechen terrorists, or anyone else, to the Moscow bombings (for more information on the 1999 apartment building bombings, see Appendix A).

RETURN OF THE SECURITY SERVICES

On December 31, 1999, President Yeltsin resigned, making Putin acting president and pushing forward the date of the presidential election from June to March—effectively cutting the remaining campaign period in half. With the advantage of incumbency, a short campaign period, a large amount of monetary support from business interests (the average check from oligarchs to the campaign was about $10 million), and rising popularity from the prosecution of the war in Chechnya, Putin won the presidency at the ballot box with 53 percent of the vote.24 For his first act as president, he guaranteed Yeltsin immunity from prosecution.25 He was now the most powerful man in Russia; yet even before his election, he had already been hard at work extending his influence throughout the government. Yeltsin would recall later in his memoirs that, after he appointed Putin as prime minister, ‘‘[he] turned to me and requested absolute power … to coordinate all power structures.’’ 26

And so he did. Putin eliminated independent centers of power by redistributing resources from oligarchs to security officers, absorbing oligarch-controlled media empires, and neutering regional power centers that did not respect Moscow’s orders.27 He began to install former colleagues into positions of power, drawing from his contacts both in the security services and from his time working in the mayor’s office in St. Petersburg in the 1990s.28 By 2004, former security services personnel reportedly occupied all of the top federal ministerial posts and 70 percent of senior regional posts.29 A 2006 analysis by the director of the Center for the Study of Elites at the Russian Academy of Sciences estimated that those with backgrounds affiliated with the military or security services composed 78 percent of Russia’s leading political figures.30

Some experts maintain that there is no precise ‘‘vertical of power’’ in the Russian government, with everything controlled by one man. Rather, they describe Russian power as ‘‘a conglomerate of clans and groups that compete with one another over resources,’’ with Putin acting as a powerful arbiter and moderator who has the last word.31 His power comes from his office, his relations with the elites, his high approval ratings among the public, as well as his control over much of the energy sector and major state-owned banks and, especially, the security services.32

As Putin’s power increased, so did that of the security services, which, according to independent journalists Andrei Soldatov and Irina Borogan, Putin invited ‘‘to take their place at the head table of power and prestige in Russia’’ as he ‘‘opened the door to many dozens of security service agents to move up in the main institutions of the country.’’ 33 Russia’s security services are aggressive, well-funded by the state, and operate without any legislative oversight. They conduct not just espionage, but also ‘‘active measures aimed at subverting and destabilizing European governments, operations in support of Russian economic interests, and attacks on political enemies.’’ 34 Some analysts assert that the security services are divided internally, compete in bureaucratic turf wars, and make intelligence products of questionable quality. Nonetheless, they are extremely active and, since returning to the presidency in 2012, Putin has ‘‘unleashed increasingly powerful intelligence agencies in campaigns of domestic repression and external destabilization.’’ 35 Similar to his predecessors, Putin believes that he can best hold together Russia, with its variety of ethnicities and disparate regions, by using the security services to concentrate economic resources and political power.36

The most powerful of Russia’s four main intelligence agencies is the FSB, which reports to Putin indirectly through the head of the Presidential Administration (the executive office of the president) and directly through informal channels built on long-standing relationships.37 The FSB’s mindset is described as ‘’shaped by Soviet and Tsarist history: it is suspicious, inward looking, and clannish.’’ 38 While its predecessor, the KGB, was controlled by the Soviet Politburo, the FSB is a ‘’self-contained, closed system’’ that is ‘‘personally overseen by Putin.’’ 39 The FSB also controls the Investigative Committee, Russia’s equivalent to the FBI, meaning that no prosecutor’s office has independent oversight over it and the courts defer to it when making judgements. To monitor the private and public sector, all large Russian firms and institutions reportedly have FSB officers assigned to them, a practice carried over from the Soviet Union.40 According to scholars of the FSB, ‘‘Putin’s offer to the generation of security service veterans was a chance to move to the top echelons of power. Their reach now extends from television to university faculties, from banks to government ministries, but they are not always visible as men in epaulets …. Many officers, supposedly retired, were put in place as active agents in business, media, and the public sector while still subordinated to the FSB.’’ 41 And, according to Vladimir Kara-Murza, the twice-poisoned Russian opposition activist, the FSB ‘‘doesn’t just rule Russia, it owns it.’’ 42

The security services have grown accustomed to operating with impunity inside Russia’s borders. More alarmingly, over the past decade they have applied this mentality beyond Russia’s borders with measurable success. They have been accused of assassinating Putin’s political opponents abroad (see Appendix B), conspiring to cheat doping standards to win more Olympic medals (see Appendix C), and protecting cybercriminals who steal credit card and online account information from U.S. consumers (see Appendix D).

THE KREMLIN’S PARANOID PATHOLOGY

Despite the Kremlin’s increasingly aggressive tactics beyond Russia’s borders, the United States and its partners and allies should not conflate the Russian people with the Russian regime. The Russian people have the same hopes and aspirations as any other country’s citizens: a government that is accountable to the people for providing safe streets and good jobs, schools, and hospitals. But they are ruled by a regime that has a very different set of priorities, focused primarily on the maintenance of Putin’s power and wealth. Free, fair, and open elections are a threat to his grip on power and to the enormous wealth he has stolen from Russia’s people. If Putin can demonstrate to the Russian people that elections everywhere are tainted and fraudulent, that liberal democracy is a dysfunctional and dying form of government, then their own system of ‘’sovereign democracy’’—authoritarianism secured by corruption, apathy, and an iron fist—does not look so bad after all. As the National Intelligence Council put it, Putin’s ‘‘amalgam of authoritarianism, corruption, and nationalism represents an alternative to Western liberalism … [which] is synonymous with disorder and moral decay, and pro-democracy movements and electoral experiments are Western plots to weaken traditional bulwarks of order and the Russian state.’’ 43

In dealing with Putin and his regime, the United States and its partners and allies should not assume that they are working with a government that is operating with the best interests of its country in mind. Rather, according to a former British ambassador to Moscow, Putin’s ‘‘overriding aim appears to be to retain power for himself and his associates. He has no perceptible exit strategy.’’ 44 Furthermore, Putin’s regime and most of the Russian people view the history of the late 20th century and early 21st century in a starkly different light than most of the West does. The historical narrative popular in Russia paints this period as one of repeated attempts by the West to undermine and humiliate Russia. In reality, the perceived aggression of the United States and the West against Russia allows Putin to ignore his domestic failures and present himself as the leader of a wartime nation: a ‘‘Fortress Russia.’’ This narrative repeatedly flogs core themes like enemy encirclement, conspiracy, and struggle, and portrays the United States, NATO, and Europe as conspiring to encircle Russia and make it subservient to the West.

As part of this supposed conspiracy, the EU goes after former Soviet lands like Ukraine, and Western spies use civil society groups to meddle in and interfere with Russian affairs.45 A good example of this narrative at work was Putin’s remarks after terrorists attacked a school in Beslan, Russia, in 2004, killing hundreds, many of whom were children. Putin’s response ignored the failure of his own security services, and pointed the finger outward, declaring ‘‘we live in a time that follows the collapse of a vast and great state, a state that, unfortunately, proved unable to survive in a rapidly changing world …. Some would like to tear from us a ‘juicy piece of pie.’ Others help them.’’ 46 Putin’s reaction to that tragic event demonstrates the reasoning behind analysts’ observations that he embodies a ‘‘combustible combination of grievance and insecurity’’ and that ‘‘Russian belligerence is not a sign of resurgence, but of a chronic, debilitating weakness.’’ 47

Despite Russia’s weakness, however, Putin’s regime has developed a formidable set of tools to exert influence abroad. According to a study by The Jamestown Foundation, these tools include ‘‘capturing important sectors of local economies, subverting vulnerable political systems, corrupting national leaders, penetrating key security institutions, undermining national and territorial unity, conducting propaganda offensives through a spectrum of media and social outlets, and deploying a host of other tools to weaken obstinate governments that resist Moscow.’’ 48

On the foreign policy front, Vladimir Putin’s fortunes improved in 2015. His military intervention in Syria reestablished Russia as a geopolitical player in the Middle East. In 2016, the UK voted to leave the European Union and the United States elected Donald Trump, who had warmly praised Putin’s leadership. Pro-Russia candidates won elections in Bulgaria and Moldova. But as Western democracies woke up to the Kremlin’s interference efforts to destabilize democratic processes and international institutions, the pendulum has begun to swing back in defense of democracy. Emmanuel Macron won a resounding victory in France’s presidential elections last spring against a field of candidates with pro-Russian sympathies. In Germany, Putin’s critic Angela Merkel won a plurality of votes in the September elections. And countries throughout Europe, increasingly vigilant, are dedicating increased resources and coordinating efforts to counter Russian malign influence.

Nonetheless, the United States and Europe can and should expect Putin to continue to use all the tools at his disposal to assault democratic institutions and progress around the world, just as he has done so successfully inside Russia over nearly two decades.
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Chapter 2: Manipulation and Repression Inside Russia
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Many of the tactics that Vladimir Putin’s Kremlin has deployed abroad to undermine democracy were first used domestically, and their brazenness and brutality have grown over time. To effectively understand and respond to the Russian government’s malign influence operations around the world, then, requires starting at the Kremlin’s own gates. Within Russia, Putin’s regime has harassed and killed whistleblowers and human rights activists; crafted laws to hamstring democratic institutions; honed and amplified anti-Western propaganda; curbed media that deviate from a pro-government line; beefed up internal security agencies to surveil and harass human rights activists and journalists; directed judicial prosecutions and verdicts; cultivated the loyalties of oligarchs through corrupt handouts; and ordered violent crackdowns against protesters and purported enemies. This laundry list reflects not just governance tactics in the abstract, but tangible, regrettable impacts on lives and prosperity. Some cases in point: an estimated $24 billion dollars has been amassed by Putin’s inner circle through the pilfering of state resources.49 At least 28 journalists have been killed for their reporting inside Russia since Putin took office in December 1999.50 The pro-Putin United Russia party’s hold on seats in the Russian Duma grew to 76 percent in the 2016 elections, and the number of seats currently held by liberal opposition has been reduced to zero.51 This chapter illustrates in more detail the Kremlin’s manipulation and repression within its own borders, later deployed or mimicked abroad, in three areas: ideological, political, and cultural influence; controlling the public narrative; and corrupting economic activity.

In October 2014, Putin’s then-first deputy chief of staff, Vyacheslav Volodin, famously quipped that ‘‘there is no Russia today if there is no Putin.’’ 52 The statement encapsulated a consolidation of power in Russia over nearly 15 years into a ‘‘highly centralized, authoritarian political system dominated by President Vladimir Putin.’’ 53 By equating Putin with the Russian state, Volodin’s assertion—just months after Russia’s invasion of Crimea that brought on international sanctions—linked the fate of the Russian people with Putin’s own. For Putin and his advisors, the move to co-opt the identity of an entire nation was no doubt fueled by his soaring popularity among Russians—from a ‘’slumping’’ 61 percent prior to the Sochi Winter Olympics in February 2014 to above 80 percent in the months after.54 Yet Volodin’s statement also marked a break from the Kremlin’s attempts to maintain a semblance of democratic institutions and processes—it revealed that these institutions and processes, which became increasingly subordinated to the needs and interests of Putin’s ruling clique, now existed only to prop it up.
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