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We dedicate this book to those who died in Tiananmen Square on 
June 4, 1989. In the hope that their sacrifice was not in vain, we have 
written this book to illuminate the challenge to freedom that the Pacific 
Cold War, and the Beijing regime, pose for us and our children.






CHAPTER ONE

THE NEXT WAR
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China? There lies a sleeping giant. Let him sleep! For when he wakes, he will move the world.

NAPOLEON BONAPARTE




IT TOOK HALF A CENTURY FOR THE UNITED STATES to win the first—the European—Cold War. That it did so without having to resort to open warfare with the Soviet Union is a tribute to the fact that neither of the superpowers was compelled by ideology or politics to make that cold war a hot one. The fact that both nations emerged as superpowers at roughly the same time—with the horrors of World War II fresh in their minds—imposed a historic equilibrium that was later reinforced by the threat of mutually assured destruction. China, an emerging superpower, is not governed by that equilibrium. It is now engaged in a second cold war, the Pacific Cold War, with the United States. This war might last as long as the European Cold War—and it is much more likely to turn into a hot one.

Our adversary, China, is either an emerging capitalist colossus with peaceful intentions or the most powerful and dangerous enemy we have faced since the collapse of the Soviet Union. China exhibits two faces to  the world. One can be seen in Major General Zhu Chenghu, a dean at China’s National Defense University. In July 2005, General Chenghu, speaking in the context of a conflict over Taiwan, said that if America interfered militarily in any conflict between Beijing and Taiwan, China would make a nuclear first strike on America. He also declared that China would be prepared to absorb the destruction of most of its cities in a nuclear exchange that would wipe out hundreds of American cities.1 At the opposite pole are the endless professions of peaceful intent that come from China’s leaders, including its president, Hu Jintao.

With nations, as with people, actions are the best barometers of future behavior, and China’s actions demonstrate hostility toward the United States. The Pacific Cold War is being fought from the oil fields of the Middle East, Africa, South America, and the Far East—where China’s presence is growing—to the seas around Taiwan, in diplomatic battles at the United Nations, and in a public propaganda war. China faces no military threats, yet is engaged in a military buildup that is larger and more intense than anything the world has seen since Nazi Germany’s mad dash for arms in the 1930s. It implies a similar momentum toward war. China’s cold war against America will almost certainly become a shooting war within the next ten years.

China pursues war without provocation. America has welcomed China as a trading partner, but we can’t close our eyes to the military threat it poses. It is a threat we must deter if we can and defeat on the battlefield if we must.

What might a war with China look like? That’s what this book is about. Using a series of scenarios, told much like short stories in Chapters Two through Seven, we hope to illustrate how wars with China might break out and be fought based on China’s history, capabilities, and intentions. The crises we portray might happen singly or together, next year or five years from now. But they will, we believe, come to pass—not because they are inevitable, but because China’s chosen route to power leads inexorably to them. If we can explain in vivid terms how  war is likely to occur, perhaps America and its allies can find ways to avoid it through diplomacy, containment, and deterrence.

If war does become reality, it will be because China has chosen, clearly and decisively, to make war on America, its allies, and its interests. It will not be an accident, the result of an economic clash or a misunderstanding—and our diplomatic efforts need to bear that in mind. We believe that China has already decided in favor of war. The challenge for American diplomacy is to reverse that choice, to convince China that a war against America, its allies, or its interests will not be won quickly or decisively by China.

Whatever the precipitating event that triggers war—be it China’s aggression against Taiwan, North Korean proliferation of nuclear weapons, or any one of a host of other possibilities—this war will not wait until the global war against Islamic terrorism is over, until America’s economy is protected from the use of oil as a weapon, or until we decide our own political future in a presidential election. This war will begin when China decides the time for it has come. And unless we are very lucky, very smart, and very resolute in our preparations, it will be as massive in loss of life and economic damage to America and the world as either of the two world wars of the last century.




AMERICA’S NEW PARTNER? 

The Communist Chinese have gauged well how to liberalize the Chinese economy while maintaining Communist control of the government. To quote the Tiananmen Papers: “So long as the[se] demands for acknowledging the Party’s mistakes during Tiananmen continue to be rejected, the Chinese regime is not the liberalizing, corporatist, consultative or ‘soft authoritarian’ system that many in the West make it out to be.... It has learned that many areas of freedom are unthreatening to the monopoly of political power. But the Party also believes it has learned from Tiananmen that democratization is not an irresistible force.”

The New York Times and most of the mainstream media, however, continue to believe that China is liberalizing and intent on improving its ties with the United States. A November 2005 New York Times headline characterized China and America as “Partners, if Not Friends.” That would be news to totalitarian Beijing.

The British magazine the Economist reported, on November 19, 2005, that Hu Jintao, China’s president, “has a favorite phrase these days: ‘harmonious world,’ where countries of different outlooks live together in peace.” But the government-controlled Chinese media “have made it clear that [Hu’s] harmonious world is part-rebuff to American ‘hegemonism’.... The implication is that China, as an emerging power at odds with American ideology, would be a beneficiary of a world order in which American power is constrained.”2


Meanwhile, China is facing enormous challenges at home. These challenges are the flip side of its phenomenal economic growth, which began when it started liberalizing its economy in 1978. And there is no question about how China responds to unrest and instability: China is a police state; it is the world leader in executions; it is the world’s most successful blocker of the Internet; and its leader, Hu Jintao, came up through the Communist Party ranks and cut his teeth on suppressing Tibet (and supported the Tiananmen Square massacre).3


Nationalism is rapidly replacing Mao’s Little Red Book as the popular ideology of the Chinese, and the Beijing regime is inflaming it as a way to enhance the Communist Party’s power and prestige. Nationalism easily leads to war, especially when it is linked to material need—in China’s case, a need for oil.

China is the world’s second-largest consumer and third-largest importer of oil. (It imports about 40 percent of its fossil fuels.)4 As the 2005 Defense Department report on China says:
This dependence on overseas resources and energy supplies, especially oil and natural gas, is playing a role in shaping China’s strategy and policy. Such concerns factor heavily in Beijing’s relations  with Angola, Central Asia, Indonesia, the Middle East (including Iran), Russia, Sudan, and Venezuela—to pursue long-term supply agreements—as well as its relations with countries that sit astride key geostrategic chokepoints—to secure passage. Beijing’s belief that it requires such special relationships in order to assure its energy access could shape its defense strategy and force planning in the future. Indicators of such a shift would include increased investment in a blue-water capable fleet and, potentially, a more activist military presence abroad.5









THE PRAVDA ABOUT THE BEIJING REGIME6 

Today’s China is not the China of classical history. It retains many of ancient China’s characteristics: inventiveness, insular nationalism, and enormous strength. But, unlike the China of the past three thousand years, Hu Jintao’s Communist China is a very modern despotism. Because its government rules by force and not by the consent of the governed, China shares a principal characteristic of every modern dictatorship: it is unstable. It is unstable at the top because it is ruled by a small group that believes its grip on power is always tenuous, regardless of how weak its internal enemies may be or how little threatens them from abroad. It is unstable at the bottom because glimpses of freedom reaching even the remotest villagers sow discontent with the Beijing regime’s oppressions. The People’s Republic of China (PRC) is only slightly smaller geographically than the United States but has more than four times America’s population. Since October 1949, it has been a Communist totalitarian state. And since about 1978, it has been working hard to do what the former Soviet Union couldn’t: make its economy grow (for the benefit of the military) without increasing democracy. China has learned how a totalitarian state can survive—even thrive—in the modern world. Two principal events—the Cultural Revolution of 1966—76 and the Tiananmen Square massacre of 1989—have shaped the Beijing regime’s understanding of politics. In the mid-1960s, fearing a “capitalist”  reformation, Mao launched the Cultural Revolution. Its “Socialist Education Movement” forced intellectuals and scholars to perform manual labor on farms and in factories.7 By 1966, Mao’s socialist offensive turned violent, with party purges and a student army (the Red Guard) that was Maoist the way Hitler’s Brownshirts were fascist. But, unlike the Brownshirts, the Red Guard numbered in the millions. They sought to enforce Mao’s will by intimidation and violence. By 1967, several leaders thought to be disloyal to Mao—including such future regime leaders as Deng Xiaoping—had been purged from public life.8 When Mao died in 1976, so did the Cultural Revolution. But its effect lingers. Deng Xiaoping, having been “rehabilitated,” was—with Mao’s approval—brought back to public life and reinstated as vice premier in April 1973. Deng had evidently learned the lesson Mao’s Cultural Revolution taught: while economic success is essential to national power, the freedom that comes with capitalism cannot be tolerated.

China’s gross domestic product has quadrupled in the last twenty-seven years, but at an enormous environmental cost. China uses coal to produce electricity, so much of its urban environments suffer from high levels of pollution. According to the CIA, China has lost one-fifth of its arable land since 1949 and suffers water shortages, water pollution from dumping untreated wastes, and deforestation.9


China’s leaders, reverting to Communist formula, have slowed the pace of economic reform over the last two years. Facing continued crises in labor, agriculture, and heavy industries, the government of Hu Jintao has stopped privatizing industries and has imposed new controls on foreign investment in the retail markets. In addition, Hu Jintao and Premier Wen Jiabao have, according to the Heritage Foundation’s 2004 Index of Economic Freedom, “ordered the government to bail out state-owned banks burdened with cumbersome non-performing loans.”10 Unemployment in China is steady at almost 10 percent.

Just as before Mao’s Cultural Revolution, China’s experiments with economic freedom have led to political unrest and increasing demands for personal freedom. China blocks freedom of speech on the Internet,  but the profusion of cell phones has enabled the Chinese people—even villagers in remote areas—to communicate relatively freely with one another and to learn about protests against the Beijing regime.

The Chinese Communists do not intend to go the way of the Soviet Union. By early 1989, the Soviet regime was crumbling, and the Berlin Wall came crashing down. As the Beijing Politburo watched its Soviet counterpart begin to topple, it faced an internal crisis of its own. The Tiananmen Square massacre of June 4, 1989, was the culmination of weeks of student demonstrations. The demonstrations began as a tribute to reformer Hu Yaobang, who had died on April 15. Hu had been a protégé of Deng Xiaoping and had risen to power before being “purged” in 1987. His crime was his sympathy for pro-democracy student protests.11 When he died, thousands of students gathered in Tiananmen Square and tried to send representatives to meet with the regime in the Great Hall of the People. They were turned away, but the crowds grew and international news coverage generated a crisis that the Beijing regime believed was a threat to its existence.

As the crowds in the square grew, Li Peng signed an order declaring martial law, citing “an outbreak of grave turmoil in Beijing [that] has disrupted social stability, normal life and public order” on May 20.12 The regime reached a state of near panic when the demonstrators erected their own Statue of Liberty (which they called “Goddess of Liberty”—later renamed “Goddess of Democracy”).13 Party apparatchiks in the State Security Ministry, in a report to the Party Central Committee on June 1, blamed American interference in China’s affairs, singling out the Voice of America radio.14 Demonstrations near Tiananmen Square led to clashes with police. On June 2, China’s leaders decided to clear the square by force. Troops, having been heavily indoctrinated for two weeks to prepare them to kill the students, were ordered in,15 and on June 4 they attacked, killing more than two thousand students and wounding thousands more.16


The day after the massacre, Deng Xiaoping said of the demonstrators, “Even if they’re functioning out of ignorance, they are still participating and must be suppressed. In China, even one million people can be  considered a small sum.”17 Deng is dead, but his legacy is not. Both his immediate successor, Jiang Zemin, and the current president, Hu Jintao, were rising in the Party hierarchy at the time. Neither was of sufficient rank to play a role in ordering the Tiananmen Square massacre,18 but there is no reason to believe that China’s current rulers will react differently than Deng did.

This is especially true of Hu Jintao. Hu is another protégé of Deng Xiaoping. At the time of the Tiananmen Square massacre, Hu Jintao was the Chinese Party secretary—effectively the colonial ruler—of Tibet. He may not have been responsible for the Tiananmen Square massacre, but he was one of the three provincial leaders who announced support for the “Party Center”—for Deng—immediately after the massacre.19


In Tibet, Hu acted brutally in putting down demonstrations. On February 20, 1989, he ordered 1,700 armed police into the Tibetan capital of Lhasa. On March 5, the police opened fire on civilian rioters, killing at least forty. Martial law was declared and China’s armed forces kept the area quiet through the summer of 1989.20


The lessons Beijing learned in Tiananmen Square and Tibet were the same as those taught by Mao in the Cultural Revolution and in Quotations from Chairman Mao, the famous Little Red Book the Red Guards carried as their totem: democracy is not an irresistible force, and power grows from the barrel of a gun. But China’s leaders are worried about the increasing level of unrest in their country.

In July 2005, Public Security Minister Zhou Yongkang said that the number of “mass incidents”—protests and even riots—was rising fast across China.21 As the Washington Post reported, “In 2004, Zhou said, 3.76 million of China’s 1.3 billion people took part in 74,000 such protests, which he said represented a dramatic increase.”22 The Communist regime fears that these protests could threaten its existence.

The regime has other problems as well. The Financial Times reported in September 2005, citing an Organisation for Economic Cooperation and Development (OECD) study, that corruption in China is so severe and widespread that it threatens the country’s economic development and “is becoming a major source of social discontent and poses a threat to the legitimacy of the country’s leaders.”23


According to some experts in the United States government, China’s protests are more than local flare-ups. The “cell phone revolution” has meant that more and more protests are organized across geographic borders. Recent protests about water pollution and the SARS virus were organized by village elders in different provinces. The question for the Beijing regime is whether such protests are a greater threat than were the protests at Tiananmen Square.

Many China policy experts believe the threat to the Beijing regime is substantial, but the Communist Party is so well entrenched, and its power to crush protests so well organized and brutal, that a national revolution has to be considered extremely unlikely. Beijing’s strategy for defusing protests includes “protest villages” outside the center city where protesters can present their petitions to the government, coupled with prison camps for recalcitrant political activists. Beijing outlawed torture in 1996 but, according to a December 2005 report by Manfred Nowak, the United Nations’ special “rapporteur” on torture, Beijing’s use of it is still “widespread” in Chinese detention centers.24 Nowak’s report cited the use of “electric shock batons, cigarette burns and submersion in pits of water or sewage.” He also raised the problem of psychological torture, “which he said was designed to alter the personality of detainees.”25


Still, there is one growing social problem—a demographic imbalance—that could explode the regime’s grip on power. The Chinese call it guang gun, “bare branches.” We know it as China’s one-child policy, a law that limits every couple to one child. Because Chinese society strongly favors male children, China now has about twenty-three million more young men than young women.26 That’s a tiny fraction of China’s population now, but the number will grow, and with it the possibility of severe social dislocation. China is taking a great many of its poor, unmarried young men into its People’s Liberation Army and People’s Armed Police27 and it is all too easy to imagine the government diverting their passions to war.

Academics and foreign policy analysts increasingly describe China as a “peer competitor” of America. By that they mean that China’s economic power—reflected in its huge trade imbalance with America, its appetite for oil, and its challenge to us on many economic fronts—makes China our near equal. That may be true economically, but the “peer competitor” label implies both peaceful intent and alignment with Western values. More accurately, China is a “peer antagonist.”

For all the hopeful rhetoric in diplomatic and media circles, China is a totalitarian state, governed by a man Parade magazine included in its list of the world’s ten worst dictators in 2005: Hu Jintao.28 Parade’s one-paragraph summary of China is a model of clarity and realism:
Despite China’s economic liberalization, President Hu Jintao’s government remains one of the most repressive. Some 250,000 Chinese are serving sentences in “re-education and labor camps.” China executes more people than all other nations combined, often for nonviolent crimes. The death penalty can be given for burglary, embezzlement, counterfeiting, bribery or killing a panda. Hu’s government controls all media and Internet use. Defense lawyers who argue too vigorously for clients’ rights may be disbarred or imprisoned. And if minorities (such as Tibetans) speak out for autonomy, they’re labeled “terrorists,” imprisoned and tortured.29






So long as the Beijing regime is in power, China can never be anything other than America’s adversary.

As such, China will try to increase the number of America’s enemies and decrease the number of America’s friends. China is doing this with special aggressiveness in Latin America (including oil-rich Venezuela and, more recently, Bolivia) and in Africa. But the policy is also obvious in China’s continued friendliness with such state sponsors of terrorism as Cuba, Iran, North Korea (a Chinese client state), Sudan, and Syria.30


In Africa, China has become increasingly involved in Angola, which pumps almost a million barrels of oil a day for export. In 2005, the  Angolan oil minister bragged that his nation would soon have three million Chinese workers helping build the economy. In Zimbabwe, China funnels financial and technical aid to Robert Mugabe’s kleptocracy and sells the government weapons. In Sudan, China works to achieve friendly relations with yet another source of Islamic terrorism.

China also indulges an enormous appetite for modern military weapon systems. It spends billions a year on the most modern aircraft, missiles, submarines, and electronics that it can obtain. And what China can’t buy, it steals through its enormous espionage campaign against the United States.

In 1999, a U.S. House of Representatives select committee, chaired by Republican Chris Cox of California, issued a report31 on the widespread—and highly successful—Chinese espionage campaign directed at America’s defense systems. It found that the Chinese had stolen the designs for at least seven of our most advanced nuclear weapons (including the so-called neutron bomb), as well as designs for combat aircraft, satellites, anti-satellite weapons, and high-powered computers used in the design and development of virtually all advanced weapons. These stolen technologies are now the foci of China’s military buildup. And the espionage continues.

On November 5, 2005, the Washington Times reported the arrest of four accused Beijing spies in what will likely prove to be “among the most damaging spy cases since [1985].” According to the Times report, this spy ring is believed to have operated
since 1990 and has funneled technology and military secrets to China in the form of documents and computer disks... [containing] sensitive data on Aegis battle management systems that are the core of U.S. Navy destroyers and cruisers. China covertly obtained the Aegis technology and earlier this year deployed its first Aegis warship, code-named Magic Shield.... The Chinese also obtained sensitive data on U.S. submarines, including classified details related to the new Virginia-class attack submarines. Officials  said based on a preliminary assessment, China now will be able to track U.S. submarines, a compromise that potentially could be devastating if the United States enters a conflict with China in defending Taiwan.32






China’s appetite—and the billions of dollars it represents to the arms merchants of Old Europe—resulted, in 2005, in the harshest diplomatic exchanges between America and Europe in decades. All that thwarts China’s ability to buy high-tech arms from Europe is America. Europe is quite willing to lift the West’s post ‒ Tiananmen Square arms embargo against China. But the United States has, so far, successfully blocked such proposals.

China, however, is still in the market—and Israel is China’s second choice for high-tech weapons and electronic systems. The result has been enormous friction between the United States and Israel. American diplomats and defense officials have intervened forcefully to prevent Israel from selling China advanced radar systems. Israel has since promised to discontinue all sales of advanced weapons to China that America doesn’t approve, but America’s trust in the Israeli-American relationship remains damaged. Europe and Israel seem eager to turn a blind eye to the reasons for China’s military buildup. But we cannot.

China, like the old Soviet Union, develops many of its weapon systems under a blanket of secrecy that we frequently fail to penetrate. In recent years, it has rolled out “several new weapon systems whose development was not previously known in the West.”33


China diverges from the Soviet model in one very important and dangerous way. Joseph Stalin is reputed to have said, “Quantity has a quality all its own.” China’s post-revolution army of the 1950s followed Stalin’s advice. But since the 1980s—and with increasing speed—China’s military has been trading size for modernity and lethality. The Soviets tried to do the same but failed because they could not afford the expense. China, with its burgeoning export of low-cost products to America and Western Europe, can.

Since 1985, China has reduced the size of its military forces, mainly its army, from about 4.2 million men to the present strength of about 2.3 million active-duty troops. China has learned—from watching the American military—the importance of high-tech weapons, network-centric warfare, and “jointness.”

“Jointness”—an awkward word even by U.S. government standards—really means focusing on cooperation and interoperability between services. The Chinese substituted the word “reorganization” for “jointness,” but the idea is the same. In 1999, two active-duty Chinese colonels, Qiao Liang and Wang Xiangsui, wrote, in light of America’s “jointness” reforms, “Any country which hopes to win a war in the twenty-first century must inevitably face the option of either ‘reorganizing’ or being defeated. There is no other way.”34


By 2003, America had taken the concept of “jointness” to another level: what military professionals now call “network-centric warfare,” often shortened to net-centric warfare. In net-centric warfare, everyone from the soldier in the remotest corner of the battlefield to the Joint Chiefs of Staff in the Pentagon is linked, in real time, by a network of computers and communication interfaces that multiply military effectiveness. It’s best explained by the example of one of its parts: the “JSTARS” aircraft. Calling it a “spy plane,” as one commentator did, is like calling an Olympic decathlete a “runner.”

JSTARS—the Joint Surveillance Target Attack Radar System aircraft (a much-modified Boeing 707)—combines many sensors, including radars, computers, and communications, to provide a true “battle management system.” Combatant commanders use it to identify and track friendly and enemy forces on the ground, on the water, and in the air. It gives them a real-time three-dimensional picture of what used to be called the “battlefield” and is now more aptly called the “battlespace.” Net-centric warfare boils down to information sharing. As practiced by the American military, it means that communication, decision making, and shared awareness of the military situation among troops and commanders result in better and quicker collaboration in accomplishing the mission.  The Chinese are studying net-centric warfare as assiduously as Americans are evolving and practicing it.

In an assessment of Operation Iraqi Freedom, the campaign that ousted Saddam Hussein’s regime, the PLA deputy chief of general staff, General Xiong Guangkai, made several observations, among them:

[image: 026] “U.S. armed forces are ever smaller in number but ever more highly trained, are of a lighter type, and have an ever higher mobility.”


[image: 026] “U.S. troops used as many as ninety military satellites, which provided continuous intelligence information and played a most important role in directing the war, especially in launching accurate attacks.”


[image: 026] “The U.S. and British allied forces gave full expression to the joint warfare theory [and] had all their arms and services... coordinate their actions in all directions and at all times to achieve rapid dominance on the battlefield, and their actions included air strikes, ground attacks, sea-based missile launches, satellites and information warfare.”35 





In the 1990s, Chinese military doctrine focused on fighting “local wars under high-tech conditions.” In 2004, having digested the lessons of Iraq, a Chinese Defense White Paper described Chinese military doctrine in terms only a bureaucrat could love: “local wars under the condition of informationalization.”36 It is clear that the “condition of informationalization” is China’s catchphrase for net-centric and high-tech warfare.37


In a 2005 press conference, before he became chairman of the Joint Chiefs of Staff, Marine general Peter Pace said, “You judge military threat in two ways: one, capacity, and two, intent....There are lots of countries in the world that have the capacity to wage war. Very few have the intent to do so. And, clearly, we have a complex but good relationship with China. So there’s absolutely no reason for us to believe there’s any intent on their part.”38


But Pace, speaking diplomatically, could hardly have said otherwise. If he had, his statement would have been tantamount to predicting a Sino-American war. Pentagon leaders are very uncomfortable with China’s military buildup because in the context of China’s wealth and might it is inconsistent with peaceful intent. As Pace’s boss, Defense Secretary Donald Rumsfeld, said in a June 4, 2005, speech delivered in Singapore:
A candid discussion of China, however, cannot neglect to mention areas of concern to the region. The U.S. Congress requires that the U.S. Department of Defense report annually on China’s perceived military strategy and its military modernization. The department’s 2005 report is scheduled to be released soon.

Among other things, the report concludes that China’s defense expenditures are much higher than Chinese officials have published. It is estimated that China’s is the third-largest military budget in the world, and clearly the largest in Asia.

China appears to be expanding its missile forces, allowing them to reach targets in many areas of the world, not just the Pacific region, while also expanding its missile capabilities within this region. China also is improving its ability to project power, and developing advanced systems of military technology.

Since no nation threatens China, one must wonder: Why this growing investment? Why these continuing large and expanding arms purchases? Why these continuing robust deployments?39






The answers to Rumsfeld’s questions reveal China’s intent to use its rapidly growing capabilities. According to Chen Yonglin, a recent defector who worked at the Chinese foreign ministry, the Communist regime now speaks of creating a “Greater Neighboring Region,”40 which sounds uncomfortably like Imperial Japan’s “Greater East Asia Co-Prosperity Sphere.” Japan conquered Korea, Taiwan, Indochina, the Philippines, Malaysia, Indonesia, and Manchuria as part of this “Greater East Asia  Co-Prosperity Sphere,” and fought China, Britain, India, Australia, and the United States. Does China plan similar aggression? It plainly intends to swallow Taiwan, and it is ramping up nationalist hatred of Japan, not only for its brutal conduct in World War II, but also in diplomatic disputes over oil and gas rights in the South and East China seas. China ignores Japanese claims to gas reserves close to Japan’s home islands and parades its military might with increasing frequency in those waters.41





WHAT CHINA IS SPENDING 

Another way to measure China’s intent is to look at its defense budgets. According to our best estimates, the PRC’s defense budget in 2005 was about $90 billion, and in 2006 will be about $100 billion. That equaled, in 2005, 7.5 percent of China’s $1.2 trillion gross domestic product, more than double the percentage America spends on defense. At that spending level, China has the third-largest military budget in the world, behind only the United States and Russia.42 And that is lowballing Chinese expenditures, because a dollar buys more in China than it does in the United States. Even allowing that half of China’s military expenditures might be spent abroad, we can reasonably assume that in terms of what economists call “purchasing power parity,” the Chinese military budget for 2005 is closer to $150 billion. And what is China buying? The answer is telling: a mix of weapons, a major portion of which cannot be labeled defensive. They fall into five major categories.


SPACE AND COUNTER-SPACE 

Deploying anti-satellite weapons is one of China’s highest military priorities. Why? Because satellites are the foundation of America’s battle-space superiority. They enable commanders to communicate with ground, sea, and air forces, and for those forces to talk to each other. They give “smart bombs” the precise navigational and positioning information that makes them smart. They tell soldiers and airmen where they are and give rapid and accurate reconnaissance of both friend and foe.  American military leaders don’t take these things for granted. In fact, losing our satellites to enemy action is one of their gravest concerns.

There are hundreds upon hundreds of satellites in orbit, so the first step, if you want an anti-satellite capability, is to develop a targeting mechanism. To that end, China is building a satellite tracking and identification network. It already has the ability, as do America and Russia, to destroy enemy satellites by launching a nuclear weapon and detonating it near the target. But that is a confessedly crude system, and China, unlike America, isn’t stopping there.

China is developing and may have already tested ground-based lasers to “blind” or even destroy satellites instantly.43 In addition, China is developing small, lightweight “microsatellites” that can be prepared and launched quickly. Though the microsatellites launched so far are not believed to have offensive capability, others could be armed with a variety of anti-satellite weapons. Moreover, these non-offensive microsatellites could replace Chinese or Russian satellites accidentally destroyed in a nuclear space strike against U.S. satellites. There is no reason for China to develop anti-satellite weapons except to attack. China knows our satellites are large and expensive. They cannot be readily stockpiled.


COMPUTER NETWORK OPERATIONS 

In their 1999 book, Unrestricted Warfare, Qiao Liang and Wang Xiangsui set forth in considerable detail how a war might be won without a shot being fired:
[I]f the attacking side secretly musters large amounts of capital without the enemy nation being aware... and launches a sneak attack against its financial markets, then after causing a financial crisis, buries a computer virus and hacker detachment in the opponent’s computer system in advance, while at the same time carrying out a network attack against the enemy so that the civilian electricity network, traffic dispatching network, telephone communications network and  mass media network are completely paralyzed, this will cause the enemy nation to fall into social panic, street riots and a political crisis. There is finally the forceful bearing down by the army, and military means are utilized in gradual stages until the enemy is forced to sign a dishonorable peace treaty.44






Though derided by some analysts as a theoretical exercise, Qiao and Wang’s book appears to be a blueprint for China’s current development of precisely this kind of warfare in the years since the book was published. According to the Defense Department’s 2005 report:
China’s computer network operations (CNO) include computer network attack, computer network defense, and computer network exploitation. The PLA sees CNO as critical to seize the initiative and “electromagnetic dominance” early in a conflict, and as a force multiplier. Although there is no evidence of a formal Chinese CNO doctrine, Chinese theorists have coined the term “Integrated Network Electronic Warfare” to describe the Chinese approach. This concept outlines the integrated use of electronic warfare, CNO, and limited kinetic strikes against key C4 nodes to disrupt the enemy’s battlefield network information systems. The PLA has likely established information warfare units to develop viruses to attack enemy computer systems and networks, and tactics to protect friendly computer systems and networks. The PLA has increased the role of CNO in its military exercises. Although initial training efforts focused on increasing the PLA’s proficiency in defensive measures, recent exercises have incorporated offensive operations, primarily as first strikes against enemy networks.45
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