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For Lisa





‘No’, said the priest, ‘you don’t need to accept everything as true, you only have to accept it as necessary.’ ‘Depressing view’, said K. ‘The lie made into the rule of the world.’


The Trial, Franz Kafka


Nothing is more dangerous to a state than a political police force and an intelligence service which goes off the deep end at the slightest sign of crisis.


Sir Basil Thomson, Director of Intelligence,
Home Office, 1919–21


When you chop wood, the splinters fly.


Czech proverb
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THE COVERT ART OF WAR




What baseness would you not commit


To stamp out baseness?


If you could change the world


What would you be too good for?


Sink in the mire


Embrace the butcher but


Change the world


It needs it


The Measures Taken by Bertolt Brecht





IT IS MIDNIGHT ON 17 MARCH 1999, and the stern-faced newscaster on the Russian state TV channel, RTR, suddenly makes a dramatic announcement. The next item – entitled ‘Three in a Bed’ – is not appropriate for viewers under the age of eighteen. The grainy black-and-white video depicts a middle-aged man frolicking on a bed with two naked, dark-haired younger women in a lavishly decorated flat in Moscow’s Polyanka Street. The man in the flickering video, although difficult to identify, appears to be Yuri Skuratov, Russia’s powerful prosecutor general.


The late-night broadcast was the culmination of an epic power struggle between Skuratov and the Kremlin. Six months earlier the prosecutor general had opened an investigation into allegations of serious wrongdoing by the daughter of President Yeltsin and two of his deputy prime ministers. In late 1998 Skuratov filed a lawsuit against the Yeltsin administration, alleging that one of its most senior officials had been paid an estimated $60 million in bribes to obtain lucrative construction contracts, including for renovations in the Kremlin.


As the evidence of corruption mounted, the Federal Security Service (FSB), Russia’s most powerful intelligence agency, intervened and in January 1999 handed the video to the president’s chief of staff, Nikolay Bordyuzha, a former KGB officer. A few days later Skuratov was summoned to the Kremlin and the chief of staff played him the murky footage, implied that it could become public and asked him to resign. Even though he strongly suspected the video was a fake, the prosecutor agreed to step down.1


But then Skuratov changed his mind, returned to work and decided to fight back, especially as it was unclear whether the naked man really was him. He knew that his resignation needed to be ratified by the Upper Chamber of Parliament. These were the days when the Russian parliament was an independent body and not simply an adjunct to the Kremlin. They asked the prosecutor to testify about corruption in Yeltsin’s inner circle.


The night before Skuratov’s appearance before the Russian parliament, the infamous video was again broadcast on RTR. The prosecutor refused to resign and the Russian parliament’s upper chamber supported him. And so RTR decided to show the tape yet again, this time on the programme hosted by the notorious and popular media hit man Sergei Dorenko, who announced that Skuratov’s behaviour would make it harder for Russian parents to bring up their children patriotically. ‘After all, this was the prosecutor general, not Mick Jagger who can run around the beach with a naked behind’, shouted Dorenko.2


The involvement of intelligence agents in the smear operation was revealed when a photograph was published of a high-ranking FSB officer delivering the video to the RTR offices in Moscow. Soon afterwards, on 7 April 1999, that mysterious FSB officer held a dramatic and unusual live press conference: ‘The initial evaluation of the video tape indicates that it is genuine’, said the spy, with no expression in his voice or face. ‘The man who looked like Skuratov was indeed Skuratov. He must retire and there must be a more robust inquiry into this affair.’ That senior FSB officer was Vladimir Putin.


Putin then announced that Skuratov was under criminal investigation by his own office. The next day Yeltsin signed a decree suspending the prosecutor until the probe was complete. Skuratov’s telephone lines were cut, his office sealed, his bodyguards replaced and he was banned from entering his former workplace and any government building.3


The power struggle between Putin – backed by the Kremlin – and Skuratov continued for several months until the prosecutor reluctantly resigned. The involvement of the two young prostitutes unquestionably ended Skuratov’s career – but no one knew who paid them. One of the girls said that she and a colleague charged $500 per sex session and they had earned $50,000 over the previous eighteen months from entertaining the prosecutor.


Putin’s use of this crude Kompromat video resulted in his rise to power. As a result of Skuratov’s demise, Putin’s main presidential rival – Yevgeny Primakov – was severely damaged, because he had been the prosecutor’s political patron. Primakov had been often and openly referred to by Yeltsin as his successor and now he was compromised by his association with the man in the sex video. Putin had protected Yeltsin, who paid him back handsomely by backing his presidential bid. And when he entered the Kremlin, Putin repaid his gratitude by granting all members of Yeltsin’s family immunity from criminal prosecution.4 But if it were not for the honey trap and the video, Putin may have never become president of Russia.


The smearing of Skuratov was a classic FSB tactic, inherited from its predecessor, the KGB. The video had been made nearly a year before being shown to the prosecutor and months before he launched the corruption investigation. It was stored away to be used at an opportune moment as blackmail, by threatening public disclosure. Moreover, it emerged that the prostitutes had been hired by a third party. And so the FSB Kompromat operation was akin to a trawler, gathering anything and everything in its path, just in case the netted fish produce something incriminating against a potential target.5 This cannot be dismissed as a one-off incident, for it encapsulated the most important secret weapon in the intelligence war against the West for the past hundred years and can be summed up by one Russian word – ‘zapachkat’. It means ‘to besmirch’ or ‘make someone dirty’ and it has been a crucial component of advancing Russia’s interests and foreign policy right up until the war in Ukraine in 2022.


For Putin, then director of the FSB, zapachkat and covert operations to destabilise the West have been a key component of his foreign policy. After all, he had been a KGB officer between 1975 and 1991, and was acutely aware of the power of the security services. ‘What amazed me most of all was how one man’s effort could achieve what whole armies could not’, Putin said later. ‘One spy could decide the fate of thousands of people.’6 He may as well have been quoting Sun Tzu (often cited by former KGB officers as an inspiration), who wrote in The Art of War: ‘The skilful leader subdues the enemy’s troops without any fighting. He overthrows their kingdom without lengthy operations in the field.’7


Putin had joined the KGB after reading espionage novels about its heroic exploits against the Nazis during the Second World War and watching films like The Sword and the Shield, a title drawn from the secret service emblem. The inconspicuous Putin was perfect spy material. His first posting was in St Petersburg, where for nine years, according to former KGB officer Oleg Kalugin, he ‘harassed dissidents and ordinary citizens and hunted futilely for spies’.8 In 1985 Putin was transferred to Dresden, East Germany, where he served in the First Chief Directorate (foreign intelligence). Using a cover as a translator, he recruited informants, procured intelligence and sent reports to Moscow. Much of his work involved mundane paperwork, but he did oversee Soviet illegal spies working without diplomatic cover.9 An insight into Putin’s pedantic, ascetic personality emerged when he visited East German breweries. ‘I would order a three-litre keg’, he recalled. ‘You pour the beer into the keg, you add a spigot and you drink straight from the barrel. So I had 3.8 liters of beer every week. And my job was only two steps from my house, so I didn’t work off the extra calories.’ But he is remembered as a tough and relentless negotiator. The goal, Putin said, was to uncover information about the ‘main opponent’ (NATO).10 ‘What I was doing, which was my speciality, was political intelligence’, he said. ‘I was engaged and researched in international politics and I never regretted working with the external intelligence department of the Soviet Union.’11


Oleg Kalugin and former Stasi chief Markus Wolf are disparaging about Putin’s intelligence career and argue that his espionage activities were limited to assessing unimportant reports from informants about foreign visitors. His work may have been dull but his KGB career influenced his mindset towards the West and the use of intelligence. ‘A few years ago we succumbed to the illusion that we don’t have enemies and we have paid dearly for that’, he later told the FSB.12 But there is an intriguing sub-plot to his career in the secret world. Catherine Belton, author of the authoritative Putin’s People, argues that Putin has deliberately downplayed his role as a cover for more sinister operations. She documents how the Russian president was involved in coordinating the support for the left-wing terrorist Red Army Faction, whose members frequently hid in East Germany.13


As a KGB lieutenant colonel, Putin was expected to spend 25% of his time conceiving and implementing what the KGB called ‘active measures’ – political warfare as a tool of foreign policy. This involved covert operations to influence and destabilise NATO, especially the USA and the UK, by the use of disinformation, forgery, paying agents of influence, honey trapping, secret placement of media stories and setting up front organisations.


The collapse of the Soviet Union and the fall of the Berlin Wall in 1989 devastated Putin. His final days in Dresden left a lasting impression on the young spy. On 5 December 1989, a crowd of demonstrators surrounded the local KGB headquarters and Putin confronted them. ‘Don’t try to force yourself into this property’, he told them. ‘My comrades are armed and authorised to use their weapons in an emergency.’ The group withdrew but an agitated Putin telephoned the headquarters of a Red Army tank division to ask for protection. The answer was a life-changing shock: ‘We cannot do anything without orders from Moscow and Moscow is silent.’14


Confounded, Putin spent his final days of the Cold War destroying documents. ‘I personally burned a huge amount of material’, he recalled. ‘We burnt so much stuff that the furnace burst. We burned items night and day. All the most valuable items were hauled away to Moscow.’ Crowds demonstrated outside the KGB outpost. ‘Those crowds were a serious threat’, Putin added. ‘We had documents in the building. And nobody lifted a finger to protect us… I got the feeling then that the country no longer existed.’15 The phrase ‘Moscow is silent’ haunted Putin for decades afterwards. Political elites could be supplanted. Regimes could be overthrown. The security of the state could be dismantled.


On entering the Kremlin in late 1999 as acting president, following Yeltsin’s resignation, Putin systematically restored the KGB to control all levers of political and financial power. A few days after becoming acting president, Putin visited KGB headquarters and addressed 300 intelligence officers. ‘A group of FSB operatives, dispatched under cover to work in the government of the Russian Federation is successfully fulfilling its task’, he joked. ‘Instruction number one of the attaining of full power [by the KGB] has been completed.’16 But the reality was deadly serious. He swiftly installed former KGB veterans into all areas of Russian life. Known as the ‘siloviki’ (power guys), they controlled the key government ministries, law enforcement agencies and state owned companies. A research report in 2006 found that 78% of the Russian elite had ties to the security services.17 These people represented a psychologically homogenous group, ultra-loyal to roots traced back to the Soviet political police. Putin had created a neo-KGB state and he articulated this reality six months after becoming president, when he was asked questions about a former KGB officer. ‘There is no such thing as a former KGB man’, he replied.


The use of active measures by Russian spies has also been revived as an insidious weapon of foreign policy, notably in Ukraine in 2014 and 2022. Putin does not regard war and politics as separate spheres. He rejects the West’s notion that the world fluctuates between conflict and peace. Instead, he adheres to the view of General von Clausewitz (incidentally much read by KGB officers) that war is simply a continuation of politics by other means – sometimes military like the invasion of Ukraine but usually clandestine intelligence operations against adversaries. But active measures are more pervasive than mere propaganda. For the KGB and the FSB, political warfare involves covert funding of politicians, disinformation and recruiting agents.


The aim is to exert influence by any means possible in order to curry favour, negotiate diplomatic and military outcomes and manipulate public opinion. And then there are the dirty tricks – forged documents, doctored photographs, blurry videos of illicit liaisons with prostitutes hired by the secret state, planted drugs, assassination, smears using black propaganda techniques via covert front groups and blackmail.


But Kompromat contains an extra dimension: it is not always used and is instead dangled in front of an official, who then faces perennial uncertainty about his or her status – frightened that such information could be used to destroy their career, even if it is false. ‘If everyone sees potential land mines everywhere, it dramatically increases the price for anybody stepping out of line’, said the Russian academic Alena Ledeneva. ‘It is the fear that generates the vulnerability and the willingness to work for a hostile state like Russia and how far they will go.’18


Such malign tactics are not relics of the Cold War but alive and flourishing in Putin’s Russia. They are enabled and expanded by technology and adapted for a globalised world. Their modern incarnations are much more terrifying, with far greater range, speed and impact via the internet, and so they are able to influence popular and elite opinion on a frightening scale.19 As the intelligence expert and author Edward Lucas noted: ‘Russia’s spymasters are now using not only old tools against us, but also new ones of which their Soviet-era predecessors could only have dreamed.’20


Today the KGB no longer exists but its legacy operationally lives on in the FSB and the GRU, Russia’s military intelligence agency and successor to the KGB. The only real difference is the technology that enhances the methodology. The ghost of the KGB’s past not only lingers but haunts – state-sponsored assassination of dissidents (Alexander Litvinenko), persecution of dissidents (Alexei Navalny), disinformation (social media), honey trapping (Anna Chapman), secret illegal surveillance (hacking of emails) and subverting democracy (2016 US presidential election). Russia may no longer be a Communist regime, but it remains an authoritarian superpower governed by a former KGB spy who is surrounded by former KGB officers determined to restore the Soviet Union and cash in on its oil and gas resources.


Western intelligence agencies also implemented some of these measures. During the Cold War the CIA was actively engaged in regime change and orchestrating coups, notably Iran in 1953, Guatemala in 1954, Cuba in 1961 and Chile in 1973. America’s spies also secretly owned and funded news outlets around the world and recruited journalists as agents of influence. And Radio Free Europe, a CIA-funded station, often deployed disinformation in Eastern Europe. But America’s worst excesses in political warfare were eventually curtailed by the checks and balances imposed by its legal and political system. The Soviet agencies were untroubled by such unwanted and troublesome interventions. ‘The problem is that you can’t do to them [Russia] what they do to you’, remarked Estonia’s president, Toomas Hendrik Ilves, after his country was cyber-attacked by Russia in 2007. ‘You can’t disrupt their elections, particularly since they are already decided.’21


This lack of accountability – especially in Putin’s Russia – has enabled the KGB and the FSB to implement such covert active measures and influence operations without any fear of repercussions. On an official level, the FSB – like its predecessor the KGB – is a state within a state, immune from any accountability, and so can run amok. Now it has become the state. In their seminal book on the Russian secret state, The New Nobility, Andrei Soldatov and Irina Borogan liken the FSB to the Mukhabarat religious police in Saudi Arabia – impenetrable, ruthless and brutal: ‘The intelligence bureaucracy considers itself above criticism, impervious to the demands of democracy.’22 And in this system zapachkat in Russia and abroad is crucial and encouraged. It is the weapon by which power and influence is exerted.


Throughout the Cold War the KGB was used as a ruthless instrument of that power rather than a mere intelligence-gathering agency. The covert operations selected in this book unveil the hidden hands of Russia’s dealings with the West: the use of espionage for manipulating opinion, for influence and ultimately for military and political power, which clearly resonates well into the twenty-first century.


Political Warfare


Political warfare – the use of covert operations to influence and subvert events in foreign countries – has been an instrument of foreign policy for centuries. In The Art of War, Sun Tzu, writing in the fifth century BC, stressed the importance of undermining the enemy’s will through the use of secret agents who can ‘create cleavages between the sovereign and his ministers’ and ‘leak information which is actually false’.23 And the ancient Indian treatise Artha-shastra provides detailed advice on how to destroy the morale of political enemies by spreading false rumours and engaging in political intrigue.24


In Russia, the ruthless use of a secret police force was integral to the political culture of dictatorship. ‘From the very first ghastly dawn of her existence as a State, she [Russia] had to breathe the atmosphere of despotism; she found nothing but the arbitrary will of an obscure autocrat at the beginning and end of her organisation’, wrote Joseph Conrad in his essay ‘Autocracy and War’. ‘Autocracy has moulded her institutions and with the poison of slavery drugged the national temperament into the apathy of a hopeless fatalism.’25


The roots of the KGB can be traced back to the tsar’s secret police force of the sixteenth century, confided Dick White, former head of both MI5 and MI6, to fellow intelligence officers during the Cold War.26 Known as the Oprichniki (‘the thing apart’), it was set up by Ivan the Terrible, the first tsar of Russia, as an instrument to enforce autocratic rule in certain wealthy areas and detect subversion. As in Stalin’s Russia, most of the treason that it swept away existed only in the mind of the Oprichniki and its ruler. Its victims included whole cities. Ivan himself oscillated between periods of sadism and prayer and repentance, and after a seven-year reign of terror the Oprichniki was disbanded.27


The next political police force was Peter the Great’s Preobrazhensky Prikaz, at the end of the seventeenth century. Those who perished in its torture chambers ranged from nobles who had tried to evade state service to drunks who had dared to make jokes about the tsar. Peter the Great is remembered as the pioneering moderniser of the Russian state but he used his spy agency as a weapon of fearsome cruelty. Yet today he is revered, not least by Putin who installed a towering bronze of the visionary tsar, which looms over his ceremonial desk in the cabinet room. ‘He will live’, declared the Russian president, ‘as long as his cause is alive.’28 And during the Ukraine war, Putin has likened himself to Peter the Great, equating Russia’s invasion with the tsar’s expansionist wars.


After the Napoleonic wars, a new agency was formed in 1826. Known as ‘The Third Section’, it sought to distance itself from its predecessors and grandly referred to itself as ‘the moral physician’ of the nation. Instead, the Third Section was tasked with monitoring and crushing political dissent and operated in tandem with thousands of police officers and innumerable paid informers. Its surveillance reports on Russia’s citizens were then distributed to the tsarist regime. ‘Public opinion’, declared the Third Section’s Count Alexander von Benckendorff, ‘is for the government what a topographical map is for an army command in time of war.’29


Throughout the nineteenth century, political activity was criminalised and in 1845 Tsar Nicholas issued a law which laid down draconian penalties for all ‘persons guilty…who aroused disrespect for Sovereign Authority’. Dissidents were deported in marching convoys to a bitterly cold exile in Siberia, based on Third Section investigations. Many were raped, trafficked and flogged, or died from malnutrition. But after the fatal stabbing of the Third Section’s chief in 1878, a new state security apparatus named the Okhrana was instituted to eradicate political activity. Opponents of the tsar were executed and Okhrana officers were empowered to imprison and exile suspects on their own authority. The Okhrana was a law unto itself. An elite within an elite. ‘Every country has its own constitution’, a prominent Russian remarked to the German diplomat George Munster at the time. ‘Ours is absolutism, moderated by assassination.’30


By 1908 Lenin had developed new underground networks, which sought to overthrow tsarist absolutism by organising workers into a mass movement that was too populous for Okhrana repression. But the tsar’s secret agents continued to penetrate the revolutionaries, report on their plans and remit secret material. Their foreign agency – based in Paris – kept the Bolshevik insurrectionists under trans-European surveillance, notably by bribing concierges in hotels. To counter the Okhrana’s highly paid informants, the insurgents held clandestine meetings and were adept at writing secret letters which were sewn into the lining of clothes, but only on linen because it did not rustle loudly if a courier was searched.31


The overthrow of the tsarist autocracy in 1917 was achieved by peasant discontent and brutality. ‘How can you make a revolution without firing squads?’, asked Lenin at the time. ‘Do you really believe that we can be victorious without the very cruellest revolutionary terror?’32 Soon he instituted ‘People’s Courts’, which were mob trials in which barely literate judges ruled on cases based on ‘revolutionary justice’. But the Bolshevik seizure of power also relied on propaganda, political influence techniques and covert operations. ‘We must be ready to employ trickery, deceit, law-breaking and withholding and concealing the truth’, declared Lenin. ‘There are no morals in politics. There is only expedience.’33


The Bolsheviks’ first intelligence agency was formed on 20 December 1917, with the ostensible mission of defending the revolution against its enemies. Known as the Cheka, it deployed agents provocateurs to identify political opponents. But its methods went beyond intelligence-gathering. In reality it was a terrorist organisation committed to the extermination of all Communist opponents.


The Cheka received authority from Lenin to execute or sentence suspects at will. He sent telegrams to officers commanding them to employ ‘mass terror’ against ‘bourgeois vermin’.34 And so they liquidated, tortured and exiled what they called counter-revolutionaries and conspirators, who were inevitably accused of being foreign agents. As the Cheka founder Felix Dzerzhinsky declared in 1918: ‘We stand for organised terror… The Cheka is not a court… The Cheka is obliged to defend the Revolution and conquer the enemy even if its sword does by chance sometimes fall upon the heads of the innocent.’35 And as the historian Richard Davenport-Hines wrote: ‘The Chekists of the 1920s believed themselves superior to bourgeois scruples about guilt and innocence or truth and lies.’36


The Cheka also set up the Secret Political Department for surveillance of the population and a foreign unit to gather intelligence on political enemies and discredit anti-Communist émigrés, using undercover agents, notably in Paris and Vienna. ‘There is no sphere of our life where the Cheka does not have its eagle eye’, said a Chekist leader in November 1918.37 The atrocities perpetrated by the new secret police included mass executions. But the Cheka was lauded by the Soviet leadership. ‘Every Bolshevist should make himself a Chekist’, said Lenin. ‘The Cheka is indispensable.’38 In effect, every Communist was given a mandate to spy, falsify documents and kill.


For Russian spies, the Cheka symbolised a badge of honour, not shame. Its emblems of a shield to defend the revolution and a sword to smite its foes were later used as the insignia of its ultimate successor agency, the KGB. And until the disbandment of the KGB in 1991 many of its officers, including Putin, boasted of their Chekist heritage. Indeed, Putin often celebrated the twentieth of December as ‘the day of the Cheka’ after he became president. ‘The history of the security services is rich in outstanding deeds and legendary names’, he declared. ‘In Russia, we respect every generation of those who have protected our country from external and internal threats. We bow before the heroism and resilience of our veterans.’39


In 1923 the Cheka was reconstituted as the OGPU and visitors to Moscow were struck by a red star and a huge placard outside the opera house, urging citizens ‘to strengthen the sword of the dictatorship of the proletariat – the OGPU’. Its mission was to ‘upset the counter-revolutionary plans and activities of the opposition’ by determining how much the enemy knew about the Soviet Union, creating and passing to them false information and documents and disseminating such intelligence in the press of various countries.40


The Soviet Union believed that Western intelligence agencies were involved in a deep-laid labyrinthine plot to overthrow the new regime. Stalin was convinced that their chief instigator was ‘the English bourgeoisie and its fighting staff, the Conservative Party’.41 And so in 1920 Soviet agents were dispatched to London to set up a front organisation, the All-Russian Co-operative Society (ARCOS), based at 49 Moorgate in the heart of the City. It was ostensibly the official Soviet trade mission. But MI5 soon discovered that ARCOS operated as a secret vehicle for Soviet propaganda, espionage and subversion against Britain.


In March 1927, a classified British Signal Training manual from the Aldershot military base had been copied at ARCOS head office – a clear act of espionage against the armed forces. MI5 consulted Prime Minister Stanley Baldwin, who swiftly authorised action. And so, on 12 May 1927, several hundred police and Special Branch officers raided the ARCOS office at ‘Soviet House’. It was an inept operation: the ham-fisted policemen brandished guns and ordered employees to empty pockets and handbags, while ARCOS employees frantically burned secret documents in the basement. Nobody was in charge and a lack of Russian speakers prevented the police from translating the documents in order to uncover incriminating evidence. But they did remove several truckloads of filing cabinets and safes.


The raid proved that the Soviet trade delegates were in fact spies. It was the first indication that an espionage network had been set up in London and an early warning shot of the Cold War. The foreign secretary, Austen Chamberlain, informed the Soviet chargé d’affaires at the embassy that Britain was breaking off diplomatic relations because of Moscow’s ‘anti-British espionage and propaganda’. He quoted from an intercepted telegram to Moscow ‘in which you request material to enable you to support a political campaign against His Majesty’s government’.42


A consequence of the ARCOS raid was that Soviet intelligence switched from using legal residents based at their British embassy to greater use of illegal agents who were not connected officially to the diplomatic delegation. The illegals were dedicated Communists who had been recruited by the NKVD, the latest incarnation of the Soviet spy agency, because they were intelligent, committed, sophisticated and ruthless. They were also prepared to operate underground and integrate themselves into London society and the political establishment.


The most notable Soviet ‘illegal’ agent was Alexander Orlov, who obtained a US passport in the name of William Goldin and operated as a member of ‘trade delegations’ throughout Europe in the early 1930s. In London, Orlov’s cover was managing the American Refrigerator Company Ltd, set up with funds from the NKVD (£110 in operational expenses). Based at Imperial House, 84 Regent Street, the firm was housed on the floor above the London branch of Hollywood’s Central Casting Bureau and the Duckerfield School of Dancing. On the surface Orlov sold fridges, and lived a cosmopolitan lifestyle in his house at 41 Beaufort Gardens, Knightsbridge. He travelled back and forth doing courier work and even placed advertisements for the company in the Daily Telegraph. But in reality he ran Soviet spies in Britain and actively recruited new agents. His wife Maria was also an NKVD officer, while operating on a false Austrian passport.


Orlov adopted foreign accents, kept regular office hours and distributed business cards (Regent 2574 was his phone number) to avert suspicion. But one evening in September 1935 his cover was blown when he bumped into his former English professor from Vienna, who knew him by his real name. By then he was one of the few Russian agents who knew about the recruitment of Kim Philby, Guy Burgess and Anthony Blunt. On 10 October Orlov was ordered back to Moscow and the next day he resigned from the refrigerator company and transferred all his shares to one Herbert Kearon. Curiously, the firm did not close down until 1941. But the Orlov spy ring in London had demonstrated an ominous sign of future operations.


The Cold War


By the end of the Second World War, Stalin was not only resentful and suspicious but felt threatened by what he saw as the American and British growing sphere of influence. The perennially paranoid Stalin believed that this alliance could, if unchecked, infringe his country’s sovereignty and deny it access to the resources it required to rebuild the Soviet economy and fulfil its destiny as a great power in the postwar world.43


This fear governed Soviet foreign policy and its intelligence agencies were used as the weapons to counter this threat. Sitting in his office in the British embassy in Moscow, Sir Frank Roberts, the Russia minister and an adviser to Winston Churchill during the Yalta conference, surveyed postwar Soviet intentions. ‘The Kremlin is now pursuing a Russian national policy which does not differ except in degree from that pursued in the past by Ivan the Terrible, Peter the Great or Catherine the Great’, Sir Frank argued in September 1946.44


The new Soviet–West tension was best articulated by George Orwell when describing the impact of the nuclear bomb in October 1945. Indeed, he was the first person to use the term ‘Cold War’:




Looking at the world as a whole, the drift for many decades has not been towards anarchy but towards the reimposition of slavery. We may be heading not for general breakdown but for an epoch as horribly stable as the slave empires of antiquity… Few people have yet considered its ideological implications – the kind of world view, beliefs and the social structure that would probably prevail in a state which was at once unconquerable and in a permanent state of a ‘cold war’ with its neighbours.45





In the early postwar period Soviet attitudes were further hardened by US initiatives to stabilise Western Europe, such as the Truman Doctrine in 1947 and the Marshall Plan in 1948. The Soviets saw both of these as dangers to their realm of influence and as a Western propaganda coup. Their response was to set up the Communist Information Bureau later that year, an avowed declaration of ideological warfare against the USA and the UK. It was the first salvo of what the Soviets called ‘active measures’ – disinformation and the circulation of Soviet propaganda in Western languages. The UK responded by setting up the equally secretive Information Research Department, a unit inside the Foreign Office with close ties to MI6, whose purpose was counter-disinformation. The information war had begun.


The Soviets intensified and expanded covert operations abroad as part of the Cold War and on 13 March 1954 the KGB was born. This new agency absorbed the traditional functions of the political police, harassing dissidents and counter-revolutionaries and guarding the borders. Families lived in fear of informants, independent thought was banned and the state was all-powerful. As Stalin told the British ambassador to Moscow, Sir Maurice Peterson: ‘There are no private individuals in this country.’46


The all-powerful KGB was also responsible for all secret missions abroad (apart from the GRU, which collected military intelligence). The new political police force became a law unto itself in clandestine operations – euphemistically referred to as ‘pro-active measures’ – against ‘The Main Adversary’ (USA and UK). But they were inextricably tied and subservient to the Communist Party and the Politburo. ‘The [Communist] Party was the boss. The KGB was the servant, particularly in foreign affairs’, the former KGB officer Oleg Gordievsky told his MI6 debriefers after he defected to the UK.47 This was confirmed by Vladimir Putin no less. ‘If for some reason a person left the Communist Party, they were immediately fired from the KGB’, he said.48


During the Cold War, covert operations were the chief weapon of Soviet foreign policy and yet the high-spirited President Khrushchev had the temerity to deny that his country spied at all. ‘Espionage is needed by those who prepare for attack, for aggression’, he wrote in a letter to the Japanese Communist Party in 1962. ‘The Soviet Union is deeply dedicated to the cause of peace and does not intend to attack anyone. Therefore it has no intention of engaging in espionage.’49 Even the most earnest KGB officer must have struggled to keep a straight face when he heard that statement, for the Soviet Union has practised the art of espionage more aggressively and actively than any other nation in the past one hundred years, on an unimaginable scale. This fearlessness was articulated in 1957 when Sir Patrick Reilly, then British ambassador to Moscow and a former adviser to the MI6 chief, Stewart Menzies, asked Vasily Kuznetsov, the Soviet minister: ‘I don’t understand. What are you afraid of?’


He replied: ‘Afraid? We are afraid of nothing.’50


In contrast to the West’s morally ambivalent relationship to its intelligence agencies, KGB officers have always been regarded and portrayed as heroic figures in Russia, working selflessly for the Motherland against the foreign enemies. ‘Like most of my peers I devoured the works of Arkady Gaidar who produced a series of what might best be described as Communist Hardy Boys books’, recalled Oleg Kalugin. ‘They were superpatriotic tales filled with young characters constantly doing courageous and noble deeds for the good of the Motherland. It was Gaidar’s books that first planted the seed in my mind of becoming a KGB officer. One work, The Military Secret, featured a boy who died protecting secret information from the enemies of Communism. Another, The Fate of the Drummer, recounted how a boy discovered a gang of spies and was shot by them.’51


The television screens also touched the emotional chord of patriotism. In the early 1970s Russian viewers watched the exploits of their best-known fictional spy, Max Otto von Stierlitz (to give him his German cover name). His wartime mission was to penetrate the Nazi high command. But unlike James Bond, Stierlitz shunned guns, girls and gadgets. Instead his secret weapon was his mind and his rat-like cunning, motivated by implacable patriotism. The hero of another movie, The Starling and the Lyre, countered a Western plot to create discord between the Soviet Union and her allies and delivered long speeches about the US military–industrial complex while enjoying a touching romance with a female spy.


These books and films were compelling and the best recruitment agency for the KGB. They so captivated a tough teenager in the backstreets of 1970s Leningrad that he walked from the cinema to the city’s KGB headquarters at the Bolshoi Dom and volunteered his services. But the sixteen-year-old Putin was told that the organisation did not accept walk-ins: you should study law and wait to be approached. ‘When I accepted the proposition from the [KGB] Directorate’s personnel department, I didn’t think about the [Stalin-era] purges’, Putin said. ‘My notion of the KGB came from romantic spy stories. I was a pure and successful product of Soviet patriotic education.’52 Five years later the future president was a KGB spy.


During the Cold War the KGB enjoyed a mystique and prestige that still lingers over its successor agencies. The Order of Lenin was bestowed on scores of intelligence officers who were well-paid and with privileges only dreamed of by ordinary Soviets. ‘Such privileges inevitably give KGB people a sense of their own exclusivity and importance as well as their superiority over the rest of the population’, recalled former KGB officer Ilya Dzhirkvelov in his book Secret Servant. ‘This has the effect of cutting them off psychologically and physically from the Soviet people and turns them into an elite.’53


The KGB’s status also provided a crucial advantage: living and operating above and outside the law, especially if they worked for the elite foreign espionage division, the First Chief Directorate. In other intelligence agencies, this may have sparked a crisis of faith or conscience. In The Spy Who Came In from the Cold the spy boss, Control, agonised about the relative morality of methods used by the KGB, CIA and MI6:




We do disagreeable things so that ordinary people here and elsewhere can sleep safely in their beds at night. Is that too romantic? Of course, we occasionally do very wicked things…. I would say that since the war our methods – ours and those of the opposition – have become much the same. I mean, you can’t be less ruthless than the opposition simply because your government’s policy is benevolent, can you now?





Le Carré had hoped that his novel would prompt readers to ask: ‘For how long can we defend ourselves by methods of this kind and still remain the kind of society that is worth defending?’54


Such liberal anguish has never troubled Communist spymasters. Markus Wolf, the ruthlessly effective head of the East German agency Stasi, who worked closely with the KGB, argued that the repressive and intrusive behaviour of his organisation was justified by the purity of its ideological aspirations. If anything, he reflected in his memoirs, his agents could have been more brutal. ‘Our sins and our mistakes were those of every other intelligence agency. If we had shortcomings, and we certainly did, they were those of too much professionalism, untempered by the raw edge of ordinary life.’55


The notion that the KGB and the Stasi could have been more vicious would no doubt shock and anger their victims. But behind this dubious self-justification lies a deeper and more shadowy secret history of deception, fear, manipulation, surveillance, sexual blackmail, political subterfuge and subversion, which starts in the unlikely setting of an atmospheric cafe amid the rubble-strewn streets of Vienna.




2


AGENTS OF INFLUENCE




The end aim of spying in all its varieties is knowledge of the enemy. And this knowledge can only be derived, in the first instance, from the converted spy. Hence it is essential that the converted spy be treated with the most liberality.


Sun Tzu, The Art of War





CAFÉ MOZART’S INTERIORS, with its dangling chandeliers and resplendent furnishings, call to mind Vienna’s Old World charm. But it became the focal point in a very modern Cold War. Here, Russian, American and British spies met their informants and agents for hushed conversations over thick black coffee or elaborate cocktails. Fear, intrigue and suspicion lurked in every street. Austria was the easternmost area of Western influence and its capital lay in its far corner, making it a crossroads between the Soviet Union and the West. And so Vienna was the front line for those escaping the Communist Eastern bloc and a conduit for intelligence agents aiming to penetrate it. For the KGB, CIA and MI6, the narrow, dimly-lit, cobbled streets of Austria’s capital city were the stage for espionage surpassing any thriller novel.1


It was here at Café Mozart one evening in February 1948 that Graham Greene, the mercurial thriller writer and former MI6 officer, could be seen locked in conversation with the bulky, buccaneering correspondent for The Times, Hans-Peter Smolka. Over the next several hours, and later over drinks in the Red Bar at the nearby Sacher Hotel, Smolka was Greene’s tour guide for the seedier subterranean subculture of rubble-strewn Vienna. The novelist was in town to research his screenplay for The Third Man, the iconic atmospheric film noir masterpiece.


The idea to capture postwar Vienna on celluloid – especially its moral ambiguities, which contrasted so sharply with the entrenched certainties of the war – came from the Hungarian-born film producer Alexander Korda, a former MI6 asset. His company, London Film Productions, had been secretly funded by the British Secret Service in the 1930s and provided useful cover for travel to places that spies would otherwise find hard to access. Korda discovered that he had royalties accrued before the war locked up in Austria. It was the perfect opportunity to make a movie about the city of secrets, which was still occupied by the four powers.


Over drinks at Claridges, Korda hired Smolka, the Austrian-born journalist who knew the Vienna underworld intimately, and commissioned Greene to write the script.2 A month later Greene and Smolka met at Café Mozart and then drank until the early hours of the morning in seedy clubs like the Oriental and Maxim’s, whose floor shows harked back to pre-war Berlin. Smolka took the author into the Soviet sector of the city, where they spent seven hours together discussing plot lines and locations. The story revolved around Holly Martins, a hack thriller writer, who visits an old friend, Harry Lime, in Vienna only to find him dead. A mysterious third man had been observed at the scene of the crime and so Martins tries to track him down. He then discovers that the third man was in fact Lime himself, who had faked his own death in an attempt to escape prosecution for selling black market bogus penicillin, which was killing children.3


None other than Smolka provided this plot line, and the journalist also introduced Greene to the city’s rat-infested sewers controlled by the Russians – the setting of the climactic scene of the film. He asked for no credit but Greene felt obliged and so when Major Calloway, the upright English army officer played by Trevor Howard, barks an order to his driver to ‘Take us to Smolka’s!’ It was a coded form of thanks to the Austrian reporter. True to Greene’s fascination with sin, guilt and lost innocence, ‘Smolka’s’ was a subterranean bar in the backstreets of Vienna.4


Smolka’s influence on The Third Man was such that Harry Lime – the movie’s charismatic, morally squalid central character, played memorably by Orson Welles – was partly based on the shadowy foreign correspondent. But what nobody knew at the time was that Smolka was in fact an NKVD agent of influence and had been secretly working for the Soviet Union since late 1939, after being recruited by the notorious double agent Kim Philby. Codenamed ABO, his role was to covertly influence and manipulate public opinion and policy in the West. And Smolka performed a successful mission when he persuaded the film’s director, Carol Reed, to remove a scene from the shooting script in which Russians kidnapped a woman. The NKVD agent argued that the incident was simplistic and smacked of superficial anti-Soviet propaganda. And so Greene duly inserted an inside joke in which an army intelligence officer offers a shot of vodka to an American visitor. The vodka was Russian and the brand name was Smolka.5


The mysterious Smolka could have been a character straight from the pages of one of Greene’s Cold War thrillers, notably The Human Factor. He was born in 1912 in Vienna, the son of the owner of a ski binding business. Descended from bohemian Jewish rabbis, Smolka grew up in relative comfort despite the hyperinflation of the 1920s. As a teenager he embraced the new Marxist creed as the shadow of Fascism threatened Austria and by 1931 he was the editor of his own political magazine, The New Youth. A dedicated Communist, he refused to take over the family business because he ‘did not want to become a capitalist’.


At the age of seventeen, he caused his first security scare when he was detained for fifteen hours as a suspected spy and expelled from France after taking photographs of military installations in Marseilles. A month later, in September 1930, the precocious young journalist arrived at Dover with a press pass from the Austrian newspaper Der Tag, to report on a conference about the future of India. He was now under the radar of Special Branch, who watched him as he moved into the Manhattan Hotel in Upper Bedford Place, Bloomsbury. MI5 suspected ‘Communist tendencies’ but had no evidence that he was engaged in espionage.6


By May 1933, the enterprising Smolka was the London correspondent of the influential Neue Freie Presse, an Austrian Catholic Monarchist newspaper. He was intelligent and wrote fluently but colleagues found him arrogant, with a gauche manner, a brittle temperament and a deep booming voice. Despite his youth, he wore a bow tie and cultivated the air of a condescending intellectual. ‘Smolka is a Jew, rather a bore but decent’, a Foreign Office official told Colonel Harker of MI5.


In the spring of 1934, Smolka met an upper-class charismatic young English Marxist who would change his life. His name was Kim Philby. Philby was in love with an Austrian Jewish revolutionary firebrand called Litzi Friedmann, a postgraduate student who was a close friend of Smolka’s. During a visit to Vienna, civil war broke out after the neo-fascist Chancellor Engelbert Dolfuss suspended the constitution and outlawed strikes. For the next two weeks Smolka, Friedmann and their new English comrade worked tirelessly – at significant risk to their lives – smuggling political activists out of Vienna, many through the sewers. As Peter Foges, Smolka’s godson and a former BBC foreign correspondent and producer, reflected later: ‘Sharing risk forges bonds.’7


On returning to London, Smolka and Philby remained close. ‘We used to run into each other at receptions and cocktail parties and we had many friends in common’, recalled Philby, who was by now an NKVD agent. ‘He often came to me with news items, sometimes in the form of ordinary routine gossip… He brought me very valuable information.’8 They later shared a flat at Downing Court in Bloomsbury.


Their relationship was formalised on 3 November 1934, when the young Marxists set up London-Continental News Ltd, which supplied specialised news items on events in Central Europe to the Exchange Telegraph Company. Such anonymous sounding press agencies were often used as a vehicle for pro-Soviet propaganda. Based in a tiny but discreet office in Printing House Square near The Times newsroom, Smolka owned 98% of the shares and Philby held a 2% stake.


Philby later tried to downplay the importance of the news agency and told MI5 that it ‘never actually functioned’.9 In fact, the accounts reveal that the company traded for three years, Smolka was paid director’s fees and it even made small annual profits.


The Austrian Marxist hoped that London-Continental News Ltd would exploit his journalistic work and even asked for Foreign Office blessing. But it was not a success and so he focused on promoting the Communist cause. He delivered a lecture to the Royal Geographical Society which stated that the Soviet Union was ‘wholly occupied with itself at present and will be so for a long time to come’ and Stalin had ‘no designs’ on Western Europe. In the summer of 1936 he travelled to the Soviet Arctic regions and on his return wrote vivid articles for The Times, which were expanded into a book, Forty Thousand Against the Arctic; Russia’s Polar Empire. It was a beguiling work of propaganda which extolled the virtues of Stalin’s plans to extract coal, oil and nickel from the Arctic regions, and eulogised the virtues of the factories, aerodromes and Five Year Plans. The book reflected Smolka’s Soviet sympathies, with phrases like ‘give credit where it is due’. ‘Russia today’, he told his readers, ‘is like a house under construction. They cannot hide the dirt, disorder and atmosphere of improvisation which astounds us in all building plots.’10


But Smolka’s true colours emerged in his portrayal of the horrific brutality of the Gulag during the Great Terror, as an idealistic experiment in social reform: ‘What I found new was the great and sincere belief of the young [NKVD] administrators that they were really pioneers of the soul in the wilderness of these ruffians [the prisoners].’ He depicted the Gulag as a humane labour penal camp for murderers, thieves, peasants and Trotskyite counter-revolutionaries, rather than a prison. ‘They are the victims of history’, he wrote. ‘Pitiable perhaps as individuals. But we had to sacrifice them to save the country.’11


By November 1938, Smolka was gradually infiltrating the British Establishment. He changed his name to Harry Peter Smollett, moved into a house on Fitzjohn’s Avenue, Hampstead, and joined the Shanghai Club, an informal dining club in Soho composed of young left-wing journalists, notably George Orwell, David Astor and John Strachey. He became a British citizen under the sponsorship of Sir Harry Brittain, founder of the Empire Press Union. And he ingratiated himself with Lord Astor, who later offered him the deputy editorship of the Observer, which he declined.


There is some dispute about when Smollett first became a Soviet spy. Some historians argue that he was recruited by the NKVD’s super-agent and former Catholic priest Teodor Maly, before he arrived in Britain and used his journalism as a cover. But Philby, by now a senior MI6 officer, claimed the credit and in late 1939 briefed Smollett on the tradecraft. One day he whispered to his Austrian fellow Marxist: ‘Listen, Hans, if in your present job you come across some information that in your opinion could help me in my work for England…’ Philby then paused, winked at him and added: ‘Then come over to me and offer me two cigarettes out of a pack, one for me and one for you, and hold them in the shape of the letter “V”. I’ll take one, you’ll keep the other and that will be a signal that you want to tell me something important.’ Smollett agreed and provided intelligence which Philby later said ‘was very good material’.12


Using the cover of working for the Exchange Telegraph Company, the prominent press agency, Smollett cultivated Rex Leeper, head of the Political Intelligence Department in the Foreign Office. He asked for introductions to British diplomats in central Europe and Leeper agreed, writing that Smollett ‘is well known to this department and has achieved a considerable reputation as a writer in international affairs’.13 It was perfect timing for the NKVD agent. A fluent German speaker, Smollett was put in charge of the Foreign News Department of the Ministry of Information (MoI), distributing propaganda to Switzerland, Belgium and the Netherlands. And he insisted that all reports by British press attachés be vetted by him first.


The Second World War was now underway and leaks of classified information from the MoI resulted in MI5 investigations. Smollett, a self-proclaimed Soviet sympathiser, was a suspect and rejected when he applied to join Military Intelligence. He did not help himself by his abrupt, abrasive manner. Former colleagues regarded him as an uncouth bull of a man with a decidedly shady air.14 But as a senior adviser in the Press Department of the MoI, he had power and influence. And so the security services became concerned about his access to secret material. A military intelligence officer complained to MI5’s director-general Sir Vernon Kell: ‘I may be chasing rather a tired hare...but Smollett’s employment in his present position seems to me nothing short of a scandal.’ But Roger Hollis, then an MI5 counter-subversion officer, concluded that Smollett was ‘too closely concerned with his own prosperity to commit himself to any side until he is sure that he is on the winning side’.15


However, Dick White, then an MI5 counter-intelligence officer and later its director-general, attributed the suspicion of Smollett to his temperamental failings and anti-Semitism. White was also conditioned by the public mood of the time, which regarded Communism as a relatively benign disease. During his time in Whitehall the MI5 officer met Smollett on several occasions and found no cause for alarm. During their encounters the Soviet spy told White that Stalin had no intention of dominating or occupying postwar Eastern Europe. And so MI5 did not raise any objections to Smollett’s continued employment.16 It was a cleverly planted piece of disinformation that proved hugely helpful to the Kremlin as a way of diminishing the Communist threat to postwar stability.


Despite MI5’s scrutiny and scepticism, Smollett attracted the attention of Brendan Bracken, former proprietor of the Financial Times and the Economist, former Tory MP and one of Churchill’s most influential advisers. The dynamic self-made Bracken was much favoured by Churchill, who often preferred rogues to conventional people and so appointed him minister of information in his War Cabinet.


In the summer of 1941, Hitler invaded the Soviet Union and the Nazi Panzer tanks soon punched hundreds of miles through Red Army lines. Suddenly the Communists and ‘Uncle Joe’ were on the same side. Bracken set up a new Soviet section of the MoI to promote the image of Britain’s new unlikely ally and turned to the brash Smollett to be its director. The NKVD now had a mole at the heart of the government. Smollett’s power was such that the Soviets had a secret veto on all official British information regarding the USSR. An early MoI meeting decided that ‘no statement about Russia or action to present Russia in England should be taken without Mr Smollett approving it from the angle of its suitability in the eyes of the Russian Embassy’.17 ‘His influence and tentacles were extensive’, wrote the historian Richard Davenport-Hines. ‘He was not merely a Soviet informer but a master at misdirection by hints, distractions, suppressions and diversions. He hid his part in the toadying of official information and propaganda and hence in inducing unofficial civilian obsequiousness towards Stalinism.’18


Despite Churchill’s interest in the MoI countering ‘the tendency of the British public to forget the dangers of Communism in their enthusiasm over the resistance of Russia’, Smollett cleverly redefined its role. The priorities were to ‘combat anti-Soviet feelings in Britain’ and also, cunningly, ‘curb exuberant pro-Soviet propaganda that might seriously embarrass the government’. This would be done by keeping Russian-accented and openly partisan apologists at bay and hiring British commentators instead. Smollett planned to win the hearts and minds of England by stealing the thunder of the radical left propaganda machine through outdoing it in pro-Russian publicity and controlling the message with native British voices. He blurred the line between the brutal Communist state and the brave Russians. In response the Soviet ambassador Ivan Maisky assured Bracken that ‘every effort will be made to assist Mr Smollett to maintain close contact with the Embassy’.19


Smollett’s strategy involved praising the Red Army in a way that identified the Russian people with the Soviet regime. This culminated one evening in February 1943, at the Albert Hall, with a lavish party to celebrate the twenty-fifth anniversary of the Red Army, which included songs of praise by a massed choir, readings by John Gielgud and Laurence Olivier and speeches by Soviet embassy officials. Leading politicians from all parties attended and official posters paid tribute to Russian civilians as well as soldiers. In one month alone, Smollett organised the screening of the film USSR at War to factory audiences of over a million and 207 public meetings about the Soviet Union.


The cinema played a key role in the propaganda war. By 1942 the MoI had produced twenty Soviet short films, which were shown around Britain with the aid of seventy mobile projectors. Known as ‘The Celluloid Circus’, an estimated three million people viewed such documentaries as Salute to the Soviets and Soviet Women. Its success resulted in Smollett approaching Ivor Montagu, an aristocratic film-maker, for more pro-Soviet material. Montagu was in fact an agent for the GRU. It is not known if they were aware of their mutual interest in spying for the Soviets but Smollett described the son of the 2nd Baron Swaythling as ‘a film affairs advisor of the USSR’ between 1941 and 1945.
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