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  When we think of the weapons that people typically use to commit a crime, the usual assortment comes to mind: guns, knives, machetes, bombs, even fists. One weapon that usually does not spring to mind is the computer, but today, for many crooks, computers are the weapons of choice. Cyber crime is everywhere, and cyber criminals can live anywhere.




  Criminals no longer have to battle a hail of bullets as they make their getaway in a speeding vehicle. No clever disguises are needed, no gloves to eliminate fingerprints, no waiting until dark when it is less likely they will be seen, no time spent “casing” the scene of the crime. Cyber crimes can be committed by one person or whole “rings” of people; they can be simple or sophisticated; and they can go on for hours or years.
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  These photos, both taken in the early 1960s, show a bank robbery in progress in “real time” (left), with robbers brandishing firearms, terrified customers and workers fearing for their lives, and a briefcase filled with explosives used to blow open a vault (right).




  

    FAST FACTS




    What is today known as the Federal Bureau of Investigation, or FBI, was officially founded as the Bureau of Investigation on July 26, 1908. It now serves as the investigative arm of the U.S. Department of Justice.


  




  From the comfort of their own homes, cyber criminals can launch a crime spree, hackers can steal valuable corporate secrets, predators can stalk children, and terrorists can wreak havoc, all with the push of a button. Cyber crime goes on 24 hours a day, seven days a week, all around the globe. One line of defense against those who turn modern technology on lawabiding citizens is the Federal Bureau of Investigation (FBI).
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  The cyber version of a bank robbery might originate with a hacker sitting thousands of miles from the bank. Working with a laptop instead of a briefcase filled with explosives, the hacker might use electronically stolen codes and passwords to illegally transfer millions of dollars from one account into another.




  Battle in Cyberspace




  In the United States, government, national defense, educational institutions, and private businesses and industries rely heavily on the information and communication that occur through computer networks. Taken as a whole, the information that is communicated through vast computer networks is known as cyberspace. An attack on the infrastructure of information technology that powers cyberspace could be devastating to a nation. In February 2003, President George W. Bush established the National Strategy to Secure Cyberspace, the framework to battle cyber crime and protect cyberspace.




  In a statement about the National Strategy to Secure Cyberspace, President Bush said,




  

    We must act to reduce our vulnerabilities to these threats before they can be exploited to damage the cyber systems supporting our nation’s critical infrastructures and ensure that such disruptions of cyberspace are infrequent, of minimal duration, manageable, and cause the least damage possible. . . . Securing cyberspace is an extraordinarily difficult strategic challenge that requires a coordinated and focused effort from our entire society—the federal government, state and local governments, the private sector, and the American people.


  




  Growing Fast




  Cyber crime is growing at an alarming rate, making it difficult for law enforcement officials—not only in the United States but all over the world—to keep up with it. The speed with which cyber crime can be carried out makes it especially dangerous, and cyber criminals can often operate with complete anonymity.




  Just think about the vast range of important services that government on all levels carries out: public health, social welfare, water, sewer, education, public information, finance, transportation, police, fire, and ambulance. These services now rely fully or in part on the computer infrastructure to operate at maximum efficiency. All of them could be affected by an attack by cyber criminals who either seek to disrupt those services or steal information from government databases.




  

    FAST FACTS




    As of right now, the average 21-year-old has sent and received about 250,000 emails and text messages in his or her lifetime, according to the FBI.
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  Both these children share the benefits of using computers for work and play. According to FBI statistics, however, as a male the boy is more likely to lose money to computer fraud when he grows up than is the girl. He is also—again as a male—three times more likely to commit a crime online.




  In addition, private businesses use cyberspace to conduct day-to-day operations. Those businesses also need the protection of the FBI from criminal cyber attacks. It is no wonder that the FBI considers battling cyber crime to be such a high priority and has created an entire unit—the FBI Cyber Division—to deal with it.




  Partnerships to Combat Cyber Crime




  The FBI has partnered with various organizations to analyze and fight cyber crime as well as get the latest information about computer-related crimes out to the public. One of those partnerships—with the National White Collar Crime Center and the Bureau of Justice Assistance (like the FBI, a part of the U.S. Department of Justice)—resulted in the creation of the Internet Crime Complaint Center (IC3).
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  The Internet Crime Complaint Center, or IC3, is a super cyber crime-fighting clearinghouse. It directs complaints and information concerning cyber crime to the FBI and the other agencies, represented here by their logos, that have united to form the IC3.




  The IC3 is a clearinghouse for cyber complaints from industry and private citizens alike. The information gathered by the IC3 gives the FBI, as well as other law enforcement officials on the local, state, federal, and international levels, vital information about the latest trends in computer crime. The IC3 also turns over many of the complaints it gets to law enforcement officials for investigation and prosecution.




  

    FAST FACTS




    The FBI’s Cyber Division is often called in to consult on cases other FBI divisions are handling, when aggressive technological investigative help is needed.
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  This IC3 safety poster (right), produced by the FBI and IC3, helps ordinary computer users be on the lookout for scams and other cyber crimes on their home computers. The “Scam Email Alert” link (below) leads readers to examples of fraudulent emails to which they should never reply. Both the safety poster and the scam-email link may be viewed on the IC3 home page at http://www.ic3.gov/default.aspx.




  The IC3 publishes an annual Internet crime report, detailing criminal activity in cyberspace over the past year. Complaints roll in daily, as Internet criminals constantly come up with new ways of using the latest computer technology to commit crimes. “The Internet presents a wealth of opportunity for would-be criminals to prey on unsuspecting victims, and this report shows how extensive these types of crime have become,” James E. Finch, former Assistant Director of the FBI’s Cyber Division, said of a recent IC3 collection of cyber crime information.
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ARE YOU A SAFE INTERNET USER?
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