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preface


  I came to software telemetry the way most of us do: as a producer through the use of print statements in my code and as a consumer by reading the logs and metrics produced by the code I was using. In spite of my computer science degree, I did not go into software engineering right out of college. No, I went into what was then called IT or operations, and I stayed there until I had clocked 14 years of experience. That brought me to 2011, which was a new era in a lot of ways.


  That year, I left my job in higher education to join a 20-person legal technology startup as its only operations person. That year also was in the middle of a revolution in software telemetry, when the monitoring systems long used by operations teams and systems administrators started to be extended for use directly by software. The metrics style of telemetry was born. Over the next decade, we saw two more styles of telemetry emerge as databases became featured enough to support them: observability (which did not last long on its own) and distributed tracing.


  When I had the idea for this book in 2019, I had watched the feedback software engineers use evolve over two and a half decades. In the beginning, it was common for developers to watch log files inside a telnet session directly in production, and by 2019, all that telemetry was instead accessed through browser-based applications. Telemetry—the feedback engineers use to understand their environments—was an understood concept centering on the three Pillars of Observability: logs, metrics, and traces. And I, who was still on the systems or platform side of the infrastructure, realized that all these new telemetry methods had the same core concepts—and the same core vulnerabilities. I looked for, and I found, plenty of resources on specific technologies such as Kafka, Prometheus, application monitoring, and how to do centralized logging. But no resources discussed the ecosystem of telemetry systems that were available.


  That lack is terrible. Telemetry systems underpin the efficient functioning of software development organizations, because these systems tell you how your code (and the systems that run your code) is operating. There are so many competing demands on our telemetry systems now. I set out to write a book to help you navigate these competing concerns, improve cost management, and get better at operating these mission-critical systems. This book is about improving what you’re already doing and better adapting to new telemetry technologies as they emerge.


  This book is about improving what you already have, because every software ecosystem has at least some telemetry at its core. Whether you’re working on a planet-scale Software as a Service (SaaS) application that deploys to wider percentages of your global data centers as part of your canary deploy process, or a time-card entry system for your city government that you update every couple of months, you’re using telemetry. This book is both for companies in which software is the business and organizations in which software merely enables the mission.


  If your ecosystem is a fleet of serverless functions running in your cloud provider’s platform, or if you’re running a VMware ESX cluster down the hall, you need software telemetry in much the same ways, even if the tools you use are quite different. Telemetry is a vast topic, with no one product (or even technique) suiting everyone’s needs. After reading this book, I want you to better understand what your needs are and how to go about meeting them.


  [image: ]


  Figure FM.1 Where telemetry systems fit alongside production systems. All production systems emit telemetry; telemetry is how we know they're working right. This book is about the systems that handle that telemetry and transform it so that people can view it.


  As an industry, we’ve come a long way from the beginning of the digital age, when a blinking indicator light on the room-size computer was our only feedback that it was actually processing something. (Blinking too fast or too slow meant something was wrong.) The figure shows where telemetry systems fit into a modern web development stack, which is connected to everything.


  We’re not done innovating our feedback systems—not by a long shot. Expect fun and interesting things to come onto the market over the next 10 years. This book should set you up to operate those systems when they arrive.
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about this book


  Software Telemetry teaches you the general architecture of all telemetry systems while giving you many examples of real-world telemetry system designs as inspiration. Although every organization uses telemetry differently, telemetry still supports the same decisions in every organization. This book presents a systematic approach to operating these key decision-support systems.


  Architecture is one thing, but telemetry system operators need to be familiar with certain techniques to reduce costs and better accomplish the mission of the organization. When your organization grows enough that everyone can see all telemetry is no longer a good idea, you need to adopt multitenancy concepts. When you are using a lot of regular expressions in your telemetry system, making those expressions more efficient will improve telemetry system performance. When your production code is running on platforms where local file access is problematic, such as containers or Function as a Service (FaaS), you need different ways to ship your telemetry. This book covers these techniques—and more.


  Data regulations worldwide increasingly require special handling procedures for privacy- and health-related information—information that all too easily leaks into our telemetry systems. A decade ago, we mostly didn’t care except for health information, but regulations like the European Union’s General Data Protection Regulation (GDPR) are forcing us to care. Our telemetry systems need to deal with these changes the same way that our production systems do. This book details techniques you can use to defend against leaking protected data and to make cleaning up after leaks easier.


  By the end of part 1, you should have a solid mental model of the architecture of telemetry systems, which will help you reason about new systems and improve the ones you already have. Part 2 helps you cement what you learned in part 1 by giving you 11 real-world examples of telemetry architectures in three different styles of organizations. By the end of part 3, you will have a suite of techniques you can use to solve problems in your current telemetry systems and make them easier to operate overall.


  Note This book is intended to help organizations that use containers exclusively, organizations that use containers merely as part of their operations, and organizations where containers haven’t yet made their presence felt. As the author William Gibson said, “The future is already here—it’s just not evenly distributed.” So it is with containers and serverless techniques. The abstract principles I talk about apply to all computing types, container-based or not, whereas the specific examples I use to teach those principles draw from diverse computing styles. If I’m not covering your style as completely as you want, know that another reader is having their Aha! moment.


  
Who should read this book


  This book is for people who are looking to improve their existing telemetry systems or are considering redesigning the ones that are already in use—systems engineers supporting centralized logging systems, software engineers writing observability systems for internal use, security engineers seeking to improve compliance, and more. This book is not code-centric, but I do use code to illustrate examples.


  I assume that you have a basic ability to write code, which includes common data structures and conditional logic as well as reading and writing files, and that you understand what a stack dump is telling you. You also should have some familiarity with writing searches, either directly (as with SQL) or indirectly (through query builders). I don’t assume that you have detailed database knowledge, but you should know the differences between tables, columns, and rows, and you should know in broad terms how relational databases like MS-SQL and PostgreSQL differ from NoSQL systems like Elasticsearch and MongoDB.


  You will get more from this book if you have used or maintained telemetry systems such as these:


  
    	
      SaaS providers like Datadog, New Relic, Splunk, Sumo Logic, and Honeycomb.io

    


    	
      Dedicated log-shipping systems like Fluentd, Fluentbit, and Logstash

    


    	
      Telemetry review platforms like Grafana, Kibana, and Jaeger

    


    	
      Telemetry storage platforms like KairosDB, Elasticsearch, MongoDB, Cassandra, Loki, and Prometheus

    

  


  
How this book is organized: A road map


  This book is divided into three parts. Part 1 gives you the general architecture that all telemetry systems follow, and you should read it before the other two parts.


  
    	
      Chapter 1 introduces telemetry systems and provides definitions of the four styles of telemetry I cover in this book: centralized logging, security information event management, metrics, and distributed tracing. Even if you’re working with this stuff every day, this chapter gives you the nomenclature I use throughout the book.

    


    	
      Chapters 2–5 describe the three major stages of a telemetry pipeline—emitting, shipping, and presentation—and the techniques you use to move telemetry in each stage.

    


    	
      Chapter 6 is about the types of transformations and markup you perform on telemetry in each of the three stages.

    


    	
      Chapter 7 describes multitenancy concepts, why you sometimes need multitenancy, and how it changes telemetry system design.

    

  


  Part 2 looks at three different types of organizations and follows how their telemetry use changes. Feel free to skip the chapters on organizations that you’re not familiar with; they’re here to give you more examples to chew through if you want.


  
    	
      Chapter 8 follows the evolution of telemetry in a sample cloud-based company writing a SaaS application. This chapter starts at the small stage, when telemetry is entirely contained in the cloud provider’s dashboards, and ends at the enterprise stage, when the company has brought most telemetry in-house.

    


    	
      Chapter 9 follows how telemetry is used in organizations that write software only for internal use—if they write software at all. This chapter shows more about how telemetry is used in office IT contexts, which changes significantly as organization size increases, and how telemetry use expands when in-house development arrives.

    


    	
      Chapter 10 follows how telemetry is used in legacy computing environments: mainframes. Don’t be scared off; mainframes are merely components of an infrastructure, and their telemetry use will feel familiar.

    

  


  Part 3 contains specific techniques that are useful for optimizing and improving telemetry system operation, and the chapters are written to be read individually.


  
    	
      Chapter 11 walks through optimizing your use of regular expressions. Many telemetry systems rely on regular expressions to extract and transform telemetry, so optimizing them will give you performance boosts.

    


    	
      Chapter 12 discusses standardized telemetry formats and walks you through building a structured logger. Structured loggers are key components of telemetry systems that involve in-house code.

    


    	
      Chapter 13 dives into nonfile telemetry emitting techniques and provides a close look at how telemetry is used in container and FaaS environments.

    


    	
      Chapter 14 digs into the issue of cardinality and shows how managing cardinality forces changes in telemetry systems.

    


    	
      Chapter 15 covers telemetry integrity and ways to ensure that telemetry is not changed, even in environments that can’t tolerate immutability.

    


    	
      Chapter 16 addresses handling regulated information (toxic data) in your telemetry pipelines through redacting toxic-data spills both in real time and after the fact. The chapter also covers reprocessing—reingesting telemetry—to handle storage system upgrades or migrations to new platforms.

    


    	
      Chapter 17 describes how to build retention policies to determine how long you store telemetry online and offline, how to create a metrics aggregation policy that maintains statistical validity, and how sampling improves the retention period for distributed tracing.

    


    	
      Chapter 18 walks you through the impacts of legal discovery processes on telemetry and the early steps you can take to reduce the panic if you ever have to deal with discovery.

    


    	
      Appendix A talks about seven telemetry storage systems, showing where each excels and where its use could be challenging.

    


    	
      Appendix B is a reference for all the recommendation checklists I’ve built in the chapters.

    


    	
      Appendix C contains answers and guidance for the exercises included throughout the book.

    

  


  
About the code


  Telemetry systems cover a vast range of software, so no single code framework is suitable for a book about software telemetry. For examples written in general-purpose languages, I use Python 3 for its relative ubiquity. To a lesser extent, I use Ruby due to its better handling of certain edge cases and because two major telemetry shipping systems (Fluentd and Logstash) are written in Ruby, which is their extension language.


  Note For a thorough guide to Fluentd (part of the Cloud Native Computing Foundation), see Logging in Action, by Phil Wilkins (Manning, 2021; http://mng.bz/VGlW).


  This book also includes configuration file examples from several frameworks. I don’t expect you to run these files, but they are there to illustrate points and provide concrete examples. The configuration file format I most commonly use is Logstash (http://mng.bz/xGvg).


  Note The Gitlab repository for this book includes Java versions of most of the Python listings. You can find the GitLab repository at http://mng.bz/RKxv.


  This book contains many examples of source code, both in numbered listings and inline with normal text. In both cases, source code is formatted in a fixed-width font like this to separate it from ordinary text. Sometimes, code is also in bold to highlight code that has changed from previous steps in the chapter, such as when a new feature adds to an existing line of code.


  In many cases, the original source code has been reformatted; we’ve added line breaks and reworked indentation to accommodate the available page width in the book. In rare cases, even this was not enough, and listings include line-continuation markers (➥). Additionally, comments in the source code have been removed from the listings when the code is described in the text. Code annotations accompany many of the listings, highlighting important concepts.


  
liveBook discussion forum


  Purchase of Software Telemetry includes free access to a private web forum run by Manning Publications where you can make comments about the book, ask technical questions, and receive help from the author and from other users. To access the forum, go to http://mng.bz/2zDa. You can also learn more about Manning’s forums and the rules of conduct at https://livebook.manning.com/#!/discussion.


  Manning’s commitment to our readers is to provide a venue where a meaningful dialogue between individual readers and between readers and the author can take place. It is not a commitment to any specific amount of participation on the part of the author, whose contribution to the forum remains voluntary (and unpaid). We suggest that you try asking the author some challenging questions lest their interest stray! The forum and the archives of previous discussions will be accessible from the publisher’s website as long as the book is in print.


  
Other online resources


  Not every telemetry system uses regular expressions (regexes), but if yours does, you will be well served by https://regex101.com and its careful breakdown of how regexes perform. Each language processes regexes differently in small ways, but if your language is not on regex101, it will still help you reason through writing regexes in general.


  The major public cloud providers, such as AWS and Azure, are starting to offer managed versions of telemetry systems, so now their documentation covers maintenance and operation of these telemetry styles. If your production systems are in a public cloud provider, the managed telemetry systems and their documentation are worth a look.


  The video archives of the Monitorama conference (https://monitorama.com) contain presentations on metrics, distributed tracing, and system observability in general. Vendor conferences by telemetry SaaS providers such as o11ycon from Honeycomb.io (https://o11ycon-hnycon.io; o11y is a numeronym for observability, which has 11 characters between the beginning o and ending y) and {Future}Stack from New Relic (https://newrelic.com/futurestack) are additional sources of presentations and talks on the subjects I talk about in this book. More important, these conferences give you “how to use telemetry” guidance that deserves a book beyond this one.
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about the cover illustration


  The figure on the cover of Software Telemetry is captioned “Catalanne,” or a woman from Catalonia. I chose this image because it shows a woman between two places: market and home. This book is about the space between our production systems (market) and where we make our decisions (home). Someone had to build and maintain that road, just as someone has to build and maintain the systems that let us learn how our production systems are operating.


  The illustration is taken from a collection of dress costumes from various countries by Jacques Grasset de Saint-Sauveur (1757–1810), titled Costumes de Différents Pays, published in France in 1797. Each illustration is finely drawn and colored by hand. The rich variety of Grasset de Saint-Sauveur’s collection reminds us vividly of how culturally apart the world’s towns and regions were just 200 years ago. Isolated from each other, people spoke different dialects and languages. In the streets or in the countryside, it was easy to identify where they lived and what their trade or station in life was just by their dress.


  The way we dress has changed since then and the diversity by region, so rich at the time, has faded away. It is now hard to tell apart the inhabitants of different continents, let alone different towns, regions, or countries. Perhaps we have traded cultural diversity for a more varied personal life—certainly for a more varied and fast-paced technological life.


  At a time when it is hard to tell one computer book from another, Manning celebrates the inventiveness and initiative of the computer business with book covers based on the rich diversity of regional life of two centuries ago, brought back to life by Grasset de Saint-Sauveur’s pictures.


  
    
1 Introduction

  


  This chapter covers


  
    	
What telemetry systems are


    	
What telemetry means to different technical groups


    	
Challenges unique to telemetry systems

  


  Telemetry is the feedback you get from your production systems that tells you what’s going on in there—feedback that improves your ability to make decisions about your production systems. For NASA, the production system might be a rover on Mars, but most of the rest of us have our production systems right here on Earth (and sometimes in orbit around Earth). Whether it’s the amount of power left in a rover’s batteries or the number of containers live in production right now, everything is telemetry. Modern computing systems, especially those operating at scale, live and breathe telemetry, which is how we can manage systems that large at all. Telemetry is ubiquitous in our industry:


  
    	
      If you’ve ever looked at a graph describing site hits over time, you’ve used telemetry.

    


    	
      If you’ve ever written a logging statement in code and later looked up those statements in a log-searching tool such as Kibana or Loggly, you’ve used telemetry.

    


    	
      If you’ve ever researched application performance in Datadog, you’ve used telemetry.

    


    	
      If you’ve ever configured the Apache web server to send logs to a relational database, you’ve used telemetry.

    


    	
      If you’ve ever written a Jenkinsfile to send continuous integration test results to another system that could display it better, you’ve used telemetry.

    


    	
      If you’ve ever configured GitHub to send webhooks for repository events, you’ve used telemetry.

    

  


  As figure 1.1 shows, Software Telemetry is about the systems that bring you telemetry and display it in a way that will help you make decisions. Telemetry comes from all kinds of things, from the power distribution units your servers (or your cloud provider’s servers) are plugged into to your running code at the top of the technical pyramid. Taking that telemetry from whatever emitted it and transforming it so that your telemetry can be displayed usefully is the job of the telemetry system. Software Telemetry is all about that system and how to make it durable.
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  Figure 1.1 Where telemetry systems fit inside your overall technical infrastructure. Everything we run gives us some indication of how it is running. Those indications (dotted lines here) are telemetry, and this book is about handling that telemetry.


  Telemetry is a broad topic and one that is rapidly changing. Between 2010 and 2020, our industry saw the emergence of metrics (adding to the monitoring that operations groups were already doing) and distributed tracing, which combined with logs into the three Pillars of Observability. We saw two new styles of telemetry systems in the past decade; who knows what we will see between 2020 and 2030? This book will teach you the fundamentals of how all telemetry systems operate, including ones you haven’t seen yet, which will prepare you to modernize your current systems and adapt to new styles of telemetry. Any time you teach information passing and translation, which is what telemetry systems do, you unavoidably have to cover how people pass information. This book will teach you both the technical details of maintaining and upgrading telemetry systems and the conversations you need to have with your co-workers while you revise and refine your telemetry systems.


  All telemetry systems have a similar architecture. Figure 1.2 is an architecture you will see often as you move through parts 1 and 2 of this book.


  [image: ]


  Figure 1.2 Architecture common to all telemetry systems, though some stages are often combined in smaller architectures. The Emitting stage receives telemetry from your production systems and delivers it to the Shipping stage. The Shipping stage processes and ultimately stores telemetry. The Presentation stage is where people search and work with telemetry. The Emitting and Shipping stages can apply context-related markup to telemetry; the Shipping and Presentation stages can further enrich telemetry by pulling out the details encoded within.


  Telemetry is data that production systems emit to provide feedback about what is happening inside. Telemetry systems are the systems that handle, transform, store, and present telemetry data. This book is all about the systems, so let’s take a look at the four major telemetry styles in use today:


  
    	
      Centralized logging—The first telemetry system created, which happened in the early 1980s. This style takes text-based logging output from production systems and centralizes it to ease searching. Note that this technique is the only one widely supported by hardware.

    


    	
      Metrics—Grew out of the monitoring systems used by Operations teams and was renamed metrics when software engineers adopted the technique. This system, which emerged in the early 2010s, focuses on numbers rather than text to describe what is happening. Metrics allow much longer timeframes to be kept online and searchable compared to centralized logging.

    


    	
      Distributed tracing—Focuses directly on tracking events across many components of a distributed system. (Large monoliths count as a large distributed system, by the way.) This style emerged in the late 2010s and is undergoing rapid development.

    


    	
      Security Information Event Management (SIEM)—A specialized telemetry system for use by Security and Compliance teams, and a specialization of centralized logging and metrics. The technique was in use long before the term was formalized in the mid-2000s.

    

  


  These telemetry styles are used throughout this book, so you will see them mentioned a lot. Section 1.1 provides you longer definitions and histories of these telemetry styles and shows how each style conforms to the architecture in figure 1.1.


  Note In the past couple of years, the concept of Pillars of Observability has emerged. The word observability was first used to define a specific style of telemetry and evolved as a sophistication of the metrics style. Today, however, observability is generally considered to be a practice rather than a telemetry style. The three pillars are logs, metrics, and traces. If you use all three styles, you are best equipped to observe how your system is operating. This book is about supporting the systems that provide your observability. The SIEM systems used by Security teams are a form of observability, telling you who did what, when they did it, how they did it, and what happened when they did, just like the Pillars.


  Because people matter as much as the telemetry data being handled by our telemetry systems, section 1.2 breaks down the many teams inside a technical organization as well as the telemetry systems each team prefers to use. These teams are referenced frequently in the rest of this book.


  Finally, telemetry systems face more disasters than production systems do. Section 1.3 covers some of these disasters in brief. Part 3 of this book has several chapters that are useful for making your telemetry systems durable.


  
1.1 Defining the styles of telemetry


  The list of telemetry styles provided in the introduction to this chapter provides a nice thumbnail of what each style of telemetry does and will be a good reference for you as you move through this book. This section provides far more detailed definitions of the four telemetry styles and gives real-world examples of them.


  
1.1.1 Defining centralized logging


  Centralized logging brings logging data generated by production systems to a central place where people can query it. Figure 1.3 shows an example of such a system in use today.
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  Figure 1.3 A centralized logging system using Fluentd, Elasticsearch, and Kibana as major components. Telemetry is emitted from both production code and Cisco hardware. Then this telemetry is received by Shipping-stage components, centralized in Fluentd, and stored in Elasticsearch. Kibana uses Elasticsearch storage to provide a single interface for people to search all logs.


  Centralized logging supports not just software telemetry, but hardware telemetry as well! The Syslog Server box in figure 1.3 represents the modern version of a system that was first written around 1980 as a dedicated logging system for the venerable sendmail program from the Berkley Software Distribution 3BSD. By 2000, Syslog was in near-universal use across UNIX and UNIX-like operating systems. A standardization effort in 2001 resulted in a series of requests for comment (RFCs) that defined the Syslog format for both transmission protocol and data format. Making Syslog a standard gave hardware makers one option for emitting telemetry that wasn’t likely to change over the decade lifespan of most hardware. The other option is Simple Network Management Protocol (SNMP), which is covered in chapter 2.


  I bring up Syslog because the concepts it brought to the table influenced much of how we think about logging from software. If you’ve ever heard the phrase Turn on debug logging, you’ve heard a concept introduced by Syslog. The concept of log levels originated in Syslog, which defined the eight levels listed in table 1.1.


  Table 1.1 Syslog standard log levels


  
    
      	
        ID

      

      	
        Severity

      

      	
        Keyword

      
    


    
      	
        0

      

      	
        Emergency

      

      	
        emerg, panic

      
    


    
      	
        1

      

      	
        Alert

      

      	
        alert

      
    


    
      	
        2

      

      	
        Critical

      

      	
        crit

      
    


    
      	
        3

      

      	
        Error

      

      	
        err, error

      
    


    
      	
        4

      

      	
        Warning

      

      	
        warn, warning

      
    


    
      	
        5

      

      	
        Notice

      

      	
        notice

      
    


    
      	
        6

      

      	
        Info

      

      	
        info

      
    


    
      	
        7

      

      	
        Debug

      

      	
        debug

      
    

  


  Syslog’s biggest influence is on the keywords in table 1.1. Not every software logger builds all eight levels; a few add more to this table, such as fatal and trace from Java. But nearly all loggers have some concept of debug, info, warning, and error:

  logger.debug("Entering Dangerous::Function with #{args.count} params.")
logger.info("Dangerous::Function finished in #{timer.to_seconds} seconds.")
logger.warn("FIXME: Dangerous::Function was not passed a CSRF token.")
logger.err("Dangerous::Function failed with ArgumentError::InvalidType")


  If you’ve written software, chances are good that you’ve used these levels at some point in your career. The concept of log levels also introduces the idea that all logging has some context: a log level indicates how severe the event is, and the text of the event describes what happened. Logging from software can include considerably more context than simply priority and a message; section 6.1 describes this markup process in much more detail.


  The middle stage of centralized logging, represented in figure 1.3 as the Fluentd server, takes telemetry in the emitted format (Syslog for the Cisco hardware, whatever the log file format is for the production code) and reformats it into the format needed by Elasticsearch. Elasticsearch needs a hash data structure (an array, but with names for each element instead of numbers), so Fluentd rewrites the Syslog format in Elasticsearch’s format before storing it in Elasticsearch. This reformatting process, called enrichment, is covered in chapter 4.


  The end of the pipeline, represented in figure 1.3 as the Kibana server, uses Elasticsearch as a database for queries. Section 5.2 goes into greater detail about what constitutes a good Presentation-stage system for centralized logging. Here, Kibana is used to access telemetry and assist with analysis.


  
1.1.2 Defining metrics


  Metrics-style telemetry is about using numbers (counters, timers, rates, and the like) to get feedback about what’s going on in your production systems. Whereas a centralized logging system often uses plain language to suggest how long something took, as in

  logger.info("Dangerous::Function finished in #{timer.to_seconds} seconds.")


  metrics systems encode the same information by encoding a number and some additional fields to provide context. In this example, a function name is added for context and a timer is used for the number:

  metrics.timer("Dangerous_Function_runtime", timer.to_seconds)


  Figure 1.4 is an example of a real-world metrics pipeline.
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  Figure 1.4 A metrics system in which the production software emits metrics from code into a Prometheus StatsD exporter process; the operating system has a monitoring package called collectd that collects system metrics and reports directly to a Prometheus Graphite exporter. These exporters submit summarized metrics to Prometheus. A Grafana server acts as the interface point for all users of this metrics system.


  Figure 1.4 shows a metrics system being used for both software metrics and system metrics. The system metrics are gathered by a monitoring tool called collectd, which has the capability to push metrics into a Graphite API. Prometheus is a database custom built for storing data over time, or time-series data. Such time-series databases are the foundation of many metrics systems, though other database styles can certainly be used successfully. Grafana is a widely used open source dashboarding system, in this case being used by both the Operations team running the infrastructure and the Software Engineering team managing the production software.


  Like centralized logging telemetry, metrics telemetry is almost always marked up with additional details to go with the number. In the case of the statement before figure 1.4, we are adding a single field with Dangerous_Function_runtime as the value. Additional fields can be added, though doing so introduces complexity to the metrics database. This complexity is known as cardinality.


  Definition Cardinality is the term for index complexity—specifically, the number of unique combinations the fields in the index may produce. If you have fields A and B, where A has two possible values and B has three possible values, the cardinality of that index is A * B, or 2 * 3 = 6. Cardinality significantly affects search performance no matter what data storage system is being used.


  Cardinality is a big part of how metrics came to be its own discrete telemetry style. Centralized logging, with all the data it encodes, has the highest cardinality of the four telemetry styles I talk about in this book; it also takes up the most resources by far. Due to the combination of those two factors, centralized logging requires the most complex databases and the largest volume of data of any style. Because of budget constraints, however, centralized logging systems can rarely keep data online and searchable for long. Compare centralized logging with metrics, with its low cardinality, and focus on easy-to-store numbers, and you have a telemetry system that can keep years’ worth of telemetry online and searchable for a fraction of the cost of a centralized logging system!


  In the 2009–2012 era, when metrics began to be known as a software telemetry style (it had long been used on the operations side as a monitoring system), its lower cost versus centralized logging was one of the biggest drivers for adoption. Centralized logging was still used, but a specialized telemetry flow designed for the decision type was a revolution—one that set up the next telemetry style to come on the scene.


  
1.1.3 Defining distributed tracing


  Distributed tracing is a strange union of metrics and logging—the cardinality of logging with the analytical power of metrics. Tracing enables explicit automation to add entire execution flows (figure 1.5 shows one such flow) to the presented context when you look to see what happened during an execution. Logging shows specific events as they happened, with some attributes to provide context around the event. Metrics gives you a broad overview of how the system is performing. Tracing uses the extra context you should have on your logged events to create a linked view of executions, as you see in figure 1.5. This visualization makes it easier for people to quickly isolate interesting places to investigate. Figure 1.5 presents the kind of display of execution flow that a distributed tracing system can provide.
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  Figure 1.5 An example of a distributed tracing system’s display, following the flow of execution similar to a stack trace. Here, we see a call to upload_document and all the other processes that upload_document called during its execution. When tracing a fault in a pdf_to_png process, you will be presented the full context of events leading up to that specific execution.


  Tracing is useful not only in microservices environments, but also in the following:


  
    	
      Large monolithic codebases to which many teams contribute code—The traces produced don’t respect political boundaries, thereby reducing barriers to troubleshooting.

    


    	
      Micromonolith environments with a few large applications working together—Such environments often have separate teams working on the larger applications, so tracing across all applications breaks down silos between teams.

    


    	
      Monoliths that are in the process of being chipped apart and have only a few additional microservices so far—This telemetry style often is the best choice for providing shared context between separate systems.

    

  


  Tracing also came on the scene in the late 2010s and is undergoing rapid development. The OpenTelemetry project (https://opentelemetry.io) is an effort by major players in the U.S. tech industry to provide standards for communication and data format for tracing telemetry. Programming languages that are well established and mostly overlooked by the big names in the U.S. tech industry—languages such as PHP, COBOL, and Perl—often lack a software development kit (SDK) for tracing. Frustration among software engineers is a prime driver of innovation, so I expect that these underserved languages will get the support they need before long.


  In spite of the newness of distributed tracing, we have real-world examples to look at today. Figure 1.6 shows one such example.
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  Figure 1.6 An example of a distributed tracing system circa 2021. Production code is running an OpenTelemetry SDK, which sends events to a system running the Jaeger open source tracing system. Then the Jaeger collector stores the event in a database. The Jaeger frontend provides a place to search and display traces from production systems.


  
    What about Application Performance Monitoring?


    Application Performance Monitoring (APM) is a term that has been used in industry since the early 2010s. APM began as a form of metrics but has evolved into rather more through use of steadily increasing amounts of context—much like distributed tracing systems do today. APM systems were around before the industry started getting excited about observability; as a result, APM systems moved hard into that space. Today, APM systems from New Relic and Datadog are one-stop-shopping systems that provide all three Pillars of Observability. In other words, APM systems unite centralized logging, metrics, and distributed tracing. These big companies have been around for a long time, so expect them to keep up with changes in the software telemetry marketplace of ideas.


    In this book, whenever I refer to the Pillars of Observability, know that I’m also talking about APM systems.

  


  
1.1.4 Defining SIEM


  Many companies and organizations operate with constraints imposed on them from outside, such as mandatory stock market reporting, industry-specific regulation in the banking industry, and optional compliance frameworks such as those defined by ISO standards. These standards, regulations, and compliance frameworks have been with us for decades and have grown up along with the technical industry. Most of these external controls require a common set of monitoring techniques inside technical organizations, including the following:


  
    	
      Track all login, logout, and account lockout events.

    


    	
      Track all use of administrative privileges.

    


    	
      Track all access to sensitive files and records.

    


    	
      Track compliance with password complexity and age requirements.

    

  


  Because these requirements are so common, and tracking and later correlating them is so complex, they have given rise to a separate telemetry style known as the Security Information Event Management system (SIEM). Due to the complexity of the task, SIEMs are almost always paid-for software; few, if any, open source projects do this work. As a telemetry style operator, you will spend more time connecting sources of telemetry to a system that knows how to interpret the data. Figure 1.7 shows one possible architecture for integrating a SIEM into a larger telemetry system, branching off the centralized logging system shown in figure 1.3.
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  Figure 1.7 One possible SIEM system. Because SIEM systems are often derived from centralized logging systems, this figure shows an identical source for the centralized logging flow and SIEM flow. When telemetry enters the Fluentd process, it produces two feeds; one feed goes into Elasticsearch for centralized logging, and a second feed is submitted to the Splunk SaaS API. Splunk is acting as a SIEM in this case.


  There are many architectures; figure 1.7 shows only one. In another architecture, Security has installable agents running on host servers, which emit in a completely different way from the centralized logging flows, making for a fully separate system. Both approaches are viable.


  
1.2 How telemetry is consumed by different teams


  Because telemetry is used to support decision-making about production systems, you unavoidably have to consider how the people who make decisions are organized and how that affects their use of telemetry. This section defines the major teams in a technical organization for use later in the book. Your role is likely to be in this list somewhere, and if you’ve been in the industry for a long time, you may have been on more than one team. In my career, for example, I’ve been in customer support, operations, DevOps, and site reliability engineering (SRE), and have done close work with Security teams.


  Note I use the term organization instead of company to be inclusive of noncorporate organizations that create technology, such as government entities and not-for-profit organizations. The teams listed here are broad categories, and when you see team names in capitals, such as Software Engineering, know that I am referring to definitions in this chapter.


  
1.2.1 Telemetry use by Operations, DevOps, and SRE teams


  For all that they cover somewhat different areas, Operations, DevOps, and SRE teams share a lot of background. (SREs will be mentioned again in section 1.2.3 because they share background with Software Engineering teams.)


  Operations teams were the first of these three teams to emerge (in the 1970s). Today, teams with Operations in the title are likely in long-standing organizations that computerized during the 1960s and 1970s, though sometimes these teams add the word Infrastructure to create the term Infrastructure Operations or use the term Platform Engineering. In this book, I use Operations. Teams with this name typically are in charge of keeping the machinery running and the production code operating—cloud or hardware, including operating systems.


  DevOps teams emerged in the first decade of the 2000s to fight the silos that had grown up between Operations and Software Engineering teams. These days, DevOps teams often stand in for Operations teams while maintaining the systems that ensure that code meets minimum quality standards (continuous integration) and getting it into production (continuous deploy). Using DevOps in a job title is controversial—DevOps is a philosophy, not a job title—but that doesn’t stop it from being common practice anyway.


  SRE emerged in rough parallel to DevOps in some of the biggest tech companies on the planet. Originally, SRE was the team in charge of making sure that your (web-based) software was available to customers, the way your customers needed it to be. The term means somewhat different things to each organization that has an SRE team, but all these organizations care about your (usually web-based) software being available to customers.


  Operations teams have been caring about uptime since the beginning. DevOps cares about software quality as a way to defend uptime. SRE teams are explicitly charged with availability. All these converging needs mean that these three teams have common telemetry requirements, as shown in figure 1.8.
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  Figure 1.8 The preferred telemetry styles for Operations, DevOps, and SRE teams. Centralized logging is used because the infrastructure these teams manage emits there by preference, and metrics is used because it is the basis for tracking site availability and general monitoring. Use of the other two styles is possible, but centralized logging and metrics are most common.


  
1.2.2 Telemetry use by Security and Compliance teams


  Security is charged with defense of your overall organization from outside threats. Compliance is charged with ensuring that your organization complies with legislated regulations and optional compliance frameworks, such as the Service and Organization Controls (SOC 2) standard. Security and Compliance teams are often the same team until an organization decides that separating these concerns is a good idea. Not every organization has a Security team, though many that do not should. These teams are unavoidable in certain industries, however, especially those involving finance and health. Supporting both Security and Compliance missions requires setting several policies and procedures, such as the following (not an exhaustive list):


  
    	
      A vulnerability management program to ensure that software used in production and telemetry systems is kept up to date

    


    	
      Procedures for regular reviews of who has access to production and telemetry systems

    


    	
      Procedures for ensuring that terminated employees’ access is swiftly revoked from production and telemetry systems

    


    	
      Reporting to identify failed logins to production and telemetry systems

    


    	
      Reporting to track the use of administrative privileges for a period of years

    


    	
      A password-complexity and authentication policy to provide sufficient defense against password-guessing and other credential-theft threats

    

  


  Their charge is not only setting policies, but also ensuring that those policies are followed by Security and Compliance teams. This task is where telemetry comes into play, because it allows external auditors to determine whether these policies are effective. When these teams are not ensuring compliance with policies, Security teams also have the hard job of responding to security incidents. Figure 1.9 shows the relationship of Security and Compliance teams with telemetry.
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  Figure 1.9 The relationship of Security and Compliance teams to telemetry systems. The primary system is SIEM, but centralized logging provides much of the proof that policies are being followed.


  Security incidents are special cases, so when they happen, every source of telemetry is potentially useful during the investigation. If you are on a different team, be ready to support incident responders by providing information about how to use and search the telemetry under your care. Security is everyone’s job.


  Compliance with regulation and voluntary frameworks invariably requires keeping certain kinds of telemetry around for years (often seven, a number inherited from the accounting industry). This default long-term-retention requirement is unique among the telemetry styles here, with metrics being the only other style that approaches SIEM systems’ retention period. (Chapter 17 addresses retention policies in detail.)


  
1.2.3 Telemetry use by Software Engineering and SRE teams


  Software Engineering teams are responsible for writing the software in your production environment. I mention SRE again because the mission of an SRE team is to ensure that the availability of your software extends to both the infrastructure the code runs on (section 1.2.1) and the code itself (this section). Some organizations split systems-oriented SRE from software-oriented SRE as well. Software Engineering brought about the metrics and distributed tracing styles of telemetry to better track what code was doing, so figure 1.10 should be no surprise.
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  Figure 1.10 Telemetry systems used by Software Engineering teams (almost all of them). All three Pillars of Observability are used.


  Whereas Software Engineering teams focus on how their code is performing in production, SRE teams focus on whether the code is meeting promised performance and availability targets. This task is related to what Software Engineering desires, but the difference matters. Software Engineering is concerned with failures and how they affect everything, whereas SRE is concerned with overall aggregated performance.


  
1.2.4 Telemetry use by Customer Support teams


  Customer Support teams have a variety of other titles, including Technical Support, Customer Success, Customer Services, and Support Account Management. These teams are charged with working with your customers (or users or employees) and resolving problems. They have the best information about how your production system works for people, so if your Software Engineering and SRE teams are not talking to them, something has gone horribly wrong in your organization. This communication needs to go both ways, because when Customer Support teams are skilled in using the telemetry systems used by Software Engineering, the quality of problem reporting increases significantly. In an organization where Customer Support has no access to telemetry systems, problem reports come in sounding like this:


  Account 11213 had a failed transaction on February 19, 2023 at 18:02 UTC. They say they’ve had this happen before, but can’t tell us when. They’re a churn risk, $21K annual contract at risk.


  Compare this report with the kind of report your Customer Support teams can make if they have access to query telemetry systems:


  Account 11213 has had several failed transactions. The reported transaction was ID e69aed5a-0dfc-47e2-abca-8c11374b626f, which had a failure in it when I looked it up. That failure was found four more times with this account. I also saw it happening for five other accounts and reached out to all five. Two have gotten back to me and thanked us for proactively notifying them of the problem. It looks like accounts with billing-code Q are affected.


  This second problem report is objectively far better because the work of isolating where the problem may be hiding has mostly been done. You want to empower your Customer Support teams. Figure 1.11 demonstrates the sort of telemetry systems of which Customer Support makes the best use.
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  Figure 1.11 The telemetry systems best suited to Customer Support teams. Because these teams are most interested in specific failures, telemetry styles that rely on aggregation (metrics) are not as useful. Note that when Customer Support is more of a help desk for internal users, SIEM access is often also granted and useful.


  Customer Support teams work with customers to figure out what went wrong, which means that they are most interested in events that happened recently. Telemetry systems that rely on aggregation (metrics) are not useful because the single interesting event is not visible. Telemetry systems that rely on statistical sampling (distributed tracing; see section 17.3) can be somewhat useful, but the interesting error needs to be in the sample. You can get around this problem by persisting error events outside the statistical sample, perhaps in a second errors database. (See chapter 17 for more on this technique.)


  
1.2.5 Telemetry use by business intelligence


  Business intelligence (BI) teams are sneaky; they work on the telemetry of the business rather than the telemetry of the technical organization. Their versions of telemetry include data such as marketing conversion rates, rate of account upgrade/downgrade, signup rate, feature use, and click rates in email marketing campaigns. Although BI teams often aren’t considered to be part of the technical organization, I mention them here for two reasons:


  
    	
      People inside BI teams often have training in statistical methods, so they represent an internal resource for you when you start applying statistical methods to your technical telemetry.

    


    	
      If you are building a SaaS platform, BI teams are likely to approach you to engineer telemetry flows into their systems alongside the ones you already have for your technical organization.

    

  


  If your organization already has people who are skilled in handling and manipulating data, you need to talk to them when you are building or upgrading data handling systems. They will tell you when your plan for aggregating data won’t return valid results (getting the MAX value of a series of data that was averaged will not give you the true MAX value in the source data, for example). It can feel strange to ask people in a radically different department for help, but you will build better systems if you do.


  
1.3 Challenges facing telemetry systems


  Telemetry systems face the same disasters that production systems do: fire, flood, equipment failure, unexpected credit-card expiration, labor actions, bankruptcies, pandemics, civil unrest, and many more. Telemetry systems in particular are vulnerable to disasters specific to telemetry, which is what this section introduces. The four major problems derive from three points:


  
    	
      Telemetry systems aren’t revenue systems (see section 1.3.1).

    


    	
      Different teams need different things from the telemetry they use (see sec-tion 1.3.2).

    


    	
      Telemetry is still data, even if it isn’t production data, and many people and organizations have an interest in data (see sections 1.3.3 and 1.3.4).

    

  


  
1.3.1 Chronic underinvestment harms decision-making


  By far the biggest threat to your telemetry systems is insufficient investment of resources. Telemetry systems are decision support tools; they present the feedback you send out of your production environment in a way that helps you figure out what to do next. Maybe you focus on technical debt for the next couple of sprints because your availability metrics are failing your service-level agreement targets. Or maybe handling 12,000 connections a second is when your load-balancer nodes start responding badly, and it’s time to buy more for your cluster. Whatever you’re looking for, these systems will help you find it. Underinvestment can be caused by many factors:


  
    	
      Telemetry systems aren’t revenue systems. “If they don’t make money, they’re overhead, so cut overhead to make profit; QED.” This argument shows that business management has an incorrect understanding of the value that telemetry systems provide the overall organization.

    


    	
      Don’t fix what ain’t broke. “What you have now works fine; why bother changing?” This argument shows a disconnect between the people who would get the most value from well-designed telemetry systems and the people who would authorize the time and money to be spent for a well-designed telemetry system.

    


    	
      Centralized logging is all we need. “Why do you need a tracing system when we can do the same with our current system in only six searches?” Centralized logging is a powerful tool, as decades of computer management have shown. Centralized logging can also be forced to do the jobs of SIEM, metrics, and even distributed tracing, but it does them much more poorly than the systems designed for those tasks. You will find yourself spending so much time writing glue automation to make this square peg fit the hexagonal hole than setting up a new specialized system would likely save in time and money.

    


    	
      Features! Features! Features! “We don’t have time for that; we need to ship this next set of features to enable sales!” More of a pathology in growing SaaS companies, this argument is another example of business management misunderstanding the value that telemetry systems bring to an organization.

    

  


  The broad trends boil down to not understanding what telemetry does and a disconnect between those who feel the pain and those who would approve fixing the pain. None of these problems is an easy fix for a simple technician on a team. Depending on your organizational culture, fixing either problem may be impossible for the managers who feel the pain because approving major updates like a telemetry system needs to happen so far up the chain of command that it doesn’t matter.


  When you’re facing these headwinds, you still have a chance to make a change. If the organizational culture is otherwise good, underinvestment is largely a problem of ignorance. You can fix ignorance, as follows:


  
    	
      Explain the kinds of decisions that improved telemetry systems will enable. Managers get that sort of language.

    


    	
      Explain how paying for a SaaS provider now will improve everyone’s ability to make decisions faster than spending 24 months building your own systems (and will likely result in much better features than a DIY system could offer).

    


    	
      Explain how a new telemetry style works differently than the current systems, provide a framework showing how it would operate in your existing production systems, and point out how it would improve identification of problems and prioritization of work.

    

  


  I spent 14 years in the public sector, 7 of them during recessions when spending new money had to wait for the economy to turn around. Many organizations are at the mercy of an annual or biannual budgeting process in which a group of rarely technical elected officials decide whether you will get your expensive new system. Fighting chronic underinvestment is hard work, but it can be done. Make the case, do it well, and plan far enough in advance (months, if not years) that you won’t be in a panic if the answer comes down to “Not this year.”


  
1.3.2 Diverse needs resist standardization


  As you read section 1.2, which described the teams in a technical organization and their telemetry needs, you may have noticed some different goals. Here are some of the top-level differences:


  
    	
      Customer Support teams need recent (within a few weeks) telemetry, and they need all of it (no aggregation or summarization) in case what a customer is talking about is in there.

    


    	
      Security teams need their SIEM systems to keep seven or more years’ worth of telemetry.

    


    	
      To be affordable, distributed tracing systems need to sample their data statistically.

    


    	
      Centralized logging systems are the most expensive to operate (on an expense per day of telemetry basis), so keeping years’ worth of telemetry online is prohibitively expensive. Sometimes, weeks’ worth of telemetry is too expensive for an organization.

    

  


  Figure 1.12 provides a view of the diverse storage and retention needs of the four telemetry styles talked about here.
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  Figure 1.12 The four telemetry styles charted for their preferred online availability periods. SIEM systems have the longest retention due to external requirements. Distributed tracing achieves retention through statistical sampling. Metrics achieves its duration through aggregations of the numbers stored inside. Centralized logging is just plain expensive, so it gets the smallest online retention period.


  A “one policy applies to all” approach simply will not work for a telemetry system. Your retention policies need to be written in ways that accommodate the diverse needs of your teams and telemetry systems. (Chapter 17 is dedicated to this topic.) There is also diversity in the shape of your telemetry data itself:


  
    	
      Hardware emits in two standardized formats: Syslog or SNMP. If you can’t handle the standard formats, you’re not going to get that telemetry.

    


    	
      Telemetry SaaS provider SDKs might not have support for emitting telemetry through HTTP proxies—a required feature in many production environments.

    


    	
      Platform services such as VMWare vCenter have their own telemetry handling systems.

    


    	
      Infrastructure providers such as Amazon Web Services (AWS) and Digital Ocean provide telemetry in their own formats and in their own locations, leaving it up to you to fetch and process it.

    


    	
      Operating system components (Windows, Linux, FreeBSD, AIX, HP-UX, z/OS, and so on) emit in their own formats, such as Syslog and Windows Event Log. If you want that telemetry, you need to handle those formats.

    


    	
      The programming languages in which your production systems are written and their ages can prevent you from having access to SDKs for distributed tracing.

    

  


  Challenges like these increase the complexity of your telemetry system but are not insurmountable. I cover methods of moving telemetry in chapter 3 and transforming formats in chapter 4. If you happen to be using a language or platform that is unloved by the hot-new-now tech industry, you’re likely used to building support for new things yourself. I’m sorry (she says, having run Tomcat apps on NetWare successfully).


  
1.3.3 Information spills and cleaning them up to avoid legal problems


  Information spills and their consequences are a direct result of increasing legislation regarding privacy (personally identifiable information [PII]) and health-related (personal health information [PHI]) information. Just as toxic-waste regulation largely didn’t exist until the last half of the 20th century, the first half of the 21st century is seeing information start getting classified as toxic. Telemetry systems receive feedback from production systems, but if production is handling privacy or health-related data, it is possible that the telemetry stream will include such toxic data as well.


  You never want to see privacy- or health-related data in your telemetry systems, because access to telemetry data will have to follow all the rigorous (and tedious) access control and use policies that accessing production data requires. Making access to your telemetry data more difficult reduces the overall utility of your telemetry system in general. Few organizations are culturally and technically equipped to easily handle data of this type, and they’re all healthcare or finance companies. For the rest of us, keeping privacy and health-related data out of the telemetry stream is a never-ending battle. There are three major sources of information leaks:


  
    	
      The biggest leak source: exception logging with parameters—Parameters are incredibly useful for debugging but can include privacy and health-related data, so they are by far the largest sources of leaks I’ve seen in my own systems. This situation is made worse by the fact that many logger modules don’t have redaction concepts baked into them (see chapter 16 for more on redaction), and software engineers aren’t used to thinking of exceptions as needing in-code redaction before emission. Use of a structured logger (see chapter 12) gives you ways to redact exceptions.

    


    	
      Unthinking inclusion of IP address and email addresses in logging statements—IP and email addresses are useful for fighting fraud and isolating which account a statement is about. Unfortunately, IP address and email addresses are protected by many privacy regulations. If you must include these details, consider hashing them instead to provide correlation without providing the direct values. Section 14.2.1 provides another method to limit allowed values in telemetry.

    


    	
      Inclusion of any user-submitted data of any kind in logging statements—Users will stuff all kinds of things they shouldn’t into fields. Unfortunately for you, many privacy and health-data regulations require you to detect and respond to leaks of this type. If you are in a place subjected to that kind of law (ask your lawyers) and have a bug-bounty program, expect to pay bounties to bug-hunters who find ways to display user-supplied input on unprotected dashboards. But it’s best not to emit user-submitted data in your telemetry stream in the first place.

    

  


  As deeply annoying as this fact is, you must have policies and procedures in place to retroactively remove mistakenly stored privacy and health-related information. Legislation that makes these types of data toxic hasn’t been around long enough for telemetry handling modules to include in-flight redaction as a standard feature alongside log levels. I hope that this situation will change in the future. Until then, we have to know how to clean up toxic spills. Chapter 16 covers this topic extensively.


  
1.3.4 Court orders break your assumptions


  Nearly every country on the planet has judicial rules that allow each party in a lawsuit to request relevant business records from the opposing party or parties. Email and Slack messages are famously business records, but telemetry data is as well. If your organization is party to a lawsuit, opposing counsel (the other side’s lawyers) can request telemetry data. What happens between the time the request is made and the time you take action on it will be decided by your organization’s lawyers, opposing counsel, and the judge overseeing the case, as shown in figure 1.13.
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  Figure 1.13 A greatly simplified flow of the document-discovery process as it relates to telemetry data. Your lawyers will be fighting on your organization’s behalf to reduce the telemetry you have to give to the other side. You can help this process by teaching your lawyers what technically can and can’t be produced by your telemetry system. Lying to your organization’s lawyers about what you are able to produce will get you fired. Let the lawyers do their jobs; you’re there only as a technical consultant.


  Two court processes force you to change how you handle, store, and grant access to telemetry:


  
    	
      Request to produce documents --This flow, illustrated in figure 1.13, requires you to create an extract of telemetry. The format you need to create will be negotiated by the lawyers, so you are likely to be pulled in to consult on the capabilities of your telemetry systems.

    


    	
      Request to hold documents --Of the two demands, this one has the greater effect on you, the telemetry system operator. A request to hold documents means that you have to exempt certain telemetry from your aggregation, summarization, and deletion policies. Because legal matters sometimes take years to resolve, in bad cases you can end up storing many multiples of your usual telemetry volumes.

    

  


  Not every organization has to prepare for lawsuits to such a degree that they need well-tested procedures for producing and holding telemetry, but certain industries are prone to lawsuits, such as finance, drug manufacturing, and patent law. Also, certain kinds of lawsuits, such as those filed for leaks of toxic data and insider sabotage, are far more likely to dive into telemetry data. You should have at least a whiteboard plan of what to do when you face a court order. Chapter 18 covers this topic.


  
1.4 What you will learn


  This book is a guide to help any team operate telemetry systems in a technical organization. It focuses on optimizing the operation of systems involved in handling and displaying telemetry, rather than optimizing your overall use of telemetry. To benefit from this book, you should have worked with telemetry systems in some capacity, such as making searches in dashboards or writing logging statements in code. You should also have manipulated and searched strings by using code and built queries in graphical applications. In this book, you will learn


  
    	
      The architecture of telemetry systems and how your current telemetry systems follow the architecture

    


    	
      How to optimize your telemetry handling to reduce costs and increase the online searchable period

    


    	
      How to ensure the integrity of your telemetry systems to support regulation and compliance frameworks, as well as security investigations

    


    	
      Techniques to use to support court orders as part of legal processes

    


    	
      Procedures to safely handle and dispose of regulated information, such as PII and PHI

    

  


  To help you learn these skills, I will be using examples drawn from three styles of technical organization. Know that what I teach here is applicable to a growing startup, to companies with a founding date in the 1700s, and to organizations in which writing and running software supports the business but is not the reason for the business.


  
Summary


  
    	
      Telemetry is the feedback you get from your production systems.

    


    	
      Telemetry is how modern computing works, because it tells us what our production systems are up to.

    


    	
      Telemetry ultimately supports the decisions you have to make about your production systems. If your telemetry systems are poor, you will make poor decisions.

    


    	
      Centralized logging, which was the first telemetry style to emerge (in the mid-1980s), brings all logging produced by your production systems to a central location.

    


    	
      Logging format standards such as as Syslog ensure that hardware systems emit in standard formats, so you need to support those formats as well if you want telemetry from hardware systems.

    


    	
      Syslog introduced the concept of log levels (debug, info, warn, and error among others) to the industry.

    


    	
      Metrics (which emerged in the early 2010s) focuses on aggregatable numbers to describe what is happening in your production systems.

    


    	
      Cardinality is the term for index complexity in databases. The more fields a table has, the higher its cardinality. Centralized logging is a high-cardinality system; metrics systems generally are low-cardinality.

    


    	
      Distributed tracing emerged in the late 2010s and focused on tracing events across an execution flow crossing system boundaries.

    


    	
      Distributed tracing provides the context of the entire execution flow when investigating an interesting event, which further improves your ability to isolate where a problem started.

    


    	
      SaaS companies dominate the distributed tracing space due to the complexity of distributed tracing systems.

    


    	
      SIEM systems are specialist telemetry systems for Security and Compliance teams; they store information relating to the security use case.

    


    	
      SIEM systems store consistent information because regulation and voluntary compliance frameworks largely track the same kinds of data and often require such data to be stored for years.

    


    	
      Operations and DevOps teams use telemetry to track how their infrastructure systems are operating, focusing on centralized logging and metrics styles.

    


    	
      Security and Compliance teams focus on both centralized logging and SIEM systems because SIEM systems share a lot of history with centralized logging, and centralized logging is useful during audits for compliance with regulation and external compliance frameworks.

    


    	
      Software Engineering teams use every telemetry system except SIEM systems in an effort to understand how their code is behaving in production.

    


    	
      The Pillars of Observability is a software engineering concept describing the telemetry that allows a system to be observable : logs, metrics, and traces.

    


    	
      SRE teams use every telemetry system except SIEM in their mission to ensure that the organization's software is available.

    


    	
      Customer Support teams use the centralized logging and distributed tracing styles to better isolate problems reported by customers and to improve the quality of bug reports sent to engineering.

    


    	
      Business intelligence teams are rarely part of the technical organization but are responsible for building systems for business telemetry. BI people are valuable resources when you’re deploying a new telemetry style due to their familiarity with statistical methods.

    


    	
      A chronic threat to telemetry system is underinvestment, which can stem from a misunderstanding of the value that telemetry systems bring to the organization and a disconnect between decision-makers and those who feel the pain of a bad telemetry system.

    


    	
      Different teams need different things from telemetry, and different telemetry styles benefit from different retention periods. Your telemetry system needs to accommodate these differences to be a good telemetry system.

    


    	
      Hardware, SaaS providers, infrastructure providers, third-party software, and operating systems all emit telemetry in relatively fixed formats. Your telemetry system needs to handle these formats if you want their telemetry.

    


    	
      Privacy information (PII) and health information (PHI) require special handling, and most telemetry systems aren’t built for that purpose. Do what you can to keep PII and PHI out of your telemetry systems.

    


    	
      The largest source of toxic information spills are exception logs that include parameters; do what you can to redact them before they enter the telemetry pipeline.

    


    	
      Telemetry systems are subject to court orders the same way your production systems are, so you may be called upon to produce telemetry by your lawyers for a legal matter.

    


    	
      A court order to hold data means that the affected data is no longer subjected to your retention policy, which can be quite expensive if the legal matter drags on for years.

    

  


  
    
Part 1. Telemetry system architecture

  


  Each of the telemetry systems described in chapter 1 follows the same general architecture. Every production system emits telemetry data. Then this data is shipped into a data store of some form, which could be a relational database, a NoSQL document store, a SaaS provider, or even an object store, if not more than one. From there, it is presented in such a way that people can use the processed telemetry data to support decisions, which could be in the form of reports or on-demand charting. Along the way, telemetry is marked up with context-related details and then enriched to pull out details encoded in the telemetry. Figure 1 describes this architecture.
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  Figure P1.1 Telemetry system pipeline stages with their definitions. The Emitting stage packages telemetry for the Shipping stage, which processes, transforms, and stores telemetry to be consumed by the Presentation stage. Markup adds context-related telemetry during the Emitting and Shipping stages, where enrichment transforms telemetry to improve its usefulness during the Shipping and Presentation stages.


  Chapter 1 discussed four styles of telemetry:


  
    	
      Centralized logging—Bringing all logging output from hardware, cloud providers, and software into a single searchable system. Often the first telemetry system built, this style has high cardinality and high costs.

    


    	
      Metrics—Bringing numbers-based telemetry (such as rates, counts, and sets) into a central system, tagged with fields to provide the basis for charts and analysis. This style has low cardinality and low costs.

    


    	
      Security Information Event Management (SIEM)—A form of centralized logging specific to Security and Compliance team needs. This style needs to support storage over many years due to external constraints.

    


    	
      Distributed tracing—Using new databases and presentation time processing, tracing is designed to enable following execution chains through functions, microservices, macroservices, and different tenants. This style has high cardinality, but statistical methods help keep costs down.

    

  


  Each of the telemetry styles discussed in chapter 1 has its telemetry follow the stages in figure 1. Figure 2 provides three real-world examples of telemetry pipelines for metrics, centralized logging, and distributed tracing (also known as the Pillars of Observability).


  All telemetry has an emitting system that prepares telemetry for use inside your Shipping stage (chapter 2). The systems that receive emissions—the Shipping-stage systems—process and transform telemetry to prepare it for storage (chapters 3 and 4). Finally, Presentation-stage systems use telemetry stored by the Shipping stage to provide the visualizations and analysis needed to support decision-making (chapter 5). Chapter 6 describes the markup and enrichment that telemetry systems apply at all three stages of your pipeline. Finally, chapter 7, which introduces multitenancy, describes the changes to telemetry systems that happen when more than one owner is involved.
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  Figure P1.2 Example telemetry pipelines for three telemetry styles, with metrics at the top, centralized logging in the middle, and tracing at the bottom. Black directional lines indicate telemetry flow. Each pipeline is broken into three stages: Emitting, Shipping, and Presentation. These technologies are different, but the same flow of data handling shows the similarities of these telemetry styles.


    


  
    
2 The Emitting stage: Creating and submitting telemetry

  


  This chapter covers


  
    	
Understanding what the Emitting stage does


    	
Emitting telemetry from software you’re developing


    	
Emitting telemetry from hardware and third-party software


    	
Emitting telemetry from SaaS and IaaS platforms

  


  The Emitting stage, shown in figure 2.1, is the first stage in your pipeline, where telemetry generated by a production system enters the pipeline. This first stage can be many things:


  
    	
      Your production code itself. A logging class inside the production code provides the needed formatting and telemetry delivery (section 2.1). You can use several techniques when emitting this way.

    


    	
      A hardware system like Cisco networking gear or Dell servers that you configure to emit telemetry (section 2.2).

    


    	
      A Software as a Service (SaaS) or Infrastructure as a Service (IaaS) platform such as Amazon Web Services (AWS), Azure, Atlassian products, or GitHub that is able to provide a telemetry stream (section 2.3).
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  Figure 2.1 Telemetry system pipeline stages with the Emitting stage shown first, illustrating where it fits in the overall telemetry pipeline. The Emitting stage is where telemetry enters the pipeline from the production systems. Production systems can be code, whereas the Emitting stage is often inside the production system itself, or hardware and Software-as-a-Service systems.


  When this telemetry is emitted from the Emitting stage, it is handled by the Shipping stage, where telemetry is transformed into a format for storage used by the Presentation stage. Because emitting telemetry requires knowledge of the Shipping stage, we cover some of the inputs of Shipping stages in this chapter. To help explain the real-world uses of these emitting types, we use examples drawn from three types of technical organizations:


  
    	
      A 100-person startup building an API-driven application running in AWS. This example demonstrates emitting from software you develop.

    


    	
      A global logistics company founded in 1848 that computerized its business processes in the late 1960s. This example demonstrates emitting from hardware infrastructure.

    


    	
      A 200-person company providing in-person continuing education courses, with strong seasonality in its hiring. This example demonstrates emitting telemetry from SaaS platforms.

    

  


  
2.1 Emitting from production code


  In this section, we talk about a 100-person startup that wants to start emitting metrics from its production systems and discuss three ways of accomplishing this goal. Although we are talking about metrics in the examples, you can use the same techniques to emit logging data.


  In the Emitting stage, the big difference between metrics and logging is the format of the data: numbers and some extra details in the case of metrics versus strings for logging. Figure 2.2 describes the company’s production system.


  [image: ]


  Figure 2.2 The production system for the 100-person startup, running in AWS. Production code is deployed to EC2 virtual machines running in a Virtual Private Cloud. This architecture allows us to examine several techniques for emitting telemetry from production code.


  This startup is running code in AWS and has elected to run that code on EC2 virtual machines. Although Lambda or either of AWS’s container services (Elastic Container Service and Elastic Kubernetes Service) may be more appropriate for a company of this type, using EC2 virtual machines allows me to demonstrate more telemetry emission methods. This section talks about Emitting-stage techniques that are pure emitters—that deliver telemetry to the same system the code is running on. Emitting stages that send telemetry to a different system, perhaps to a queue or a database, are Emitter/ Shipper stages, which we will cover in detail in section 3.1. The top half of figure 2.3 describes the differences between these two types of emitters.
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  Figure 2.3 Two styles of emitting telemetry directly from production code, showing how these concepts relate to a structured logger. The pure emitter at top left (described in section 2.1) emits telemetry in the same box, container, or function as the production code, and the emitter/shipper at top right (described in section 3.1) emits telemetry to an external system.


  The bottom half of figure 2.3 demonstrates the components of a structured logger and how it relates to the emitter and emitter/shipper concepts. (For a full examination of structured loggers, see chapter 12.) Most programming frameworks have one or more structured logging options available. Structured loggers have three components:


  
    	
      A logger that acts as the callable item for structured loggers. For telemetry pipelines, the logger is how telemetry enters the Emitting stage. The name of this component differs depending on the programming language.

    


    	
      A formatter that reformats received telemetry in the format needed by the Emitting-and Shipping-stage systems. There can be more than one formatter.

    


    	
      A writer that sends the reformatted telemetry to the next step. In some logging frameworks, you may be able to send only to the console or a file. Other frameworks have many more delivery options, if not extensible, allowing sending to databases, queues, streams, SaaS providers, and many more destinations.

    

  


  Pure emitters require a Shipping-stage component (see section 4.1) to move (ship) telemetry farther down the telemetry pipeline. In this section, we cover three methods of emitting locally:


  
    	
      Emitting into a log file

    


    	
      Emitting into the system logger

    


    	
      Emitting into standard out

    

  


  Note Emitter/shipper functions emit to telemetry on systems remote from the production code and are covered as part of the Shipping stage in section 3.1.


  The three methods this section covers are among the oldest methods for getting feedback from what your program is doing. There is a reason why the “Hello world!” program is using a print function to echo back Hello world!


  The code samples in this chapter use Python 3 and the default Python logger to demonstrate telemetry emission concepts. Although Python 3 is used in my code examples, several other loggers behave in similar ways for different programming languages:


  
    	
      Python—The structlog module (https://www.structlog.org/en/stable)

    


    	
      Ruby—The twp/logging gem (https://github.com/twp/logging) 

    


    	
      PHP—The Monolog module (https://github.com/Seldaek/monolog)

    


    	
      NodeJS—The Winston (https://github.com/winstonjs/winston) and Bunyan (https://github.com/trentm/node-bunyan) modules

    


    	
      Java—The log4j 2 framework (https://logging.apache.org/log4j/2.x)

    


    	
      Go—The Zerolog (https://github.com/rs/zerolog) and Zap (https://github.com/uber-go/zap) modules

    


    	
      .NET Core—The built-in ILogger (http://mng.bz/ZYz5)

    


    	
      Rust—The Slog module (https://docs.rs/crate/slog)

    

  


  
2.1.1 Emitting telemetry into a log file


  The 100-person startup wants to create a metrics-emitting function in its code. This section covers how to create this function by using log files, which can be created in a couple of ways:


  
    	
      Using the programming-language’s file read/write features to write directly to files

    


    	
      Using an add-on module (such as an egg, gem, NuGet, npm, jar dependency, or PECL) to provide a fully featured logging library to abstract away file I/O and provide a higher-level interface for logging

    

  


  Most programs of any size opt for the second bullet option: using a built-in or add-on logging library. You may be asking, “Why would I use a logging library for metrics?” The answer is given in the intro to section 2.1: Emitting-stage systems are all about preparing telemetry for the Shipping stage, and there is little difference between logging output and metrics output when you plan to send your telemetry to a file.


  Our first version of this startup’s metrics logger in listing 2.1 is written in Python 3 and makes use of the logging Python module to give us a high-level interface for sending telemetry into log files. Figure 2.4 depicts the overall flow of execution leading up to the writing of a log file entry.
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  Figure 2.4 How calling metrics.counter("pdf_page", 2) gets written into a logfile at /var/log/ metrics.log. After passing into the metrics.counter function, the formatted string is sent into the predefined logger at the info priority. The string is reformatted by the formatter to add a timestamp. Then the Handler decides to not propagate the event to a different handler and outputs the formatted line to /var/log/metrics.log.


  In listing 2.1, we see the full metrics module.


  Listing 2.1 metrics.py: Using the Python logger to send telemetry to a log file

  import logging
from logging.handlers import RotatingFileHandler
 
metlog  = logging.getLogger('metlog')           ❶
 
metfile = RotatingFileHandler(
  filename='/var/log/metrics.log',              ❷
  mode="a",                                     ❷
  maxBytes=8*1024*1024,                         ❷
  backupCount=5,                                ❷
  delay=False)                                  ❷
 
metlog.setLevel(logging.DEBUG)                  ❸
 
metfile.propagate=False                         ❹
 
metric_format = logging.Formatter(              ❺
  '[%(asctime)s] %(message)s',                  ❺
  )                                             ❺
 
metfile.setFormatter(metric_format)             ❻
 
metlog.addHandler(metfile)                      ❼
 
def counter(msg, count=1):                      ❽
  """Emits a metric intended to be counted or summarized.
 
  Example: counter("pages", "15")
  """
  metlog.info("[counter] [%s] [%s]", msg, count)
 
def timer(msg, time=0.0):                       ❾
  """Emits a metric for tracking run-times.
 
  Example: timer("convert_worker_runtime", "2.7")
  """
  metlog.info("[timer] [%s] [%s]", msg, time)


  ❶ Creates the metric logger


  ❷ Creates the logging handler, rotating the log file after 8MB


  ❸ Sets the minimum log level handled by this facility


  ❹ Ensures that events handled by this facility will not also be sent to the root facility


  ❺ Creates the log format


  ❻ Assigns the formatter to the handler


  ❼ Assigns the handler to the logger and completes logger setup


  ❽ Creates the 'metrics.counter' method: 'metrics.counter("executions", "2")'


  ❾ Creates the 'metrics.timer' method: 'metrics.timer("run_time", "3.8")'


  When listing 2.1 is called through the counter function, it starts a chain of events, shown in figure 2.4:


  
    	
      The Python logging facility is set up and named metlog.

    


    	
      The counter function inside the metrics class calls the info method of metlog, submitting [counter] [pdf_pages] [2] to the metlog facility.

    


    	
      The formatter reformats the string to add a timestamp, making it [2026-02-19 02:28:22,192] [counter] [pdf_pages] [2].

    


    	
      The handler defined with RotatingFileHandler does not send the event to any other handlers because propagate was set to False.

    


    	
      The handler opens /var/log/metrics.log.

    

  


  This library is brought into another Python program through import metrics, allowing this startup’s software engineers to emit metrics through function calls like these:


  
    	
      metrics.counter("profile_image_uploaded") to increment the count of uploaded profile images by 1

    


    	
      metrics.counter("pdf_pages", 2) to indicate that the number of pdf_pages encountered was 2

    


    	
      metrics.timer("profile_image_convert_time", 0.9) to indicate that converting the uploaded profile image to an appropriate image dimension took 0.9 seconds

    

  


  Function calls like these will create the following entries in the /var/log/metrics.log file:

  [2026-02-19 02:27:26,396] [counter] [profile_image_upload] [1]
[2026-02-19 02:28:22,192] [counter] [pdf_pages] [2]
[2026-02-19 02:28:27,921] [timer] [profile_image_convert_time] [0.9]


  What happens after this log file is created depends on the Shipping telemetry stage, which is discussed in section 4.1. If only a single EC2 instance ever runs this code, a software engineer could watch the metrics roll in by watching that one file from an SSH session, but we know from the architecture diagram that this startup has at least six instances running. Instead, software implementing the Shipping stage reads this file and transmits, converts, and ultimately stores events in a database that allows queries as part of the Presentation stage.


  What happens next? The /var/log/metrics.log is read by a Shipping-stage component (see section 4.1.1).


  
2.1.2 Emitting telemetry into the system log


  Suppose that our 100-person startup wanted to send its metrics into the system log rather than a log file; this section covers how it would make this change. The system log is managed by the operating system. On UNIX-like systems, the system log is almost definitely running something compatible with IETF standardized Syslog. On Linux systems, Syslog interfaces are present, but the Systemd logging component named journald is likely to be running the system log. On Windows systems, the system log is the Event Log. Most modern languages intended be executed on servers include some simple way to send events to the system log.


  
    System loggers and Linux systems


    Ask any BSD user what they think of Linux, and they will shake their head. One of the biggest reasons for the pressed lips and quiet (or, if pressed, the rant) has been the adoption of a framework called Systemd by every major Linux distribution. Systemd is a replacement for several long-standing (meaning stable and therefore reliable) UNIX subsystems:


    a) Replacing the long-standing and widely understood script-based on-boot startup sequence with a vastly more complicated service framework that is hard to reason about and equally hard to tune. A service framework that has far better dependency management that can react to service failures with more certainty and start services way faster.


    b) Replacing the long-standing and battle-tested set of utilities needed to turn Domain Name System (DNS) names into IP addresses (and other resolver actions) with a brand-new utility that needed a decade to shake the bugs out (and isn’t done shaking them yet).


    c) Abstracting the long-standing system logger, Syslog, with a new system named journald that radically upended decades-long assumptions about where system log files end up and how they are stored. This type of system has far better ability to review the logs from specific services versus the older pure Syslog solutions, provides much more detailed metadata, and has an actual access control system.


    Systemd ends up being a nice parable of the Paradox of Maturity:


    I use only mature systems in my production environment.


    Systemd is not yet mature.


    Therefore, I will not use Systemd in productio.


    Therefore, Systemd will never get the testing it needs to become mature. QED.


    Systemd is bringing a lot of new features to the Linux ecosystem, much as it pains old hands to admit. The Systemd project is heading in the right direction, in my opinion, but we still have at least another five to seven years of grumbling and bug-fixing to match the maturity of the systems it replaced.


    Fortunately for us, journald listens to the operating system the same way Syslog did, so for programs running on Linux systems, it seems that nothing has changed with respect to the system logger. For humans, on the other hand, it’s radically different. For all the advances Systemd brought to the table, it deliberately left one feature unbuilt: the ability to send system log data somewhere off the server it’s running on. This lacking feature, weirdly enough, is why Systemd still allows sending system log data to an actual local Syslog server.


    Yes, this means that on many Linux systems, you have two ways to look at the system logger telemetry. Simplicity means different things to different people; let’s leave it at that.

  


  Because of the three tiers of structured logging (logger, formatter, and writer), updating the metrics.py function that was sending logs to a file to send them to the system log instead is a matter of changing three lines: importing a new module and updating the formatter and handler. Figure 2.5 shows the changed flow of telemetry.


  [image: ]


  Figure 2.5 How calling metrics.counter("pdf_page", 2) gets written into the local system log. Inside the metrics.counter function, the logger is invoked through the info method, passing in a formatted string. Then the formatter reformats the telemetry. Next, the writer, a SysLogHandler in this case, decides to not send the telemetry to another facility; instead, it sends the telemetry into the local Syslog, using the LOCAL4 facility.


  Listing 2.2 shows the locations of those two changed lines in the metrics.py file.


  Listing 2.2 metrics.py: Using the Python logger to send telemetry to the system log

  import logging
from syslog import LOG_LOCAL4
from logging.handlers import SysLogHandler
 
metlog  = logging.getLogger('metlog')
 
metfile = SysLogHandler(facility=LOG_LOCAL4)    ❶
 
metlog.setLevel(logging.DEBUG)
 
metfile.propagate=False
 
metric_format = logging.Formatter(
  '%(message)s',
  )                                             ❷
 
metfile.setFormatter(metric_format)
 
metlog.addHandler(metfile)
 
[...]


  ❶ Creates a handler to send logs to Syslog on the LOCAL4 Syslog facility


  ❷ Removes the date/time stamp because Syslog will insert it automatically


  Listing 2.2 is substantially the same as the log file version in listing 2.1, but with three changes:


  
    	
      We import the LOG_LOCAL4 facility from the Syslog modules.

    


    	
      The handler is changed to the Syslog handler, using the LOCAL4 facility.

    


    	
      The format of emitted metrics is changed to remove the timestamp because Syslog will automatically date- and timestamp everything it receives anyway.

    

  


  Using this revised metrics library, the emitted telemetry would look like this for the three examples used with the log file version:

  Feb 19 02:26:26 ec2-host metrics[1212]: [counter] [profile_image_upload] [1]
Feb 19 02:28:22 ec2-host metrics[1212]: [counter] [pdf_pages] [2]
Feb 19 02:28:27 ec2-host metrics[1212]: [timer] [profile_image_convert_time] 
➥ [0.9]


  Note that the log file version of these metrics includes millisecond resolution, whereas Syslog resolves to the second. If you are building a telemetry system that uses Syslog and need subsecond resolution of timestamps, you will need to include your own timestamp in your emitted telemetry. But if your data will only be aggregated, second-level resolution can be completely fine.


  This example function goes to a Syslog facility on the box it is running on. Functionally, the address= attribute is using the default value of localhost. If we had a centralized Syslog server that we wanted to talk to directly, we would update the handler creation line like so:

  metfile = SysLogHandler(facility=LOG_LOCAL4, address=("syslog.prod.internal",
➥ 514))


  Figure 2.6 demonstrates how this update alters the flow of telemetry.


  [image: ]


  Figure 2.6 A version of figure 2.6 in which the Syslog event is sent to a remote Syslog server over UDP/514. This figure is an example of an emitter/shipper function using Syslog.


  The rest of the file would be identical. When the file is set up this way, any metrics received result in the sending of a User Datagram Protocol (UDP) packet to the syslog.prod.internal host over UDP port 514. (For another look at using UDP to send telemetry, see section 13.2.) With the metrics library configured this way, the running code no longer needs to create files or interact with a service running on the same box, which makes this library much more capable of running inside a container or serverless framework such as AWS Lambda. This function is an emitter/shipper function (section 3.1), but all we need to do is add a single line to the Emitter function. The concept of emitting directly to a centralized Syslog server is core to integrating hardware-generated telemetry.


  What happens next? A Shipping-stage component reads the system log (see section 4.1.2).


  
2.1.3 Emitting telemetry into standard output


  In this section, we cover emitting telemetry to the standard output (stdout), or the console. If you run the program in a terminal, stdout is what you see printed back. 10 PRINT("Hello world!") emits in the standard output. Emitting telemetry in the standard output means that your production code expects something executing the code to handle that stream of telemetry. If your production code is running on a Linux system, the system logger (journald) will happily capture all your output and give you a convenient place to page through it. Function as a Service (FaaS) providers such as AWS Lambda and Azure Functions, as well as container platforms such as Docker and Kubernetes, have ways to trap stdout for display and further shipping. (For more on containers and FaaS, see chapter 13.)


  Standard output is a single channel. If several different threads are emitting telemetry through stdout, you must take steps to ensure that they don’t collide; otherwise, your output may be quite garbled. Using a logging library as we did in the preceding two sections will help greatly, as those libraries (mostly) have been written so that at least each line of output is emitted individually.


  There is a second standard output: the error channel known as standard error (stderr). The idea of a discrete channel for reporting error messages came in the 1970s and has been used in UNIX-like systems ever since. Task execution, command execution, and Platform as a Service (PaaS) frameworks like Windows Task Manager, Linux Systemd, Docker, and Kubernetes all monitor both streams.


  
    stdout, stderr, and file handles: The ghost of POSIX


    When you open a file from a program on a UNIX-like system, you are granted a file handle by the operating system. All your operations on that file are done through that handle. By convention, this value is a numeric value.


    The standard outputs, stdout and stderr, are assigned the handle IDs 1 and 2, respectively. These assignments are made by convention and unlikely to change.


    If you’ve ever wondered what the bit of shell programming my-program 2>&1 means, it’s telling the shell to send the contents of file handle 2 (stderr) into the stream for file handle 1 (stdout) to provide a single stream of all output on either handle. This shell recipe is particularly handy when the process that executes a program, such as cron, considers any data on stderr to be a problem that must be reported. This invocation also works on Windows systems, in both command-shell and PowerShell.

  


  If we wanted to revise the metrics library from the previous two subsections to emit to standard output instead, we would need to change three lines from listing 2.2, once again updating the formatter and handler. Figure 2.7 shows the changed flow.
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  Figure 2.7 The counter is invoked the same way as in figures 2.4–2.6. The logger is called with the info method and passed a string. The formatter reformats the telemetry for the Shipping stage, adding a [metrics] tag. Finally, the writer emits the telemetry to standard out. The emitted telemetry will be gathered by a Shipping-stage system that monitors the standard output.


  Listing 2.3 shows where in the function the changes are made. It uses StreamHandler to send telemetry to a file handle, which is stdout:


  Listing 2.3 metrics.py: Using the Python logger to send telemetry to the console

  import sys
import logging
from logging import StreamHandler
 
metlog  = logging.getLogger('metlog')
 
metfile = StreamHandler(stream=sys.stdout)       ❶
 
metfile.setLevel(logging.DEBUG)
 
metfile.propagate=False
 
metric_format = logging.Formatter(               ❷
  '[%(asctime)s] [metrics] %(message)s',         ❷
  )                                              ❷
 
metfile.setFormatter(metric_format)
 
metlog.addHandler(metfile)
 
[...]
def counter(msg, count=1):
  """Emits a metric intended to be counted or summarized.
 
  Example: counter("pages", "15")
  """
  metlog.info("[counter] [%s] [%s]", msg, count)
  metfile.flush()                                ❸


  ❶ Creates a handler to send logs to stdout


  ❷ Adds a timestamp and a field to provide disambiguation


  ❸ Adds an explicit stream flush to ensure that the metrics are emitted, which is useful during shutdowns


  The key changes between this version of metrics.py and the ones in listings 2.1 and 2.2 are the location to which the logging is sent (standard out) and the format of the emitted string. We’re inserting [metrics] to disambiguate the output from this function from other streams that also use stdout. The output from this function is similar to the output from the log file emitting version, but with the second field added:

  [2026-02-19 02:27:26,396] [metrics] [counter] [profile_image_upload] [1]
[2026-02-19 02:28:22,192] [metrics] [counter] [pdf_pages] [2]
[2026-02-19 02:28:27,921] [metrics] [timer] [profile_image_convert_time] [0.9]


  The stdout/stderr split matters to whatever is executing our production code. For Linux and journald, the journalctl command is used to view the output from a service, and any output from stderr is both in another color and boldfaced to visually separate stderr output from regular stdout output. PowerShell on Windows operates similarly, with stderr displayed differently.


  
    Colors and stderr


    Increasingly, shells and utilities are starting to color-code output from standard error to allow visual separation between the stdout and stderr streams. This same convention holds for many other programs that handle and display the two streams.


    The default color picked by the systems is overwhelmingly red—a color that many color-blind people perceive as being a shade of gray. (Also, red is a United States–centric color to use for an error message.) Many of these systems provide methods for changing the color, but the default color remains the problematic one. If you find yourself color-coding output, consider using other colors or boldface instead.

  


  If our example library had been run on a Linux system running journald, we could access our log-stream through

  journalctl --unit my-program --lines=100


  which would allow us to look at the most recent 100 lines sent to stdout for our program.


  What happens next? Software engineers who write production code that emits telemetry into standard out do so knowing that the system that receives that telemetry—the framework that runs the production code—is able to do something with it (see section 4.1.3). That problem is a Shipping-stage problem.


  
2.1.4 Formatting telemetry for emissions


  The examples in the preceding three sections used a simple format for their emissions, though how the timestamp was handled changed somewhat depending on what we were emitting into. For a metrics logger, a simple delimited format such as [metric-type] [metric-name] [metric-value] is an easy-to-parse format in the Shipping stage. But what if you want to encode telemetry more complex than metrics? Or what if you want a format that can emit more than one metric in a given emission of telemetry? This section covers those topics.


  When you are writing your own emitter, you have the luxury of owning the format. Hardware, installed third-party software, and SaaS and IaaS providers impose a format on you—overwhelmingly Syslog for hardware and HTTP + JSON for SaaS providers. But in your own software, you can make the telemetry format fit your specific needs.


  Knowing your telemetry pipeline helps you decide on a format. Understanding the constraints in your Shipping stage allows you to reduce the load of handling your telemetry. The Shipping stage itself may transform emissions into something else entirely, as covered in section 4.2.1.


  The code in the preceding sections formats the emissions in two lines of code. The first formatting happens immediately after the function is called,

  metlog.info("[counter] [%s] [%s]", msg, count)


  which is where the [metric-type] [metric-name] [metric-value] format is set. If we want to revise our class to accept a hash of metrics, we need to change the code around the metlog.info line. Given the input

  pdf_metrics = { "pdf_pages": 2, "pdf_size" : 2.9 }
metrics.counters(pdf_metrics)


  we would rewrite the def counters function as shown in the following listing.


  Listing 2.4 metrics.py: multivalued counter function

  import json
[...]
 
def counter(msg):
  """Emits metrics intended to be counted or summarized.
 
  Example: counter( { "pages": 15, "words": 16272 } )
  """
  counter_metrics = {                              ❶
    "counters": msg                                ❶
    }                                              ❶
  counter_emission = json.dumps(counter_metrics)   ❷
  metlog.info(counter_emission)                    ❸


  ❶ Builds metrics hash


  ❷ Converts Python dict to JSON string


  ❸ Emits the JSON string


  With no other changes except to this function, the Syslog version of this metrics emitter would return a line that would read

  Feb 19 02:26:26 ec2-host metrics[1212]: { "counters": { "pdf_pages": 2, 
➥ "pdf_size" : 2.9 } }


  Two metrics, one emission. The Shipping stage is responsible for taking this string and turning it into two entries in the metrics database.


  Warning Input validation applies to logging-library functions such as this one as much as it does for any function that accepts untrusted user input. People stuff the strangest things into their logging function calls (including untrusted user input; don’t do that). The example here does not include input validation for clarity of teaching. The full function would ensure that the hash contained no nested values and that all values were of a numeric type, and it would reject any invalid types.


  JSON is used in this example, but it isn’t the only way to encode an object. The reason why the single-metric versions of this function used a delimited format instead of JSON is that the human eye parses delimited formats far more easily than it does JSON-encoded formats. JSON is the data transaction format of much of the modern web, so a lot of effort has been put into making JSON encoding/decoding operations extremely fast, even though delimited formats are simpler algorithms. (For more discussion of telemetry formats, see section 4.2.1, which examines string formats in the Shipping stage and goes into more detail than I do here.) The Shipping stage has to translate any emission into a format that’s acceptable to the storage system, and you can help speed that process by making sure that your emissions format is efficient to parse. Here are three tips for easing the parsing burden of the Shipping stage:


  
    	
      Remember that software engineers likely need to read their emissions locally in their development environment. The human eye parses telemetry quite differently from the algorithms in the Shipping stage, so consider emitting telemetry in a human-readable format in development environments and a machine-readable format everywhere else.

    


    	
      Use object-encoding formats (JSON, YAML, XML) to encode complex objects. If you find yourself using these formats for simple key-value pairs, know that you’re sacrificing readability for speed.

    


    	
      Delimited formats are more flexible than you might think.

    

  


  The following lines are different ways to share the same telemetry in different delimited formats. First is the comma-separated-values (CSV) list,

  "2026-02-26T17:52:01.002+0:00","pdf_pages exited with a fatal exception",
➥ "ip-172-16-0-12"


  with three fields, and the parser needs to understand what position each field describes. This technique is fast. Next up is a series of key-value pairs:

  timestamp="2026-02-26T17:52:01.002+0:00" message="pdf_pages exited with a 
➥ fatal exception" host="ip-172-16-0-12"


  The key-value format encodes the field names as part of the string, so the parser doesn’t have to know what fields to expect. This format is more flexible than CSV, if longer as a result; it’s slightly slower than CSV but still blazingly fast.


  This next format is a bit different in that it is a combination of formats:

  [timestamp="2026-02-26T17:52:01.002+0:00" host="ip-172-16-0-12"] [pdf_pages 
➥ exited with a fatal exception]


  A format like this one is expected to be parsed in more than one pass. The first position is always host details and context (context-related details; see chapter 6). The second position is the message. Then the first position is further reparsed as key-value to get those fields. Parsing efficiency is more of a Shipping-stage problem (see section 4.2 for details), but the Emitting stage is where the problem starts being solved.


  
    Exercise 2.1


    You’re developing a program by using Docker. When you review telemetry as you develop, you’re using the docker logs command to see what has been emitted. What style of telemetry emission is this?


    a) Emitting into a log file


    b) Emitting into the system log


    c) Emitting into standard output

  


  


  
    Exercise 2.2


    Match the three structured logging components from column A with their role in the structured logger in column B.


    
      
        	
          Column A:

        

        	
          Column B:

        
      


      
        	
          Logger

        

        	
          Delivers telemetry to the Shipping stage

        
      


      
        	
          Formatter

        

        	
          Entry point into the structured logger

        
      


      
        	
          Writer

        

        	
          Rewrites telemetry to fit the Shipping stage

        
      

    

  


  
2.2 Emitting from hardware


  For this section, we change what kind of organization we’re working with. Here, the organization is a global logistics company founded in 1848, and unlike the 100-person startup, this company has been using computers since the 1960s. If this global logistics company has one thing that the startup doesn’t have, it’s extensive hardware in its data centers. Whereas with software you write, anything goes with regard to telemetry, for hardware systems, you’re stuck with whatever the hardware system speaks.


  Hardware systems emit telemetry for the same reason that software systems do: humans want feedback about what’s happening. This situation is especially true for hardware, because hardware is true black boxes (or beige, charcoal, or pretty teal), and the only clues we have regarding what’s going on in there are vendor documentation and whatever telemetry the hardware can spit out. For physical infrastructures of any size, getting this telemetry into a single place is a major convenience for that infrastructure’s operators. Overwhelmingly, hardware makers choose a standards-based emission method, mostly Syslog, but systems based on Simple Network Management Protocol (SNMP) are often used in networking equipment.


  
2.2.1 Explaining SNMP


  SNMP is neither simple nor solely for network management. SNMP is simple in the sense that there isn’t much to configure, leaving all the complexity of the protocol in how it is used. The use of SNMP was widespread once, but these days, you rarely encounter it outside legacy infrastructures and networking systems. I discuss it in this section because you need to know about it in case your telemetry maintenance duties bring you into contact with SNMP.


  Like Syslog, SNMP is a UDP-based protocol. SNMP has two modes of operation, shown in figure 2.8:


  
    	
      A polling mode, in which a network management station polls SNMP-enabled devices and either requests information or sets configuration. Polling mode is used for distributing configuration and gathering metrics telemetry (often described as monitoring in network management circles). Similarly to the GET and PUT verbs used for HTTP, SNMP uses GET and SET.

    


    	
      A trap mode, in which SNMP-enabled devices notify a network management station of significant events—a form of centralized logging and SIEM telemetry.

    

  


  [image: ]


  Figure 2.8 The three SNMP styles of operation; configuration, metrics, and logging. Configuration uses the SET verb to push configuration. Metrics uses the GET (and GETNEXT, not pictured) verb to fetch metrics data. Logging uses SNMP traps issued by devices to capture events.


  In the modern era, SNMP is used almost solely by networking infrastructures, though you may still encounter non-networking use in old, long-established infrastructures like the global logistics company we’re talking about in this section. Historically, operating systems such as Windows, NetWare, and Linux had SNMP services that allowed management stations to poll for system state as part of a monitoring system. Old and established systems sometimes decide to keep a perfectly functional metrics system in place and upgrade their SNMP based metrics systems to keep working, but few new companies elect to do so. This OS monitoring use has largely migrated to agents dedicated to specific platforms, such as the CollectD system of monitors and WMI for Windows. Networking systems in specific, however, maintain SNMP capabilities. Version 3 of the protocol introduced cryptographic communication and much-improved authentication capabilities.


  
    My first telemetry script


    In 1998, I was two years into my postcollege career and was a member of a group of system administrators in charge of a set of Novell NetWare servers. The organization we belonged to also had Windows NT and Solaris, but management of WinNT and Solaris wasn’t our job (yet), so it didn’t matter to us.
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