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Prologue



ON MAY 9, 2006, John Humphrey, a former CIA officer making his way up the management ladder of one of the nation’s largest intelligence contractors, made a stunning disclosure to Intelcon, a national intelligence conference and exhibition at a hotel in Bethesda, Maryland. Outsourcing, Humphrey declared, was out of control. Contractors deployed in Iraq and other hotspots overseas were making decisions and handling documents that, in earlier times, had been the sole responsibility of U.S. military and intelligence officers. This had caused a “paradigm shift” in the relationship between government and the private sector, and left companies like his in an untenable position.

Five years ago, “you’d never have a contractor supporting an operation on the field where they’re making a recommendation to an officer,” said Humphrey. Nor would you find a contractor “making little contributions here and there” in the reports intelligence officers sent back to Washington. “This concerns me a lot, the way these lines are blurring,” he went on. “We shouldn’t be involved in some of these intelligence operations, or the planning, or the interrogations and what have you.”1 Unless government started taking more responsibility in the field, he warned, the “blowback” for the contracting industry could be profound.

The intelligence professionals in the room looked stunned. They had just sat through two days of upbeat discussions about the annual $10-billion expansion of U.S. intelligence budgets and the opportunities that money presented for defense contractors, information technology vendors, and former national security officials who still held their top secret security clearances. Upstairs in the exhibition hall, thirty-five companies were displaying the latest high-tech spying equipment and competing to recruit new employees, who could earn up to three times government pay by migrating to the private sector. Words like “blowback” did not come easily at such gatherings.

But this speaker, and the corporation he represented, had an exceptional story to tell. Humphrey was employed by CACI International Inc., a $1.8-billion information technology (IT) company that does more than 70 percent of its business with the Department of Defense. For many years, CACI had been one of the Pentagon’s favorite contractors. It was particularly respected for its professional evaluations of software and IT products supplied to the military by outside vendors. During the late 1990s, CACI moved heavily into military intelligence when the Pentagon, its budget reduced by nearly 30 percent from the days of the Cold War and unhappy with the quality of intelligence it was getting from the CIA, began bringing in private sector analysts for the first time.

This proved to be a prescient move for CACI when nineteen Muslim fanatics linked to Al Qaeda, the global terrorist organization then based in Afghanistan, steered three hijacked jetliners into the World Trade Center and the Pentagon on September 11, 2001. In the aftermath of the worst terrorist attack in American history, the Intelligence Community began scouring Washington for analysts, covert operatives, translators, and interrogators it could deploy in the hunt for the perpetrators, and to fill the ranks of hastily organized counterintelligence centers at the Central Intelligence Agency and other government agencies. CACI, which already had a small army of trained and cleared intelligence specialists holding security clearances, was perfectly positioned to pick up the slack.

Between 2002 and 2006, CACI signed dozens of new contracts, acquired twelve companies, and more than tripled its revenue, from $564 million a year to nearly $2 billion. Its astonishing growth catapulted the company from a bit role in IT to one of the key players in what has become a $50-billion-a-year Intelligence-Industrial Complex. “CACI is a cash-flow story,” Dave Dragics, CACI’s chief operating officer, boasted to investors in 2006. “Whenever you hear bad news, it’s usually good news for us.”2

But along the road to this gravy train, CACI stumbled. The trouble began in the summer of 2003, when Donald Rumsfeld’s Pentagon, shocked by the resistance to its occupation of Iraq, began filling Iraqi prisons with thousands of people suspected of participating in the insurgency. The U.S. Army, however, was desperately short of interrogators, particularly anyone with military experience. Through the Department of the Interior, which had subcontracted management of the Pentagon’s IT contracts in 2001, the Army renewed several contracts it had signed during the Bosnian war with Premier Technology Group, a small intelligence shop that CACI acquired in 2003. Within weeks of CACI’s acquisition, its PTG unit dispatched two dozen former military interrogators and prison guards to Baghdad’s Abu Ghraib prison. Many of them were unaware of the nature of the work they would face.

Tasked with the job of rooting out the leaders of the insurgency, some CACI employees directed military interrogators to use techniques on Iraqi prisoners that were, to put it mildly, far outside the norm of civilized conduct. Reports of the mistreatment soon made their way to U.S. commanders in Iraq, who appointed an Army general to investigate conditions at the prison. In the spring of 2004, CACI was thrust into the public limelight when the Army’s report, along with hundreds of graphic photographs of Iraqis being tortured and humiliated, were leaked to the press. The Bush administration was thrust into one of its most serious foreign policy crises. After leaving the Pentagon in 2006, Rumsfeld would call Abu Ghraib the worst thing that happened during his five and a half years as secretary of defense (despite being the architect of the U.S. occupation of Iraq, however, he never took responsibility for the actions of his soldiers and contractors).

The details of what CACI’s people did at Abu Ghraib were the subject of an insightful book, Chain of Command: The Road from 9/11 to Abu Ghraib, by Seymour Hersh, the reporter who broke the Abu Ghraib story, and the events recalled in excruciating detail by former Iraqi prisoners in a 2007 film made by Hollywood producer Robert Greenwald called Iraq for Sale: The War Profiteers. Two internal Army reports concluded that CACI’s contract interrogators introduced some of the most brutal practices employed at the prison, including the use of attack dogs. The images of one naked prisoner, cringing in terror as a German shepherd snapped his teeth just inches from the man’s genitals, horrified the world. Combined with the testimony of several guards who followed the orders of the CACI and Army interrogators, the pictures convinced U.S. military tribunals to convict two of the dog handlers for assault. But no case was ever made against CACI’s men: even though one of CACI’s employees, a former prison guard named Steven Stefanowicz, was identified at trial as suggesting the use of the dogs, he has never been charged with a crime. Nor has CACI itself.

Instead, J. P. “Jack” London, CACI’s chairman and CEO, made it his life’s mission to exonerate his company from any wrongdoing. From the moment the Abu Ghraib story broke in 2004, London fought back with a vengeance, attacking journalists who printed stories about the scandal, and generally castigating anyone who dared to suggest that CACI bore any responsibility for the abuse.* At the other extreme, London called Steven Stefanowicz, the man who helped introduce the use of attack dogs at Abu Ghraib, a model employee and praised him for doing “a damned fine job” in Iraq.

The Pentagon, far from chastising its wayward client, continues to reward CACI: despite the unresolved issues involving CACI’s role at Abu Ghraib, the Department of Defense has awarded CACI millions of dollars in new contracts, including a three-year, $156 million contract signed in 2006 to provide IT support and training to instructors at the Army’s Intelligence School in Fort Huachuca, Arizona. The Office of the Secretary of Defense has hired CACI for two contracts, worth more than $20 million in total, to support the Pentagon’s transformation initiatives and manage its classified and unclassified computer networks supporting homeland security and the global “war on terror.”3 In a lucrative arrangement announced in December 2006, the Army placed CACI in an elite group of companies allowed to bid on $35 billion worth of IT and logistics contracts over the next twenty years.

In his remarks to the intelligence conference,* Humphrey, who had worked as a CIA agent in Europe for more than ten years before joining CACI, was careful not to accept, or even apportion, any blame for what happened at the prison. The individuals involved in the “Abu Ghraib incidents,” as he called them, “had the best intentions.” A contractor at an internment camp is in “a very stressful situation. You’re being told you have to do this, that you’re the only one who can do this.” Contractors, he concluded, “need to settle back down to being in a supportive role.” Inside the government, “there’s a little too much right now of ‘let’s get a contractor and life is good.’ There needs to be more of a setting of a line.” To date, his speech is the most detailed and honest analysis of Abu Ghraib to come from CACI.

I asked CACI if I could interview London or another executive about Humphrey’s allegations and the company’s work in Iraq. Jody Brown, CACI’s vice president for corporate communications, replied by e-mail. CACI, she said, could not confirm information regarding “employees, vendors, or anyone associated with the company,” and has posted a “comprehensive” report on its Web site called Facts About CACI in Iraq. “The subject you have selected for your book is interesting and quite timely,” Brown added. “As you seem to be aware, considering your interest and coverage of the company over the past two years, we provide high-value critical information technology services to the U.S. government. Our services are aligned with the nation’s highest priorities to prevail in the war on terrorism, secure our homeland and improve government services to our citizens. Most of the services we provide in this area are classified and therefore by contract we cannot discuss them.”



What happened at Abu Ghraib, and CACI’s refusal to discuss it, stands as a kind of high-water mark for intelligence contracting. In 2006, the year Humphrey delivered his comments, the cost of America’s spying and surveillance activities outsourced to contractors reached $42 billion, or about 70 percent of the estimated $60 billion the government spends every year on foreign and domestic intelligence. Unfortunately, we cannot know the true extent of outsourcing, for two reasons. First, in 2007, the Office of the Director of National Intelligence (ODNI) refused to release an internal report on contracting out of fear that its disclosure would harm U.S. national security interests. Second, most intelligence contracts are classified, allowing companies like CACI to hide their activities behind a veil of secrecy.

This book is an attempt to pierce that veil.

Our story will begin with a broad overview of America’s new Intelligence-Industrial Complex, the agencies it serves, its key industrial players, and the former high-ranking national security officials who run its largest companies. After that, we’ll take a close look at Booz Allen Hamilton, one of the government’s most important contractors, and learn how retired Navy Admiral J. Michael McConnell, the former director of Booz Allen’s intelligence business, is remaking the nation’s intelligence agenda as director of national intelligence. Next, we’ll turn to the history of outsourcing in intelligence, focusing primarily on how contracting advanced during the administration of Bill Clinton and the reign of former CIA director George J. Tenet over national intelligence.

After that, we’ll bore in on the key intelligence agencies—the CIA, the many agencies under the command and control system of the Pentagon, the National Security Agency (NSA), and the National Geospatial-Intelligence Agency (NGA). We’ll then take a closer look at the companies, such as CACI and ManTech International, that depend almost entirely on intelligence contracts for their revenues. That will bring us to domestic intelligence and the role of the private sector in the NSA’s warrantless surveillance program. In the final chapter, we’ll also look at the process of oversight in Congress, particularly as the new Democratic majorities in the House and Senate have tried to shed light on the Bush administration’s actions and the role contractors have played in them.

Before embarking on the narrative, allow me to state a major caveat. This is a book about the business of intelligence. It doesn’t claim to be an authoritative study of intelligence under the Bush administration. Nor do I claim any special expertise in the inner working of the Intelligence Community. I leave that job to the many excellent reporters out there covering intelligence as a daily beat. But that aside, contracting provides a unique window into intelligence. By ferreting out companies and what they do, we will learn much about how U.S. intelligence operates and what the CIA, the NSA, and other agencies have been up to over the past ten years, both at home and abroad.








1

The Intelligence-Industrial Complex


“We can’t spy…If we can’t buy.”

—TERRI EVERETT, SENIOR PROCUREMENT EXECUTIVE IN THE OFFICE OF THE DIRECTOR OF NATIONAL INTELLIGENCE, IN A PRESENTATION TO A CONFERENCE ORGANIZED BY THE DEFENSE INTELLIGENCE AGENCY, MAY 14, 2007






SOMEWHERE IN Northern Virginia, tucked inside an innocuous and unmarked office complex called Liberty Crossing, is a cavernous room loaded with high-tech communications and computer gear and staffed 24/7 by analysts and action officers from all sixteen agencies that comprise the Intelligence Community. The monitors and video screens in the room cast an eerie glow as the staffers pore through classified reports and images flowing into the room from every corner of the globe. The few reporters who’ve been allowed to enter this secure facility are sworn not to disclose its exact location. When they do talk about it, they inevitably compare it to the fictional headquarters of the Counter Terrorism Unit in the Fox hit series 24 or the mock intelligence station in The Bourne Ultimatum, the Matt Damon thriller that depicts a rogue CIA officer relentlessly pursuing a dissident agent around the world using the latest in digital surveillance and eavesdropping technology.1

This is the National Counterterrorism Center (NCTC), the electronic hub of the U.S. Intelligence Community and the heart of the national security state established by the administration of President George W. Bush in the aftermath of September 11. Since opening its doors in 2005, the NCTC has been the government’s central collection point for monitoring global threats to national security. Its analysts have at their disposal more than thirty separate government computer networks, each carrying more than eighty unique sources of data. As they go about their tasks, they draw on human intelligence from the Central Intelligence Agency, communications intercepts from the National Security Agency, and domestic reports from the Department of Homeland Security, the FBI, and local law enforcement agencies around the country.2

The center’s chief product, the Threat Matrix, is a highly classified status report that forms the centerpiece of a daily eight A.M. teleconference led by the NCTC’s director, former federal prosecutor Michael Leiter. That meeting is beamed, via secure video, to the White House, the CIA, the NSA, and other key offices in and around Washington. The center also maintains the nation’s central repository of known and suspected terrorists, and compiles highly classified briefing books for the Office of the Director of National Intelligence and the White House. In the fight against terrorism, “the best asset we have is the people represented right here in this building,” President George W. Bush declared during a visit to Liberty Crossing in 2006.* Behind him in the shadows, dozens of men and women dressed in suits and military garb stood at attention next to their computer stations. It was an impressive sight, designed to convince a skeptical public that the U.S. government was drawing on all its resources to prevent another 9/11 and protect the American people.

But it was all a charade. More than half of the people working in the center, then as now, are private sector contract employees, working not for the government but for the dozens of companies that do business with the Intelligence Community.* Most of them are employees of large defense contractors that dominate the intelligence landscape, such as Booz Allen Hamilton, Science Applications International Corporation (SAIC), BAE Systems, and Lockheed Martin. Others work for the dozens of small and medium-sized information technology companies that have crowded into Washington to feed its insatiable appetite for outsourced government services. And quite a few have walked out of the NCTC as government employees and walked back in as contract employees.

The center’s terrorist database, for example, is maintained by The Analysis Corporation (TAC), an intelligence contractor in nearby Fairfax, Virginia, run by John O. Brennan, the former chief of staff of the CIA and the NCTC’s first director. TAC, in turn, has subcontracted the collection activities for the database to CACI International, the same company that provided contract interrogators to the U.S. military prison at Abu Ghraib in Iraq. In 2007, to strengthen its ties with the center, CACI hired retired Navy Vice Admiral Albert Calland, the NCTC’s former deputy director for strategic operational planning, as its executive vice president for security and intelligence integration.3 Far from displaying government resolve, the NCTC is a powerful symbol of American capitalism and a stark example of the way the United States organizes its national security infrastructure in the twenty-first century.



Over the past ten years, the private sector has become a major supplier of tools and brainpower to the Intelligence Community. The CIA, the NSA, and other agencies once renowned for their analysis of intelligence and for their technical prowess in covert operations, electronic surveillance, and overhead reconnaissance have outsourced many of their core tasks to private intelligence armies. As a result, spying has blossomed into a domestic market worth nearly $50 billion a year.

Tasks that are now outsourced include running spy networks out of embassies, intelligence analysis, signals intelligence (SIGINT) collection, covert operations, and the interrogation of enemy prisoners. Private companies analyze intelligence collected by satellites and low-flying unmanned aerial vehicles (UAVs), and write reports that are passed up the line to high-ranking officials and policy-makers in government. They supply and maintain software programs that are used to manipulate and visualize data. They provide collaboration tools to help individual agencies communicate with each other, and they supply security tools to protect classified computer networks from outside tampering. Throughout the Intelligence Community, contractors manage the work of other contractors and, in some cases, the work of government employees. They also draft budgets for government agencies and write Statements of Work that define the tasks that they and other contractors carry out for the government.

The bulk of this $50 billion market is serviced by one hundred companies, ranging in size from multibillion-dollar defense behemoths to small technology shops funded by venture capitalists that have yet to turn a profit. At one end of the scale is Lockheed Martin, whose $40 billion in revenue and 52, 000 cleared IT personnel make it the largest defense contractor and private intelligence force in the world. At the other is SpecTal of Reston, Virginia, a privately held company that employs three hundred specialists with top secret security clearances who perform intelligence missions in Afghanistan and Iraq. In between are dozens of firms, some well known (IBM) and some obscure (Scitor), who make up a business that has grown so large that even its champions aren’t afraid to borrow a weighted term from President Dwight Eisenhower to describe it. “Call it the Intelligence-Industrial Complex,” says retired Vice Admiral Herbert A. Browne, who served from 2002 to 2007 as executive director of the Armed Forces Communications and Electronics Association (AFCEA), the largest industry association in the intelligence business.

The analogy between the intelligence industry and the military-industrial complex famously described by President Eisenhower in 1961 is fitting. By 2006, according to the Office of the Director of National Intelligence, 70 percent, or almost three-quarters, of the intelligence budget was spent on contracts.4 That astounding figure, which I first reported in June 2007, means that the vast majority of the money spent by the Intelligence Community is not going into building an expert cadre within government but to creating a secret army of analysts and action officers inside the private sector.

From the contractors’ perspective, that shift represents the triumph of capitalist innovation and the coming of a new age in business-government cooperation. “The fact that we can have a professional intelligence organization outside of the government to support the government is no more offensive to me than the fact that we have 80 percent of our military communications traveling on commercial satellites or commercial fiber optics,” says Browne, who left the military in 2000 to work for the defense intelligence division of AT&T. “In fact, I find it very healthy for the nation.”5

But critics of the industry don’t see it that way, particularly in view of the intelligence debacles of the past six years. “Contracting has simply gone crazy,” says Eugene Fidell, the president of the National Institute for Military Justice, the nation’s largest organization of military lawyers. He is most troubled about the CIA’s and the Pentagon’s use of contractors to interrogate enemy prisoners. “That’s really playing with fire,” he says. “That kind of activity, which so closely entails the national interest and exposes the country to terrible opprobrium, is something that ought to be done only by people who are government employees.”6

There’s a lot of daylight between those two perspectives. But whatever one’s position on outsourcing, there is little doubt that spying for hire has become a way of life in twenty-first-century America.


	Since 9/11, the Central Intelligence Agency has been spending 50 to 60 percent of its budget on for-profit contractors, or about $2.5 billion a year, and its number of contract employees now exceeds the agency’s full-time workforce of 17, 500. Outsourcing has also spread to human intelligence. At the CIA, contractors help staff overseas stations and provide disguises used by agents working undercover. Contractors make up more than half the workforce of the CIA’s National Clandestine Service (formerly the Directorate of Operations), which conducts covert operations and recruits spies abroad. According to Robert Baer, a former CIA officer who worked undercover in the Middle East for many years, a contractor stationed in Iraq even supervises where CIA agents go in Baghdad and who they meet. “It’s a completely different culture from the way the CIA used to be run, when a case officer determined where and when agents would go,” he told me. “Everyone I know in the CIA is leaving and going into contracting whether they’re retired or not.”7


	The National Security Agency, once so secretive it was jokingly called No Such Agency, has become one of the largest users of contractors in the federal government. The agency began reaching out to the private sector in the late 1990s to help it cope with the massive amount of information it was scooping up from its global eavesdropping network, the largest and most powerful spying operation on earth. After the 9/11 terrorist attacks, the need for such information increased drastically. To feed the NSA’s insatiable demand for data and information technology, the industrial base of contractors seeking to do business with the agency grew from 144 companies in 2001 to more than 5, 400 in 2006. “Partnerships with industry,” NSA official Deborah Walker says, are now “vital to mission success.”8


	Intelligence outsourcing has mushroomed at the Department of Defense, which controls more than 85 percent of the U.S. intelligence budget. On the battlefields of Iraq and Afghanistan, civilian intelligence specialists under contract to the NSA and the National Geospatial-Intelligence Agency operate signals intelligence and imagery equipment for Army and Marine units on the move against Iraqi insurgents and Islamic militias. NSA contractors also capture electronic signals emanating from enemy weapons, determine the exact type of weapons being fired, and relay that information to Air Force Airborne Warning and Control System (AWACS) aircraft flying overhead. At least 35 percent of the staff at the Defense Intelligence Agency (DIA), which provides intelligence to the Secretary of Defense and the Joint Chiefs of Staff, are employed by contractors. At the Counterintelligence Field Activity, a Pentagon agency that was criticized by Congress in 2005 for spying on American citizens, the figure is 70 percent.

	With contractors deeply imbedded in the CIA, the NSA, and the Pentagon, substantial portions of the President’s Daily Brief, the most sensitive document in government, are based on the work of private sector analysts. It is well established that about 70 percent of the brief is drawn from telephone and e-mail intercepts provided by the NSA, which relies heavily on SAIC, CACI International, Northrop Grumman, and other companies for the analysis and interpretation of signals intelligence. The same is true for the Office of the Director of National Intelligence, which prepares the final draft of the president’s brief, and the DIA, which supplies much of the president’s intelligence about foreign military forces. This adds even more contracted intelligence to the presidential mix, and dilutes the significance of the DNI seal on the President’s Daily Brief. At best, that seal is misleading, says R. J. Hillhouse, an intelligence expert and the author of a popular blog on outsourcing. “For full disclosure, the PDB really should look more like NASCAR with corporate logos plastered all over it.”9


	As they did in Abu Ghraib, private interrogators working at the U.S. military prison in Guantánamo Bay, Cuba, have led the questioning of enemy prisoners from the Middle East and South Asia. That puts contractors at the heart of one of the darkest chapters in the history of the war on terror: the CIA’s use of extreme measures to coerce suspected terrorists to confess to their crimes. At Guantánamo, according to New Yorker reporter Jane Mayer, the CIA hired a group of outside contractors who implemented “a regime of techniques” described acidly by a former adviser to the U.S. Intelligence Community as a Clockwork Orange type of approach. The contractors, Mayer learned, were retired military psychologists who had trained U.S. Special Forces soldiers in how to survive torture.10 (As of this writing, none of the actual companies has been identified.) Meanwhile, at the U.S. Army’s Intelligence Center in Fort Huachuca, Arizona, even the training of military interrogators has been turned over to corporations, which supply private instructors to lead classes in interrogation techniques for young Army recruits.

	At the National Reconnaissance Office (NRO), the agency in charge of launching and maintaining the nation’s photoreconnaissance and eavesdropping satellites, almost the entire workforce is composed of contract employees working for companies. According to Donald M. Kerr, who directed the NRO from 2005 to 2007, “ninety-five percent of the resources over which we have stewardship in fact go out on a contract to our industrial base. It’s an important thing to recognize that we cannot function without this highly integrated industrial government team.”11 With an estimated $8 billion annual budget, the largest in the IC, contractors control about $7 billion worth of business at the NRO, giving the spy satellite industry the distinction of being the most privatized part of the Intelligence Community.

	The CIA itself has even become part of the intelligence contracting industry by creating its own investment fund. In-Q-Tel, started under CIA director George Tenet in 1999, works with the CIA’s Directorate of Science and Technology to find companies that produce software and other products with intelligence applications, and then buys equity positions in these firms—many of which are managed by former intelligence officials. By 2007, In-Q-Tel had invested in more than ninety companies. Among them was a company called Keyhole Inc., which had created a three-dimensional computer map of the world that allowed users to zoom in and out of cities. It was later acquired by Google, and is now the key software for Google Earth, one of the most popular programs on the Internet and in the news business.

	The intelligence contracting industry has grown so large that there are no fewer than three business associations representing intelligence contractors. The one with the closest ties to the government is the Intelligence and National Security Alliance (INSA), which primarily represents contractors working for the NSA and the CIA. From 2005 to 2007, its chairman was J. Michael McConnell, the former executive vice president of Booz Allen Hamilton, who left his company and INSA to become DNI—the government’s top intelligence officer and principal intelligence adviser to the president—in February 2007. The largest by membership is the Armed Forces Communications and Electronics Association, which claims to represent over one thousand companies involved in defense intelligence. The United States Geospatial Intelligence Foundation represents several hundred companies that provide software and networking services to the National Geospatial-Intelligence Agency, the newest member of the Intelligence Community.



Because intelligence budgets and most intelligence contracts are classified, quantifying how much outsourcing goes on in the IC has been difficult. In 2005, writing in Mother Jones magazine, I estimated that at least 50 percent of the intelligence budget was spent on outsourcing.12 That number, based on interviews with prominent intelligence experts in Washington, turned out to be a low estimate; but it came to be used widely in Congress and in subsequent articles about outsourcing by other journalists. As I researched this topic over the next two years, I stuck to the 50 percent figure because it seemed to accurately reflect what I was learning about contracting at the NSA, the CIA, and the rest of the Intelligence Community. But I still needed hard numbers to make my case that more than half of intelligence spending went to contractors. In 2006 it finally looked like I might get my wish.

That summer, the Office of the Director of National Intelligence ordered the first comprehensive survey of the IC’s use of contractors since 9/11. The survey was triggered by two factors: the growing demands from Congress for information about contractors; and a realization within the ODNI that its agencies had become a training camp for the private sector. The Intelligence Community increasingly “finds itself in competition with its contractors for our own employees,” the ODNI said in a 2006 report on human capital. “Confronted by arbitrary staffing ceilings and uncertain funding, components are left with no choice but to use contractors for work that may be borderline ‘inherently governmental’—only to find that to do that work, those same contractors recruit our own employees, already cleared and trained at government expense, and then ‘lease’ them back to us at considerably greater expense.”13

Under the survey ordered up as a result of those findings, sixteen agencies were asked to turn over their contracting records to the DNI. “We have to come to some conclusion about what our core intelligence mission is, and how many [full-time employees] it’s going to take to accomplish that mission,” Ronald Sanders, the DNI’s chief human capital officer, explained to the Los Angeles Times.14 The survey’s final report, dubbed the “IC Core Contractor Inventory,” was completed in the spring of 2007 and sent to the House and Senate committees with jurisdiction over intelligence budgets.

But when the time came to declassify its findings for the public, the ODNI and its member agencies got cold feet, and refused to release it on the grounds the information would help America’s enemies. “I can’t give you anything that would allow you to impute the size of the IC civilian work force,” Sanders announced.15 The ODNI later reiterated its concerns in a press release, saying that “the overall Intelligence Community budget and its components are classified to protect the national security interests of the United States.”16 Luckily, my search didn’t end there.

In May 2007, I obtained an unclassified PowerPoint presentation prepared by Terri Everett, the DNI’s senior procurement executive, for a Defense Intelligence Agency acquisition conference in Colorado.17 When I opened the slides, I was stunned to see a pie chart with the figures I’d been looking for: no less than 70 percent of the nation’s intelligence budget was being spent on contracts. Everett’s slides disclosed for the first time the true extent of intelligence outsourcing. They also included a series of bar graphs revealing that contracting had more than doubled between 1998 and 2006, the most recent year for the DNI statistics.18*

In 1998, the slides showed, U.S. intelligence agencies spent $18 billion on contracts; in 2001, the number had increased to nearly $22 billion. Over the next two years, as the Bush administration and Congress vastly increased the defense and intelligence budgets in response to 9/11, contract spending jumped by $20 billion, to $43.5 billion in 2003, where it stayed for the next three years. As one of Everett’s slides put it, “non-core functions” of intelligence that were done “in-house” during the Cold War era were now being “outsourced” in the twenty-first century. Another slide declared simply: “We can’t spy…If we can’t buy.” By 2007, that had become, literally and figuratively, the new slogan of U.S. intelligence.

The findings were startling, even to veteran outside observers of the intelligence budget. The 70 percent figure “represents a transformation of the Cold War intelligence bureaucracy into something new and different that is literally dominated by contractor interests,” said Steven Aftergood, the director of the Project on Government Secrecy at the Federation of American Scientists.



That contractor-dominated bureaucracy now spends close to $60 billion a year, according to ODNI data and estimates from contractors and intelligence analysts. The money is divided among sixteen agencies, which fall into two categories of spending; the numbers that follow are estimates based on the 2007 intelligence budget.

The National Intelligence Program (NIP) receives about 80 percent of the total intelligence budget. It includes the intelligence activities of the National Reconnaissance Office ($8 billion); the National Security Agency ($8 billion); the National Geospatial-Intelligence Agency ($3 billion); the Central Intelligence Agency ($6 billion); the FBI ($1.5 billion); the Department of Homeland Security ($12 million); the State Department’s Bureau of Intelligence and Research ($60 million); and the Treasury Department ($60 million).

The Joint Military Program (MIP) funds two agencies that provide intelligence for all elements of the U.S. military. The largest of these are the Defense Advanced Research Projects Agency ($3.5 billion) and the Defense Intelligence Agency ($2 billion). Both answer to the secretary of defense (in a quirk in the intelligence system that we’ll explore in Chapter 5, three of the national agencies, the NSA, the NRO, and the NGA, are considered combat support agencies and receive some funding through the MIP). This program also includes the intelligence units of the Army ($6 billion), the Navy ($4 billion), the Air Force ($8 billion), and other service branches, such as the Marines ($2 billion). These units fall under the authority of the DIA and the undersecretary of defense for intelligence.

Budgets for these programs are drafted and approved in classified hearings of the House Select Committee on Intelligence and included in the annual defense appropriations bills passed by the House Armed Services Committee and then the full House. The legislation is then considered by the Senate and approved by House-Senate conference committees. The line items for the NSA, the NGA, the DIA, and the NRO (and even subagencies like the Pentagon’s Counterintelligence Field Activity office) can be clearly seen in the defense budget, but the actual amounts are left blank and marked CLASSIFIED. The CIA budget is harder to find; John Pike, the director of GlobalSecurity.org and a highly respected intelligence expert, has concluded that the agency’s annual appropriation is hidden in a section of the Air Force budget devoted to “other procurement aircraft.”

Secrecy, however, comes at a cost. “The problem is the lack of transparency,” says Scott Amey, the general counsel for the Project on Government Oversight, a Washington public interest group. “We have billions of dollars in spending going out that has little or no oversight” by Congress.19 Other critics of the system point out that budgetary information about individual agencies is available to contractors, who are at liberty to lobby members of Congress about those budgets. Yet the public is completely excluded when these appropriations are discussed in Congress, skewing policy in favor of the private sector.

“It’s not like a debate when someone loses,” says Aftergood, who is a leading advocate for declassifying the intelligence budget. “There is no debate. And the more work that migrates to the private sector, the less effective congressional oversight is going to be.” From that secretive process, he added, “there’s only a short distance to the Duke Cunninghams of the world and the corruption of the process in the interest of private corporations.”20 He was referring to the case of Randy “Duke” Cunningham, a former Republican congressman from California, who was sentenced in 2006 to eight years in prison after pleading guilty of accepting more than $2 million in bribes from executives with MZM Inc., a prominent San Diego defense contractor. In return for the bribes, Cunningham used his position on the House appropriations and intelligence committees to win tens of millions of dollars’ worth of contracts for MZM at the CIA and the Pentagon’s CIFA office.

Secrecy can also be problematic for the many contractors that trade their shares on Wall Street. The Securities and Exchange Commission requires publicly traded companies to report “material events,” which includes important contracts signed or canceled. At the same time, companies hoping to drive their share prices up have an interest in telling investors that they’ve won an important contract. The problems emerge when the agency awarding a contract wants it to remain secret. “It’s a bit of a tug-of-war,” explains Leonard Moodispaw, the CEO of Essex Corporation, a key NSA contractor recently acquired by Northrop Grumman. “Investors want to know about your contracts, how likely it is you’ll lose this contract, and so on. If they can’t look it up in the defense budget, they don’t feel comfortable about it.” Although it’s impossible to be completely transparent, he says, “you overcome that by performance—by them getting to trust you, doing what you say you’re going to do.”21

To make things easier for agencies and companies alike, John Negroponte, Mike McConnell’s predecessor as DNI, issued an edict in 2005 that gave publicly traded contractors the right to exclude certain “material events” from their public filings with the SEC, including the signing of a new contract with the CIA or the NSA. As a result, it’s now up to the companies to decide for themselves what’s material, and announcements of new contracts are frequently crafted with extremely vague language. In 2006, for example, ManTech announced a new contract worth $130 million to “support intelligence missions that help fight the Global War on Terrorism,” and CACI said it had obtained a $230 million contract “designed to increase the capabilities of federal agencies directly engaged in providing homeland security and waging the war on terrorism.”22 Exactly what those contracts entailed was left to the reader’s imagination.

The lack of transparency also makes it almost impossible to create an accurate list of intelligence contractors, ranked by size and market share, as you might see for the defense or homeland security industries. The closest thing to a Top 100 list are the annual rankings published by Washington Technology and other newspapers of the market leaders in defense and federal information technology, the two sectors where most intelligence contracting takes place. Creating an intelligence industry ranking, therefore, requires drawing from the defense and IT rankings as well as culling information from every public source imaginable—press releases, annual reports, public filings with the Securities and Exchange Commission, corporate brochures, industry association newsletters, company presentations at investor conferences, and speeches and press conferences by intelligence agency officials. Out of this riot of data we can start to see the outlines of the intelligence contracting industry as it looks in 2008. Here’s how it shakes out.



At the top tier are the “systems integrators” that manage mega-projects for government agencies and supply the large armies of cleared analysts and technicians who fill slots at the CIA, the National Counterterrorism Center, and other agencies. The leading companies are SAIC and Booz Allen Hamilton, which stand together like a private colossus across the whole intelligence industry. Of SAIC’s 42, 000 employees, more than twenty thousand hold U.S. government security clearances; Booz Allen commands a private intelligence army at least ten thousand strong. Both companies are deeply involved in the operations of all the major collection agencies, particularly the NSA, the NGA, and the CIA. Each employs an executive vice president with authority over all intelligence matters; by the nature of their companies and the scope of their work, these executives should probably be considered deputy directors of national intelligence—with the proviso that they answer to shareholders instead of the government. At SAIC, that man is retired Army Major General John D. Thomas, the company’s senior vice president and general manager of operations, intelligence, and security. Until recently, his counterpart at Booz Allen was Mike McConnell, who is now the director of national intelligence.*

The systems integrators, whose ranks also include Lockheed Martin, Northrop Grumman, Raytheon, Computer Sciences Corporation (CSC), General Dynamics Advanced Information Systems, and BAE Systems, separately earn total revenues of at least $4 billion a year. They provide much of the software and systems engineering required for agencies such as the NSA to share intelligence with military commanders and other members of the IC. SAIC, for example, managed one of the NSA’s largest efforts in recent years, the $3 billion Project Trailblazer, which attempted (and failed, as we shall see) to create actionable intelligence from the cacophony of telephone calls, fax messages, and e-mails picked up by the NSA every day. Booz Allen plays an instrumental role as an adviser on technology to the DNI as well as the National Security Agency. The top tier companies are involved in every aspect of intelligence, from signals to imagery to open source human intelligence (HUMINT): they are the giants of the spying industry. Their ties with the agencies are so close that top executives encourage their people to think of themselves as extensions of the government. “Everyone talks about the Intelligence Community as ‘those guys in government,’ whether it’s the people in the military or the people in the agencies,” Ben Romero, the director of Intelligence and Homeland Security Programs for Lockheed Martin, told a roomful of contractors in 2005. “Well, guess what? You are all part of the Intelligence Community. In fact, you probably make up the largest part of it.”23

The second tier is composed of companies with combined total revenues of between $1 billion and $2 billion a year, nearly all of it—95 percent in some cases—from contracts with the Pentagon and the national intelligence collection agencies: the NSA, the NGA, and the NRO. These companies provide the specialized technical IT services and analytical services that are essential to agencies such as the CIA and the NSA, and often work as subcontractors to the systems integrators. The largest and best known of the second tier companies is CACI International. Its chief competitor, ManTech International, is well-known in the homeland security market for making a key software program that allows national agencies to share classified and unclassified intelligence with the FBI and local law enforcement agencies.

Like the larger systems integrators, the midlevel firms often have satellite operations near important intelligence outposts. In addition to holding down the fort in Washington, a typical contractor might have an office in Dayton, Ohio, near Wright-Patterson Air Force Base; in Huntsville, Alabama, near the U.S. Army’s Missile Defense Agency; or in San Diego, the headquarters for some of the Navy’s most classified operations. The latest area to experience an intelligence boom in recent years is Colorado, where the Pentagon’s Northern Command and its Counterintelligence Field Activity office conduct many of their domestic intelligence operations.

The third tier of companies in the industry are the small technical shops established around Washington to provide specialized technology or services to one or more of the intelligence agencies. They are often called “Beltway bandits” because of their proximity to the interstate highway that encircles the capital city. Since 9/11, literally thousands of such companies have started up, primarily to service the IC’s enormous appetite for technology—any technology—that will help find meaning in the flood of data sweeping through the intelligence system.

“Perhaps nowhere is unstructured data piling up faster than at American security organizations tasked with winning the war on terrorism,” the Chesapeake Innovation Center, a Maryland business “incubator” funded in part by the National Security Agency, said in a 2005 report.24 “They are inundated with an unprecedented ‘volume, velocity and variety,’ or ‘3Vs,’ of data, causing massive ‘information overload.’” To ease that overload, the NSA might turn to a company like Attensity Inc., a California firm that was one of the first companies financed by In-Q-Tel. Its product line includes a software program called PowerDrill, which allows analysts to “drill quickly and deeply into written information and uncover important patterns and relationships, including patterns of behavior by a person or organization.”25 That might prove extremely useful to the NSA as it analyzes phone calls and dialing patterns, domestically or internationally.

The fourth tier of the intelligence contracting industry is made up of companies, large and small, that are known primarily for their achievements in information technology, communications, or satellites but have made major inroads as the Intelligence Community has opened up to contracting. Here’s where we find Google, which has created a major niche by selling its powerful search engine technology to government agencies. Accenture, the global consulting company that was formerly a branch of Andersen Consulting, does financial planning and audits for intelligence agencies, and recently began providing information-sharing and collaboration tools to the IC; its customers, according to Accenture literature distributed at industry gatherings, include the NSA, the DIA, the NGA and the NRO. Microsoft sells classified versions of its operating systems to the IC and also cooperates with the NSA in such areas as encryption and computer security (if you’re using a PC with Microsoft’s XP system, your system was tested extensively by the NSA before it was placed on the market). BearingPoint, another major federal contractor, does a considerable amount of business with the NSA.

The last tier also includes telecommunications companies, such as AT&T, which has had a long relationship with U.S. intelligence because of its leading role as a telephone and Internet services provider. It reportedly allowed the NSA to gain access to its huge customer databases as part of the Bush administration’s warrantless surveillance program, when the NSA was given the power to monitor international telephone conversations involving U.S. persons—either a U.S. citizen or a foreign resident of the United States—in which one participant was considered to be a member or supporter of Al Qaeda or another terrorist group. AT&T also supplies technology and expertise to help intelligence agencies secure their communications systems and classified operations from outside attacks and intrusions. IBM is a player in the industry as well, in part as a major provider of computer systems to the Pentagon and the NSA, and in part because of its acquisition in 2005 of a company called SRD, which was funded by In-Q-Tel to help intelligence agencies track terrorists after the 9/11 attacks.

Winning a contract from an intelligence agency can be a long and arduous process, even when a company is the only bidder (that’s a common occurrence at the highest levels of intelligence, particularly at the NSA). The process begins at the bidding stage, where prospective contractors must have at their command a sizable number of employees with high-level security clearances. That has made security clearances—and the people who hold them—a precious commodity. “Top security clearances are actually marketable,” says Robert Baer, the former CIA officer. As a result, contractor executives frequently begin presentations to investors with facts about their workforce. At a 2006 conference on defense and homeland security investing that I attended, the numbers on cleared employees flew like statistics at a ball game: at CACI, 70 percent of its employees held top secret clearances; at SI International and NCI Information Systems, which both hold NSA contracts, the figures were 83 percent and 65 percent, respectively.

New companies to the market must also be prepared for a lengthy procurement process made worse by the “risk-adverse, slow-moving bureaucracies” in the Intelligence Community, warns John Elstner, the founding CEO of the Chesapeake Innovation Center.26 The slow pace works to the advantage of incumbent contractors and is “especially onerous” for small companies that “may not have the resources to last several months” of procurement meetings, says Elstner, who is now the managing director of the Convergent Security Group, a Maryland investment firm that raises capital for homeland security and intelligence contractors.

But once a contract is signed, a company can be assured of strong revenues well into the future. “Intelligence is a very robust market because the contracts are typically very long—at least five to ten years,” says Steve Waechter, who was the chief financial officer at CACI International from 1999 to 2007. “That makes intelligence a very attractive place to invest.”* And once a company is ensconced at an agency, a long-term relationship is almost assured because the government becomes reliant on that service. “If you’re really doing something mission-critical and you take over that function for the government, it’s pretty hard to replace you if you’re doing a good job,” explains Thomas E. Dunn, the executive vice president and chief financial officer of SI International, a key NSA contractor. “And, frankly, [officials] are not motivated to do that.”27



Like any other industry, the Intelligence-Industrial Complex has a distinct culture and history. As we begin to peer into different parts of the community—human intelligence, direct aid to the war-fighter, signals intelligence, imagery, and domestic security—we will notice many points in common. But one point of reference is shared by every agency: the revolving door.

Perhaps in no other area of business are former high-ranking officials as ubiquitous as they are in intelligence. From SAIC to ManTech to the smallest Beltway bandit, companies involved in the intelligence business seek out former intelligence and national security officials as both managers and directors. For the most part, these are people who have served for decades at the pinnacle of national power. Their lives have been defined by secret briefings, classified documents, covert wars, and sensitive intelligence missions. Many of them have kept their security clearances and maintain a hand in government by serving as advisers to high-level advisory bodies at the Pentagon, the CIA, the National Security Agency, and the White House.

Now, with their government careers behind them, they make their living by rendering strategic advice to the dozens of IT vendors and intelligence contractors headquartered along the banks of the Potomac River and the byways of Washington’s Beltway. In these new jobs, they continue to fight terrorist threats and protect the “homeland,” as they once did while working in government—but now they do it for profit, in the form of lucrative stock options, director and consultant fees, and executive salaries. By fusing their politics with business, these former officials have brought moneymaking into the highest reaches of national security and created a new class of capitalist policy-makers the likes of which have never been seen before.

Take the case of George Tenet, who retired as CIA director in 2004. As he was writing his memoirs and preparing for a new career as a professor at Georgetown University, Tenet quietly began cutting deals with companies that earn much of their revenue from contracts with the Intelligence Community. By the summer of 2007, he had made nearly $3 million in director fees and other compensation from his service as a director and adviser to four companies, including QinetiQ, the British defense research company that was privatized in 2003 and acquired by the well-known Carlyle Group.

Many of Tenet’s closest aides at the CIA have gone into business as well. Joan A. Dempsey, who was Tenet’s representative to the rest of the IC as the CIA’s director of community management, is now a vice president of Booz Allen Hamilton, where she works with another former CIA director, R. James Woolsey. Another Tenet aide who’s gone into the intelligence business is retired Air Force General John A. Gordon, the CIA’s deputy director from 1996 to 2000. He is an adviser to Abraxas, a Virginia contractor that became notorious in the CIA for recruiting new employees in the CIA cafeteria, and a director of Detica Inc., a British defense and intelligence contractor that has rapidly expanded its U.S. business over the past two years.*

Connections with the private sector are especially close at the NSA, where outsourcing has grown rapidly since the late 1990s. Retired Admiral Mike McConnell went directly from his director’s post at the NSA to Booz Allen, and has now jumped back to the government as director of national intelligence. Retired Air Force Lieutenant General Kenneth A. Minihan, McConnell’s predecessor at the NSA, is now a member of the board of directors of six major intelligence contractors, including ManTech International, BAE Systems, and MTC Technologies Inc. Another former NSA director, William O. Studeman, was vice president of Northrop Grumman from 2002 to 2005, and Barbara McNamara, a former deputy director, is on the board of directors of CACI International. Essex Corporation, an important NSA contractor we will meet in Chapter 6, was founded and almost entirely staffed by former NSA officials and scientists.

Being part of the revolving door doesn’t necessarily require support for the war in Iraq. Richard L. Armitage, who was deputy secretary of state during the first four years of the George W. Bush administration, is a stellar example. Armitage is best known as the “nonpartisan gunslinger”* who accidentally leaked the fact that Valerie Plame, the wife of Iraq war critic Joseph Wilson, was working undercover for the CIA. After 9/11, he was Colin Powell’s closest ally during the bitter disputes inside the Bush administration over the war. His opposition to Bush’s policies, however, hasn’t stopped him from cashing in on his government service.

A few months after leaving the State Department in 2005, Armitage joined the board of directors of ManTech International, an important intelligence contractor that has an extensive presence in Iraq and Afghanistan. Previously, during the 1990s, he’d served on ManTech’s advisory board and was also on the board of directors of CACI International, a key ManTech competitor in the market for outsourced intelligence services. More recently, Armitage—who earns most of his income from his eponymous consulting firm—has become active in private equity funds, which provide much of the venture capital for intelligence start-ups. From 2005 to 2007, Armitage was on the Defense and Aerospace Advisory Council of Veritas Capital, which owns DynCorp International and several other military and intelligence contractors. In 2007, he joined the advisory board of DC Capital Partners, a defense-and intelligence-oriented buyout firm with some $200 million in assets. One of its first acquisitions after Armitage came on board was Omen Inc., a Maryland company that provides IT services to the NSA; the fund has since combined Omen with two other acquisitions to form a new company called National Interests Security Company LLC, which will have more than 350 employees, many of them with top secret or higher security clearances.28*

In all of these positions, Armitage is in good company. ManTech’s board includes two former high-ranking intelligence officials: Richard J. Kerr, a thirty-two-year veteran of the CIA, where he last served as deputy director; and retired Vice Admiral David E. Jeremiah, the former vice chairman of Colin Powell’s Joint Chiefs of Staff, who now sits on the President’s Foreign Intelligence Advisory Board and is a paid adviser to the National Reconnaissance Office. At DC Capital, his fellow advisers include Jeffrey Smith, the CIA’s former general counsel. And at Veritas Capital, he rubbed shoulders with retired Army General Barry McCaffrey and retired Marine Corps General Anthony Zinni.

Former high-ranking officials bring tremendous value to a government contractor seeking new work or a private equity fund looking for companies to buy. “You understand the decision-making process inside the Beltway, and that is liquid gold,” said Roger Cressey, who worked in President Clinton’s National Security Council as deputy director of counterterrorism and is now a partner in Good Harbor Consulting, a company he founded with his former boss at the NSC, Richard Clarke. Cressey, who is a terrorism consultant for NBC News, adds that the influence of a retired official lasts only a limited period of time after he or she leaves office. “You have eighteen to twenty-four months to translate your Rolodex into real services,” he told an intelligence conference in 2005.29

But the value of a CIA director or national security official goes much further than a Rolodex. Because high-ranking officials have been privy to classified and top secret information for years, they have details about intelligence programs, covert operations, and the internal affairs of other countries that few others can claim. George Tenet, for example, has extensive inside knowledge about intelligence services in Saudi Arabia, the United Kingdom, and Pakistan, as well as secret U.S. operations in Iraq, Afghanistan, and Somalia; that would be extremely useful information for companies hoping to win contracts from the CIA, the NSA, and other agencies working in those countries.

Booz Allen’s Joan Dempsey received some of her early training as a naval intelligence officer listening to Soviet bomber and submarine traffic at Misawa Air Base in Japan, a key NSA listening post. During that time, she told an industry reception in 2004, her agency fought “huge battles” with the NSA over information sharing. Her Naval Security Group, she said, “wanted to get near real-time intelligence we were collecting on the Soviet fleet out to our naval battle groups operating in the Pacific, but NSA felt that dissemination would put its sources at risk. That was my first experience with data owners believing that controlling intelligence was more important than using it.” Experiences like that would be valuable to Booz Allen, where Dempsey advises the Office of the DNI on these very issues.30

Moving back and forth between industry and government is a long tradition in Washington, and perfectly legal: the only restriction senior government officials face in accepting private sector employment is a one-year prohibition from contacting their agency. But that, many analysts say, is a thin reed of protection for a public concerned about undue influence on the political process. “The way they get around some of this is, you don’t get hired, you go on the board,” says Lawrence Korb, a former assistant secretary of defense with the administration of Ronald Reagan. When someone is placed on a board of directors, Korb explains, “you don’t even need the lobbying restriction because, theoretically, you’re not working for the company, you’re on the board.”31

Inside the industry, former high-ranking officials like Tenet and Dempsey are seen as rainmakers—that is, as people with the knowledge and contacts to bring in contracts from government agencies. The key to understanding contracting, I was told, is that it’s not about agencies contracting with a company so much as an agency contracting with an individual they know and trust; in a sense, the company is irrelevant. “Contracting officers contract with individuals,” said R. J. Hillhouse, who studied the intelligence contracting industry for several years in preparation for writing her espionage thriller, Outsourced. “When that person moves, his contract niche moves with him, unless overridden by a boss who likes someone else better. So it’s not about favoring large or small companies, but which ones are able to attract a rainmaker.”32

An industry insider described to me how the system worked. “To compete and win, the primes hire former top government and military officials in business development roles,” said the insider, who spoke to me in May 2007 on the condition of anonymity. “That’s how the game is played. It’s all about relationships. Without them, any government contractor will go out of business, no matter how good its product or service is. Tenet was not hired by a contractor because he’s smart. He was hired because he still has relationships, influence, access, and favors to call in.” (Tenet, through a spokesman, declined to comment, and his co-author and spokesperson, Bill Harlow, told me all of Tenet’s business ties “were a matter of public record.”)



As we’ll soon see in Chapter 3, intelligence contracting is best understood as part of the federal government’s embrace of outsourcing and the Pentagon’s use of private firms to carry out some of the tasks of war fighting and empire building. Intelligence “is like everything else,” says David Isenberg, an independent national security analyst who has closely studied the phenomenon of military contracting. “In the new, slimmed-down post–Cold War military, the phrase of art is, we will concentrate on our core competencies, and anything other than firing an artillery round, firing a tank, firing an M-16, or dropping a bomb is not a core competency. Everything else is up for grabs.”33

The fruits of that philosophy can be seen most clearly in the Middle East. Over the past six years, corporate names such as Halliburton, Bechtel, and Blackwater have become as familiar to the public as the mountain villages of Korea and the jungle hamlets of Vietnam were to earlier generations of Americans. In Iraq and Afghanistan, the enormously complex job of nation building was outsourced to these and other large U.S. corporations—a practice that would have been unthinkable during the postwar occupations of Japan and Germany, which were planned years in advance.

And as the war intensified in Iraq, escalating into a full-blown insurgency in 2003, the Pentagon turned to private military companies to provide basic security to U.S. diplomats and the contractors supporting the occupation. Today, more than 180, 000 civilians, including Americans, foreigners, and Iraqis, are working in Iraq under contract to the U.S. government, compared to 160, 000 U.S. soldiers, and a few thousand civilian government employees.34 In September 2007, in a notorious incident that underscored the dangers of relying on private security forces, a squad of armed security guards working for Blackwater USA opened fire on a car carrying civilians in downtown Baghdad, killing nearly two dozen people.

Meanwhile, back on the home front, the government has relied on contractors to manage everything from hurricane relief to border security. Some of the same companies hired by the Bush administration to rebuild Iraq’s infrastructure were sent by the Department of Homeland Security to rebuild New Orleans and the Gulf Coast after Hurricane Katrina; neither plan succeeded, and both were suffused with cost overruns and corruption. The big defense contractors that build and operate classified IT systems for the Intelligence Community provide the same products and software for the Department of Homeland Security, which spends more than half of its $42-billion budget for outsourced services.

By 2007, contractors were so ubiquitous in Washington that they had become a virtual shadow government, and the total number of contracts was valued at $400 billion a year—more than double what it was in 2000. Even the government’s online database for tracking contracts, the Federal Procurement Data System, had been outsourced.35 With 40 percent of the federal workforce expected to retire between 2007 and 2012, contractors believe that these trends could continue almost indefinitely. The government “must outsource as a means of survival,” Kenneth C. Dahlberg, SAIC’s chairman and chief executive, assured investors in a 2007 conference call. Because the federal government “must deliver safety to the people,” Dahlberg added, the market for government outsourcing is likely to increase 3 to 5 percent a year well into the decade.

The recent big surge in intelligence contracting was fueled by record spending on national security programs after September 11, 2001. The Bush administration and Congress, determined to prevent further terrorist attacks, ordered a major increase in intelligence spending and organized new institutions to fight the war on terror, such as the NCTC. To beef up these organizations, the CIA and other agencies were authorized to hire thousands of analysts and human intelligence specialists. Partly because of budget and personnel cuts made during the 1990s, however, many of the people with the skills and security clearances to do that work were in the private sector. As a result, contracting grew by leaps and bounds as intelligence agencies rushed to fill the gap.

Timothy R. Sample, a former CIA case officer and the executive director of the Intelligence and National Security Alliance, blames decisions made by the George H. W. Bush and Bill Clinton administrations for that gap. “After the Cold War, we as a government decided, wrongly I think, to build down our intelligence capability, and we have yet to recover from that,” he says—a view shared by many of his colleagues. “So when people get excited and react to the level of contracting within the IC, they tend to forget that, especially post-9/11, the major issue was speed,” he adds. “After 9/11, where do you go? You go to where that expertise resides when government decided it didn’t need you anymore, and that’s within industry. So I have a hard time with the concept that massive contracting for intelligence is a problem.”36 (Sample speaks from experience: he left the CIA to take a job with General Dynamics Information Technology, a major CIA contractor.)

But technology played a crucial role as well. By the 1990s, commercial developments in encryption, information technology, imagery, and satellites had outpaced the government’s considerable efforts in these areas, and intelligence agencies began to turn to the private sector for technologies they had once created and developed in-house. “At the end of the day, outsourcing ended up being a reaction to the reality of the marketplace,” says Stan Soloway, the executive director of the Professional Services Council, the primary lobby for federal contractors. “Over the last thirty-five years, the ownership of technology has changed almost entirely in this country, from primarily government-driven and government-run, to privately created and privately owned. When that happens, the workforce and the skill sets typically go with it. If you wanted to do development science in the old days, you’d go to NASA or the Defense Department. Now you can go to any one of hundreds of R&D firms around the country.” The government, he says, is “now competing in the open market for talent with everybody else.”37

But, as we shall see, the problem with this “open market” is that contractors, whether in intelligence, defense, or homeland security, owe their allegiance to their company, and not the taxpayer. “There’s something civil servants have that the private sector doesn’t,” David M. Walker, the comptroller general of the United States, told the New York Times in an extraordinary interview in 2007. “And that is the duty of loyalty to the greater good—the duty of loyalty to the collective best interest of all rather than the interest of a few. Companies have duties of loyalty to their shareholders, not to the country.”38

Ironically, the Intelligence Community, one of the government’s largest users of contractors, has reached the same conclusion. Among the many slides posted by the Defense Intelligence Agency during its May 2007 conference on acquisition was one titled “Government Employee vs. Contractor Employee.” Two items were high on the first list: people working for the government, the DIA said, had a “fiduciary obligation to serve the public good” and “no profit motive.” In contrast, contractors have a “fiduciary duty to [their] employer only,” and operate out of a “profit motive.” At a time when the Intelligence Community is under fire for politicizing intelligence, those are critical differences.

“It’s hard enough for a government analyst to tell it like it is and be just one step removed from the president,” says Raymond McGovern, a twenty-seven-year veteran of the CIA’s analytic division who once delivered the CIA’s daily briefing to President George H. W. Bush. “But think how much more difficult it is for an analyst who’s working for Booz Allen Hamilton or SAIC. There’s pressure there; there’s much more freedom for people to tailor their analysis to something they think the contracting officer would like.” The problem with outsourcing is simple, he says: “Contractors are in it for the money.”39 If that is the case, few companies have been as skilled in profiting from intelligence as Booz Allen Hamilton. That’s where we begin our story.
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Booz Allen Hamilton and “The Shadow IC”




WHEN MIKE MCCONNELL was appointed by President George W. Bush as the director of national intelligence in January 2007, he appeared to be the ideal candidate to replace John Negroponte, the first DNI, a diplomat more accustomed to the public art of statesmanship than to the dark and dirty worlds of espionage and surveillance. In contrast, McConnell’s spying credentials were impeccable: for five years during the Clinton administration, he had been the director of the National Security Agency and, before that, had served as Colin Powell’s chief intelligence officer when Powell headed the Joint Chiefs of Staff during the first Gulf War. McConnell had also worked closely with Vice President Dick Cheney during his earlier incarnation as secretary of defense, and Cheney, President Bush’s viceroy for intelligence matters, had played a critical role in his appointment as DNI.

Part of McConnell’s attraction to Cheney was his background in military operations. McConnell had devoted his career to expanding the reach of intelligence to front-line soldiers, and was perfectly aligned with the Pentagon’s strategy to harness the NSA and the other national collection agencies in providing overhead imagery and signals intelligence to war-fighters on the ground in Iraq and Afghanistan. The admiral’s martial background won strong praise from President Bush, who introduced McConnell to the nation as a man with “decades of experience ensuring that our military forces had the intelligence they need to fight and win wars.”1 Bush further noted that his new DNI had “worked with the Congress and with the White House to strengthen our defenses against threats to our information systems,” and said McConnell would offer “the best information and analysis that America’s intelligence community can provide.” Intentional or not, however, the president failed to mention the most significant part of the retired admiral’s experience.

McConnell is the first contractor ever to be named to lead the Intelligence Community. Never, in the sixty years since the creation of the CIA and the national security state in 1947, has someone gone directly from a top position with industry into the most senior leadership position in the nation’s spy system. A transition of this sort would have been notable in any era; but at a time when 70 percent of the U.S. intelligence budget was being spent on contracts, it was highly significant. Moreover, McConnell didn’t come from just any company: during the ten years prior to his appointment, he had worked for Booz Allen Hamilton, one of the nation’s premier intelligence contractors.

As executive vice president, McConnell had managed Booz Allen’s extensive assignments in military intelligence and consulted with a wide range of clients, including U.S. Unified Combatant Commands and the directors of the three national collection agencies: the NSA, the National Geospatial-Intelligence Agency, and the National Reconnaissance Office. Even the Office of the DNI, which had steadfastly refused to say how extensive contracting had become by the time of McConnell’s appointment, was forced to concede that Booz Allen was a “huge” supplier of intelligence contracting.2

McConnell, a tall, bookish man from South Carolina who speaks with a slight Southern drawl, briefly alluded to his private sector experience after being sworn in as DNI in a ceremony at Bolling Air Force Base on February 20, 2007. “My work over the past ten years after leaving government has allowed me to stay focused on the national security and intelligence communities as a strategist and as a consultant,” he said. “Therefore, in many respects, I never left.”3 But that was a vast understatement: under McConnell’s watch, Booz Allen, as we’ll see in this chapter, was directly involved in the most sensitive initiatives taken by U.S. intelligence and the Pentagon during the war on terror.

McConnell, in other words, was not a mere consultant: he and his company were high-ranking players in a community where power was shared, almost equally, between the private sector and the agents of the state. By appointing McConnell to run the Intelligence Community, Bush and Cheney sent a powerful signal to the rest of the government, particularly the Department of Defense, that private corporations were now the de facto managers of the nation’s intelligence system. McConnell’s actions since taking the post only deepened that perception. His firm, and the company he would keep, are the natural starting places for our study of the privatization of U.S. intelligence.



Booz Allen Hamilton was founded in 1914 in Chicago by three businessmen who gave the firm its name. In 1940, after more than three decades as a consultant to the top-ranking companies in America’s manufacturing economy, it started working for the U.S. military. According to a corporate history posted on its Web site, Booz Allen was hired that year by the Navy and Army “to help prepare the nation for war, and later for peace,” and during World War II, it used “leading-edge management principles to help the US government run its war effort.” In 1947, Booz Allen got its first Air Force contract, which led to millions of dollars in consulting work in electronic intelligence and for major aircraft manufacturers. Over the next fifty years, the company would be involved in every aspect of national security, from the military to the highest reaches of national intelligence. By 2006, the privately held company had a global staff of 18, 000 and annual revenues of $3.7 billion.* Work for U.S. government agencies now accounts for more than 50 percent of its business.4

Throughout the period of the Cold War, Booz Allen was involved in U.S. government efforts to win “hearts and minds” in developing countries where anti-colonial movements threatened U.S. economic and political interests. In 1953, Booz Allen was hired by the U.S. Agency for International Development (AID) to study and reorganize land ownership records in the Philippines. The study was carried out just after the CIA, under the direction of Edward Lansdale, a CIA case officer who had served in the Philippines during World War II, led a campaign for the Philippine government to defeat the Huks, a revolutionary movement that drew its strength from landless peasants.* Long after this brutal campaign, the Philippines remained an important focus for Booz Allen. In 1984, under a contract with the CIA, Booz Allen was paying academics to gather information about the New People’s Army, the armed wing of the Maoist Communist Party of the Philippines.5

Later, the company brought its social network analysis—the mapping and measuring of relationships between people, social organizations, and governments—to Central America. Just before U.S. forces were dispatched to Haiti during a period of intense social unrest in 1994, the Pentagon’s Atlantic Command commissioned Booz Allen to devise a computer model of Haitian society. The model, according to an extensive report published in The Nation magazine, sought to identify Haitian organizations that might oppose the U.S. invasion. It was seen by human rights groups as part of a U.S. “divide-and-conquer strategy” designed to weaken grassroots leftist groups and shore up “moderate” forces that welcomed a long-term U.S. presence.6 During the first Gulf War, Booz Allen developed a similar “Power Relationship Matrix” on Iraqi society for the U.S. Central Command.

Booz Allen’s engagement with Iraq dates back to the 1950s, and involves one of the most colorful characters in the history of U.S. intelligence—Miles Copeland. Copeland was a trumpet player and jazz musician who was recruited into the Office of Strategic Services (OSS), the precursor to the CIA, in 1941. After World War II, Copeland joined the CIA and was assigned to the Middle East, where he spent much of his career as a CIA operative in Syria (where he was the CIA station chief), Egypt, Lebanon, Iran, and Iraq. For much of that time, according to his own and other accounts, Copeland was employed by Booz Allen Hamilton, where he worked under “nonofficial cover” for the CIA. (Booz Allen could not locate any records on Copeland and informed me that “his tenure is too old for us to confirm.”)

One of Copeland’s first jobs in the Middle East was to install a pro-American colonel as the leader of Syria.7 A few years later, he reorganized parts of the Egyptian government on behalf of Egyptian President Gamal Abdel Nasser. During the 1950s, as Nasser’s status rose throughout the Arab world, Copeland was “loaned” to Nasser by the CIA to organize the Egyptian secret intelligence service, the Mukhabarat. He “soon became Nasser’s closest western adviser,” according to a biography of Copeland posted on the Web site of his son and namesake, who is a well-known entertainment executive.8 While working for Booz Allen, the senior Copeland was also involved in the CIA-engineered 1953 overthrow of the Mossadegh government in Iran and helped the CIA bring Saddam Hussein and the Baath Party to power in Iraq in 1963.

Copeland is also credited with organizing some of the first war games in the U.S. Intelligence Community. As head of a five-man political action unit in Washington, he ran a “games room” where international problems, particularly those concerning the Middle East, could be played out. War games remain one of Booz Allen’s specialties; former CIA director James Woolsey, Booz Allen’s expert on protecting critical infrastructure from terrorist attacks, has run several such scenarios for Booz Allen’s corporate clients and the Department of Homeland Security.*

Booz Allen describes itself as “the one firm that helps government and commercial clients solve their toughest problems with services in strategy, operations, organization and change, and information technology.” The largest part of its business is supporting U.S. national security clients, including the Intelligence Community and the Department of Defense.9 That work increased substantially after McConnell was hired to manage the company’s military intelligence business in 1996. Since then, its contracts with the U.S. government have risen dramatically, from $626, 000 in 2000 to $1.6 billion in 2006. Most of the latter figure, $932 million, was with the Department of Defense, where Booz Allen’s major customers included the NSA, the Army, the Air Force, the Defense Logistics Agency, and the National Guard. In 2006, it was one of seven firms awarded a ten-year contract to bid on up to $20 billion worth of work in command, control, communications, computers, intelligence, surveillance, and reconnaisance—a mouthful of a term usually referred to as C4ISR—for the Army’s Communications and Electronics Command, which is based in Fort Monmouth, New Jersey. “From Army Transformation, to current operations, to the Global War on Terror—we will provide results that endure for our Army clients,” Booz Allen vice president Gary Mather boasted in a press release.10

But it is in intelligence that Booz Allen has made its mark. In 2002, Information Week reported that Booz Allen had more than one thousand former intelligence officers on its staff.11 Four years later, I asked the company if it could confirm that number or provide a more accurate one, and received an answer from spokesman George Farrar by e-mail: “It is certainly possible, but as a privately held corporation we consider that information to be proprietary and do not disclose.” Buried deep on the company’s Web site, however, I found an explanation of a Booz Allen IT contract with the Defense Intelligence Agency, which carries out intelligence for the Joint Chiefs of Staff and the Office of the Secretary of Defense. It stated that the Booz Allen team “employs more than 10, 000 TS/SCI cleared personnel.” TS/SCI stands for Top Secret/Sensitive Compartmented Information, the highest possible security rating in the IC. This would make Booz Allen one of the largest employers of cleared personnel in the United States. Booz Allen has “the biggest chunk of recent former CIA people of any of the corporations” involved in contracting, says John Gannon, the former director of the CIA’s National Intelligence Council, who is now a senior executive with BAE Systems, a major competitor with Booz Allen.12

Booz Allen’s executive ranks are filled with people with decades of experience in the Intelligence Community. Keith Hall, one of the company’s three hundred vice presidents (who are the primary owners of the privately held company),13 is emblematic of this trend. He began his career as a U.S. Army intelligence officer, and later served as a professional staffer of the Senate Select Committee on Intelligence. In the early 1990s, he was hired by the CIA, where he managed budgets and policy development for Director of Central Intelligence Robert Gates; during that time, as we will see, he played an instrumental role in creating the National Imagery and Mapping Agency, which was later renamed the National Geospatial-Intelligence Agency. He then moved to the Pentagon, where he was deputy assistant secretary of defense for intelligence and security.

During the Clinton administration, Hall was named assistant secretary of the Air Force for space programs and, simultaneously, director of the NRO, the agency that manages the nation’s military satellite program. Since 2002, when he left the government, he has led a “strategic intelligence initiative” at Booz Allen that integrates the company’s extensive contracting activities for the NRO and the NGA. One of his most important tasks involved chairing the 2005 homeland security study group mentioned earlier, which recommended to the government a major expansion of information and data sharing between U.S. spy agencies and the FBI and domestic law enforcement. Without such a plan, Hall wrote, the “ultimate effect” would be “missed opportunities to collect, exploit and disseminate domestic information critical to fighting the war on terrorism, preparing for, responding to, and recovering from disasters natural and man-made.”14 That report later formed the basis of a plan, put in place at the DNI by McConnell in 2007, to allow the NGA to share classified imagery with the FBI and other domestic agencies.

Woolsey, the former director of the CIA, was another key hire from the Intelligence Community. In 2002, he was brought in as a vice president in Booz Allen’s Global Strategic Security service, where his job is to work with the CEOs of major corporations to integrate security into their strategic business planning. (Woolsey’s team, the company notes, includes “former leaders of the nation’s highest security and intelligence agencies, as well as experts in cyber-security, global-supply chain management and wargame-scenario planning.”15)

Woolsey also provides an important link to the foreign policy apparatus of the George W. Bush administration. He is one of the chief ideologists of the neoconservative movement behind Bush’s aggressive military and national security policies, and is famous in Washington for his fanatical devotion to the cause of regime change in Iraq and his outspoken views on the war on terror, which he describes in apocalyptic terms as “World War IV.” His political views brought important dividends to Booz Allen: from 2001 to 2006, he was a key member of Donald Rumsfeld’s Defense Policy Board. Shortly after the 9/11 attacks, he was dispatched by Paul Wolfowitz, then Rumsfeld’s deputy, to Europe to find a connection between Saddam Hussein and the events of 9/11. He also served for five years on an advisory group that met monthly with former CIA director George Tenet to discuss policy issues. Through Woolsey, Booz Allen had a ringside seat on the war on terror and the invasion of Iraq, which created enormous contracting opportunities for the consulting firm and its many corporate clients.*

Perhaps the most representative of Booz Allen’s intelligence elite is Joan Dempsey, a career U.S. intelligence official who was hired in 2005 as a Booz Allen vice president. Dempsey, a steely-looking blonde, rose up the ranks to become one of the few women in the top tier of the Intelligence Community. Over the years, she slowly worked her way up the intelligence chain of command at the Pentagon, from Naval Intelligence to the Defense Intelligence Agency. In 1997, she was appointed deputy assistant secretary of defense for intelligence and security in the Clinton administration, the highest civilian intelligence position in the Department of Defense at the time. There, she had responsibility over the NSA, the NGA, and the NRO, the three national collection agencies controlled by the Pentagon, as well as the DoD’s tactical command, control, communications, and intelligence (C3I) efforts.

In 1998, Dempsey was chosen by CIA director George Tenet as his deputy director of community management, where her primary job was to protect the pet technical projects of the national intelligence agencies from congressional budget-cutters. In 1999, she won the everlasting support of those agencies—and their growing armies of contractors—when she led negotiations with the Republican-led Congress that added $1.2 billion to the intelligence budget—one of the largest single-year increases in the history of the National Foreign Intelligence Program. Five years later, in recognition of this feat, Dempsey was given the William O. Baker Award for meritorious intelligence service by the Security Affairs Support Association (SASA), which from 1979 to 2005 represented the largest prime contractors at the NSA and the CIA. Her remarks at that ceremony, which were published in SASA’s in-house publication, Colloquy, underscored the close ties between contractors and the Intelligence Community and serve as a kind of leitmotif for the outsourcing phenomenon in intelligence.

In her acceptance speech, Dempsey paid effusive praise to the corporations she had known over the years, many of whom had purchased tables for the event: General Dynamics, Essex Corporation, Oracle Corporation, Computer Sciences Corporation, AT&T Government Solutions, ManTech International, and Lockheed Martin.16 She thanked her “Pentagon friends” from L-3 Communications Inc., the nation’s sixth largest defense contractor, with whom she had worked “on my favorite program of all time, the U-2” spy plane. She spoke of her pride in working with the Boeing Company on the Future Imagery Architecture, an expensive project by the NRO and the NGA to build and operate the next generation of imagery satellites.* At the CIA, Dempsey said, she had “benefited enormously” from her work with Booz Allen Hamilton and SAIC.

Then she went slightly off-script: “I like to call Booz Allen the Shadow IC,” she said, because it has “more former secretaries of this and directors of that” than the entire government. That must have caused some chuckles at the lead table, where Woolsey was sitting. But Dempsey got the last laugh. Fifteen months later, she joined the “Shadow IC” herself as a vice president. In her job at Booz Allen, she “provides strategy consulting services to the US government, including the national security and civil sectors, as well as commercial industry,” according to company spokesman George Farrar. Then, in January 2007, Dempsey’s joke came full circle when McConnell, her boss at Booz Allen, succeeded John Negroponte as director of national intelligence. In the space of a few years, Booz Allen had been transformed from a “shadow” IC into the real thing.

It was most intriguing, then, to hear what Dempsey is actually doing in her new job. In the spring of 2006, just a few months after she joined the consulting firm, Dempsey was invited to speak to a seminar on intelligence reform at Harvard University.17 Asked to describe her role at the company, Dempsey disclosed that her office at Booz Allen was evaluating the entire decision-making process within the intelligence community. After going to her fellow Booz Allen vice presidents “who control the money and got investment dollars to do this,” said Dempsey, she began “studying the implications of the many decisions that are being made on a daily basis right now all over the intelligence community and the departments in which pieces of the community reside, to include the DNI’s staff. No one has thought through the implications of those decisions in a strategic or aggregate sense for the future.” The problem, she explained, is that the DNI’s staff is “putting out dictates daily on things that it wants the community to do.” Booz Allen is aiding that process by “trying to forecast what they mean for the intelligence community of the future—what it’s going to look like, how it’s going to operate—along a trend line.”

It was a remarkable circumstance: Booz Allen was conducting a study for the director of national intelligence, a position that was about to be filled by one of the company’s own—Mike McConnell. The shadow IC was now helping the real IC prepare for an immediate future when the real IC would be led by the shadow IC. This was more than a revolving door: the private and the public sides of intelligence were now sharing the same room.



McConnell came to Booz Allen in 1995 after a long career in Naval Intelligence. He began his service in Vietnam as an officer on a riverboat operating in the Mekong Delta. Later, he was assigned to Navy counterintelligence work in Yokosuka, Japan, home of the U.S. Seventh Fleet. He liked the work, and by the late 1970s was serving as an intelligence officer on ships stationed in the Persian Gulf and Indian Ocean. That’s where he was introduced to the esoteric world of signals intelligence, SIGINT. His Navy experience “changed my understanding, respect for, and use of SIGINT for the rest of my life,” he told the author James Bamford.18 McConnell later served as commander of the Navy’s Middle East Force Operations and as a top assistant to the director of naval intelligence. He first gained national attention when he was working in the Pentagon for Colin Powell and Dick Cheney during the administration of the first President Bush. His work during the Gulf War so impressed the two men that, when Admiral William Studeman left his director’s job at the NSA in 1992 to take a position at the CIA, Cheney ordered the Pentagon to elevate McConnell from a one-star admiral to a three-star vice admiral so he could take Studeman’s place at the top secret agency. It was one of the fastest career boosts in Navy history, and sparked a long friendship between McConnell and the future vice president.19 Fifteen years later, when McConnell was considering the DNI position in the administration of the second President Bush, Cheney once again reached out to his former aide with what Newsweek called a “direct, personal approach,” and convinced him to take the job.20

McConnell took over the NSA just after the collapse of the Soviet Union and at a time of deep budget cuts in defense and intelligence. The consensus among intelligence historians is that he managed effectively and staved off deeper cuts,21 but some critics claim that he allowed R&D efforts to stall as a result. At the NSA, McConnell developed a deep interest in information security, which is one of the primary tasks of the agency. According to Booz Allen, McConnell was one of the first officials to identify information assurance as a strategic issue “in our increasingly networked society.” People who worked with him say that he understood before many of his peers how the development of the Internet would affect intelligence and counterintelligence. That was important during his most trying years at the NSA, when McConnell presided over a contentious debate with the telecommunications and computer industries over export controls on encryption technology that the NSA wanted to impose on business.

Encryption is the process of transforming information into codes so it can’t be read by outsiders, and makes it possible for spies, armies, banks, retailers, and individuals to share confidential information and transact business affairs electronically. Until the late 1970s, the NSA was the sole source of advanced cryptology used in the United States, and provided the secure communications links used by the White House, the Department of Defense, other intelligence agencies, and the diplomatic corps to transmit private and classified messages. By the early 1990s, however, U.S. and foreign computer manufacturers had developed encryption chips so sophisticated that the NSA was having trouble cracking the codes for intelligence purposes; in response, the Clinton administration, with McConnell in the lead, barred U.S. companies from exporting the technology. That put the U.S. firms at a disadvantage over their Japanese and European competitors, who had no such restraints. In the end, McConnell and the NSA settled for a compromise that allowed U.S. companies such as IBM and AT&T to export sophisticated encryption systems so long as they provided the government with “keys” that would allow the NSA to access the systems under a lawful court order.

That experience would serve McConnell well. A few months after leaving the NSA in 1996, McConnell was hired by Booz Allen as a senior vice president. During his first years at the company, his work primarily involved issues revolving around protecting “critical infrastructure,” such as the nation’s transportation and communications networks. McConnell led the firm’s support to President Clinton’s Commission on Critical Infrastructure Protection, which focused on the vulnerabilities of the banking and financial sector, and worked closely with the Pentagon and the NSA on defending the nation’s computer networks from hostile attacks. On a trip to Australia in 2003, he warned that, without a “cyber-9/11” or “something that serves as a forcing issue,” governments and businesses would not be prepared for an attack on their information systems. “We are inviting cyber terrorism,” he said.22 Altogether, McConnell’s cyber-security team won nearly $300 million in government contracts for Booz Allen.23

At the time of his trip to Australia, McConnell was director of Booz Allen’s Infrastructure Assurance Center of Excellence, the company’s research laboratory for the Intelligence Community. The center is just one piece of an extensive intelligence contracting operation that provides expertise to the IC in nearly every aspect of spying, or what is known as the “black” world. Topics available for research, according to the intelligence page on Booz Allen’s Web site, include information warfare, signals intelligence, systems engineering and solutions, multisource intelligence analysis, imagery and geospatial systems, cryptographic design and analysis, systems integration, and “outsourcing/privatization strategy and planning.” Much of that work is done for the NSA. Under McConnell, Booz Allen was hired by his former agency to manage the largest intelligence outsourcing project ever undertaken by the IC: the $3-billion Project Groundbreaker, which rebuilt the agency’s internal communications systems (this project is described in detail later).

The terrorist attacks of September 11, 2001, underscored Booz Allen’s deep connections to the military. Three Booz Allen consultants meeting with Army clients were killed when the hijacked commercial airliner crashed into the Pentagon. The tragedy quickly became opportunity, however. In the months after the attacks, Booz Allen substantially increased its defense and intelligence work and moved aggressively to capture both public and private contracts in homeland security. Ralph Shrader, Booz Allen’s CEO, described the response in the company’s 2002 annual report. Within hours of the attacks, he recalled, “our officers and staff fanned out through Washington, helping clients ranging from the Department of Defense to the Federal Bureau of Investigation deal with an abruptly and forever-changed environment.” That work, he said, included helping the Department of Justice “redirect scarce resources to counterterrorism efforts” and aiding the Immigration and Naturalization Service as it prepared a new visa policy.

At the Pentagon, Booz Allen had a strong ally in Donald Rumsfeld, who ran the Department of Defense for the first six years of the Bush administration and came to the office with intimate knowledge of Booz Allen’s capabilities. In the 1970s, as director of the Office of Economic Opportunity during Richard Nixon’s administration, he had hired Booz Allen to reorganize OEO and kill or outsource many of its programs. Under Rumsfeld, Booz Allen was so trusted that it was hired in 2004 to help prepare President Bush’s national defense budget24 and to perform war gaming for the Quadrennial Defense Review, one of the most sensitive documents produced by the Pentagon. The company also provided assessments of the U.S. space industrial base and performed “cybersecurity strategy, design and implementation” for the Department of Defense.25 And as a consultant to Central Command, the company was at the center of the first preemptive war in U.S. history.

As part of its contribution to the war on terror, Booz Allen helped develop the Blue Force Tracking system, which allows the Pentagon to determine, in real time, the precise location and status of military units, vehicles, and aircraft as well as individual soldiers; the system was first used in a combat situation in Afghanistan. Booz Allen also won several Pentagon contracts in post-invasion Iraq, including as a subcontractor on a telecommunications project managed by Lucent Technologies. And in 2003, shortly after the U.S. invasion, Booz Allen organized a major conference on rebuilding Iraq that attracted hundreds of corporations eager to cash in on the billions of dollars in contracts about to be awarded by the Bush administration.

The event followed the lead of President Bush himself, who had characterized his plan to transform Iraq along free market lines as a “generational challenge” that would combine the economic scope of the Marshall Plan with the moral clarity of the civil rights movement. Held in the conference room of the Center for Strategic and International Studies in Washington, it featured a string of Pentagon and White House officials, who spelled out to the assembled businessmen how they were rewriting Iraq’s business, property, and trade laws “in a way very conducive to foreign investment,” as David Taylor, a top Treasury official, put it. Woolsey delivered the keynote address in the only off-the-record part of the conference. He bluntly told the assembled businessmen that American firms would receive the majority of contracts in Iraq as representatives of the only world power with the will to stage a preemptive strike on Iraq. “Basically, he said to hell with France, to hell with Germany, and to hell with the United Nations; the United States is going to do this alone,” an Arab banker who asked not to be identified told me after the meeting.

The Pentagon also turned to Booz Allen to manage the controversial Total Information Awareness (TIA) plan to use information technology to counter terrorist threats. In 2002, the Defense Advanced Research Projects Agency (DARPA), the Pentagon’s R&D agency, hired retired Navy Rear Admiral John Poindexter to manage a project that would sift through public databases storing credit card purchases, rental agreements, medical histories, e-mails, airline reservations, and phone calls for electronic “footprints” that might indicate a terrorist plot in the making. Poindexter was a curious choice: he’d been under a cloud since 1987, when he resigned as the national security adviser to President Reagan to take the blame for the Iran-contra scandal, which involved selling arms to Iran and using the proceeds to fund an illegal war in Nicaragua. Nevertheless, he was given a mandate that was breathtaking in scope: to “imagine, develop, apply, integrate, demonstrate and transition” IT systems that would “counter asymmetric threats”—meaning challenges from terrorist groups like Al Qaeda and insurgencies like the one in Iraq—“by achieving total information awareness.” Booz Allen and Science Applications International Corporation were hired as the prime contractors, with Booz Allen winning over $63 million worth of contracts.26 McConnell was a key figure in the outsourcing arrangement, according to a former NSA official interviewed by Newsweek. “I think Poindexter probably respected Mike [McConnell] and probably entrusted the TIA program to him as a result,” the former official said.27

When TIA came to light in 2003, Congress acted quickly to defund the program. Part of the problem was the involvement of Poindexter, who had been convicted of five felony charges for his involvement in the Iran-contra affair (the convictions were later reversed on a technicality). But many lawmakers saw in TIA an attempt to create a national surveillance system. Others were shocked at Poindexter’s plan to create a national betting parlor on terrorism that would harness the “anonymous forces of market capitalism” to predict the likelihood of acts of terrorism, much as commodity traders speculate on the future price of pork or electric power. The Pentagon’s justification, that “markets are extremely efficient, effective and timely aggregators of dispersed and even hidden information,” didn’t sell, and the TIA program was killed.28 The program was kept alive, however, in secret NSA accounts long after 2003, and remained a profit center for Booz Allen throughout McConnell’s tenure.

As a trusted ally of the Bush administration, Booz Allen was also chosen to audit a secret program, run by the CIA and the Treasury Department, that gave U.S. officials access to millions of records of international financial transactions to search for terrorist-controlled money. The transactions were handled by SWIFT, a Belgium-based industry cooperative that routes trillions of dollars every day between banks, brokerages, investment houses, and other financial institutions in 208 countries around the world. In 2006, the New York Times revealed that, after 9/11, SWIFT had agreed to turn over large portions of its database to the CIA in response to a series of subpoenas issued by the Treasury Department.29 Although Booz Allen was brought in as an “outside” auditor for the program, its impartiality was questioned by a European Union panel, which recommended independent supervision and declared “we don’t see such independent supervision under the current situation.”30 In 2006, the American Civil Liberties Union and Privacy International, an organization that monitors government intrusion, issued a scathing report on the issue. “Though Booz Allen’s role is to verify that the access to the SWIFT data is not abused, its relationship with the US government calls its objectivity significantly into question,” the two organizations said.31 Booz Allen rejected the charge. “What clients are buying from us is independence and objectivity,” spokeswoman Marie Lerch told the New York Times.32 But the company’s close ties to the IC through such former high-ranking officials as McConnell, Dempsey, and Woolsey make it difficult to see where that independence might be found.

A more pressing issue, given the degree of collaboration between Booz Allen and the NSA, is whether McConnell and his company knowingly cooperated with the NSA on its warrantless domestic surveillance program. As one of a handful of contractors working with the NSA to integrate its data systems with those of other members of the Intelligence Community, Booz Allen very likely had some involvement in what the Bush administration called the Terrorist Surveillance Program. It is known, for example, that the NSA passed information gleaned from its warrantless intercepts of phone calls to both the Defense Intelligence Agency and the FBI. Booz Allen, according to its own Web site, was “a key member of the team managing the entire NSA infrastructure” and is a major DIA and FBI contractor. As we will see in the chapter on the NSA and its domestic surveillance programs, McConnell was able to discuss intimate details of the NSA’s eavesdropping capabilities within weeks of his confirmation as director of national intelligence. And it was only a few months into his tenure as DNI that he informed the Bush administration—and the nation—that technological changes in telecommunications had vastly increased the amount of global telephone traffic moving through the United States, thus making it more difficult for the NSA, which is bound to legal strictures on tapping U.S. phone lines, to spy. “The intelligence director, Admiral Mike McConnell, alerted us to the intelligence gap, and we asked Congress to fix the law,” Vice President Cheney pointed out in January 2008, on the eve of an important Senate vote on NSA surveillance.33 It’s hard to escape the conclusion that McConnell’s experience at Booz Allen was critical as he prepared for his tasks as the nation’s spymaster.

But McConnell is not simply a yes-man, as some observers have called him. He has expressed concerns about potential abuses of America’s democratic system by the Intelligence Community. In 2006, in an off-the-record address to an intelligence conference in Washington, he noted that spy agencies in most countries around the world are seen as “an evil thing, a secret police.” “We all want security, but won’t give up our privacy,” he said. Without being specific, he added: “So we have to rethink intelligence, reshape it, and we’re not there yet.” On the issue of domestic spying and eavesdropping, which had just emerged as a national issue in the aftermath of the New York Times’s revelations about the NSA, McConnell indicated he might be “a little more liberal” than the Bush administration. “Any bureaucracy can do evil,” he concluded. “There must be oversight.”34

Later that year, he told Stephen F. Hayes, a reporter with the conservative Weekly Standard who recently published a favorable book about Dick Cheney, that he had lost some of his respect for the vice president because of the administration’s attempts to influence the IC’s prewar intelligence on Iraq. “My sense of it is their political faith and convictions influenced how they took information and interpreted [it] as well as how they picked up and interpreted outside events,” McConnell told Hayes, adding that the results in his view “have been disastrous”35 (he added a qualifier, suggesting to Hayes that Cheney should have been used more as a propagandist because “he has such a way of making it simple and compelling”). In December 2007, McConnell pulled another surprise by releasing a National Intelligence Estimate concluding that Iran had halted its nuclear weapons program in 2003, directly contradicting assertions made by Cheney and Bush during the past year. That greatly enhanced his reputation as an independent thinker and actor. But, as we will see later in the book, McConnell’s stature as someone who can speak truth to power would suffer greatly during his first year as DNI, particularly during the intense debate over NSA spying.
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