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For my parents, who supported my dreams and, through their example, helped make me a better digital parent.






Chapter 1

Parenting without Fear

CARLY is afraid. She has two teenagers at home, each with their own phone. She has persistent, recurring thoughts about tech use in the home. She thinks that she made a mistake giving each of them a phone. (Are they too young for their own phones? Did they really need them?) She wonders what they are doing online. (Who are they talking to? Are they being bullied?) She worries that they aren’t getting enough sleep or exercise. (When did they get to bed last night? Shouldn’t they be outside more?) She frets about their grades this semester—and college admissions. She stresses about their social lives—and if she will ever be a grandma. Her thoughts consume the in-between spaces of the day. Sometimes she can’t fall asleep. Sometimes she snaps at her teens. Sometimes she neglects her husband and friends.

I have seen other parents like Carly in my consulting work with parents. When I ask them about their concerns on the topic of digital parenting, their words spill out, barely contained. They worry about the past, present and future; they worry about their worries.

I get those worries too as a parent. Those little slithering thoughts that slide into my brain randomly through the day, but mostly at night when all is still. Should I sign my kid up for a music class? I should be buying more vegetables. He was coughing last night, is he getting sick? I think he’s growing out of his shoes.


Parenting can be an ongoing monologue of things to do and think. The shoulds fill our brain and are difficult to shut off. It takes intense concentration and focus to reframe and mitigate those thoughts. Sometimes we’re too tired to have a particular battle that day.

Why Are We Afraid?

Media Hyperbole

Here is a sampling of media headlines about technology in early 2020:

“Local expert warns about dangers of popular social media apps”

—KSNT News

“New online trend ‘Outlet Challenge’ poses dangers and threat”

—WITN News

“Protecting your kids from child predators: how police investigate and what parents can do”

—KOKH FOX 25 News

“Parents warned of dangers as TikTok skull breaker challenge goes viral”

—Independent Online

“They coerced girls on Instagram, Snapchat to send sexually explicit images, police say”

—The Modesto Bee

“4 social media scams that could cost you”

—KSL News


That last headline was mine, but I didn’t choose it, my editor did. Headlines are very specifically written to get attention. I can suggest headlines as the author—but my suggestions are not as popular. It would more accurately be titled “Strategies to keep your money safe.” But you wouldn’t know that from the headline.

Here’s another article headline: “If your kids are using anonymous messaging app Lipsi, they probably shouldn’t.” This is from a piece I wrote in late 2018 that I originally titled the very straightforward “Lipsi App review.” But that wouldn’t get hits.

Headlines are misleading, but we can’t just blame the media for this, we have to point the finger at ourselves. People want their news fast and free. People are also inundated with news. There is increasing competition for eyes and clicks. And there is an increased workload for editors and journalists.

Take my editor on KSL, for example. She has to oversee not only the tech section, but also family and religion. Her duties also include responding to breaking events, helping out other news departments, editing contributors’ articles, researching her own pieces, and posting multiple times a day on social media. It’s a huge workload. If you’re already overworked, you’re going to spend the most time on the stories that get the most views.

If I can get double the hits on a piece for something scary and titillating, I’m going to do that. But because I’m not a full-time journalist, I can afford to write on more esoteric topics like digital inclusion. I remember a few years ago I spent many hours interviewing and writing up a well-researched article on what my city is doing to aid in digital inclusion. I was very proud, but the article did not get very many views.

The most popular article I’ve written for KSL as of now was one about the dark web. My other most popular stories are app reviews or stories of tech trends typically with a oh-no-what-is-this-new-thing slant. Scary and sensational sells, so we write more scary or sensational headlines. It’s basic supply and demand—people demand more fear-based articles, so journalists deliver. If my well-researched and tech-positive digital inclusion story got more views, there would be more requests for me to write that type of piece.

Just because there are more scary headlines doesn’t mean that there are more scary apps or tech out there. We’re only seeing one side of the story. And we’re not always reading the whole story. If you read deeply into my Lipsi article, near the end I write about some pros of the app. But you would never know that if you just read the headline.

Modern-Life Anxieties

Work stress and lack of leisure time can affect our physical and mental health. In the United States alone, there are no federal laws that limit the maximum length of the workweek. There are also no laws requiring paid sick days or maternity leave. (The US is the only industrialized country in the entire world that has no legally mandated leave.) In the United States, 85.8 percent of men and 66.5 percent of women work more than 40 hours a week. We are overworked. We are tired. It’s harder to calm our brains and fears when we are running from one thing to another.

When you go to work, you’re told what time to get there, what tasks to perform, when you can leave, what you can and can’t wear, and much more. We do not have much control over our work life. We have bosses and responsibilities and bills. When we feel out of control in the workplace, we may try even harder to control what we can in our home life, such as making sure dinner is perfect, or the house looks “just so.” Maybe we become more vigilant about our own calorie counts or spending. Perhaps it comes out in our parenting.

This book will ask a lot of self-reflective questions to help you think about your parenting. Not only to answer the question: “How can I get my child to comply?” but also “Why is this important to me?” Are you creating rules and boundaries about technology because it’s important for you to be in control, because you feel uncomfortable around your own tech use, or because technology truly is impacting your family life?


In a 2019 longitudinal study of adolescents in South Korea, Christopher Ferguson, a professor of psychology at Stetson University, spoke bluntly about the results. “It was the parents’ fault,” he said in our interview. “Parents were pushing kids to be academically successful so hard and they broke their kids.” In South Korea, testing is huge, and there is an enormous emphasis on educational attainment. A former history teacher in Seoul describes the culture:


South Korea is a Confucian-inspired society that places an immense value on education, which is both admirable and exemplary. From kindergarten onward, Korean students are shuttled off to private academies for additional instruction and studies. This continues even after the end of each school day and frequently extends to weekends and holidays as well.



This pressure, while well-meaning, has had unfortunate side effects. South Korea has a high suicide rate for secondary students. South Korea is also home to an increasing number of young people described as “gaming addicts.”

That’s what the parents in the research study said—their kids were gaming addicts. “Those parents wanted to say that this was a disease in their kids, but the data showed that it was the parents’ fault,” said Ferguson.

The parents’ anxieties and fears about college, career, and success were transferred to those students. The stressed-out teens were using gaming to cope with their parents’ anxieties and fears—and then being labeled “addicts.”

Modern life is stressful enough. We don’t need to pass its stresses on to our children.

Generational Fears

Another question to ask along with “Why is this important to me?” is “Remember when you were a teenager?” It’s easy to forget that we were all teenagers. We may have even blocked out parts of it. My own adolescence was a time of extreme ups and downs, tears and triumphs. I can look back at it now through a nostalgic haze which blurs the details. I suspect many of you look back at your younger years through that same haze. We forget how things were, how we were. New things are unfamiliar, not glossed over with that shiny haze of memory. It’s this haze that colors our perceptions of the current generation.

There are generational anxieties even between parents. Gen Xers, millennials, and older Gen Zers are all parenting children now. Each of those three generations grew up differently. Anna Dees, a self-described “cusper” born in 1978 said that she feels a disconnect with other parents. She noted, “It’s really interesting to see the ones who have grown up with video games and Internet and Myspace and they’re putting their kids on Snapchat.” Anna feels like the mean mom with rules for technology that are stricter than those of her younger neighbors. “There’s a different result in my parenting perspective and how I’m parenting versus some of the younger moms. I think some of the Gen Xers and Gen Zers have different perspectives. There are some things that are normalized in their culture that have become jarring to me.”

Our generational anxieties are nothing new. A famous quote attributed to the Greek philosopher Socrates in about 400 BC reads: “The children now love luxury; they have bad manners, contempt for authority; they show disrespect for elders and love chatter in place of exercise. Children are now tyrants, not the servants of their households.”

That quote could have come straight out of the 2020s.

There have always been fears of new things and younger generations. One example is the 1993 video game Doom that features a first-person shooter. (Today, you have better graphics on your phone than that original Doom, but in 1993 it was extremely advanced tech.) The popularity of this game compelled experts and educators to go on the news spreading their fears. Reed Irvine and Cliff Kincaid commented on this phenomenon in their 1999 think piece “Video Games Can Kill”:


By now, you may be aware of this video game, whose effects have been highlighted on the CBS 60 Minutes program and the NBC Today Show. On both shows, a former army colonel described the game as a “mass murder simulator” that provides military-type training. He said it is like the flight simulators that teach military personnel how to fly aircrafts. In fact, 60 Minutes showed how the video game Doom is used in the military itself to teach soldiers how to kill. In the game, the gunman moves slowly through a building, in the same way that a special forces soldier might enter hostile territory. Enemies are shot and killed, as simulated blood spatters out of their wounds and they fall to the ground in pools of blood. In the Kentucky case, the young killer, fourteen-year-old Michael Carneal, had never undergone any firearms training. He learned how to shoot and kill from the video game. When he walked into the bible study meeting at his high school with a gun, he proceeded to shoot his victims with deadly accuracy.



You may think, “but compared to back then, technology is different,” and you’d be both right and wrong. Technology is different, but the human behind the screen is pretty similar. We are a bundle of fears, motivations, hormones, and experiences. While the technology may change from a commodore to a supercomputer, or a bronze sword to a video game, the human behind it is the same.

Every generation has fears. One generation is afraid of the radio, the other the horse-drawn carriage. It’s important to keep in mind that your parents were afraid of what you were doing. And their parents were afraid for your parents. It’s normal to have these generational gaps. But if you operate only with fears, you will not only risk having a quote posted on a web archive somewhere embarrassing you, but you can also cause unintentional harm.


Awareness versus Understanding

One thing that is different about our current generation is our awareness of what’s happening all the time. News reports, social media, and our interconnected 24-7 society allows us to be hyperaware of the world around us. This awareness does not alleviate our fears. Fear does not come from lack of awareness but from lack of understanding.

The unfamiliar and new are hard to understand. Being shut out of young people’s online spaces and their conversations guarded by passwords makes us nervous. If you’re reading this book, you’re probably aware of the issues; you just don’t understand them. If you don’t understand the new rules of communication and etiquette, what it’s like to be a kid today, or the algorithms in your apps, this book will attempt to build a bridge of understanding.

Technology is new and different, and we don’t see clearly through the fog of time. The media exacerbates this. And the day-to-day stresses only add to our growing pile of worries. All of this creates a culture of panic, worry, anxiety, depression, and fear around digital parenting. This book includes many questions and shoulds and woulds, but I hope to narrow down and dismiss some of those fears— to look past the headlines into the data.

Being a parent means having a monologue in your head. Carly has that repetitive script and so do I. We’re attuned to our kids. We care. But that well-meaning caring can hurt us both and our children if we’re not careful. We’ll discuss some of those harms later in this book. For now, let’s cross off some tech fears on our to-do list and put our energy where it really counts.





Chapter 2

The 3 Ms of Digital Parenting

IN 2017 I had just started talking to parents about technology. My company, Digital Respons-Ability, first started teaching students digital citizenship until I realized we needed to teach parents too. It started small, in conversations and conferences, and I observed quickly that parents seemed to be operating with different expectations and feelings about technology. It was okay for a child to be in their room alone and read, but not text. Board games were great, but video games were looked down upon.

Another disconnect was understanding where children were developmentally. A parent wouldn’t expect their preschooler to be the best dinner companion, but they did chide them for watching too much TV. A mother would be fine with their teen hanging out at a park with their friends but would remark that they texted their friends excessively. Technology seemed to be treated as this separate part of parenting with its own set of rules.

From these observations and conversations, one of my company’s trainers and I developed “The 3 Ms of Digital Parenting” because we realized that discussions about technology need to have a science-based framework. Parents were making decisions about technology in the home by treating it as a separate entity that was independent from where that child was socially, emotionally, and biologically. But all parenting, including digital parenting, needs to take into account the age and understanding of the child.
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Developmental stages are times in a child’s development when certain abilities appear and include domains such as physical, cognitive, language, and social-emotional development. Adults go through these developmental stages as well, but children’s are shorter and much more pronounced. Understanding your child’s developmental stages not only helps you parent more effectively but can also help you screen for developmental delays that call for interventions.

One well-known developmental screening tool is the Ages & Stages Questionnaires® (ASQ®). Developed over forty years ago by experts and recommended by the American Academy of Pediatrics and the Center for Disease Control, ASQ® can help parents “celebrate their child’s milestones and know what to look for next.” I used this tool with my own child from birth to age five. As someone who thought herself very familiar with early childhood stages through reading books and from personal experiences, I discovered that I had more to learn. For example, how a child throws a ball, gestures to objects, and picks up toys can reveal more about where they are developmentally.

The 3 Ms of Digital Parenting framework is not intended to be a screening tool, but rather a framework to create healthy norms of behavior in the home—to understand what to pay more attention to, and what to let go of. Understanding what not to worry about is an important part of parenting. It’s something I’ve had to work on with my son. I loved reading at a young age so I was fretting that my son wasn’t reading enough and that he was falling behind. But after talking to his teacher and reading more on the subject, I realized that he was just fine. I was projecting my own experiences and unrealistic expectations onto him. He’s his own person with his own interests and strengths.

As parents, we often project our own pasts and experiences onto our children because it’s our framework for viewing the world. We are excited when they love the same books or movies as we did as kids. If we did sports, we want them play. If we were musical, we encourage them to pick up an instrument.

Technology, however, was not the same experience when we were children. We cannot project our analog past on their digital present. We need to understand where children are, not where we want them to be. This means looking at their technology use through a different lens, not through our past, but through evidence-based research.

The 3 Ms of Digital Parenting framework shares research, advice, and strategies into different developmental stages: Model, ages 0–8; Manage, ages 8–13; and Monitor, ages 13–18. This book uses both this framework and one of prevention science to truly see our children as they are. Frameworks are deliberately fuzzy as a way to guide your thinking, but not tell you what to think. Parenting involves operating in that fuzzy and grey area.

Dr. Sarah Coyne is a professor of human development who researches the effects of technology on young people. Some of her insights and research will be shared in this book. When talking to her, both of us acknowledged that grey area and the challenges. “I think our job is to help kids become healthy users of media,” Dr. Coyne said. “It doesn’t mean we completely limit it or give them free rein. It’s a challenge and something we’re constantly working at.” Even experts acknowledge the challenges. It’s not easy but if we can shift our way of looking at the problems, we can more easily find the best solutions.

Model (Ages 0–8)

We change more biologically in our early years than any other time in life. It’s estimated by Harvard’s Center on the Developing Child that more than one million new neural connections form every second in our first few years of life. After that rapid growth of connections, our brain focuses on efficiency and prunes them. We continue learning, but those early years provide a foundation. Parents can add to that foundation by providing “responsive caregiving” and attention to their children and modeling positive behaviors. More details about this dynamic time of growth will be explored in Chapter 3 on page 25.
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In my digital parenting classes, I focus on several concepts during this stage: vocabulary, creating norms and habits, self-regulation, and screen time. While these concepts are important at other developmental stages, they’re critical in these years.

Vocabulary

Laurieann Thorpe is the executive director of Prevent Child Abuse Utah (PCAU) and a mother of three. She explains why teaching vocabulary to children is so important:


When a child has been sexually abused, they do not have the tools they need to disclose the abuse when they don’t know the correct names for their body parts. Teaching children the anatomically correct names of their body parts empowers them to talk about what is happening to them and research shows that it also empowers them against abuse.



To keep children safe online, children should not only know the names of their body parts, but also have a vocabulary for technology. If a child saw something online that made them uncomfortable, a parent should know how that happened. This means a child needs to communicate words like “website, click, download, app, pop-up,” and the names of platforms like YouTube and other games that they’re playing. If a parent knows how the inappropriate content came about, they can adjust settings and controls so that it doesn’t happen again. Thorpe goes on to explain the importance of teaching children the tools needed to communicate. “Imagine if they went to the doctor after spraining an ankle and explained that they hurt their ‘walkie?’ You can see how that would be confusing.”

Young children are typically not deliberately seeking inappropriate content. That comes later when puberty hits and they become more curious and interested in what their friends think. Preadolescents typically have the vocabulary to express and find content online, but young children do not, and may stumble upon things accidentally. They may not have the words to describe what they are seeing or how they found it, but parents can give them that voice.

Creating Norms and Habits

Norms, rituals, habits, routines—these are the concepts around which we scaffold our lives. Parents start routines early: feeding, sleeping, stories, play, etc. We develop these routines and norms both by necessity, and to pass along our values to our children. For example, a parent who is religious may say a prayer before dinner. The routine of praying is both routine and ritual and a way a parent transmits their beliefs to their child. An article in the Infants & Young Children journal writes:


During the early childhood years, family routines afford the opportunity for engaging children in dyadic and group activities that have been shown to contribute to vocabulary enrichment, social skill building, and later academic achievement . . . family routines under relatively normative conditions appear to be part of the organizational and predictable parts of family life that support child development.



While families are establishing routines around meals, recreation, and sleep, they’re also creating their own technology norms. This may be watching TV after dinner, or Friday night movies, or tablets in the car. You probably had your own technology routines as a child. Maybe it was Saturday morning cartoons or playing video games after school. I remember one of mine was gathering together as a family on Sunday nights and watching the newest episode of The X-Files.

We don’t always consciously establish routines, but if we do, we can make sure our habits align with our values. We should question our routines and adjust them as circumstances change. Ask yourself: Is this habit the best use of my family’s time? Do my children still enjoy doing this? If I care about _____ does this routine address that?

Self-Regulation

I remember hearing a comment from a parent, “My six-year-old never wants to get off YouTube!” To which I think, Why would you think your six-year-old could get off YouTube themselves? Children are doing the hard work of learning self-regulation at this age. The bright shiny noises and objects on YouTube are very hard for a young child to ignore.

Self-regulation continues our whole lives but is particularly important in young children. The foundational skills for self-regulation are developed in the first five years of life. This starts in infancy when an infant may suck a binky if they are scared. A preschooler may reach out to a soft toy to soothe themselves in a new situation. And we see adults self-regulating by scrolling Instagram.

Technology can be a tool to help children soothe themselves, but it can also be a substitute for their own internal work of self-regulation. Tech can help us tune out when we don’t want to tune into our own internal worlds. A device can be a distraction from emotions that need to be experienced or can increase arousal instead of calm. Parents can model self-regulation by such actions as:


• Asking questions of their child and awaiting a response.

“What do you think of the book?”

• Calling attention to things.

“Do you see that kid over there? Do you want to invite them to play with you?”

• Helping them recognize emotions.

“I wonder if you’re upset.” “I’m here for you if you need help.”



Screen Time

Screen time is a hot topic with parents that will be explored in several chapters of this book. The evidence behind screen time surveys is flawed and we lack longitudinal research. The Journal of Child Psychology and Psychiatry published a metanalysis of these screen time surveys in 2020 and found that “most research to date has been correlational, focused on adults versus adolescents, and has generated a mix of often conflicting small, positive, negative, and null associations.”

While studies around older children and adolescents are murkier, it’s clearer with infants. One 2019 longitudinal study published in the Journal of the American Medical Association found that more time per week spent on screens by two-year-olds resulted in worse performance on screening tests that looked at behavioral, cognitive, and social development by age three. In fact, dozens of studies have found that infants and toddlers consistently learn better from face-to-face learning than from someone on the screen. The person on the screen can be doing the exact same thing but very young children don’t translate that learning into real life. This is called the “transfer deficit” and research published in the Journal of Experimental Psychology also sees this deficit in interactive apps.

Parents should severely limit screen time under age three. This, of course, is difficult. I’ve broken this rule. When my child was a toddler the YouTube Kids app allowed me to have enough alone time to get a shower in the morning. I also relied on a combination of blocks and Baby TV to do those tasks necessary for life: cleaning, cooking, taking a minute to myself, etc. But parents should understand and enforce limits on screen time at early ages.

Manage (Ages 8–13)

The preadolescent or “tween” years are a critical time of change. Like young children, tweens’ bodies are rapidly evolving, but unlike young children, they care more about peers than parents. The biological and social changes of these ages will be explored more in Chapter 4 on page 49. When talking to parents of tweens, I address the concepts of public information, personal boundaries and privacy, digital etiquette, and creating an environment of trust.

Public Information

Older children are beginning to create their own online presence or digital footprint. As parents, we should guide them on what information is appropriate to share. Each platform has different requirements for what is needed to create an account. If possible, use your own contact information when signing up your children for sites. You can also consider creating a generic email address for your child that is attached to your own.

Table 2.1 Public versus Private Information Online




	
Public Information


	
Private Information





	
Name (Some sites require this; others just want a username.)


	
Location





	
Public profile picture


	
Other pictures of yourself





	
Username


	
Your contacts





	
Bio (Some sites require this, others do not. If it is required, keep it short and vague.)


	
Interests, hobbies, saved links, and videos





	
Public IP address (a.k.a Internet IP)


	
Financial information







Personal Boundaries and Privacy

Along with protecting privacy through what is shared online, children need to create their own boundaries at this age. Unlike in early childhood, children at these ages are, and should be, interacting independently from their parents. They will not necessarily have a parent to step in and protect them; they are the ones that must step up. When children are online, they need to understand that they can, and should, say no, delete accounts, report incidents, and take a break when interactions happen online that make them feel uncomfortable.

Laurieann Thorpe describes this boundary-setting process in her work with Prevent Child Abuse Utah:


One of the first things we teach children is that their bodies belong to them. We teach the youngest of children to listen to their feelings, say “no,” and go tell. They need the same permission to protect their privacy. They do not necessarily have a right to privacy from their parents, especially when it comes to what they are doing online. In fact, a parent needs to understand and guide a child as they navigate social media, online gaming, smart phones, etc. As children grow, they need continued support as their online footprints grow with them.



The term “manage” at these ages means that parents must be more involved in their child’s online lives, and that their child will have less online privacy. Part of that management process means teaching them about boundaries and giving them the tools, whether through role play, showing online moderation tools, or sharing scripts to help their child protect themselves.

When I taught my young son about his body, I would reiterate, “No one can touch you without your permission, and you need to ask permission to touch others.” I would not just say this, however. I would demonstrate it. I would, and still do, ask, “Can I give you a hug?” or “Are you okay if I cuddle you?” I remember seeing my efforts pay off when he was four. We had walked to the door of his preschool class one morning. Our ritual was that I would ask him for a hug, and he would hug me at the door. For the first time, he turned me down; no hug. At first, I was a little shocked, and a bit sad, but then I smiled. The lessons had sunk in and now he was practicing them himself.

Just like with bodily autonomy, parents and caregivers should encourage online autonomy. I know my efforts in teaching online privacy will pay off when one day he will say, “No, Mom, I won’t share that with you.”

Digital Etiquette

My parents like to jokingly tell me the story of when I was a toddler, and they took me out to eat at a fancy restaurant. The restaurant had rich food, white tablecloths, and gleaming silverware—and I was having none of it. Apparently, I leapt onto the top of that gleaming white tablecloth and started throwing things. My parents left red-faced then but have laughed red-faced now about the hilarity of the situation.

A toddler has no etiquette. They will burp, scream, get messy, and sometimes throw food at fancy restaurants. A toddler has no etiquette in part because of where they are developmentally, but also because they have not been taught. The norms of eating out are foreign to them.

My parents have remarked that, in hindsight, taking a toddler to a fancy restaurant was a dumb idea. But many parents would not question taking a child to a digital location. While there is no risk of soiled linens online, digital spaces have their own etiquette and rules. Just like the unrealistic expectation that a toddler can identify a salad fork, we shouldn’t have the same expectation that children know how to interact properly, politely, and safely in an online space. We must teach them digital etiquette. As with teaching food etiquette, parents must patiently explain why we do some things and not others, what online platforms (like forks) are used for certain tasks, and how we can communicate our needs to others online (like servers).

Creating an Environment of Trust

Tweens are rapidly turning the corner to teenagerhood, then adulthood. There are lots of road hazards on the way to adulthood, which means that parents must create an environment of trust. Tweens should know that they can always talk to their parents about their online lives. They should understand that their parents will keep their confidences, and trust that their parents will advocate for and protect them.

Trust isn’t built in a day. It takes conversations, experiences, and “trust falls” or mistakes. Children make mistakes online, but they should trust that their parents are there to catch them, not shame them. The trust built through these preadolescent years serves as the foundation for the sometimes-rocky road of adolescence.

Monitor (Ages 13–18)

When I teach digital parenting classes, I sometimes use the analogy of the 3 Ms as a leash. When children are young, they need a firmer hand, like a puppy does. A puppy, like an infant, may get themselves in danger unknowingly, or eat things that make them sick. But as children age, that leash needs to lengthen. They’re growing and learning and becoming more independent. They need more room to explore. When children reach adolescence, they need even more slack and room. They are only a few years away from leaving the home. At this age, their activities should be monitored but intervention should be used sparingly and only in serious situations. In addition to monitoring, another “M” word for teenagers is “mentor.” Parents shift their role from teacher to coach. While teens need instruction (although they may not say it), they especially need support, mentorship, and love.

More information about digital parenting for teens will be shared in Chapter 5 on page 65. This book will also discuss removing that leash for adolescents in Chapter 9 on page 197. When my staff and I teach digital parenting classes to parents of teens we focus on four concepts: digital commerce, digital footprint, self-efficacy, and online creation versus consumption.

Digital Commerce (eCommerce)

Digital commerce, also known as eCommerce, are “commercial transactions that take place electronically online.” It’s estimated that by 2021 they will generate more than $4.5 trillion in sales per year. This area only continues to grow, with Nasdaq estimating that 95 percent of purchases will be digital by 2040.

Youth are part of this huge market, selling, buying, trading, and more, but with little instruction or help. Reported by The New York Times, only twenty-one states currently require high school students to take financial literacy. While this number has grown in recent years, it still means that many teens reach adulthood with little to no education around finances. That lack of knowledge is reflected in a financial literacy study by the National Center for Education Statistics, which said that “roughly 1 in 5 US 15-year-olds don’t understand basic financial concepts.” This lack of financial literacy, in addition to having a teen brain and less life experience, can lead young people to fall for scams or overspend. Another big financial issue for teens is online gaming purchases, discussed more in Chapter 7 on page 133. Parents can provide instruction and advice on financial literacy, and our teens definitely need it.

Digital Footprint

Anyone online creates a digital footprint. This can range from comments, cookies, posts, saved links, messages, and much more. That digital footprint can follow a person years later, either positively or negatively. There are countless examples from the news of a tweet or a comment that can come back to effect someone’s job or relationship years later. I’ve heard the term “digital footprint” called a “digital billboard” because in some situations inappropriate comments can be broadcast widely like a billboard.

During adolescence, teens are moving into an adult world, but with teen brains. They are being Googled and evaluated by admissions officers and potential employers. Their digital footprint can be a plus or a minus for their future. I’ve told teens that I wish this wasn’t the case; I wish they could live their teen years without worrying that what they say or do online will haunt them later. I feel for them; long-term thinking and planning is biologically harder for teens because their prefrontal cortex isn’t fully developed. An ephemeral thought becomes permanent online. I’ve talked to many adults who are grateful that there was no social media until later in their lives. It’s not fair for teens, but it is the reality of the world we live in. Thus, parents must mentor their children to look ahead and put themselves in the shoes of their future interviewer.

Self-Efficacy

I was raised in the 1990s when self-esteem was something continually talked about in classrooms. I was taught that if I believed in myself, I could achieve anything. While this is a pleasant thought, it’s a lie. You can’t just believe in yourself; you have to believe that you have control over your actions and responsibility for your feelings. You have to focus and work to achieve new skills. Believing is just the first step to achieving; it won’t get you there alone.

Albert Bandura, described as the “greatest living psychologist,” created the theoretical construct of self-efficacy. It is the belief that one can achieve their goals. Bandura found that people with high self-efficacy are more likely to view hard tasks as something to be mastered, rather than avoided. They’re also more motivated to complete tasks, and if they fail, they will not shame or blame themselves, but examine the external factors contributing to that failure. Individuals with high self-efficacy also have higher self-control, and the more they master, the more that self-efficacy grows.

This is a difficult concept to teach. It requires parents, teachers, and others to stand by and let the student try, and sometimes fail. You have to develop self-efficacy by experience, not slogans from the 1990s about “believing in yourself.” Parents can encourage this development by giving their teen space to explore and by not blaming technology for any failures. A parent should not say, “If you’d get off the phone, you’d do better in class,” but rather something like, “You told me you wanted a better grade, is playing on your phone helping you reach that goal?” Teens must understand that they are in control of their own Internet and device use. Understanding that they are in control helps guide them to better decision-making, and ultimately achieving their goals.

Creation, Not Consumption

Related to the concept of self-efficacy, parents should encourage their teens to create, make, explore, and do, not simply consume content. They must shift their mindset from looking at the Internet as a danger, to a tool. There are still dangers online, more of which will be explored in Chapter 6 on page 93. Still, those dangers should not hold teens back from using online tools in a proactive, positive, and constructive way.

The flip side of online dangers are opportunities in the digital economy. A 2020 report out of the Berkman Klein Center for Internet & Society at Harvard describes the relationships between youth and the Internet through “capital-enhancing activities” or CEAs such as friendship, reputation, money, followers, status, or cultural capital. These are different than “recreational activities” like scrolling feeds, playing a game by yourself, or passively reading. “CEAs are digital practices that have tangible outcomes,” according to the report, and they “also allow youth to exercise their agency and express their individuality and independence.” So, teens are establishing their identities through their digital footprints. Creating and making online is part of that process. Parents can monitor and mentor their child from the sidelines, and one day applaud their teen’s accomplishments.

Using This Framework

The famous developmental psychologist Jean Piaget described “magical thinking” as the belief that your ideas and thoughts can influence the events in the outside world. I remember observing this in my own child, who believed that his “stufties” (stuffed animals) prevented any scary dreams. Research suggests that young children do engage in this thinking but have more understanding than Piaget thought.

It’s also found that adults, like children, engage in magical thinking. Some of this magical thinking may be unrealistic expectations or behaviors of our children. We may think, If I take my child’s phone away, this behavior will stop! But behavior is caused by many factors and is not simply a straight line.

Understanding developmental stages mitigates magical thinking by grounding our expectations in biological reality. Looking at our children where they are developmentally keeps us from getting disappointed or frustrated when they don’t act the way we want and prevents us from imposing our own beliefs and assumptions about their behavior. Those frustrations and disappointments affect our children. Even infants can sense negative moods from their caregivers. Over time that negativity can become toxic and make your child’s behavior worse, creating a self-defeating and toxic cycle. If you are in that cycle, taking a step back, putting slack on the leash, and spending more time listening to and observing your child can replace unhealthy digital parenting patterns with more realistic biological and social/emotional solutions.
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